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Agenda

 Main Focus - TCP Packet Tracing
 Debugging / Problem Analysis

• A Few Quick Tips - wireshark filter expressions, packet 
searches, capture save options 

• Packet Correlation - with other logs IBM® HTTP Server, 
WebSphere HTTP plug-in and WebSphere Application 
Server

• Decryption - How to decrypt SSL packets
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A Few Quick Tips
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Step 1 - click on 
expression
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Note: requires use 
of “decode as 

HTTP”

Step 2 - select 
http.response.code

filter

Step 3 - set 
desired values
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Step 4 - set a 
second 

expression

Step 6 - set 
desired values

Step 5 - scroll to 
TCP and select 

tcp.port filter
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Notice 2nd

expression runs 
in to first

Step 7 - add 
boolean

connector 
(and..or )

Step 8 - click on 
apply to enable 

filter
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Step 9 - right 
click packet and 

select follow TCP 
stream
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

“stream content” 
window is 

displayed showing 
the 500 HTTP 

status code
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A Few Quick Tips
 Tip #1 - How to use a filter expression to quickly find packets containing an HTTP 

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

After closing the 
“stream content” 
window.. what is 

shown is the entire 
TCP 

stream/connection 
that includes the 

500 response 
code
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A Few Quick Tips
 Tip #2 - How to use Find to search for a particular header or string in a filtered TCP 

stream/connection

Find a value in 
a TCP stream

Enter the value 
to Find
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A Few Quick Tips
 Tip #3 - How to use a quick search string to find a packet containing specific information

Step 1 - select 
Edit -> Find 

Packet..

Step 2 – click on 
“packet bytes” radio 

button

Step 3 - click on 
“String” radio 

button

Step 4 – enter the 
desired search 

information
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A Few Quick Tips
 Tip #3 - How to use a quick search string to find a packet containing specific information

Result – Packet 
#40 is first packet 

found that contains 
the GET request 

and is displayed in 
the packet bytes 

pane Select Edit -> Find 
Next to find additional 
packets that contain 

the search information
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A Few Quick Tips
 Tip #4 - How to Save a TCP packet capture into smaller more manageable files

select Range radio 
button and then set 

the desired packet (#)s 
to save to a file
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PACKET CORRELATION 
with other logs
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Packet Correlation - with other logs
 As already mentioned in the previous WSTE presentation titled TCP Packet 

Tracing – Part1, packet tracing can be helpful in debugging many different 
types of technical problems.  for example..

• HTTP Header problems

• Large file downloads or POST upload problems

• General TCP connect failures, premature connection closures and packet delays 

• SSL handshake problems

 The purpose of this section will NOT be about solving any particular 
problem. But Instead, the main focus will be to demonstrate how to find the 
correct request and TCP connection in a packet trace using all the 
information available to you, including information discovered from other 
WebSphere related logs.  Finding the correct request and TCP connection 
in a packet trace is vital to debugging any of the above mentioned technical 
problems
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Packet Correlation - with other logs

 Needed background system information 
 IP-addresses

• client (if known), server and middle device (if present)

 Ports

• server and middle device (if present)

 Mac-addresses (if known)

• all systems 
 From system(s) where TCP packet trace was collected

• Time Zone (e.g. EDT, CDT)

• System Date/Clock Time
• Full URL of request (if known)

• Date/Time of failure (if known)
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Packet Correlation - with other logs
 Problem#1 - In the WebSphere plugin trace log (http_plugin.log) – 5 second delay
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Packet Correlation - with other logs
 Since the delay is between plugin<-->WebSphere port 9081, start by decoding port 9081 traffic as 

HTTP. Decoding as HTTP allows you to see requests (e.g GET) in info column.

Step 1 Step 2

Step 3
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Packet Correlation - with other logs
 Next – click on the protocol column so all the HTTP decoded packets show at the top of the trace 

as shown below.    

Then scroll
Then scroll down until you see the packet that 
contains the GET request and timestamp 
(15:47:09) and then right click on the packet 
and select “follow TCP stream” 
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Packet Correlation - with other logs
 The Stream Content window appears showing the request(s) handled over this connection. 

Notice the first request matches the request shown in plugin trace log. Close the window to 
proceed with further review of the tcp stream/connection.
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Packet Correlation - with other logs
 Now, click the No. column to sort the connection by packet number.  This will ensure the 

packets are listed in sequential order
Results:
a. packet no. 4427 shows the GET /snoop/ sent at 
15:47:09 by plugin side (ip 92.168.55.4)
b. packet no. 4428 is an immediate ACK from 
websphere side (ip 3.136.53.13 and port 9081)
c. Packet no. 4433 is the 200 HTTP Response headers 
from websphere.  **This packet is sent by websphere 
side 5 seconds after the previous ACK at 15:47:14
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Packet Correlation - with other logs
 Problem #2 – WebSphere Application Server's webcontainer tracing (trace.log) indicates a 

failed POST due to invalid content length

[5/9/11 12:43:50:624 EDT] 00000030 HttpRequestMe 1   setMethod(v): POST
..
[5/9/11 12:43:50:624 EDT] 00000030 HttpRequestMe 3   setRequestURL: set URI to /WSsamples/
..
[5/9/11 12:43:50:626 EDT] 00000030 BNFHeadersImp 1   Adding header [Host] with value [robo.raleigh.ibm.com]
..
[5/9/11 12:43:50:626 EDT] 00000030 BNFHeadersImp 3   Saved token [4875000]
[5/9/11 12:43:50:626 EDT] 00000030 BNFHeadersImp 1   Adding header [Content-Length] with value [4875000]
[5/9/11 12:43:50:626 EDT] 00000030 HttpBaseMessa 1   Adding: Content-Length:4875000
..
[5/9/11 12:43:52:038 EDT] 00000030 srt           1 com.ibm.ws.webcontainer.srt.SRTServletRequest finish 

SRVE0189E: Error occurred while finishing request
                                 java.io.IOException: SRVE0080E: Invalid content length
at com.ibm.ws.webcontainer.srt.http.HttpInputStream.finish(HttpInputStream.java:184)
at com.ibm.ws.webcontainer.srt.http.HttpInputStream.close(HttpInputStream.java:532)
at com.ibm.ws.webcontainer.srt.SRTServletRequest.finish(SRTServletRequest.java:2103)
at com.ibm.ws.webcontainer.srt.SRTConnectionContext.finishConnection(SRTConnectionContext.java:80)
at com.ibm.ws.webcontainer.WebContainer.handleRequest(WebContainer.java:1034)
..
[5/9/11 12:43:52:052 EDT] 00000030 AioSocketIOCh 1   AsyncSocketChannel close, local: 

aquarius/9.42.135.23:9080 remote: robo.raleigh.ibm.com/9.37.235.185:1200
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Packet Correlation - with other logs
 display filters ip.addr eq and tcp.port eq can be used as shown below to quickly find the correct 

connection in the TCP packet trace 

• (ip.addr eq 9.37.235.185 and ip.addr eq 9.42.135.23) and (tcp.port eq 1200 and 
tcp.port eq 9080)
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Packet Correlation - with other logs
 On the web server side in the WebSphere plugin trace log (http_plugin.log) we see the
following error and reason why WebSphere side reported SRVE0080E: Invalid content length  
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    POST /WSsamples/ HTTP/1.1
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    User-Agent: Fiddler
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Host: robo.raleigh.ibm.com
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Content-Length: 4875000
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Content-Type: text/xml
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSIS: false
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSSC: http
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSPR: HTTP/1.1
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSRA: 9.37.235.1
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSRH: 9.37.235.1
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSSN: robo.raleigh.ibm.com
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    $WSSP: 80
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Surrogate-Capability: WS-ESI="ESI/1.0+"
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    _WS_HAPRT_WLMVERSION: -1
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Expect: 100-Continue
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DEBUG: lib_htrequest: htrequestWrite: Waiting for the continue response
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    HTTP/1.1 100 Continue
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Content-Length: 0
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Date: Mon, 09 May 2011 16:43:47 GMT
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DETAIL:    Server: WebSphere Application Server/7.0
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DEBUG: lib_htrequest: htrequestWrite: Writing the request content
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequestWrite: content length is 4875000
..
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequesWrite: Read 3022200 of the expected 4875000 bytes so far
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: mod_was_ap20_http: cb_read_body: Failed to read the full body from the browser. just_read 

= 0 of the expected 65536
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequestSetError: Setting the error to: |READ_FAILED|(1, Line: 1625)
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - WARNING: ws_common: websphereExecute: Error reading post data from client
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Packet Correlation - with other logs
 Problem #3 – WebSphere plugin trace log (http_plugin.log) on web server 192.168.185.2 

reports POST body read failure from client side @ 07:45:31 CDT
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Packet Correlation - with other logs
 By following the thread backwards the request is revealed which provides useful information for 

parsing the TCP packet trace
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Packet Correlation - with other logs

 For starters, use a display filter for the (client ip and web server port) and the web server ip

  (ip.addr eq 10.12.5.6 and ip.addr eq 192.168.185.2) and (tcp.port eq 8080)
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Packet Correlation - with other logs
Now, scroll down too the time that matches the POST read failure seen in plugin trace which is 
7:45:31CDT or in this case, it would be 8:45:31 EDT.  Notice the RST from the client at the time of the 
failure. Note: RST is a forced reset of a connection at the TCP layer

Right click on the 
RST packet and 
select follow TCP 
stream to see the 
entire conversation 
between this client 
and the web server
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Packet Correlation - with other logs
 Now that the connection/stream is filtered, we see the request(s) handled over this connection
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Packet Correlation - with other logs
 the packet details pane shows 

number of data bytes (1460 
bytes) contained in each client 
packet

Packet no. 49420 contains the POST 
headers for this failed request.

Finally, Count the number of body data 
packets from the client starting with the first 
packet no. 49427 to the last packet no. 49511

The total is 34 packets (each containing 1460 
bytes of body data) 34 x 1460 = 49640 bytes 
of data received before the. RST happened at 
packet no. 49512.  This matches what was 
recorded in the plugin trace log just before the 
error.

[Thu Mar 18 07:45:31 2010] 0008406e 
00000506 - TRACE: lib_htrequest: 
htrequesWrite: 
Read 49640 of the expected 50266 bytes 
so far
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DECRYPTION
How to decrypt SSL packets
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Decryption - How to decrypt SSL packets

 WireShark requires the private RSA key in PEM format in order to 
decrypt SSL packets

 The Key Management Utility (ikeyman) provided with the IBM 
HTTP Server can be used along with OpenSSL to obtain the 
private RSA key

• Ikeyman can be used to export the certificate into a PKCS12 
formatted file from the IBM HTTP Server's keyfile (e.g key.kdb)

• OpenSSL can then be used to extract the private RSA key
• In wireshark, the private RSA key can then be added and 

applied under preferences to decrypt the SSL packets
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Decryption - How to decrypt SSL packets

Open the keyfile (kdb) using 
ikeyman and then select the 
certificate and then click on 

Export/Import
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Decryption - How to decrypt SSL packets

Choose Export Key as the action type and 
PKCS12 as the Key file type

Then supply a new password and click OK
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Decryption - How to decrypt SSL packets
Obtain OpenSSL from www.openssl.org

Use the following openssl command to create a pemx file

http://www.openssl.org/
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Decryption - How to decrypt SSL packets

Supply the password used to 
export the PKCS12 (.p12) 

formatted file and then hit enter 
and the pemx file will now be 

created
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Decryption - How to decrypt SSL packets

Use the following OpenSSL command to create the RSA file from 
pemx file
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Decryption - How to decrypt SSL packets

Before the SSL packets are decrypted the stream content
window will be empty
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Decryption - How to decrypt SSL packets

To add the RSA file containing the private key to wireshark..
Click on Edit -> Preferences
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Decryption - How to decrypt SSL packets

Next, expand the protocols section and then scroll down and 
select SSL
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Decryption - How to decrypt SSL packets

Click on Apply and OK

Supply the IP to decrypt, the port, the 
protocol and the full path to the RSA file
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Decryption - How to decrypt SSL packets

After the SSL packets are decrypted the stream content window 
will now show the data unencrypted
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Summary
• Provided several tips on how to search and find 

information in a TCP packet capture using wireshark

• Demonstrated how to save a TCP packet capture into 
smaller more manageable files

• Stepped through the debugging process of how to 
successfully correlate a TCP packet trace with other 
WebSphere related trace logs

• Showed how to export a certificate from the IBM HTTP 
Server's keyfile using the Key Management Utility 

• Walked through using OpenSSL to extract the private 
RSA Key

• Finally, demonstrated how to utilize the RSA Key in 
wireshark to decrypt SSL packets
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Additional WebSphere Product Resources
 Learn about upcoming WebSphere Support Technical Exchange webcasts, and access 

previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp_tech.html

 Discover the latest trends in WebSphere Technology and implementation, participate in 
technically-focused briefings, webcasts and podcasts at: 
http://www.ibm.com/developerworks/websphere/community/

 Join the Global WebSphere Community: 
http://www.websphereusergroup.org 

 Access key product show-me demos and tutorials by visiting IBM Education Assistant: 
http://www.ibm.com/software/info/education/assistant

 View a webcast replay with step-by-step instructions for using the Service Request (SR) 
tool for submitting problems electronically: 
http://www.ibm.com/software/websphere/support/d2w.html

 Sign up to receive weekly technical My Notifications emails: 
http://www.ibm.com/software/support/einfo.html

http://www.ibm.com/software/websphere/support/supp_tech.html
http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/developerworks/websphere/community/
http://www.ibm.com/developerworks/websphere/community/
http://www.websphereusergroup.org/
http://www.websphereusergroup.org/
http://www.ibm.com/software/info/education/assistant
http://www.ibm.com/software/websphere/support/d2w.html
http://www.ibm.com/software/support/einfo.html
http://www.ibm.com/software/support/einfo.html
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We Want to Hear From You!

Tell us about what you want to learn

Suggestions for future topics
Improvements and comments about our webcasts

We want to hear everything you have to say!

Please send your suggestions and comments to: 
wsehelp@us.ibm.com

mailto:wsehelp@us.ibm.com
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Questions and Answers
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