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Agenda

= Main Focus - TCP Packet Tracing

» Debugging /| Problem Analysis
* A Few Quick Tips - wireshark filter expressions, packet
Searches, capture save options

* Packet Correlation - with other logs IBM® HTTP Server,

WebSphere HTTP plug-in and WebSphere Application
Server

* Decryption - How to decrypt SSL packets
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A Few Quick Tips
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

wireshark-snoop-wasconsole_pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help

S e DAL Ne e T L

BIElQQ Q|

Filter: | -

=ssion... | Clear Apply

MNo. .

Z0d an expression to this filter string

3 2001 0505 1F:=50=15_F5001 39 421535 73 go3F 235 185

- Ay t :

WebSphere® Support Technical Exchange

Step 1 - click on
expression
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP

status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

"Il Wireshark: Filter Expression !Em

Field name Relation Value (unsigned, 2 byies)
T STy .
— ﬂ 15 present I
i == Predefined valugs:
E HTTR

http.ng - Notification (TRUE if HT
hitp.response - Resp

hitp.request - Request (TRUE i
hitp.authbasic - Credentials

http.request method - Request Method (F
http.request uri - Request URI (HTTP Re

hitp.requestversion - Request Version (F

hitp.response.code - Regpnnse Code (

hitp.authorization - Authorization (H TTRE

l |

Note: requires use
of “decode as
HTTP”

Step 2 - select

http.response.code
filter
QK Cancel |

WebSphere® Support Technical Exchange

71! Wireshark: Filter Expression !Em
Field name Relation Value (unsigned, 2 bytes)
i ;;;: ﬂ is present |5{}U‘|
i = Pilefined values:
= HTTP

hitp.notification - Mofification (TRUE if HT
http.response—F?.espcmse{TF%UEifHTT_l
hitp.request - Request (TRUEifHT TP re
hitp.authbasic - Credentials

hitp.request method - Request Method (F
hitp.requesturi - Request URI(HTTP Re
hitp.requestversion - Request Version (k-
http response code - Response Code (-
hitp.authorization - Authorization (HTTP .ﬁj

1 o

\

Step 3 - set
desired values
I

QK | Cancel |
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Step 5 - scrall to
TCP and select

File Edit View Go QHPILIIE Analyze Statistics HEIP Field name / Relation Value (unsigned. 2 bytes)
TCAP 2l |is present Igﬂ
By CRXRE(Ae*0FL|ERIAQQADO[H amp/ = T
: _ T i tcp.srcport - Source fort I=
Fier |1t tp. response. code == 500 Exprersion. Clear Apply sty v S .
No. . Time Source B tcp.port- Source or Destination Port <
4 G741 0 5 L0 0 O T 7 s P T B S PO P A ceEenc by i A
tcp.mxtseq - Mext sequence number <=
43 2011-05-05 17:50:13.608574 9.42.135.23 0.37.235.185 tep.ack - Acknowledgement number
tcp hdr_len - Header Length i Step 6 - Set
tcpflags - Flags deSII’ed Va|UeS
Step 4 = Set a tcp flags.cwr - Congestion Window Redu !
- Hange (offsetlength)
Second tcoflags.ecn - ECN-Echa J
I r !

expression
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

1 wireshark-snoop-wasconsole_pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help
SBades CHEEE A 2T L |(|BE QQQCO| M

Emman.response.code == 500tcp.port == 80 ~ Expression.. Clear Apply

MNa. . Time
OT 7001 UJ-UJ 17230, 13.J00 27 F. 97 .207.100

Source Destination
3 TS T O T )

9.37.235.185
=05 17:50:13.610449 9.42.135.23 9.37.235.185

Step 7 - add
boolean
connector
(and..or )

Step 8 - click on

Notic_e 2nd wiresark—snnnp—wascnnsule.pp = Wirshark app|y tO enable
exp_reSS|o_n runs File Edit View Go Capture Analyze Statistcs Help filter
in to first ﬁﬁi@@|BEXEE|W@§£|E

jmwnrp.respnnse.cude == 500 and tcp.port :

&R QY|
v Expression.. Clear ﬁ?i}'

No. . Time

Source

Apply this filter
L B

Destina

SL LULLITUDTUD L7 L JULLD. J00M £L J. 37 . £33.10)

43 2011-05-05 17:50:13.608574 9.42.135.23

WebSphere® Support Technical Exchange
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

(e 0w 0 Caplire” atyee ¥ Siaiercs Teleptiny” Tools® Hef
LR T s S | ElER e St tal [ Sl
Fiter: [fitpresponse.code == 500 and tp.port == 80 i T CEET

HTTF H'I'I'F

Mark Packet (toggle} W
Ignore Packet (toggle |
G SetTime, Hlfﬂfeme {tagge)

Manually Resolve Address:

Step 9 - right ﬁ.npl': 25 Filter
click packet and Prepare a Filer

select follow TCP Eﬂ?ﬂ-'ﬂmifnn Filter
stream ?rl?:tae Conversation:

W W

|::,|,;,,,a,, iy E‘L‘-E.‘:lm

Fh”l'u J"l:"l 20 i b

WebSphere® Support Technical Exchange




| IBM Software Group

A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

;_ Follow TCP Stream
| rStream Content-

JHost: www.xY2.com

Juser-agent: Mozi1la/5.0 (windows; u; windows NT 6.0; en-us; rv:1.9.1.11) cecko/20100701
|Firefox/2.5.11 ( .NET CLR 3.5.30720)

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

ccept-Language: en-us,en;g=0.5

|accept-Encoding: gzip, deflate

ccept-Charset: 150-8859-1,utf-8;q=0.7,";q=0.7

|keep-alive: 300

fconnection: keep-alive

“stream content”
| window is
HTTP/1.1 500 origin Server returned invalid HTTP response. dlSplayed ShOWlng

fcache-control :hno—c_ache

Pragma: no-cache

[Expires: Fri, 27 Aug 2010 12:14:16 GMT the 500 HTTP
Last-Modified: Fri, 27 Aug 2010 12:14:16 GMT

content-Type: .tgxt]htm StatUS COde

|pate: Fri, 27 Aug 2010 12:14:16 GMT |
Server: IBM-PROXY-WTE/6.1 |
content-Length: 1677 I_l

'doctype html public "html2.0"=
l:‘-:l I

_Fiterowthissyeam [ cose |
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A Few Quick Tips

= Tip #1 - How to use a filter expression to quickly find packets containing an HTTP
status code(e.g. 200, 500, 400) on a specific server port(e.g. 80, 443)

Hle Edt View Go Copte Amyze Sttisics Telephony Tools Help

Fiter: {tcp.stream eq 10 v Bresson.. Clear Apply
N |Time |source | vestration |protocol [ i - ‘,‘After closing the”
138 28, 466797 4,%7.196.8 92,168.42,3 TP 62367 > http [ACK] Seqe775 Ack=28781 Win=64860 Lens) stream content

window.. what is

142 28,498773 4,57.196.8 92.168.42.3 TCP 62367 > http [ACK] Seqe775 Ack=31185 Wine64860 Lens0 shown is the entire

143 28.496776 4,57.1%6.8 92.168.42.3 TP 62367 > http [ACK] Seqe775 Acke32877 Wine64860 Lens0 TCP

145 28, 526506 4.57.196.8 92.168.42.3 TP 62367 > http [ACK] Seqs775 Acks36038 Wina64860 Lene0 Strear_n/ connection

188 30. 397032 4,57.196.8 92.168.42.3 GET /wps/wen/connect/8Fe1fba0d3deasd1a?52F62das654841 /ourdoor that includes the

500 response

701 32.141051 97,168,472, 3 .57.106.8 HTTP HTTP/1.1 500 Origin Server returned invalid HTTP response. | COde

202 32.164014 4,57.196.8 92,168.42.3 p ACK] 5eq=1803 ACK=3B058

203 32.164051 4,57.196.8 92.168.42.3 62367 > http [FIN, ACK] Seqel603 Acka38058 Win=64860 Lers0

209 32.197736 4.57.196.8 92.168.42.3 62367 > http [ACK] Seqel604 Ack=38059 wWin=G4860 LensO
i

WebSphere® Support Technical Exchange 10 of 47
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A Few Quick Tips

= Tip #2 - How to use Find to search for a particular header or string in a filtered TCP
stream/connection

Follow TCP Stream =13

8d1a252f62da5654841 HTTP/1.1

faBdla252T62das654841/ ﬂ

U; windows NT 6.0; en-us; rv:1.9.1.11) cecko/20100701

ire I 29
ml+xml, application/xml;g=0.9,*/%; q=0.8

ccept-Encoding: gzip,deflate
ccept-Charset: IS0-8859-1,utf-8;q=0.
Ikeep-aAlive: 300

onnection: keep-alive

NG g=0.7

/1.1 200 OK

Enter the value
onnection: Keep-alive

roxy-connection: kKeep-alive to F|nd
ja: HTTP/1.1

ache-control: public,max-age=600, post-check=300, pre-check=600

ontent-Length: 35520

ontent-Type: image/jpeg
ontent-Lan$uage: en-us

Expires: Fri, 27 Aug 2010 12:24:22 GMT
-2117715303

server: M1crasaft-1x5{?.o

erver: websphere AEE ication server/6.1
Date: Fri, 27 Aug 2010 12:14:21 GMT

i
- ——— Ten . [ o
| i

E Asl Eﬂrlt_IEntire conversation (39648 bytes) ;I " ASCH { EBCDIC { HexDump  CArrays ® Raw

e | Filter Out This Stream | [ Close |

Find a value in
a TCP stream

11 of 47
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A Few Quick Tips

= Tip #3 - How to use a quick search string to find a packet containing specific information

wireshark-snoop-wasconsole_pcap - Wireshark

File |Edit View Go Capture Analyze Statiscs Help Step 3 - click on
o b String” radio
i RN EE G B
3 Find Packet..
Filter: Find Ne Y v Expression.. Clear Apply
No., Find P'egi“!\ kB | | Source Destination Step 4 — enter the
MarkPacket( IE) Chi+M AP TR P s [P T T P 0 deSired SearCh
i : 29.42.135.23 9.37.235.185 : :
i lico I R 3 0. 42.135.23 9.37.235.185 information
74! wireshark: Find Packet
Step 1 - select [
Edit -> Find By: i Display fiker — Hexwvalue & Siring
Packet.. Eilter: ||GET /ibm/console/login. doj
-Search In String Options Direction—
Step 2 —click on i Packetlist [T Case sensitive O Up
“packet bytes” radio \ ¢~ Packetdetails || Character set & Down
button & Packetbytes |||[ASCI Unicode & Non-Uni| = |
Help | E?d Cancel

WebSphere® Support Technical Exchange 12 of 47
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A Few Quick Tips

= Tip #3 - How to use a quick search string to find a packet containing specific information

1 wireshark-snoop-wasconsole_pcap - Wireshark

File Edit View Go Capture Analyze Stafistics Help

BEANN CEXEE Ae2978 DE/QQAN AP % H

Eiter | ~ Expression.. Clear Apply

No. . | Time | Source | Destination | Protocol | Info
30 2011-05-05 17:50:13.581547 9.42.135.23 9.37.235.185 TCcP 9060 > els [ACK] Seg=1
31 2011-05-05 17:50:13.581588 9.42.135.23 9.37.235.185 TCP 9060 > vrts-ipcserver [
32 2011-05-05 17:50:13.581610 9.42.135.23 9.37.235.185 TCcP 9060 > amx-icsp [ACK] S
33 2011-05-05 17:50:13.581630 9.42.135.23 9.37.235.185 TCP 9060 > exbit-escp [ACK]
A0S 05 SO 0E1B R B1GH IR N4 PR N3 W e 25 kel TCP 9060 > amx-axbnet [ACK]
35 2011-05-05 17:50:13.581987 9.42.135.23 9.37.235.185 TCP 9060 > krb5gatekeeper [

37 2011-05-05 17:50:13.583364 9.
.583661 9.

43 2011-05-05 330 S .42, 5 o ST/ 2Rl
44 2011-05-05 17:50:13.61043%Q.42.135.23 IR SS
45 2011-05-05 17:50:13.610503 9. 3779885 9.472 .135.23

= Frame 40 (1514 bytes on wire, 1514 hytes captu
® Ethernet IT, Src: Usi_ce:08:8c (00:1e:37:ce:08:8c), Dst+ —HSRP-1
® Internet Protocol, Src: 9.37.235.185 (9.37.235.185), Dst: 9.42°

= Transmission Control Protocol, Src Port: brcd (1323), Dst Port: 90¢
o Data (1460 bytes)
Data: 474554202F69626D2F636F6E736F6C652F6C6F67696E2EG4. . .

9060 [ACK] Seg=1

9060 [ACK] Seg=1

TCP brcd > 9060 [PSH, ACK]

Result — Packet
#40 is first packet
found that contains
the GET request
and is displayed in
the packet bytes

pane

EREMAGE T /ibm/(
onsole/1 ogin.do
HTTP/1.1 ..Accept]
: image/ gif, ima
ge/jpeg, image/p|

peg, im age/pjpe|

, appli cation/x|

WebSphere® Support Technical Exchange

wireshark—snoop-wasconsole_pcap - Wire

File | Edit View Go Capture Analyze Statisti

B Copy »

_ . Eind Packet... Ctr+-F
Eilter:
T Find Previo Cir+B
Mark Packet (togglk) Ctrl+M
Ml FioonexMak Shifi+Ctr+N
Find Previous Mark Shift+Ctrl+B
Mark All Packets
F Unmark All Packets

Select Edit -> Find
Next to find additional
packets that contain
the search information

13 of 47
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A Few Quick Tips

= Tip #4 - How to Save a TCP packet capture into smaller more manageable files

Wireshark: Save file as 2] x| Wireshark: Save file as 2] x|
Savein: | () edge_logs_20100827b > «®cEEr Savein: | [ edge_logs_20100827 ~| + @& exE-

[ 42_33_capture_20100827a.pcap
% capl.pcap

ﬁ [T= 42_33_capture_20100827a.pcap

My Recent
Documents

© select Range radio
S button and then set
4 the desired packet (#)s

My D erts
e to save to a file
L !
-~ -
My Computer
. 2 : - : Ir:anﬂ = Save
My Netwaork e e J My Network Save as type: IMM‘( -ibpeap ("peap:”.cap) ..‘J Cancel

Places Places

7 Firstito Jastarhed

& Range: 507000 —

I Removelgnored packets

14 of 47
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PACKET CORRELATION
with other logs

e —=4
A =

WebSphere® Support Technical Exchange 15 of 47
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Packet Correlation - with other logs

= As already mentioned in the previous WSTE presentation titted TCP Packet
Tracing — Part1, packet tracing can be helpful in debugging many different
types of technical problems. for example..
* HTTP Header problems
* Large file downloads or POST upload problems
* General TCP connect failures, premature connection closures and packet delays
* SSL handshake problems

= The purpose of this section will NOT be about solving any particular
problem. But Instead, the main focus will be to demonstrate how fto find the
correct request and TCP connection in a packet trace using all the
information available to you, including information discovered from other
WebSphere related logs. Finding the correct request and TCP connection

in a packet trace is vital to debugging any of the above mentioned technical
problems

16 of 47
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Packet Correlation - with other logs

" Needed background system information

» IP-addresses

* client (if known), server and middle device (if present)
» Ports

* server and middle device (if present)
» Mac-addresses (if known)
* all systems
» From system(s) where TCP packet trace was collected
* Time Zone (e.g. EDT, CDT)
* System Date/Clock Time

* Full URL of request (if known)

* Date/Time of failure (if known)

WebSphere® Support Technical Exchange =
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Packet Correlation - with other logs

* Problem#1 - In the WebSphere plugin trace log (http_plugin.log) — 5 second delay

[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DEBUG: ws_common: websphereGetStream: socket 14 connected to Websphere.host.com:9081

[Wed Jul 14 15:47:09 2010] 00007606 b7fcd/10 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:

GET /snoop/ HTTP/1.1

Accept */*

Referer: https://www.xyz.com/

Accept-Language: en-us

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727; .

NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; InfoPath.1; MS-RTC LM 8)

[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - DETAIL:

Host: WwWw.Xyz.com

Cookie: JSESSIONID=0000vU-Ci1V-ZIXw4HkmlavM2bt
SWSIS: true

$WSSC: https

SWSPR: HTTP/1.1

$WSRA: 7.211.65.8
$WSRH:7.211.65.8

SWSSN: www.xyz.com

$WSSP: 443

Surrogate-Capability: WS-ESI="ESI/1.0+"
_WS_HAPRT_WLMVERSION: -1

[Wed Jul 14 15:47:09 2010] 00007606 b7fcd710 - TRACE: ws_common: websphereExecute: Wrote the request; reading the response
[Wed Jul 14 15:47:09 hml]h 00007606 b7fcd710 - DETAIL: lib_htresponse: htresponseRead: Reading the response: 9f5ebbc

[Wed Jul 14 15:47:14 2010
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:
[Wed Jul 14 15:47:14 2010] 00007606 b7fcd710 - DETAIL:

WebSphere® Support Technical Exchange

00007606 b7fcd710 - DETAIL: HTTP/1.1 200 OK

Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT
Cache-Control: no-cache

Cache-Control: no-store

Content-Type: text/html;charset=1SO-8859-1
Content-Language: en-US
Transfer-Encoding: chunked

Date: Wed, 14 Jul 2010 19:47:14 GMT
Server: WebSphere Application Server/6.1

18 of 47
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Packet Correlation - with other logs

= Since the delay is between plugin<-->WebSphere port 9081, start by decoding port 9081 traffic as
HTTP. Decoding as HTTP allows you to see requests (e.g GET) in info column.

rwl_e5.mp.9.pcap - Wireshark

e Edi View Go Captre |Anayze Staisics Help

Display Filter Macros...

Hﬂiﬁﬁlaﬁm“"’“’mﬁ-

3 2010-07-14
4 2010-07-14
5 2010-07-14
6 2010-07-14
7 2010-07-14
8 2010-07-14
9 2010-07-14
10 2010-07-14
11 2010-07-14
12 2010-07-14
13 2010-07-14
14 2010-07-14
15 2010-07-14

15

15
15
15
15
15
15
15

Applyas Filter:
Eleparediniern

Firewall ACL Rules

v ,En@biadProhcols_

15 -] Spacrﬁad Decodes..

Eollow TCP Stream
E(_J_l]m!.’ Ele) P.Stre_am_
FollowS5L Srearm
Expertinfo
Expertinfo Composite
Conversation Filter

»

Beleaanwl

*ﬁbm.hkm Apply

15:39:03.537981  3.136:53:13
15:39:03.538246 92.168.55.4
15:39:03.538254 92.168.55.4

036753513
3.136.53.13
92.168.55.4
92.168.55.4
92.168.55.4
92.168.55.4
3.136.53.13
3:136:53713
3.136.53.13
92.168.55.4
92.168.55.4
3.136.53.13
3.136.53.13

il Wireshark: Decode As

Step 2

| [0] x|

WebSphere® Support Technical Exchange

Clear
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Packet Correlation - with other logs

* Next — click on the protocol column so all the HTTP decoded packets show at the top of the trace
as shown below.

Then scroll down until you see the packet that
contains the GET request and timestamp
(15:47:09) and then right click on the packet
and select “follow TCP stream”

HTIP/1.1.200 0K (text/
urtlim._l 304 Not Modifi
GET / 4 !

71,1 304 Not Wedified
/1.1 304 Not Modified

i ;1.1 304 Not Modified
a1 304 Kot wodified
304 Not Modified

text/htm

2
73R 201 04 4 . =
= Frame 1 (74 bytes on wire, 74 hytes captured) T 7

@ Exhernet TI. Src: Usice:l8:8c (0f:ide: 37 :-cezB8:8c), Dst:all-HSRP-routers [
= Internet Protocol, Src: 192.168.55.4 (192.168.55.4), Dst: 13.136.53.132 (13.1
= Transmission Control Protocol, Src Port: 39263 (39263), Dst Port: 9081 (9081)

HTTP/1.1 304 Not Modified
HTTP/1.1 304 Mot Modified
QBT

',mpfl 1 304 Not mdif‘led |
au& Not Modified ©
GET/ %

HTTR/1.1 304 Not Modified
ET f i
GET /

HTTP/1.1 304 Not Modified
-w’?'l 304 Not Modified I

33333333 _3.'3 =

ane 4427 (747 bytes on = : ]
i Ethernet TI, Src: Usi_ce:08:8c {(00:de:37:cecGB:8ch, Dst:AN1-nsP-routers (1 (00:00:0c: 07 zac: 01)

@ Internet Protocol, Src: 92.168.55.4 ( 92.168.55.4), Dst: 3.136.53.13 ( 3.136.53.13 )

= Transmission Control Protocol, Src Port: 46307 (46307), Dst Port: 9081 (90B1), Seq: 1, Ack: 1, Len: GBL

WebSphere® Support Technical Exchange 20 of 47
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Packet Correlation - with other logs

= The Stream Content window appears showing the request(s) handled over this connection.
Notice the first request matches the request shown in plugin trace log. Close the window to
proceed with further review of the tcp stream/connection.

_Elqeﬂma&ngml L Q@ |
W{('lp addr eq 92. 168 55.4 and ip.addr ~ Expression. Clear Apply

=

44 10 09, - 3 135 53.13 HTTP
4486 2010- 0?—14 15 4?-\14 303515 92.168.55.4 HTTP HTTP/]. 1 200 OK (text/html}
4565 2910‘-0?-14 15 :16.979464 2653 13 HTTP GET 5

4703 2010-0
4705 2010-07-14 15.4?
4729 2010-07-14 15:47:24
4732 2010-07-14 15:47
4752 2010-07-14 15:47:25
4758 2010-07-14 15:47:25
4785 2010-07-14 15:47:26
4789 2010-07-14 15:47

5017 2010-07-14 15:47:
5020 2010-07-14 47

3 136.53. 13
92.168.55.4 e N
lemes /commonimages /menu/menu.
— |hemes /theme_dark_blue/buttor
—  [emes/commonimages/tabs/grad
1 age. jsp?msgkey-page. text.sis

ET ’srocpj HTTP/1.1
ccept
eferer: https /W, XYz, com/

ccept-Language: en-us

A-CPU: xB6 5

4425 2010-07-14 15:47:0 ccept—Eﬂcoding:T%sz, d?fTate i ; g . 2

44 0-07-14 :47:09 | [User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; .NET CLR win- 8 n=0 T V_ 87

44%3 %8%0-0;-14 B iz. 0. SUh;.’?: i;NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; InfoPath.l; MS-RTC LM 8) .%gz w1324§5§§ Egn.g Téa.zgg.
ost: www. XYZ.com !

2:23 §3§323§:ﬂ ookie: JSESSIONID=0000VU-CilV-ZIXw4HkmIavm2bt :gﬂ}
4435 2010-07-14 B PDU]
4436 2010-07-14 R0 [k=1449 Win=8832 Len=0 TSV=1!
4437 2010-07-14 | L k=2897 Win=11648 Len=0 T5V=
4438 2010-07-14 P 951165 8 k=4345 Win=14592 Len=0 T5V=
4439 2010-07-14 S R phul

[ Frame 4569 (431 bytes on | [swssP: 443 e =—
= Ethernet IT; Src:/SupermifjiFurrogate=capabliity: WS=EST="EST/]. 0
|# Internet Protocol, Src: 1'_ WSIHARRISAEMVERSTENSE

® Transmission Contr'o‘l Prjot! TTP/1.1 200 0K

= Hypertext Transfer Protoc [Pragma: no-cache

‘ xpires: Thu, 01 Jan 1970 00:00:00 GMT
|

|

I
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= Now, click the No. column to sort the connection by packet number. This will ensure the
packets are listed in sequential order

. Results:
O AR a. packet no. 4427 shows the GET /snoop/ sent at
"Hilﬂ' "-ﬁ' OhL W**”E"Nﬂﬁr"w 15:47:09 by plugin side (ip 92.168.55.4)
e o _ b. packet no. 4428 is an immediate ACK from

4486 2010-0714 1347 14808516 313 13555 5 bi.:lﬁi;_s-s.-d websphere side (ip 3.136.53.13 and port 9081)
R R RV R AT R AR c. Packet no. 4433 is the 200 HTTP Response headers

6 = 1 92.168.55.4 3. -;3 sk . .

4705 200-07 14 15: :;.g}ggg;g; e Aok A fr9m websphere. **This packe_t is sent by websphere

1732 20100714 13:47:83. il e side 5 seconds after the previous ACK at 15:47:14
4758 2010-07-14 15:47:25.022916 3.136,53.13 _9;.158:55.:4

4785 2010-07-14 15:47:26.046916 92.168.55.4

4789 2010-07-14 15:47:26.077436 3.136.53.13
5017 2010-07-14 15:47:52.890634 02.168.55.4
5020 2010-07-14 15:47:52.938899 3.136.53.13

Eie £ You Go Gopame e Subic they

FEdAN CRXBs LecseTaA NG aAO DTN B
e [(ip. addr eq 97.168,55.4 and 1p.addr | = Exrsson Cleae M

4426 2010~ u?-u 15 471 0»9 ?432?2 3.136.53.13 46307 :- 9{!81 ACK $eq-1 Ack-l wWin=58
4427 2010-07-14 15:47:09. 748821 92.168.55.4 3.136.53.13 HTTP GET s

4428 2010 IJ? 14 15 A7:09. ?4*3331 3.136.53. 13 92.168.55.4 TCP 9031 > 463!? [KK] Seu-l. .N:kaﬁaz Il'mu
4434 21.'!10 u?-l-'l 15 47 14 ??4009 5.135.53.13 92.168.55.4 TCP seu-en: of a reassui: ed P‘L‘ll.r
4435 20010-07-14 15:47:14.774019 3.136.53.13 92.168.55.4 TP [TCP segment of a reassembled PDU]
4436 2010-07-14 15:47:14, 774363  92.168.55.4 3.136.53.13 TCP 46307 > 9081 [ACK] Seq=682 Acks=144% W
4437 2000-07-14 15:47:14.774372 92.168.55.4 3.136.53.13 TCP 46307 > 9081 [ACK] Seq=682 Ack=2897 W
4438 2010-07-14 15:47:14.774378 92.168.55.4 3.136.53.13 TCP 46307 > 9081 [ACK] Seq=682 Ack=4345 w
4430 2010-07-14 15:47:14.774957 3.136.53.13 92.168.55.4 TCP [TcP segment of a reassembled PDU]
4440 7010-07-14 15:47:14.775007 3.136.53.13 92.168.55.4 TCP [TCP segment of a reassembled PDU]
4441 2000-07-14 15:47:14.775058 3.136.53.13 92.168.55.4 TCP [TCP segment of a reassembled PDU]
4442 2000-07-14 15:47:14. 775067 3.136.53.13 92.168.55.4 TCP [TCP segment of a reassembled POU]
4443 2010-07-14 15:47:14.775108 3.136.53.13 92.168.55.4 TCP [TCP segment of a reassembled PDU]
4444 2010-07-14 15:47:14.775117 3.136.53.13 92.168.55.4 TCP [TCP segment of a reassembled PDU]
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* Problem #2 — WebSphere Application Server's webcontainer tracing (trace.log) indicates a
failed POST due to invalid content length

[6/9/11 12:43:50:624 EDT] 00000030 HttpRequestMe 1 setMethod(v): POST
[5/9/11 12:43:50:624 EDT] 00000030 HttpRequestMe 3 setRequestURL: set URI to /IWSsamples/
[5/9/11 12:43:50:626 EDT] 00000030 BNFHeadersimp 1 Adding header [Host] with value [robo.raleigh.ibm.com]

[6/9/11 12:43:50:626 EDT] 00000030 BNFHeadersimp 3 Saved token [4875000]
[6/9/11 12:43:50:626 EDT] 00000030 BNFHeaderslmp 1 Adding header [Content-Length] with value [4875000]
[5/9/11 12:43:50:626 EDT] 00000030 HttpBaseMessa 1 Adding: Content-Length:4875000

[5/9/11 12:43:52:038 EDT] 00000030 srt 1 com.ibm.ws.webcontainer.srt.SRTServiletRequest finish
SRVEO0189E: Error occurred while finishing request
java.io.lOException: SRVEOO80E: Invalid content length
at com.ibm.ws.webcontainer.srt.http.HttplnputStream.finish(HttplnputStream.java:184)
at com.ibm.ws.webcontainer.srt.http.HttplnputStream.close(HttplnputStream.java:532)
at com.ibm.ws.webcontainer.srt.SRTServletRequest.finish(SRTServletRequest.java:2103)
at com.ibm.ws.webcontainer.srt. SRTConnectionContext.finishConnection(SRTConnectionContext.java:80)
at com.ibm.ws.webcontainer.WebContainer.handleRequest(WebContainer.java:1034)

[5/9/11 12:43:52:052 EDT] 00000030 AioSocketlOCh 1 AsyncSocketChannel close, local:
aquarius/9.42.135.23:9080 remo: robo.raleigh.ibm.com/9.37.235.185:1200

.
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= display filters ip.addr eq and tcp.port eq can be used as shown below to quickly find the correct

connection in the TCP packet trace

* (ip-addr eq 9.37.235.185 and ip.addr eq 9.42.135.23) and (tcp.port eq 1200 and
tcp.port eq 9080)

LT failledPOST _pcap - Wireshark

Eile Edit Miew Go Capture Analyze Statistics Help

B Eeaa DE@rRBE| N e w

T 4 ([EElaaan e =

= :icp.port eq 1200 and tcp.port eq 9080)|) -

Expression.. Clear Apply

MNo. . | Time | Source

| Destination

331 2011-05. 00 33 -A2-t0 nennons o a3 305 9o

332 2011-05- Follow TCP Stream

rStream Content

N_J7 1L 106

2011-054

POST /WSsampTles
User-Agent: Fiddler

Host: robo.raleigh.ibm.com
IContent-Length: 4875000

LI B
ZUIE =5

2011-05- EontentET¥pe: text/xml
wSIS: false
2011-05-1lgwssC: http
$WSPR: HTTP/1.1
2011-05/{ |$WSRA: 9.37.235.185
$WSRH: 9.37.235.185
2011-05- | |$WSSN: robo.raleigh.ibm.com

$WSSP: BO

surrogate-Capability: WS-ESI="ESI/1.0+"
| WS_HAPRT_WLMVERSION: -1

Expect: 100-Continue

2011-054

2043055

HTTP/1.1 100 Continue

IContent-Length: 0

Date: Mon, 09 May 2011 16:43:47 GMTT
Server: WebSphere Application Server/7.0

PRI =05
2011-05/

2011-05- | ;. GoToLoopbacks

<test>blahblahblah</test>
</sim:GoTolLoopback>
</soapenv:Body>

2011-05-

357 2011-05-
Frame 339 (151
Ethernet TT, ¢

]

Find | Save As | Print | Entire conversation (3024089 by;)

]

- _ =

|'|(— ASCIl © EBCDIC ¢ HexDump  C Arrays * Raw

Internet Protg
Transmission (
Data (1460 byt

]

Help

B #

Close I Filter Out This Stream |

Seq=124 Ack=168343
Seq=168343 Ack=124

Seq=169803 Ack=124
Seq=171263 Ack=124
Seq=172723 Ack=124
Seq=174183 Ack=124
ACK] Seq=175643 Ack
Seq=176343 Aack=124
Seq=177803 Ack=124
Seq=179263 Ack=124
Seq=180723 Ack=124

Seq=182183 Ack=124

ACK] Seq=183643 Ack

¢ = j gi!?&
i 1 "",‘l'
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(] Seq=124 Ack=184343
(1 Sea=184343 Ack=124
len: 1460
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= On the web server side in the WebSphere plugin trace log (http_plugin.log) we see the
following error and reason why WebSphere side reported SRVEOO80E: Invalid content length

[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:

POST /WSsamples/ HTTP/1.1
User-Agent: Fiddler

Host: robo.raleigh.ibm.com
Content-Length: 4875000
Content-Type: text/xml

$WSIS: false

$WSSC: http

$WSPR: HTTP/1.1

$WSRA: 9.37.235.1

$WSRH: 9.37.235.1

$WSSN: robo.raleigh.ibm.com
$WSSP: 80
Surrogate-Capability: WS-ESI="ESI/1.0+"
_WS_HAPRT_WLMVERSION: -1
Expect: 100-Continue

[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DEBUG: lib_htrequest: htrequestWrite: Waiting for the continue response

[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:
[Mon May 09 12:43:50 2011] 00001¢50 00000c04 - DETAIL:

HTTP/1.1 100 Continue

Content-Length: 0

Date: Mon, 09 May 2011 16:43:47 GMT
Server: WebSphere Application Server/7.0

[Mon May 09 12:43:50 2011] 00001c50 00000c04 - DEBUG: lib_htrequest: htrequestWrite: Writing the request content
[Mon May 09 12:43:50 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequestWrite: content length is 4875000

[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequesWrite: Read 3022200 of the expected 4875000 bytes so far
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: mod_was_ap20_http: cb_read_body: Failed to read the full body from the browser. just_read

= 0 of the expected 65536

[Mon May 09 12:43:52 2011] 00001c50 00000c04 - TRACE: lib_htrequest: htrequestSetError: Setting the error to: |READ_FAILED|(1, Line: 1625)
[Mon May 09 12:43:52 2011] 00001c50 00000c04 - WARNING: ws_common: websphereExecute: Error reading post data from client
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* Problem #3 — WebSphere plugin trace log (http_plugin.log) on web server 192.168.185.2
reports POST body read failure from client side @ 07:45:31 CDT

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DEBUG: lib_htrequest: htrequestWrite: Waiting for the continue response

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: HTTP/1.1 100 Continue

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: Content-Length: 0

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Date: Thu, 18 Mar 2010 12:45:31 GMT

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Server: WebSphere Application Server/6.1

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DEBUG: lib_htrequest: htrequestWrite: Writing the request content

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: lib_htrequest: htrequestWrite: content length is 50266

[Thu Mar 18 07:45:31 2010] 0008406 00000506 - TRACE: lib_htrequest: htrequestWrite: Allocating buffer of 50266 for POST content
[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: mod_was_ap20_http: cb_read_body: Read from IHS client 50266 - available 50266
[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: lib_htrequest: htrequesWrite: Read 1460 of the expected 50266 bytes so far
[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: lib_htrequest: htrequesWrite: Read 2920 of the expected 50266 bytes so far

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: lib_htrequest: htrequesWrite: Read 49640 of the expected 50266 bytes so far

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: mod_was_ap20_http: cb_read_body: In the read body callback

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - WARNING: mod_was_ap20_http: cb_read_body: Failed to read the full

body from the browser. just_read = -1 of the expected 626

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - TRACE: lib_htrequest: htrequestSetError: Setting the error to: [READ_FAILEDI(1, Line: 1625)
[Thu Mar 18 07:45:31 2010] 0008406 00000506 - WARNING: ws_common: websphereExecute: Error reading post data from client

2 - 0
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= By following the thread backwards the request is revealed which provides useful information for
parsing the TCP packet trace

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: PQOST /snoop/ HTTP/1.1

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Accept: image/gif, image/x-xbitmap, imagefjpeg, image/pjpeg, application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, application/xaml+xml, applicationfvnd.ms-xpsdocument, application/x-ms-xbap, application/x-ms-application, */*
[Thu Mar 18 07:45:31 2010] 0008406 00000506 - DETAIL:  Accept-Language: en-us

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Content-Type: application/x-www-form-urlencoded

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Accept-Encoding: gzip, deflate

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; AAFES IE6 SP1 Build 1.2; NET CLR 1.1.4322; NET CLR
2.0.50727; .NET CLR 3.0.04506.30)

[Thu Mar 18 07:45:31 2010] 0008406 00000506 - DETAIL:  Host: WWW.XYZ.COM

[Thu Mar 18 07:45:31 2010] 0008406 00000506 - DETAIL:  Content-Length: 50266

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Cache-Control: no-cache

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Cookie: JSESSIONID=0000ZaGeCpWOZ79w0-n3I5WHOU

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  SWSIS: false

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: $WSSC: hitp

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  SWSPR: HTTP/1.1

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: $WSRA: 10.12.5.6

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: $WSRH: 10.12.5.6

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  SWSSN: www.Xyz.com

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  $WSSP: 8080 |

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL:  Surrogate-Capability. WS-ESI="ESIN.0+"

[Thu Mar 18 07:45:31 2010] 0008406e 00000506 - DETAIL: _WS_HAPRT_WLMVERSION: -1

[Thu Mar 18 07:45:31 2010] 0008406e 00000206 - DETAIL:  Expect: 100-Continue
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= For starters, use a display filter for the (client ip and web server port) and the web server ip
» (ip.addr eq 10.12.5.6 and ip.addr eq 192.168.185.2) and (tcp.port eq 8080)

dvl-activema > http-alt [ACK Seq-!l 1 Win=65535 Len=0
[rce segnent of a reassembled PDUl

40164 2010-03-18 47 . 476669269 10.12_5.6
2 0-03-18 43:47. 481952 2012,

40170 2010-03-18 47.527321267 192.168.185.2

40171 2010-03-18 47.527512134 192.168.185.2

40172 2010-03-18 47.551338898 10.12.

4 0-03-18 47.557227125 10.12.5.6

40177 2010-03-18 43:47.605148119 192.165.185.2

40178 2010-03-18 08:43:47. 605337966 192-;15!-\‘!.!6 2

40179 2010-03-18 08:43:47.628821515 10.12.5.

40180 2010-03-18 08:43:47. 634100609 10.12.5. 6 192.168.185.2

40188 2010-03-18 D8:43:47.644832582 192.168.185.2 10.12.5.6
40189 2010-03-18 08 -ii 47.681042478 10.12.5.6 192.168.185.2
20190 2010-03-18 .4 6538

40191 2010-03-18

40194 2010-03-18

40291 201 -18

40292 2030 03-18
40293 2010-03-18
40294 2010-03-18

HTTP/1.1 302 Found (text/html ;
dv't—act'ivena‘i‘l > http-alt [ Seq=930 Ack=5606 Win=64930 Len=0

[1CP segment of a reassembled POUl

HTTP/L.1 302 Found (text/html)

dvl-activemail > http-alt [ACK] Saqul?‘.l.! ACk=1162 win-64374
GET /

Continuation or non-HTTP traffic
dvl-activemail > http-ah IM:K] Sequ2410 Ack=4082 Win=65535 Len=(
dvl-activemail > http-alt [ACK] Seq=2410 Ack=35503 Win=564112 Len=0

GET /.
http-alt > dvl-activemail [ACK] Seq=5505 Ack=3077 Win=65535 Len=0

dvl-activema > http-alt [ACK] Seq= Ack=84 n=6 Lens=0
dvl-activemail > http-alt [ACK] Ack=11345 Win=65535 Len=0
dvl-activemail http a'lt_ [Aack] Ack=14265 wWin=65535 Len=0
dvl-activemail 1t [ACK] Seq=3077 Ack=17185 wWin=65535 Len=0

ikl REGGE FobeEhton

192.168. 185.2 TP dvl-activemail > 5@q=3077 Ack=20105 Win=65535 Len=0
192.168.185.2 audio-activmail > http a'lt [,iCK] Seq=1 Ack=1 Win=65535 Len=0
— - P e
ap! md)
et TT ros Usiocerd8:8c (0mle: 3T icec0BI8c), DSt AT -HSRP-routers 01 (600000 <)
= Internet Prcn:uco'l Src: m 12.5.6 (10.12.5.6 ), Dst 192.168.185.2 (192.168.185.2 )
« Transmission Control Protocol, Src Port: prm-sm-np (1402), Dst Port: http-alt (B8080), Seq: 50809, Ack: 1, Len: 0

ﬂ'ﬁﬂ 00 1a 64 a8 B5 a6 00 0L 64 79 la 01 OB 00 45 00 ) d.....E.
0010 OO0 28 46 54 40 00 79 06 32 6f O0a Oc 05 43 c0 a8 ~AFTO.¥. 20...C..
0020 b9 15 05 7a 1f 90 9c 10 db c2 Se 54 6Ff 48 50 14 ey 2 = OHP .
0030 00 00 bc 49 00 OO0 00 00 00 OO0 00 00
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Now, scroll down too the time that matches the POST read failure seen in plugin trace which is
7:45:31CDT or in this case, it would be 8:45:31 EDT. Notice the RST from the client at the time of the
failure. Note: RST is a forced reset of a connection at the TCP layer

'uuuuuuaaxaalﬂ cewgalpn aaan Wmn
| Emer [(Tp-addr eq 10.12.5.6) and (ip.addr = Expession  Glear Bpply

Right click on the
RST packet and

B \
N\

No. |tme | source [ Destnason [Promcat [\ lect foll TCP
49491 2010-03-18 08:45:31.740008861 10.12.5.6 192.168.185.2 TCP [TCP segaknt of a reassembled PDU] selecCl Toliow
49492 2010-03-18 08:45:31.748895824 10.12.5.6 192.168.185.2 TcP [TCP segmeRt of a reassembled PDU]
49493 2010-03-18 08:45:31.748913314 192, 168.185.2 10.12.5.6 TP http-alt > \em-sm-np [ACK] Seq=1 Ack stream to see the
49-19? 2010-03-18 33:45:31.?23222930 10.12.5.2 1927122.18?2 TCP ETCP segment\of a reass:?{;}eg Pnui
49497 2010-03-18 08:45:31.764669121 10,12.5. 192.168.185.2 TCp TCP segment N a reassembled PDU : :
49498 2010-03-18 08:45:31.764686396 192.168.185,2 10.12.5.6 Tcp http-alt > prmm-np [ACK] Seq=l Ack entire conversation
49501 2010-03-18 08:45:31.772556673 10.12.5.6 192.168.185.2 Tcp [TCP segment of \ reassemblad POU] ) )
49502 2010-03-18 08:45:31.780443794 10.12.5.6 192.168.185.2 CP [TCP segment of a\reassembled PDU] between this client
49503 2010-03-18 08:45:31.780462070 192.168.185.2 [} 10.12.5.6 Tcp IEI:tD-a'It > pra-sa- [ACK] Seqml Ack
49506 2010-03-18 08:45:31.788330000 10.12.5.6 192.168.185.2 TP TCP segment of a r ou
49507 2010-03-18 08:45:31.796216455 10.12.5.6 192.168.185,2 TcP [TCP segment of a r and the web server
49508 2010~ 03 18 0B:45:31.796233859 192. 168 185.2 10.12.5.6 http -alt > prm-sm-np

B % B

a.rld (1p a.ddr -

WebSphere® Support Technical Exchange

.168.
192.168.

N
185.

prm-nm- np> http L 1
[TCP segment of a r'eassemb'led PDU]

| source Crestination | Piotocot | info.

2010 -03-18 . 740908861 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]
2010-03-18 . 748895824 10.12.5.6 192.168.185.2 TCP [TcP segment of a reassembled PDU] »
2010-03-18 748913314 192.168.185.2 10.12.5.6 TCP http-alt > prm-sm-np [ACK] Seq=1 Ack »
2010-03-18 .756682980 10.12.5.6 192.168.185.2 TCP [TcP segment of a reassembled pPDU] A
2010-03-18 . 764669121 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU] ]
2010-03-18 . 764686396 192.168.185.2 10.12.5.6 TCP http-alt > prm-sm-np [ACK] Seqg=1 Ack kL
2010-03-18 31.772556673 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU] A
2010-03-18 .780443794 10.12.5.6 192.168.185.2 TCP. [TCP segment of a reassembled PDU]

49503 2010-03-18 :45:31.780462070 192.168.185.2 10.12.5.6 TCP http-alt > prm-sm-np [ACK] Seq=1 Ack

49506 2010-03-18 :45:31.788330000 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]

49507 2010-03-18 :45:31.796216455 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]

49508 2010-03-18 :45:31.796233859 192.168.185.2 10.12.5.6 TCP http-alt > prm-sm-np [ACK] Seq=1 Ack

49511 2010-03-18 :45:31.804110513 10.12.5.6 192.168. 7 [TcP segment of a reassembled PDU]
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Packet Correlation - with other logs

= Now that the connection/stream is filtered, we see the request(s) handled over this connection

WebSphere® Support Technical Exchange

29466 2010-03-18 08-45:31. 662043050 10.12.5.6 ~192.168.185.2 [TCP segment of a reassembled PDU]

49467 2010-03-18 08:45:31.669927552 10.12.5.6 192.168.185.2 TCp [TCP segment of a reassembled PDU]

49468 2010-03-18 08:45:31.669946292 192.168.185.2 10.12.5.6 http-alt > prm-sm-np [ACK] Seq=1 Ack=25989
49471 2010-03-18 (8:45:21 A77817A42.10 17 § A 107 1RR 185 . [TrD _canmant nf 3 raaccamhlad O]

49472 2010-03-18 (EEIL RS -

49473 2010-03-18
49476 2010-03-18
49477 2010-03-18
49478 2010-03-18
49481 2010-03-18
49482 2010-03-18
49483 2010-03-18
49486 2010-03-18

1
R EEEE———— ?C'C=23909

noop/ IITTP/1.1
fAccept: ]magwgw, image/x-xbitmap, image/jpeg, image/pipeg, application/x-shockwave-flash, | 1::!(-31329
fapplication/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, application/xaml b ]
Allxm1, application/vnd.ms-xpsdocument, application/x-ms-xbap, application/x-ms-application, */* — |
| Rccept-Language: en-us

| fontent-Type: application/x-www-form-urlencoded _'| ;.clc=34?49

|

e B B o B B O U o O e W

|/hccept-Encoding: gzip, deflate
29437 2010-03-18 (H;ser-agent : Mozi11a/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; AAFES IE6 SP1 Build pul .
9488 2010-03-18 (1§ - NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30) L Ack=37669
49491 2010-03-18 (| Lost: ww, Xvz. com pu]
49492 2010-03-18 (| Fontent-Length: 50266 pul
49493 2010-03-18 (| Fonnection: Keep-Alive L Ack=40589
49496 2010-03-18 ( fache-Control: no-cache pu]

U]
49498 2010-03-18 ':lg L Ack=43509
49501 2010-03-18 ( ||
49502 2010-03-18 (|
49503 2010-03-18 (|
49506 2010-03-18 (|
49507 2010-03-18 (

| il

49497 2010-03-18 (| [Lookie: JSESSIONID=0000ZaGcCpwo279w0-n9ISwftou

f Ack=46429
D

Z-‘.. ]
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Packet Correlation - with other logs

49463 2010-03-18 08:45:31.654168736 192.168.185.2 10.12.5.6 TCP http-alt > prm-sm-np [ACK] Seq=1 Ack=23069
49466 2010 8 08:45:31.662043050 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]

n the acket details ane ShOWS 49467 20 8 08:45:31.669927552 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]
p p = Frame 4942 514 bytes on wire, 1514 bytes captured)
« Etharnet I1, src: usi_ce:08:8c (Diie:37:cezdB:8ch, Dst:all-nsre-routers 01 (60 :06:0c 07 -act
number Of data b tes 1460 = Internet Protocol, src: 10.12.5.6 (10.12.5.6 ), Dst: 192.168.185.2 (192.168.185.2 )
y = Transmission Contro'l Protocol, Src Port: prm-sm-np (1402), Dst Port: http-alt (8080), Seq: 1169, Ack: 1, Len: 1460

Source port: prm-sm-np (1402)

- ; M Destination port: http-alt (8080}
bytes) contained in each client i e R e AR
[Next sequence number: 2629 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
packet Header length: 20 bytes
® Flags: Ox10 (ACK)
window size: 65535
@ Checksum: 0x7f37 [correct]
TCP segment data (1460 hytes)

H Ta 64 ag 85 a Ta 0L 08 00 45 00
0010 dc 4 4 0 7 dd ﬂ 5 4 0 a8
Packet no. 49420 contains the POST B gnsreBos SunEhusy o
headers fOI’ th|S fa"ed req UeSt. 49420 2010-03-18 08:45:31.469259335 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]
49427 2010-03-18 08:45:31.477244007 10.12.5.6 192.168.185.2 TCP [TCP segment of a reassembled PDU]
31.505856148 192 168.185.2 10.12.5.6

49430 2010-03—15 08:4 TCP http -alt > prm sm-np [ACK] Seq=1 Ack=2629
LT o y 1

4 8 [i] 1.5 865 10 . IETCP s%gment of a r‘eas[seml]ﬂed PDU] -
H 2010-03-18 08:45:31. 542356539 102, 168 185.2 ttp-alt > prm-sm-np [ACK] Seq=1 Ack=5549
F|na”y, Count the number of bOdy data 49436 2010-03-18 08:45:31,550224318 10.12 2 [TCP segment of a reassembled PDUJ
: : : : 45438 2010-03-18 0B-45.31. 370411535 igzlieé iss 2 e BEteaie = Eratem-te [AK) Sooel Ackendto
Ao i r & = i = 75 -a > rm-sm-nj ed=. Cl=
paCketS from the Cllent Startlng Wlth the flrSt 49441 2010-03-18 08:45:31.578277212 10.12.5.6 192.168.185.2 ['rcg segmeng of a rgassemb'lequDu]
49442 2010-03-18 08:45:31.586164048 10.12.5.6 192.168.185.2 r[‘rcp segment of a reas[sem?'led PDU] .
49443 2010-03-18 08:45:31.586182156 192.168.185.2 10.12.5.6 ttp-alt > prm-sm-nj ACK] Seq=1 Ack=11389
paCket no. 49427 to the |aSt paCket no. 4951 1 49445 2010-03-18 08:45:31.598045660 10.12.5.6 192.168.185.2 [TCh Sagment of a reassemblad PDUJ
49447 2010-03-18 08:45:31.606841515 10.12.5. 192.168.185.2 [TCP segment of a reassembled PDU]
39448 2010-03-18 08:45:31.606870621 192.168. 135 2 10.12.5.6 http-alt > prm-sm-np [ACK] Seq-1 Ack-14309
49451 2010-03-18 08:45:31.614724916 10.12.5. 192.168.185.2 [TCP segment of a reassembled PDU]
i imi 5435 2010-0318 OB-43.31. 632634873 182“63 "ss 2 1ocistaa® D AT bracse-bo Aokl Saoct Ack17729
-03-1 4 1 4 1 1 = E = 10.12. 5. ttp-alt prm-sm-i ACK] Seq=1 Ack=1
The total is 34 packets (each containing 2010°03 15 teid5:31 630403083 10123 0 FHeE Seonent br°a reacsendted £V}
010-03-18 08:45:31.638379074 10.12.5. 102.168.185.2 IErcp segment of a reas[igmsngd pgu] ]
= 49458 08:45:31.638398128 192.168. 135.2 10.12.5.6 ttp-alt > prm-sm-np eq=1 Ack=
bytes Of bOdy data) 34 X 1460 - 49640 bytes 49461 = w35:31.646264884 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
. :g:g; ggig-g;-ig 654151550 10.12.5.6 132].-55!5!.;35.2 'E;l:'(ép S?gmeﬂt of a r'ea?_:‘e:zgﬂgd Pgu% Ke23069
i o - -3 a > prm-sm-n| e |
of data received before the. RST happened at i 2610033 L
k t 4951 2. Thi t h h t pt 3010-03-15 08:43:31. 069946355 197,108 Toirse? e el mas[if:ﬂ?ng pgu.]q k=25989
-03 - 23 B p-a > prm-sm-np eq= ck=
paC et no. . IS matches what was 2010-03-18 08:45:31.67/817642 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
ded in the pluain trace log iust before th oo ete s e e e e e Seimene e % R e
= e b : - - . . . =3, -a > prm-sm-n| eq= =
recorded In e p Ugm race 09 JUS erore e 2010-03-18 08:45:31.693590382 10.12. 5 s 192.168.185.2 LIth Segmant of 3 paastemn)ad: POUT
2010-03-18 08:45:31.701474171 10.12 192.168.185.2 [TCP segment of a reassembled PDU]

-03- ttp-alt > prm-sm-np [ACK] Seq=1 Ack—=
error 3010-03-15 05:43:31. 701404724 102 168, 155 2 10.12.5.6 h 1 [ACK] 1 Ack-31829
. 2010-03-18 08:45:31.709360861 10.12.5. 192.168.185.2 [TCP segment of a reassembled PDU]

2010-03-18 08:45:31.717248548 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
2010-03-18 08:45:31.717265953 192.168.185.2 10.12.5.6 http-alt > prm-sm-np [ACK] Seq=1 Ack=34749
2010-03-18 08:45:31.725133193 10.12.5.6 192.168.185.2 Ercp segment o; a reassemg]les PDU:]I
2010-03-18 08:45:31.7 20832 10.12.5. 1 .168.185.2 TCP segment of a reassembled PDU
. . 2010-03-18 08:45:31.733040916 192.168. 155.2 10.12.5.6 http-alt > prm-sm-np [ACK] Seq-1 Ack-37669
[Thu Mar 18 07'45'31 2010] 0008406e 2010-03-18 08:45:31.740908861 10.12.5. 6 192.168.185.2 [TCP sengnt of a reassembled PDU]
00000506 - TRACE: lib htrequest: 2010-03-18 08:43: 31748033314 193,168 185.2 ToisE? el e e i
- -03 - o e p-a > prm-sm-np q= chk=:
. — q " 2010-03-18 08:45:31.756682980 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
P 2010-03-18 08:45:31.764669121 10.12.5.6 102.168.185.2 [TCP segment of a reassembled PDU]
htrequesWrite: mionls s e it lginne Sl e
i oL g i et { segment of a reassemble
2010-03-18 08:45:31.780443794 10. 12.5_5 192.168.185.2 [TCP segment of a reassembled PDU]
Read 49640 Of the expected 50266 byteS 2010-03-18 08:45:31.780462070 192.168.185.2 10.12.5.6 http-alt > prm-sm-np [ACK] Sea- 1 Ack=46429
2010-03-18 08:45:31.788330000 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
2010-03-18 08:45:31.796216455 10.12.5.6 192.168.185.2 [TCP segment of a reassembled PDU]
SO far 2010-03-18 08:45:31.796233859 192.168.185.2 10.12.5.6 http-alt > prm-sm-np [ACK] Seq=1 Ack=49349
1 0 6 2

192.1 [TtP segment of a reassembled PDU]
1 s > ¢
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DECRYPTION
How to decrypt SSL packets

" . '- o
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Decryption - How to decrypt SSL packets

= WireShark requires the private RSA key in PEM format in order to
decrypt SSL packets

» The Key Management Utility (ikeyman) provided with the IBM
HTTP Server can be used along with OpenSSL to obtain the
private RSA key

* lkeyman can be used to export the certificate into a PKCS12
formatted file from the IBM HTTP Server's keyfile (e.g key.kdb)

* OpenSSL can then be used to extract the private RSA key

* In wireshark, the private RSA key can then be added and
applied under preferences to decrypt the SSL packets
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Decryption - How to decrypt SSL packets

Key Database File Create \iew Help

DR

- O] x|

HKey database information
DB-Type: CMS key database file
File Name: CASusenOpenSSLikeyl 7 kdb
Token Label:

Key database content

Personal Certificates |V| | Receive... |
* knightmare | Delete |
| View/Edit... |

& |

|

Open the keyfile (kdb) using

ikeyman and then select the

certificate and then click on
Export/Import

Recreate Request...

| MNew Self-Signed...

| Extract Certificate...

A personal certificate has its associated private key in the database.

| 4
WA
..t!;,g-._

WebSphere® Support Technical Exchange

34 of 47




| IBM Software Group

Decryption - How to decrypt SSL packets

Export/Import Key x|
Choose Action Type |

@® ExportKey ) Import Key Choose Export Key as the action type and
; PKCS12 as the Key file type

HKey file type PKCS12

File Name: |kn|ghtmare.p12 |

Location: |C:1$usen0penSSL1Prierﬂ |

| 0K Cancel

Password Prompt

Password to protect the target PKCS12 file: |*“"* |

Confirm Password: |“"“’“‘* |

Password Strength:

Then supply a new password and click OK

e oy ][] [comr
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- How to decrypt SSL packets

Obtain OpenSSL from www.openssl.org

Use the following openssl command to create a pemx file

¢« Command Prompt B M [s[

Microsoft Windows AP [Uersion E.i.ﬁﬁﬁﬁ] i
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and SettingsMdministratorded c:\OpenSSL-Yind2\hin

C:\OpenSSL-Yin32\hindopenss] pkesi2 -in c:\juserSopenss1iprivkeysknightmare . pi2
-out c:\Susersopenss1\privkey\knightmare.penx -nocerts -nodes



http://www.openssl.org/

- How to decrypt SSL packets

= Command Prompt - openssl p

Microsoft Windows BP [Version E.i.ZEBE]
(C» Copyright 1985-2001 Microszoft Corp.

C:5\Documents and Settings“Administratoricd c:“OpenSSL-Win3dZ2:\hin

C:50pen8SL-Yin32sbin>openss]l pkesi2 —in c:SSusersopensslsprivkeysknightmare.pl?
—out cisfusersopensslsprivkeysknightmare.pemx —nocerts —nodes
Enter Import Password:

Supply the password used to
export the PKCS12 (.p12)
formatted file and then hit enter
and the pemx file will now be

e+ Command Prompt created

Microsoft Windows HP [Uersion 5.1.26881]
CC>» Copyright 1985-2881 Microsoft Corp.

C:xDocuments and Settings“Administratsficd c:is0penSSL-YWin32:hin

C:0pen3SL-Yin32«binopenssl pkesl2 —in c:isSusersopenss1sprivkeysknightmare . pl?2
—out cIsSusersopenssliprivkefiknightmare.pemx —nocerts —nodes
Enter Import Password:

MAC verified OK k
C:~0penSSL-Win32xbinX_




- How to decrypt SSL packets

Use the following OpenSSL command to create the RSAfile from
pemx file

== Command Prompt .
Microzoft Windows ¥P [Uersion 5.1.268081]
(C)» Copyright 1985-20@1 Microsoft Corp.
C:~Documents and Settings“Administrator>cd c:“OpenSSL-UWin32%hin

OpenSSL-Yin32«binropenss]l pkesl2 —in c:sSusersopensslsprivke ysknightmare . pl2
—out c:izSusersopensslsprivkeysknightmare.pemx —nocerts —nodes
Enter Import Password:
MAC verified 0K

C:~0penSSL-Win32sbin>openss]l rsa —in c:sSusersopensslsprivkeysknightmare.pemx —o

ut c:sSusersopensslsprivkeysknightmare.rsa
writing RSA key

C:<0penSSL-WYin32%bin>
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knightmarv.pcap - Wireshark O] x|

File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEges CEXRSL | Ac+97L (BB QA0 0B« H

Filter: [tcp.stream eq 5 ~  Expression... Clear Apply

Time Source Destinat Protocol | Info

476 15.688575 S i 9.37. 3 TC|
477 15.694766 9.57.107.5 9.37.235.29 TLSvl  Client Hello

508 16. 187548 5.57.107. 5 9.37.235.20 Tcp h323hostcal Isc > https [ACK] Seq=110 Ack—80 win=262064 Len—0

511 16.392338 9.57.107.5 9.37.235.29 TcP hz23hostcallsc > hitps [ACK] 5eq-110 Ack—86 Win-262056 Len—0

518 16.443741 .57.107.5 9.37.235.29 TLSv1  Change Cipher Spec, Encrypted Handshake Message
Al ADDENCAD Mark Packet (toggle)

IEEER S S Ny S - BN 74 P B (TR | 10" Pocket (toagle)
[ oo oo o 5riors e T <o

h323hostcallsc > https [Ack] Seg=1 Ack=1 win=262144 Len=0 TS\

Follow SSL Stream

=10/x|

(& Set Time Reference (toggle)
567 17.291806 9.57.107.5 S.37.235.29 h323host ck=433 win=261712 L
: | Manually Resolve Address
<
A Filts »
Frame 510: 654 bytes on wire (5552 bits), 694 byte:s captured (5553 bits) Ll e Gl :
Ethernet II, Src: Cisco_d4:71:bf (00:0F:34:d4:71:bf), DsST: Foxconn_83:54:0a (  FrepareaFilter
Internet Protocol, Src: 9.57.107.5 (9.57.107.5), Dst: 9.37.235.29 (9.37.235.: Conversation Filter 2
Transmission Control Protocol, Src Port: h323hostcallsc (1300), Dst Port: htt Colorize Conversation » | Len: 628
= secure socket Layer SCTP )
= TLsvi Record Layer: application pata Protocol: q93i.tpkt
Content Type: Application pata (23) [Fe 2 TWER Sizmn
version: TLs 1.0 (0x0201) Follovs UDP Stream
Length: 623
encrypted application pata: 682der6acl9ozessffa047dsofosdbe0salcoesdfacacs
Copy
3% Decode As...
& Print..
Show Packet in New Windows
@000 00 01 6c 82 54 0a 00 OF 34 di 71 bf 08 00 45 48
0010 02 a8 3e bc 40 00 75 06 5b ch 03 39 6b 05 03 25
0020 eb 1d 05 14 01 bb 9b d9 ad 15 97 ea f7 50 80 18
0030 7f f0 ad d2 00 00 01 01 08 Oa 00 Od ae 7e Oa e7
0040 af 8a 17 03 O1 02 6f 68 2d €7 6a cl 93 e8 8F fa
0050 04 7d 89 9 5d b6 05 al c9 66 df 4c 46 86 1c L
0060 ¢5 2e 5F e9 dl &5 11 d4 f7 78 75 03 66 23 c6 07
0070 ba 69 ee 52 53 82 fd 95 18 16 20 la 06 at 61 3C
000 &f 21 74 b7 e 13 1f 63 3c 12 85 83 6a 1b 00 d3
0090 e3 bE 83 91 6d c3 2a af e8 Th 35 01 58 3b bs f3 ....
0020 bd 53 58 c6 2e 60 57 57 60 cf da fd 90 8 7d 67  .sx
00bO 9c 04 52 fO Se 53 11 5 e0 61 60 4a 82 4d 20 c8  ..R.
00cO  fb 79 c8 cb 29 67 33 13 30 86 54 ac f6 27 4c 9F .y .
@ File: "C:\$user\OpenssL\knightmarv.pc... | Packets: 2319 Displayed: 38 Marked: 0 Load time: 0:00.187 | Profile: Default

Before the SSL packets are decrypted the stream content
window will be empty

WebSphere® Support Technical Exchange

il Aﬂ Print ’Entire conversation (0 bytes)

j(‘ ASCIN ™ EBCDIC ' Hex Dump © C Arrays ® Raw

Filter Out This Stream | Close |
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Decryption - How to decrypt SSL packets

w.pcap - Wireshark = =<
Eile | Edit Miew Go Capture Analyze Statistics Telephony Tools Help
i > =
3 “. Eind Packet... Ctri+F ——— 3
Filter = e ~ Expression... Clear Apply

Mo, Find Previous Ctrl+B pstination Protocol | Info -
= Mark Packet (toggle) ctri+m

4 Find Mext Mark Shift+ctri+N [ 37.235. 29 h323hostcallsc > https [ACK] Seg=1 Ack=1 Win=262144 Len=0 TS\

=] Find Prewvious Mark Shift+Ctrl+B | 37.235.29 Client Hello
= Mark All Displayed Packets Ctri+a
—— Unmark All Packets Ctri+D —
_5 TeEre Peae e Eeh e 37 235.20 h323hostcallsc > https [ACK] Seg=110 Ack=80 Win=262064 Len=0

5 Ignore All Displayed Packets Shift+Ctri+Alt+X 735 535 29 h323hostcal Isc > https LACK] Seq—110 Ack—86 win—262056 Len—0

5| Un-Ignore All Packets Shift+Ctri+X | 37.235. 29 Change Cipher Spec, Encrypted Handshake Message

5 - 37.235.29 Application Data
B - Set Time Reference (toggle) Ctri+T
[ 5 Find Next Reference Shift+Ctri-+Al+M
5] Find Previous Reference Shift+Ctrl-+Alt+B

5 37.235.29 h323hostcallsc > https [ACK] Seq=r85 Ack=433 wWin=261712 Len=C~|

Configuration Profiles._. Shift+Ctrl-+a v

- S 04 byies captured (5552

L71l:bf (00:0F:34:d4:71:bf), DsSTt: Foxconn _83:54:0a (00:01:6C:83:54:0a)
07.5 (9.57.107.5), Dst: 9.37.235.29 (9.37.235.29)
-~ C Port: h323hostcallsc (1300), bDst Port: hrtps (443), seq: 157,

Preferences...

Ethernet II, Src:
Internet Protocol, src:
Transmission control pProtocol,
E Secure Socket Layer
= TLSv1l Record Layer: Application D2
Ccontent Type: application pata (2
version: TLs 1.0 (Ox0301)
Length: 623
Encrypted Application Data: ©682der6acl93es?

Ack: 127, Len: 628

Protocol: g931.tpkt

a047cd89f9s5dbo0s5alcocodfac4686lc. ..

To add the RSA file containing the private key to wireshark..
Click on Edit -> Preferences

VA WENNANO
BOpVUOUHu O

Ml

Profile: Default
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Decryption - How to decrypt SSL packets

@ Wireshark: Preferences - Profile: Default

Layout
Columns
Font
Colors
Capture
Printing
Name Resolution
Statistics
B Rrotocols
2dparityfec
802.11 Radiotap
ACN
ACtrace
Agentx
AH
AM
ALC
ALCAP
AMR
ANSIBSMAP
ANSIMAP
ARP/RARP

=

T Wireshark: Preferences - Profile: Default

User Interface

Packet list selection mode:
Protocol tree selection mode:
Save window posftion:

Save window size:

Save maximized state:

Open a consale window

"File Open" dialog behavior:

Directory:

"File Open" preview timeout:

"Open Recent" max, list entries:

Ask for unsaved capture files:

Wrap to end/beginning of file during a find:
Settings di

Welcor

Selects ¥
Selects ¥

-
v
v

Never v

% Remember last directory (" Always start in:

SMB
SMPP
SMTP
SHA
SHMP
SoulSeek
SRVLOC
55C0F
55H

’C:\Dacumeﬂts and Settings\Administrator|My Documents

gNAG 5066

Team

SYNCHROPHASOR

v
¥

T.38
TACACS+
TALL
TCAP

select SSL

oK | Apply | Cancel |

| | 13

SKIUNY B

=

Sequre Sockst Layer

Reassemble SSL records spanning multiple TCP segments:
Reassemble SSL Application Data spanning muttile SSL records:
RSA keys lst:

851 debug file:

Next, expand the protocols section and then scroll down and

o | wm \ cancel |

WebSphere® Support Technical Exchange
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Decryption - How to decrypt SSL packets

i’ Wireshark: Preferences - Profile: Default -|a| x|

S TT 7
<op J rSecure Socket Layer

<Flow Reassemble SSL records spanning multiple TCP segments: [

SIGCOMP Reassemble SSL Application Data spanning multiple SSL records: [V
SIMULCRYFT
SIF

SKINNY SSL debug |
SMB

RSA keys list: |9.3?.235.29,443, HTTP,C:\suser\OpenSSL\Pri

SMpP I9.3?.235.29,443,I-I'I‘I'P,C:\$user\[}penSSL
SMTF | \Privkey\knightmare.rsa

SHA
SHNMP
SoulSeek
SRVLOC
SSCOP

son Supply the IP to decrypt, the port, the
ssL protocol and the full path to the RSA file

STAMNAG 5066

StarTeam J C||Ck on Apply and OK

5TF
SUA
SYNCHROPHASOR

T.38 &
Help oK | Apply Cancel

4
y
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=10l x|
Eile Edit View Go Capture Analyze Statistics Telephony Tools Help
Bweed EEXREE assaTFL/BEIQAQQAD | @™ %
Filter: [tcp.port eq 443 ~ | Expression... Clear Apply
No. |Time | source | Destinati |Protocal |mfo =]
it
511 16.392338 9.57.107.5 9.37.235.29 TCP h323hostcallsc > https [Ack] Seq=110 Ack=86 win=262056 Len=0
517 16.437435 9.57.107.5 9.37.235.29 TCP hp-sci > https [AcCK] Seq=158 Ack=128 Win=262016 Len=0 TSV=B89¢
518 16.443741 9.57.107.5 9.37.235.29 TLsvl change Cipher spec, Finished
519 16.451398 9.57.107.5 9.37.235.29 TLSV1 Application Data

555 17.095125 9.37.235.29 9.57.107.5 TLSvl applicat’ 7
D e ) et : =31
567 17.291806 9.57.107.5 9.37.235.29 TCP h323host Ignore Facket (toggle) Ck=433 win=261712 Stream Content
T 2 A SIS - < e eference (191€)
573 17.382218 9.57.107.5 9.37.235.29 TCcP h323host ck-2929 win-262144 | [GET / HTTP/L.1 B

Manually Resolve Address

laccept: w‘ma?e/gw‘f, ﬁmage/jpeg, image/pjpeg, image/pjpeg, application/x-shockwave-flash, application/
nd.ms-excel, application/vnd. ms-powerpoint, application/msword, application/x-ms-application,
lapplication/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*

Jaccept-Language: en-us

user-Agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET
C\SR 1.1.4322; Infopath.2; .NET CLR 3.0.04506.648; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; MS-RTC LM
8

581 17.471715 9.57.107.5 9.37.235.29 TLSVL Applicat -
| Apply as Filter

Prepare a Filter
Conversation Filter

<
Frame 555: 372 bytes on wire (2076 bits), 372 bytes captured (2076 bits)
ethernet II, src: Foxconn_83:54:0a (00:01:6c:83:54:0a), Dst: All-HSRP-router: , .
N °/°7'7< Conversation
Transmission Control Protocol, Src Port: https (443), Dst Port: h323hostcall: SCTP
E Secure Socket Layer Follow TCP Stream
= TLsvl Record Layer: aApplication pata Protocol: HTTP Follows UDP Stream
content Type: application pata (23)
version: TLS 1.0 (0x0301)
Length: 301
Encrypted Application Data: 7fc2b08al26c714b0f2c62387e68248bc81d0409021d!
= pata (281 bytes) 2% Decode As...
Data: 485454502f312e312032303020474b0d0a446174653a2057. .. o Print...

Show Packet in New Window

lsccept-Encoding: gzip, deflate
Host: 9.37.235.29
)connection: Keep-alive

HTTP/1.1 200 OK
pate: wed, 01 sep 2010 21:04:53 GMT
Server: IBM_HTTP_Server
Last-Modified: Fri, 13 Aug 2010 13:47:04 GMT
ETag: "55abe-c6f-b7d70ech
JAccept-Ranges: bytes
Icontent-Length: 3183
kKeep-alive: Timeout=10, max=100
D000 48 54 54 50 2T 31 2e 31 20 32 30 30 20 4 4b 0d  HITP/1.1 200 OK. connection: Keep-alive
65 E _pate: w ed, 01 s Icontent-Type: text/html
0020 65 70 20 32 30 31 30 20 32 31 3a 30 34 3a 35 33 ep 2010 21:04:53 =
0030 20 47 4d 54 0Od 0a 53 65 72 76 65 72 3a 20 49 42 GMT..Se rver: IB
0040 4d 5f 48 54 54 50 5f 53 65 72 76 65 72 0d Oa 4c  M_HTTP_S erver..L I'DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4//EN">
0050 61 73 74 2d 4d 6f 64 69 65 69 65 64 3a 20 46 72 ast-Modi fied: Fr !—— (C) COPYRIGHT International Business Machines Corporation 1999 --» T
0060 69 2c 20 31 33 20 41 75 67 20 32 30 31 30 20 31 1, 13 Au g 2010 1 A1l Rights Reserved —->
0070 33 3a 34 37 3a 30 34 20 47 4d 54 0d 0a 45 54 61  3:47:04 GMT..ETa : :
0080 67 3a 20 22 35 35 61 62 36 2d 63 36 66 2d 62 37 : "55ab 6-c6F-b7 !-- Licensed Materials - Property of IEM -->
0090 64 37 30 65 63 62 22 0d 0a 41 63 63 65 70 74 2d 70ech”. .Accept- - ——>
00a0 52 61 6e 67 65 73 3a 20 62 79 74 65 73 0d Oa 43  Ranges: bytes..C Us Government Users Restricted Rights - Use, duplication or --»

oob0  6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 33 ontent-L ength: 3 1 i i s
0000 1 38 33 0d 0a 4b 85 65 00 0 41 6¢ 69 36 89 32 183 Kee poAlive: disclosure restricted by Gsa ADP Schedule Contract with IeM Corp.--=

Copy

00d0 20 74 89 6d 65 6f 75 74 3d 31 30 2c 20 &d 61 78 timeout =10, max !

00e0  3d 31 30 30 0d Oa 43 &6f &e 6e &5 63 74 69 6f e  =100..Co nnection html>

00f0 3a 20 4b 65 65 70 2d 41 6c 69 76 65 0d 0a 43 6f : Keep-A live..Co HEAD>

0100 6e 74 65 Ge 74 2d 54 79 70 65 3a 20 74 65 78 74  ntent-Ty pe: text hesds

o110 2f 68 74 6d 6c 0d 0a 0d 0a /html... meta http-equiv="Content-Type" content="text/html; charset=is50-8859-1">

l<title>IBM HTTP server</titles>
script language="Javascript”s

Frame (372 bytes) Decrypted SSL data (281 bytes) document.write('<1ink rel="stvlesheet"” href="htto server stvles.css">'): =
@ | Length (data.len) Packets: 2319 Displayed: 488 Marked: 0 Load time: 0:00.125 Profile: Default
l ‘ ‘ findl Saveﬂsl Print IEnt\re conversation (7486 bytes) j € aScn € EBCDIC  Hex Dump © C Arrays (% Raw

After the SSL packets are decrypted the stream content window o
will now show the data unencrypted
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Summary

Provided several tips on how to search and find
information in a TCP packet capture using wireshark

Demonstrated how to save a TCP packet capture into
Smaller more manageable files

Stepped through the debugging process of how to
successfully correlate a TCP packet trace with other
WebSphere related trace logs

Showed how to export a certificate from the IBM HTTP
Server's keyfile using the Key Management Ulility

Walked through using OpenSSL to extract the private
RSA Key

Finally, demonstrated how to utilize the RSA Key in
wireshark to decrypt SSL packets
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Additional WebSphere Product Resources

Learn about upcoming WebSphere Support Technical Exchange webcasts, and access
previously recorded presentations at:
http://www.ibm.com/software/websphere/support/supp_tech.html

Discover the latest trends in WebSphere Technology and implementation, participate in
technically-focused briefings, webcasts and podcasts at:
http://www.ibm.com/developerworks/websphere/community/

Join the Global WebSphere Community:
http://www.websphereusergroup.org

Access key product show-me demos and tutorials by visiting IBM Education Assistant:
http://www.ibm.com/software/info/education/assistant

View a webcast replay with step-by-step instructions for using the Service Request (SR)
tool for submitting problems electronically:
http://www.ibm.com/software/websphere/support/d2w.html

Sign up to receive weekly technical My Notifications emails:
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We Want to Hear From Youl!

Tell us about what you want to learn

Suggestions for future topics
Improvements and comments about our webcasts
We want to hear everything you have to say!

Please send your suggestions and comments to:
wsehelp@us.ibm.com

3 .— S 'ﬁ‘
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Questions and Answers

e
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