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IBM Resilient Security Orchestration, Automation, and Response (SOAR) Platform V32.4 enables
organizations to orchestrate and automate the people, processes, and technology that are
associated with incident response. Purpose-built for either cloud or on-premises environments
based on your business needs, these solutions streamline incident response and privacy
response management to provide an automatic, fast, and flexible way for organizations to react to
events and incidents.

FEATURES AND ENHANCEMENTS

The V32.4 release of the Resilient SOAR Platform introduces a number of new features and
enhancements. All changes and bug fixes from the previous releases are included.

The following new features and enhancements are provided in Resilient V32.4:

e rsync: The optional packages installer updates the version of rsync to a newer version to fix
an rsync bug (RHBA-2019:0822). See https://access.redhat.com/errata/RHBA-
2019:08227?sc cid=701600000006NHXAAZ2 for full details and references. The updated
rsync package is included in the security-updates run file as well as in the optional-updates
run file. As before, to install the rsync package, you must apply the optional-updates run file.
However, if already installed, the rsync package is updated with the other packages when
you apply the security-updates run file.

e Security Updates: The security update for V32.4 addresses various security issues. For on-
premises customers, consult the Resilient Installation Guide for the location of these updates.
On-Cloud customers are updated automatically.
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e Privacy Updates:
o The following regulators were updated in the Privacy Add-on:

European Union: As part of our continuous monitoring effort around GDPR,
we make regular updates to incorporate member state implementing laws,
links, addresses, and contact information for EU data protection authorities.
We added the Czech Republic’'s new Personal Data Act and Amendment Act
in the Resource Library.

Turkey: Updated the Resource Library to include multiple implementing laws
and guidance links. The links added are the following: The Personal Data
Protection Authority’s (KKVK) Information Note on the Law on the Protection
of Personal Data No. 6698, which is only available in Turkish, The Personal
Data Protection Authority's (KKVK) Data Protection Guidelines, and The
Personal Data Protection Board’s Decision 2019/10 on the Process for
Personal Data Breach Notification, which is only available in Turkish.
Additionally, the timing to notify the personal data protection board has now
been set to 72 hours and we removed the document template and included a
new online form link. Furthermore, the timing set to notify the affected
individuals is now set to undue delay to match the language of the KKVK’s
Data Protection Guidelines.

North Carolina: Modified the Personal Information trigger to First Name/First
Initial with Last Name in combination with Digital Signature to trigger the
following: Notify Credit Bureaus (if over 1,000 NC record count), Notify (NC)
AG, and Notify (NC) Consumers Individually. Additionally, we updated the
Notify (NC) Consumers Individuals task.

Oregon: Updated the Resource Library. Additionally, we updated the
Personal Information triggers to expand to include all financial information.

Massachusetts: Updated the Resource Library with the amendment link.
Kentucky: Updated the Resource Library with a new source link.
Tennessee: Updated the encryption trigger.

NOTE: We always appreciate feedback on current legislation and guidance whether it appears in

our product or not. Contact your Customer Relationship Manager if you have any questions about
these updates or suggestions for future updates. You can also use the IBM Resilient Community

to see how your peers are using IBM Resilient to simplify the complex world of information

security.

CORRECTED ISSUES

RES-12621

Poor performance when creating incident with many artifacts.

RES-12803

The generation of Excel reports causes excessive number of database calls,
leading to poor performance.

RES-13479

The cacerts password is not changed during upgrade.

RES-14297

An unhandled exception while correlating an artifact leads to errors in the
client.log.

RES-14374

The upgrade from V32.2 to V32.3 fails when the KeyVault password is encrypted.
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