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Based on a knowledge base of incident response best practices, industry standard frameworks,
and regulatory requirements, the Resilient Incident Response Platform helps make incident
response efficient and compliant.

FEATURES AND ENHANCEMENTS

The V29.3 release of the Resilient Incident Response Platform introduces the following new
features and enhancements. All changes and bug fixes from the previous V29.2 release are
included.

e Security Updates. For customers on the Red Hat Enterprise Linux version of the
Resilient platform, this release includes all pertinent security updates to the underlying
platform that have been released since the previous release of the Resilient platform.
These security updates are provided in a .run file in the same folder as the 29.3 update.
Instructions for installing them are included in the release announcement email. These
updates are cumulative and include all relevant packages whether you upgrade from
29.0, 29.1 or 29.2.

e Privacy regulation updates. Privacy regulations were updated to reflect changes to
regulations in Massachusetts and Australia.

e Memory utilization improvements. The Resilient service has been configured to
automatically make use of additional system memory if it is available. It takes effect at
service startup. This behavior can be overridden by modifying jvmenv.sh.

e Diagnostics and monitoring.

o Additional diagnostic logging has been added to the postinstall shell script.
o Additional metrics have been added to monitoring.log.
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CORRECTED ISSUES

IBM Resilient has recently changed to a new defect tracking system, and all issues have new
tracking codes. The following table lists both the new and old codes, as appropriate, for issues.

RES-3579 / Clicking the "Forgot password link" can lock out ADFS / LDAP users.
RES-7828 /
DE961

RES-5094 / Tasks Notes - Filter by date: Trying to use the ENTER key to add a date does not work.
DE2563
RES-5225 / No tooltips for Regulators in "Investigate exposure of PI" task.

DE2703

RES-5910 / Custom widget date filters do not work with custom date fields.

DE3440

RES-5973 / Tab Layout does not always refresh in accordance with conditional logic until there is a
DE3516 browser refresh.

RES-6106 / "Description" field at the top of incidents does not wrap text.

DE3664

RES-7827 Upgrade takes a long time for systems with lots of attachments.

RES-6134/ | When using Internet Explorer, the Administrator Settings page refreshes when a user
DE3696 tries to edit Session Timeout.
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