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1 Introduction

OnVaulpolicies support IBM InfoSphere’s ncrem entalforeverdata capture m odel, w here the first tim e a policy
mns, tcaptures an entire In age, then subsequentdata captures are only the changes to the in age.This allow s you
to perform m ore frequentuploadIlBM InfoSpheres (ypically daily) to an obct storage target.

IBM InfoSphere OnVaulw ih hcrem entalforeverdata capture is a cost-effective solution thatallow s you to replace
youroff site vaul hfrastructure w ih on-dem and objct storage to store yourdaily, w eekly, m onthly, and yearly
backup in ages.To review the types ofdata capture and storage, see Types of Incremental Forever Data Capture to
OnVault Pools on page 2 .

Storage Pools
InfoSphere VDP Appliances retai data h pools:

. Snapshot Pools provile, local, short-term data retenton ie.a few days.Snapshotdata ensures hstant
access to the latestproduction data Snapshotpools also serve a source forOnvVaulkpolices.

. Dedup Pools provide bcaland rem ote, m edium -tem data retention ie.three to skm onths.Dedup data is
crem entally rehydmated before it is accessed.

. OnVault Pools define access to obectstores.Data can be accessed directly from the obectstore w thout
first copying itback to a localstorage device.

Im portOnVault Im ages

IVGM users can in portOnVault in ages from one m anaged InfoSphere VDP Applance to another.An in age thathas
been in ported to another mfoSphere VDP Applance can be m ounted to thatappliance’s application hosts.This is
especillyusefuln a disasterscenarb w here an InfoSphere VDP Appliance isno longeravaibblk.Data from the lost
site can be m ounted aln ost mstantly to the other mfoSphere VDP Appliance’s application hosts.

Ownershp ofan application’s OnVault in ages can be taken by the InfoSphere VDP Appliance to which twas

In ported . mfoSphere VDP Applances can only expire the OnVaultin ages towns.Ifa in age ism istakenly in ported,
the IVGM Forgetoption undoes the in portoperation.Im porthhg OnVaul in ages is detailed ;n Importing OnVault
Images on page 27 .
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Types of Increm entalForeverData Capture to OnVaultPools

Any data type captured nh an IBM InfoSphere Snapshot Poolcan be w ritten to an IBM InfoSphere OnVaulpool In
addidon, VM w are VM s can be captured directly from yourproduction environm ent to an OnVaulpool.Fordetails on
how to create the policies associated w ith these capture operations, see Creating OnVault Policies on page 23 .
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2 Creatmgan OnVaultPool

This chapterassum es that you have an existing accountw ih an obect storage vendorand you are an experienced
userofthe obpctstorage .Obct storage vendors provide detailed mstructions on the use oftheirobjct storage.

OnVaulPools are created from an InfoSphere VDP Appliance .The InfoSphere VDP Appliance from which the Onvault
Poolw as created orthe IVGM thatm anages thatappliance (fapplicable), can use the poolas the desthation fora
Resource Profike.

A bestpractice forcustom ers using IVGM is to use the sam e obEctstorage forallOnVaultPools.This hcludes having
the sam e access credentials. Thism akes the iIn portopermtion and disasterrecovery operations seam kess.

This chapterconsists oftw o sectins:
. Before You Begin on page 3

. Creating an OnVault Pool on page 18

Before You Begin

OnVaul Pools require access to yourobjct storage .Before you can create an OnvVaultpool, you m ustgathersom e
basi access rrlated nfom ation from yourobgct storage account. This mfom ation vares by obfct storage vendor.
Use the follow hg sections to detemm e w hat hfom ation is required from yourobfct storage account.

The follow Ing sections detailthe mfom ation that you need to configure :
Cloud - Alibaba Cloud Object Storage Service (OSS) on page 4
Cloud - Amazon S3 Standard and Cloud - Amazon S3 |A on page 5
Cloud - Google Nearline and Google Coldline Storage on page 7
Cloud - Microsoft Azure and Microsoft Azure US Government on page 8
Cloud - NIFCLOUD Object Storage on page 9
Cloud - Oracle on page 10
Self Managed - Hitachi Content Platform on page 12
Self Managed - IBM Cloud Object Storage (Cleversafe) on page 13
Self Managed - NetApp StorageGRID on page 15
Self Managed - Other Amazon S3 Compatible Object Storage on page 16

Note: IBM InfoSphere is continua Iy qua lifyilng new obEctstorage vendors. Ifyou do notsee yourobctstorage
vendor listed here, contactyour IBM InfoSphere representative forthe htest listof supported vendors.
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Cloud -Albaba Cloud ObjctStorage Sexvice 0SS)

Albaba Cloud Objct Storage Service 0SS)

Atrdbute Required? Description Inform ation Source
PoolNam e Required A descriptive nam e forthe ObjpctStore IBM InfoSphere
©Onvaul) pool
PoolType Requied Cloud -Albaba Clud ObEctStorage IBM InfoSphere
Sexvice 0SS)
Access Key ID Required The access key forObEctStore access Cloud Vendor
SecretAccess Required The secretkey forObpctStore access Cloud Vendor
Key
Bucket Required A nam e forthe ObjEctStore bucket Custom er
Aliresources Required Selectone ofthe Cbud - Aliresources Cloud Vendor
region regins from the drop-down list.Regions
are physicalgeographic Iocations w hich
contal one orm ore zones.
Com pression Optinal Specify fdata i the OnVaultpoolshould Cloud Vendor
be stored in com pressed oruncom pressed
fom at.Com pressing data reduces storage
costs but requires addiionalcom pute
capaciy forthe ImfoSphere VDP Appliance
to com press the data before transm iting.
Proxy sexver Required if Enterboth the address and portnum ber. Custom er
@ddress port) access to the
ObpctStore
needs a
PIOXY Server.
M em berof Optinal Omanizations and roles w ork togetherto IBM InfoSphers
Omanizatin (s enforce mules setup by IVGM
) adm histrators foruseraccess to IVGM
features.
Advanced Requied Values canbe from 64 KB to 8 MB.The IBM InfoSphere Support
Settings: defaulvalie of 1M B is suiabl mm ost
Obpctsize cases.Changing the obctsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obEct storage service used forOnvault.
Change this only underthe guidance ofIBM
InfoSphere Suppozrt.
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Attribute

PoolNam e

PoolType

Access Key ID

SecretAccess
Key

Bucket

AW S
resources
region

Com pression

Proxy server
(@ddress port)

Mem berof
O mganization (s
)

Advanced
Settings:
Objctsize

Clud -Am azon S3 Standard and Cloud -Am azon S3 TA

Am azon S3 Standard and Am azon S3 IA

Required?

Requird

Required

Requird

Required

Required

Required

Optional

Required if
access to the
ObpctStore
needsa
Proxy server.

Optional

Requird

Description

A descriptive nam e forthe ObjctStore
©Onvaul) pool

Select:Clud -Am azon S3 Standard
orClbud -Am azon S3 Standard - IA
(nfrequentAccess)

The access key forObjpct Store access

The secretkey forObjpctStore access

A nam e forthe ObjectStore bucket

Selectone ofthe AW S resources regibns
from the drop-down list.Regins are
physicalgeogmphic ocations w hich
contaln one orm ore zones.

Specify ffdata in the OnvVaulpoolshould
be stored 11 com pressed oruncom pressed
fom at.Com pressihg data reduces storage
costs but requires add rionalcom pute
capacity forthe InfoSphere VDP Appliance
to com press the data before transm iting.

Enterboth the address and portnum ber.

Omanizatins and oles w ork togetherto
enforce nules setup by IVGM

adm histrators foruseraccess to IVGM
features.

Values can be from 64 KB to 8 MB.The
defaulkvalie of IMB is suiable i m ost
cases.Changing the obEctsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obpectstorage service used forOnvaul.

Change this onlunderthe guidance of IBM
InfoSphere Support.

Inform ation Source

IBM InfoSphere

IBM InfoSphere

Cloud Vendor

Clud Vendor

Custom er

Clud Vendor

Clud Vendor

Custom er

IBM InfoSphere

IBM InfoSphere Support
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Cloud -Googlk Nearline and Google Coldline Storage

Google Nearlne and Google Coldlne

Attribute Required? Description Inform ation Source

PoolNam e Requird A descriptive nam e forthe ObjfctStore IVGM
©Onvaul) pool

PoolType Required Select:Clud - Googk Nearlne Storage IBM InfoSphere
orClud - Googlk Coldlne Storage

Access ID Requird The access ID forObpct Store access Cloud Vendor-
M anagem ent Console

Path to private Required Uplad a vald private key file. IVGM -Fike Uplad
key file n OnVaul Confguration
PKCS12 Fomm

form at

Bucket Requird A nam e forthe ObjpctStore bucket Custom er

Com pression Optional Specify ffdata in the OnVaulpoolshould IVGM

be stored I com pressed oruncom pressed
fom at.Com pressing data reduces storage
costs but requires add irionalcom pute
capaciy forthe InfoSphere VDP Appliance
to com press the data before transm iting.

Proxy server Required if Enterboth the address and portnum ber. Custom er
(@ddress port) access to the

ObpctStore

needsa

PIOXY Server.
M em berof Optional Omanizatins and oles w ork togetherto IVGM
O ganization (s enforce mules setup by IVGM
) adm nistrators foruseraccess to IVGM

features.

Advanced Requird Values can be from 64 KB to 8 MB.The VGM
Settings: defaultvalie of IMB is suiable hh m ost
Objctsize cases.Changing the obectsize can

Note:Change this only
underthe guidance of
IBM InfoSphere
Suppozrt.

adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obpectstorage service used forOnvaul.
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Cbud -M krosoft Azure and M krosoftAzure US Govemm ent

Note:W hen creating the pool, you m ustselecta Standard storage account. Prem um storage accounts are not
supported .

M icrosoft A zure and M icrosoft Azure US Govemm ent

Attrdbute Required? Description Informm ation Source
PoolNam e Required A descrptive nam e forthe ObjpctStore IBM InfoSphere
©Onvaul) pool
PoolType Requied Select:Clud -M rosoftAzure or IBM InfoSphere
Cloud -M crosoftAzure US Govemm ent
Storage Required Nam e ofthe Storage Account Custom er
AccountNam e
Access Key Required The access key forObEct Store access Cloud Vendor
Contaher Requird A nam e forthe ObjpctStore bucket Custom er
Nam e
Com pression Optibnal Specify fdata in the OnVaultpoolshould Cloud Vendor
be stored n com pressed oruncom pressed
form at.Com pressing data reduces storage
costs but requires additibnalcom pute
capaciy forthe ImfoSphere VDP Appliance
to com press the data before transm itng.
Proxy sexver Required if Enterboth the address and portnum ber. Custom er
@ddress port) access to the
ObpctStore
needsa
PIOXY Server.
M em berof Optibnal Omanizations and les w ork togetherto IBM InfoSphere
Omanization (s enforce mules setup by IVGM
) adm histrators foruseraccess to IVGM
features.
Advanced Required Values can be from 64 KB to 8 MB.The IBM InfoSphere Support
Settings: defaulvalie of 1M B is suiabl mm ost
Obpectsize cases.Changing the obpctsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obEct storage service used forOnvault.
Change this onlyunderthe guidance ofIBM
InfoSphere Suppozrt.
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Cloud -NIFCLOUD ObZjctStorage

Attribute

PoolNam e

PoolType

EndpontURL

Access Key

SecretAccess
Key

Bucket

Com pressin

Proxy sewer
@ddress port)

M em berof
O manization (s
)

Advanced
Settngs:
Objctsize

Required?

Requird

Required

Required

Required

Required

Required

Optional

Required if
access to the
ObEctStore
needs a
PIOXY Server.

Optional

Required

NIFCLOUD ObjctStorage

Description

A descriptive nam e forthe ObjctStore
©Onvaul) pool

Select:Clud -NIFCLOUD Objct Storage

Top kvelURL to access the ObjpctStorage.

Can conta m ultple Hders and /or
objcts.M ustbe gbbally unigue.

The access key forObpctStore access

The secretkey forObjpct Store access

A nam e forthe ObjEctStore bucket

Specify ffdata in the OnVaultpoolshould
be stored In com pressed oruncom pressed
fom at.Com pressing data reduces storage
costs but requires additionalcom pute
capaciy forthe ImfoSphere VDP Appliance
to com press the data before transm iting.

Enterboth the address and portnum ber.

Omanizatibns and oles w ork togetherto
enforce mules setup by IVGM

adm histrators foruseraccess to IVGM
features.

Values can be from 64 KB to 8 MB .The
defaultvalue of IMB is suiable n m ost
cases.Changing the obectsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obEctstorage service used forOnvault.

Change this onlunderthe guidance of IBM
InfoSphere Support.

Inform ation Source

IBM InfoSphere

IBM InfoSphere

NIFCLOUD —created,

custom er-specific

Clud Vendor

Clud Vendor

Custom er

Clud Vendor

Custom er

IBM InfoSphere

IBM InfoSphere Support
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Cloud -Orack

Attrbute

PoolNam e

PoolType

Access Key ID

SecretAccess Key

Storage
nam espace

Bucket

Omck Cud
Regbn

Com pression

Proxy server
@ddress port)

M em berof
Omanization (s)

Required?

Required

Requied

Required

Required

Required

Required

Requird

Optinal

Required if
accessto Objct
Store needs a
PIOXY Server.

Optinal

Oracle Cloud

Description

A descriptive nam e forthe ObjpctStore
©Onvaul) pool

Selct:Cbud -Orack

The access key ID forObjct Store access

The secretkey forObpctStore access

This is a unigue, unediable system -
generated string assigned during account
creation. Itapples to allregions.The
obZjEct storage nam espace serves as a
contaierforalluserbuckets and objcts.

A nam e forthe ObEctStore bucket

Selectone ofthe O raclk Chbud regins
from the drop-down list.Regins are
physicalgeographic locations w hich
contan one orm ore zones.

Specify ffdata in the OnVaultpoolshould
be stored n com pressed or

uncom pressed fom at.Com pressing data
reduces storage costs butrequires
additionalcom pute capaciy forthe
InfoSphere VDP Appliance to com press
the data before transm iting.

Enterboth the address and portnum ber.

Omanzations and les w ork togetherto
enforce mules setup by IVGM

adm nhistrators foruseraccess to IVGM
features.

Inform ation Source

IBM InfoSphere

IBM InfoSphere

Clud Vendor

Cloud Vendor

Clud Vendor

Custom er

Cloud Vendor

Clud Vendor

Custom er

IBM InfoSphere

10
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Atxbute

Advanced
Settngs:
Objctsize

Required?

Required

Oracle Cloud

Description

Values can be from 64 KB to 8 MB .The
defaul AMB) is suiablk I m ostcases.
Changing the objct size can adversely
affect the perform ance ofthe InfoSphere
VDP Appliance and the costofobjct
storage service used forOnVaul. Change
this only underthe guidance of IBM
InfoSphere Support.

Inform ation Source

IBM InfoSphere Support

Creating OnvVault Pools
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SelfM anaged -H tachiContent Platfomm

Attribute Required?
PoolNam e Required
PoolType Requied
ObEctStorage Required
URL
Access Key ID Required
SecretAccess Requird
Key
Path to SSL Required
certificate file
T PEM fom at
Bucket Required
Authenticatbn | Required
Schem e
Proxy server Requird if

@ddress port) access to the
ObpctStore
needs a
PIOXy Server.

M em berof Optional

Owanizations

Advanced Required

Settings:

Objctsize

HitachiContent P latform

Description

A descriptive nam e forthe ObjpctStore
©Onvaul) pool

Selct:Cbud -Orack

A containerforalluserbuckets and
objcts.

The access key ID forObjctStore access

The secretkey forObjct Store access

Upload a vald SSL certificate file n PEM
form at.

A nam e forthe ObjEctStore bucket

SelecteitherAW S Sinature Versibon 2 (S3
backw ard com patible authentication) or
AW S Smature Versbn 4 .

Enterboth the address and portnum ber.

Omanizations and oles w ork togetherto
enforce mules setup by IVGM

adm histrators foruseraccess to IVGM
features.

Values canbe from 64 KB to 8 MB.The
defaukvalie ofIMB is suitable mhm ost
cases.Changing the obEctsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obEctstorage service used forOnvaul.

Change this only underthe guidance of IBM
InfoSphere Support.

Inform ation Source

IBM InfoSphere

IBM InfoSphere

HCP created, custom er-
specific

Clud Vendor

Cloud Vendor

Cloud Vendorgenerated
butuserm ustupload i
while adding a new HCP
OnVaul Pool.

Custom er
Authentication schem es

supported by HCP

Custom er

IBM InfoSphere

IBM InfoSphere Support

12
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SelfM anaged - IBM Cloud ObpectStorage Clversafe)

IBM Cloud ObjectStorage (Cleversafe)

PoolNam e

PoolType

Path to SSL
certificate file n
PEM fom at

ObpctStorage
URL

Access ID

Access Key

Bucket

Com pressin

Integrate w ih
IBM COS
Retenton feature

Authentication
Schem e

Proxy server
@ddress port)

M em berof
O mganization (s)

Required

Required

Requird

Required

Requird

Required

Required

Optional

Optional

Required

Requird if
obpectstore
accessneeds
a proxy server.

Optional

A descrptive nam e forthe ObjpctStore Onvaul) pool

Select:SelfM anaged - IBM Cloud ObjEctStorage
Cleversafe)

Upload a vald SSL certificate file n PEM fom at.

Top kevelURL to access the ObEct Storage .Can contain
m ultiple folders and /orobjcts.M ustbe globally unigue.

The access ID forObgct Store access

The access key forObpct Store access

A nam e forthe ObEctStore bucket

Specify fdata n the OnVaulpoolshould be stored in
com pressed oruncom pressed fom at.Com pressihg data
reduces storage costs but requires add itibnalcom pute
capaciy forthe mfoSphere VDP Appliance to com press
the data before transm iting.

Enable the checkbox forselecting the IBM CO S Retention
feature.See Integration with IBM COS Retention,below

SelecteitherAW S Sgnature Version 2 (S3 backw ard
com patbl authentication) orAW S Signature Versibn 4 .

Enterboth the address and portnum ber.

Omanizations and rolsw ork togetherto enforce mulesby
IVGM adm histrators foraccess to IVGM features.

IBM
InfoSphere

IBM
InfoSphere

Cloud Vendor

IBM created,
user-specific

Cloud Vendor

Clud Vendor

Custom er

Clud Vendor

Clud Vendor

Supported
IBM auth.
schem es

Custom er

IBM
InfoSphere

Creating OnvVault Pools
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IBM Cloud ObjectStorage (Cleversafe)

Advanced Required Values can be from 64 KB to 8 MB .The defaultvalue of IBM
Settings: 1MB is suiabl i m ostcases.Changig the obEctsize InfoSphere
Obpectsize can adversely affect the perform ance of the InfoSphere Support

VDP Appliance and the costofobfct storage service
used forOnVaul.Change this only underthe guidance of
IBM InfoSphere Suppozrt.

Integration w ith IBM COS Retention

W hen htegration w ith IBM COS Retentbn is enabled, in ages put into this OnvVaulpoolfrom policiesw ith Enforced
Retention w fllhave the retention seton allobfcts rrlated to that in age. This prevents accidentalordelberate

deletion ofthe in age before is enforced retention date . Forthis ntegration to w ork, the IBM CO S configuration m ust
m eetthe follow g requirem ents:

e IBM COS Retention m ustbe licensed and enabled on the bucketbeingused.
e Moinum and Defaultretention on the bucketm ustbe setto 0 (zero).

e Maxinum retention on the bucketm ustbe large enough forthe Iongestenforced retention period.

Creating OnvVault Pools



Attribbute

PoolNam e

PoolType

ObEctStorage
URL

Access Key ID

SecretAccess
Key

Bucket

Proxy server
(@ddress port)

M em berof
O manizations

Advanced
Settings:
Objctsize

SelfM anaged -NetApp StorageGRID

Required?

Requird

Required

Requird

Required

Required

Required

Required if
access to the
ObpctStore
needsa
proxy server.

Optional

Requird

NetApp StorageGRID

Description

A descriptive nam e forthe ObjfctStore
©OnvVaul) pool

Select:SelfM anaged -NetApp
StorageGRID

Top kevelURLto access ObgectStorage .Can
contan m ultple Hders and /orobfcts.
M ustbe gbbally unijue.

The access key ID forObEctStore access

The secretkey forObjpctStore access

A nam e forthe ObjectStore bucket

Enterboth the address and portnum ber.

Omanizations and oles w ork togetherto
enforce miles setup by IVGM

adm histrators foruseraccess to IVGM
features.

Values can be from 64 KB to 8 MB.The
defaultvalie of IMB is suiabl hh m ost
cases.Changing the obectsize can
adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obectstorage service used forOnvault.

Change this onlunderthe guidance of IBM
InfoSphere Support.

Inform ation Source

IBM InfoSphere

IBM InfoSphere

NetApp-created,
custom er-specific

Cloud Vendor

Clud Vendor

Custom er

Custom er

IBM InfoSphere

IBM InfoSphere Support

Creating OnvVault Pools
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SelfM anaged -OtherAm azon S3 Com patble ObfctStorage

OtherAm azon S3 Com patible Objct Storage

Attrbute Required? Description Inform ation Source
PoolNam e Required A descriptive nam e forthe OnVaultpool IBM InfoSphere
PoolType Requied Select:SelfM anaged - O therAm azon S3 IBM InfoSphere

Com patble ObjprctStorage
ObEctStorage Required Top levelURL to access the ObjEctStorage. Cloud Vendor
URL Can contalh m ultple Hders and /or

obpcts.M ustbe gbbally unijue

Access Key ID Requied The access key ID forObjctStore access Cloud Vendor
SecretAccess Key Required The secretkey forObEctStore access Cloud Vendor
Path to SSL Required Uplad a vald SSL certificate n PEM Cloud Vendor
certificate file n fom at.

PEM fom at

Bucket Required A nam e forthe ObjctStore bucket Custom er
Com pression Optinal Specify fdata I the OnVaulkpoolshould Cloud Vendor

be stored com pressed oruncom pressed.
Com pressing data reduces storage costs

butrequires additibnalcom pute capaciy
forthe mfoSphere VDP Appliance to

com press data before transm itng.

Authentication Required SelcteiherAW S Snature Version 2 (S3 Cloud Vendor
Schem e backw ard com patbl authentication) or supported
AW S Shnature Version 4 . authentication
schem es
Proxy sexver Requied if Enterboth the address and portnum ber. Custom er
(@ddress port) obpectstore
access needs
a pIoxy server.
M em berof Optinal Omwanizations and moles w ork togetherto IBM InfoSphere
Omanizations enforce mules setup by IVGM
adm histrators foruseraccess to VGM
features.
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OtherAm azon S3 Com patible Objct Storage

Attrbute Required? Description Inform ation Source
Advanced Required Values can be from 64 KB to 8 MB.The IBM InfoSphere
Settngs: defaultvaluie of 1M B is suiabl nm ost Support
Objctsize cases.Changig the obctsize can

adversely affect the perform ance ofthe
InfoSphere VDP Appliance and the costof
obEct storage service used forOnvault.
Change this onlyunderthe guidance of IBM
InfoSphere Suppozt.
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Creating an OnVault Pool

Once you have gathered yourobgct storage specific inform ation as detailed n Before You Begin on page 3, create an
OnVaulPoolas follow s:

1.

From the IVGM M anage m enu, selectAppliances.Selectthe applance thatw illhave the OnVault Pooland
click Configure Appliance.

actifio

FILTER BY

APPLIANCE NAME -

[ SHOW SELECTED (1)

HAME APPLIANCE ID CONNECTIVITY STATUS  IP LAST SYNCHRONIZED VERSION

sky9_caf_auto 143430382314 1T2A7.206.76 1028170532 9.1 (9.1.0.130)

1 configure Appliance ' 5492132957 ) 1721620221 10-2817:03:59 9.1 (9.1.0.67)
Remove Appliance 141977342652 (] 172.16.200.203 10-2817:03:59 9.1 (9.1.0.48)
Enable SecureConnect 1415016943 ] 192.168.18.201 10-2817:04:19  9.0(9.0.3.35)

skymysql2 1415057466 (] 1721721681 10-2817:03:59  9.0(9.0.3.32)

From Storage Pools, selectthe OnVaulttab and then click to add pool.Youm ay have to scrolldow n to see
the Add Pooloptin.

onfiguration Summary, | Snapshot | Primary. | Dedug [Rellziul

(= §E = APF i all
- LIANGE DETAILS i
P AmazonS3_122CT Zi
- SECURITY Appliance ID
+ ORGANIZATIONS 590023720818 Current Stats
» USERS Appliance Name EEOS
» ROLES S0A122-CT
- SYSTEM Appliance IP
17216142211

= CONFIGLIRATION

Resowrces
Dedup Settings

& Appliance Senings

&} Connector Management

A dilogbox opens thatw illallow you to select the storage pool.Select yourobict storage vendor from
the dropdown m enu and the OnVault Pooloptins foryourvendorare displayed.Forexam plk, forAm azon
S3 Storage:

Add New OnVault Pool

Cloud - Amazon 53 Standard

.
US East (N, Virginea)

Advanged Saiiogy

18
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4. In the spaces provided entera nam e forthe Onvaulpool.

5. In the spaces provided, enterthe vendor-specific access form ation descrbed 1 Before You Begin on
page 3.
6. Inm ostcases you w illw ant to keep the com pression checked.Com pressin reduces netw ork traffic.

7. Advanced Settings should only be changed from the defaultblock size atthe direction of IBM InfoSphere
Support.

8. Select the organization m em berships forthe OnvVaul Poolasneeded.

9. Click Save and the OnVault Poolis created and can be added to a Resource Profile.

Creating OnvVault Pools 19
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3 Creatmg Resource Profiles

Resource Profiles define w hich storage pools w illbe used to retat application data.

Resource Profiles are created In the Service LevelArchiect (SLA) sexvice.To create a Resource Profile:

1.

2.

From the SLA Archiectselectthe Profiles tab at the top ofthe page.

Eiherselctand ediexistihg Resource Profike orclick Create Profile to create a new profilke.The Create
New Profike page isdisplyed.

Caution! Ifyou selectan existing Resource Profile, ALL app lications on thatappliance to which the profile is applied
w illbe in pacted by changes t® the profile.

®
&

f e

®

SLA ARCHITECT Filter by Appliances v Organizations ¥ 2 admin & @

Templates Profiles

Create New Profile

Aresource profile defines the storage For snapshot, deduplicated, or replicated images of data from protected applications. Select the primary (local) appliance for where the data

images will reside and a remote appliance if applicable. Once saved, the primary appliance can not be changed within the current profile.
‘ Save Profile

ProfilewithOnVaultPool

Primary Appliance Remote Appliance

SkySource v Nane v

Snapshot Pool
act_per_pool000 v

OnVault Pool

OnvaultPool v

In the spaces provided, entera nam e and description forthe profile.

Selectthe Prin ary Applance from the drop-down list.This is the appliance on w hich the profile w as orw ill
be created.

From the SnapshotPoolm enu selectthe SnapshotPoolthatthe OnVaulPoolw flluse as is source.

From the OnVault Pooldrop down m enu, select the OnvVaul Poolto w hich production data i the
SnapshotPoolw illbe sent.You can selectthis option only if the selected InfoSphere VDP Appliance has
defined an OnVaul Storage Pool

Ifthis Profile w fllbe used 1 an SIA Tem plate thatcontains polices thatw illreplicate data to another
InfoSphere VDP Appliance, then from the drop down listunderRem ote Appliance, selectthe InfoSphere
VDP Appliance to which data w illbe replicated . The rem ote InfoSphere VDP Appliance selected isnot
used w ith OnVaul.

Click Save Profile.
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|
4 CreatmgOnVaultPolicEes

An OnVaulpolicy defines when data is captured, the frequency w ith w hich itw illbe captured, and how long itw illbe
retaned.

VDP allow s you to create a tw o types ofOnVaulpolices:

. Snapshot to OnVaulpolicies capture data h a Snapshot Pooland furtherprotectthatdata in an OnvVaul
Pool.To create a Snapshot to OnVaultpolicy, see [VGM Snapshot to OnVault Policy on page 23 .

. D rectto OnVaulpolicies capture VM s 1n theIrproduction environm entand protectthem directly to an
OnVault Pool To create a D rect to OnVaulpolicy, see [VGM Direct to OnVault Policy on page 24 .

An OnVaulpolicy can be created 11 an existing SLA Tem plate thathas a Production to Snapshotpolicy, orcreated as
partofanew SLA Tem phte.

Caution! Ifyou add an OnVaulPolicy to an existing SLA Policy Tem plate, ALL applications on this appliance to
which the SIA Policy Tem plhte is applied w illbe in pacted by the changes.

Note:Bestpractices forcreating SLA Policy Tem plates and Policies can be found in the IVGM Onlne Help.

IVGM Snapshotto OnVaultPolicy

SLA Policy Tem plates are defined 1 the SLA Archirect service .Before you can create an OnVaulpolicy, you m ustuse
an existing SLA Tem plate thathas a Production to Snapshotpolicy, orcreate anew SLA Tem plate w ith a Production to
Snapshotpolicy. Im ages captured by Production to Snapshotpolicies are used as the source forOnvVaulkpolices.

To create a Snapshotto OnvVaul Policy from IVGM :
1. From an existing SLA Tem plate orfrom anew SIA Tem plate w ith a Production to Snapshotpolicy, click the
plus sign + betw een Snapshotand OnvVaul.

Profiles

) Policies

o Snapshot [ ade )

)

i Dedup © oD

Mirror 0 - Add ]
onvault 0 oD

D e s

2
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The Snap to OnVaultpage is displayed:

SLA ARCHITECT Filter by Appliances ¥ Organizations v

Templates Profiles

Snapshot To OnVault

Create/Edit Policy

POLICY HAME*

() Policies
®

S o OMTHESE DAYS  Everyday
-
— EXCEPT  Mever %
# Dedup 0 an WITHIN THIS WINDOW 19:00 TO 18:50
o RUN ONCE PER WINDOW .:)
a Mifrar 0 i

onvault 0 [ 44

® &

RETAIN FOR @ 14 O

Advanced Policy Settings

Update Policy .

2. Setthe policy according to yourneeds.Forexam ple, an OnVaulkpolicy could be defined as:
o W ihih awhdow
o Run Everyday,w ih No Exceptions
O Betweenl9:00to1l8:50
o Once perw hhdow
o Retan for3 Years

3. Click Update Policy and the poliy is created.

IVGM D irectto OnVaultPolcy

Diectto OnVaulkpolicies are used to capture VM w are VM s and can only be created in IVGM .To create a Snapshotto
OnVaulkPolcy from IVGM :

1. From an existing SIA Tem plate orfrom anew SLA Tem plhate w th NO Production to Snapshotpolicy and NO
Productibn to M irorpolicy, click the plus sign + betw een Production and OnvVault.
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SLA ARCHITECT

Profiles

Filter by

Appliances v Organizations

TEMPLATE* MNew template name

DESCRIPTION Descri

ALLOW OVERRIDES ON POLICY SETTINGS?*  ® YES NO

() Policies

b
' o Snapshot O
Direct to Dedup O

PRODUCTION

o .

Direct o Onvault o

Mirror 0

2. The D rect to OnVaulpage is displayed.

®

(]

b}
9

B ARCHITECT

Templates Profiles

() Policies

Snapshot 0

Direct to Dedup 0

OnVault 0

®

Filter by Appliances v Organizations ¥

Direct To OnVault

Create/Edit Policy

POLICY NAME *

ONTHESE DAYS  Euervday

EXCEPT  hever x
WITHIN THIS WINDOW 19:00 71O 18:50

run oncererwinoow ()

RETAIN FOR © 14 ©
PRIORITY [ Medium ]

Advanced Policy Settings
Cancel Update Policy .

3. Setthe policy according to yourneeds.Forexam ple,an OnVaulpolicy could be defined as:

o

o

W ithin a w hdow

Run Everyday,w ith No Exceptions

Between 19:00 tv18:50

Once perw nndow

Retain for3 Years

Creating OnVault Pools
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Click Advanced Policy Settings and the Policy Settings dalog box is displayed . This dialog box allow s you
o setVM specific advanced policy settings:

Policy Settings

O settings Help
APPLICATION CONSISTENT
@ Take crash consistent backup
© Take application consistent backup

© Take crash consistent backup on last try

TRUNCATE/PURGE LOG AFTER BACKUP
@ Do not truncate/purge log after backup

© Truncate/Purge log after backup

JOB BEHAVIOR WHEN TARGET VM NEEDS SNAPSHOT CONSOLIDATION
@ Fail the job if VM needs consolidation
© Run the job without perferming consclidation

© Perform consolidation at the beginning of the job

coneel

From the Policy settings dialog box select:
Application Consistent

Take crash consistentbackup : Crash-consistentbackup is a fastbackup ofapplication data 1 storage as
Ifpowerw ere ostatthatm om ent. Itdoes notpause application data I/0 .Alldata on disk are saved, and
data m m em ory Is bost. Incom plete transactions m ay be saved . The recovery ofa crash consistentbackup
m ay take ongertim e and ntroduce exceptions. Typically recovery from crash has to be m ade m anually.
Crash consistentbackups are easy and fast forvirtualm achnes.

Take application consistentbackup : Application-consistent backup notifies the application to prepare
fora backup . This option Joses no data . Itpauses application data I/0 , com pletes m-flght transactions,
and flushesm em ory to disk.On recovery, data is easily accessble.Forvirtualclients, usually an agent is
needed to getnotification ofa backup athost, and then notify app Iications, and m ay need to w ai foran
approvalfrom applications.Notallapplications supportapp lication-consistentbackups.

Take crash consistentbackup on last try: This option nitally takes application consistentbackups, but if
an application consistentbackup fails forany reason, tw illthen take a crash consistentbackup.

Truncate/Purge Log A fterBackup : Selectw hetherto truncate the logs afterevery backup .W hen this is
selected, applicatibon-related Iogs are truncated up to the m ostrecentbackup .

Job BehaviorW hen Target VM Needs Snapshot Consolidation
Failthe b :Fails the pb.
Run the b w ithoutperform ing consolidation : A1l pbs run nom ally even if consoldation is pending.

Perfom consolidation atthe beginning of the b :Backup pbs try to perform consoldation atthe
begihning ofthe pb. If consoldation fails, the pb fails.

Click Save Changes orCanceland the dialog box closes.
Click Update Policy and the policy is created.
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5 Accessig and Im portmg
Im ages

Once you have a Resource Profile thatuses an OnVaul Pooland an SLA Policy Tem plate that contains an OnVault
Policy, you can, from the Application M anager, apply the Resource Profile and SIA Policy Tem plate to applications
and VM s.The OnVaulpolicy w fllrun according to is schedule and the captured in age w illbe w ritten to the OnvVault
Poolspecified i the Resource Profile.

AccessihgData Ih OnVaul

Afterthe first capture operation has com plkted, data in an OnVault Pool’'s obfct storage location can be accessed
according to the follow ng rules:

. IBM InfoSphere VDP can create clones from OnVauldata on any InfoSphere VDP Appliance.

] IBM InfoSphere VDP cannotcreate LiveClones from OnVauldata.

. IBM InfoSphere VDP can perform Application Aw are m ounts ofdata ih an OnvVaulPoolon any InfoSphere
VDP Appliance.

Im porting OnVault Im ages

W hen an in age is in ported to an InfoSphere VDP Applance, that nfoSphere VDP Appliance can instantly m ountthe
In ported data to ism anaged hosts.

Ownershb of in ported data ism anhtahed by the source appliance.The Im port fiinction allow s ow nershi to be
transferred to the appliance to w hich the data is in ported .Ow nership gives fullcontroloverthe in age, ncluding the
ability to expire the in age.

In case an in age is accidentally in ported, IVGM provides a Forget Im ported Im age function thatw illrem ove an
In ported in age from an nfoSphere VDP Appliance.

To in portin ages see:
Importing Images From the IVGM Domain Manager Storage Pool Page on page 28
Importing Images From the IVGM Application Manager Application Page on page 29

To facilitate in porting in ages, w hen definihg a OnvVaulPool, use the sam e obEct store and obEct store credentials.
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Im porting Im ages From the IVGM Dom ain M anager Storage PoolPage

Im porting in ages from the Dom ain M anager’s Storage Poolpage has the advantage ofallow lng you to selectm ultple
application in ages.

To in portin ages from the Dom ain M anager’s Storage Poolpage:

1. Rightclick on an OnvVaul Storage Pooland from the drop down m enu select Im port Im ages. The Im port
OnVaul Im ages page is displayed:

Name Type Appliance Warning Safe % Used Free Usage Capacity

Google_SKy_manual Onimete
Edit Organizations

hellAws Import images..

Forget imported images._

gvf 80 20
gvf onVault yogidrsky 80 90
rit OnVault ivault 80 20
ynewporp onVault localhost.localdom 80 90

2. Selectthe InfoSphere VDP Appliance to w hich the application (s) w illbe in ported.

DOMAIN MANAGER Filter by Appliances ¥ Organizations ¥ 2 admin & @

Appliances  Users  Roles  Organizations ~ LDAP  Hosts  Storage Pools

Import OnVault Images To Jeangre Appliance

Use this page to import images stored in OnVault pocl import_azure to a jeangre.  Importing OnVault images to a new appliance will allow them to be mounted to hosts defined
on the new appliance. Expiration will continue to be managed the appliance with OnVault ownership. Select "Take Ownership” to transfer responsibility for expiration to the new

appliance.
Mote: Only the "owner"” appliance can add new images or expire existing images from an OnVault pool Ownership is managed per-application.

TAKE OWNERSHIP

SELECT SOURCE APPLIANCE (2) APPLICATIONS (2)

( )

~ Appliance Name # Application Name
POOLNAME import_azure

POOLTYPE  vault Sky702Source Consistancy IOV _FS

BUCKET  karthikiovtest

OnVault Pool Details

APPLIANCE = jeangre

COMPRESSION  trus jeangre

Cancel IMPORT

4

3. Selectthe application (s) to in port.

4. Click Tm portand the in portoperation w illbegi .A m essage w illbe displayed w hen the operation
com pletes.
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Im porting Im ages From the IVGM Application M anagerApplication Page

Im porting in ages from the Application M anagerApp lication page has the advantage ofallow g you to quickly select
a singke, specific application in age to be in ported.To in portm ultple in ages, see Importing Images From the IVGM
Domain Manager Storage Pool Page on page 28.

To In portan in age from the Application M anagerApplication page :

1. RIghtclick an application that is protected 1 an OnVault Pool.

APPLICATION MANAGER Filter by Appliances v Organizations ¥ L admn & @

Applications Consistency Groups Logical Groups Active Images

Applications a

SHOWFILTERS »

. Application Template Profile Friendly Path Host Appliance Type

B msdb win2ksgliov win2ksqlIov ivault SQLServer .
° DB1 win2ksqlIOV win2ksqlIOV ivault SQLServer
° win2ksglIOv win2ksqlIOV ivault SQLServer

¥y SnapAndOr* - o s win2ksglIOV SQLServer
Manage SLA

Access win2ksqlIOV ivault SQLServer
Edit Organization Membership

CDS_AWS win2ksqlIOV ivault SQLServer

Import Onvault Images

CDS_Google Expire All OnVault Images win2ksqlIOV ivault SQLServer

Delete Application

Total: 254 50 per page v Manage SLA .

2. From the drop down m enu select Im portOnVault Im ages.The Im portOnVaul Im ages page is displayed:

APPLICATION MANAGER Filter by Appliances ¥ Organizations ¥ 2 admin & @ O

I Applications Consistency Groups Logical Groups Active Images

@po THREE | win2ksgllOV | win2ksqllOV  Detsils & Settings
Import OnVault Images From THREE

Use this page to import all OnVault images for the application THREE. Impoerting OnVault images to a new appliance will allow them to be mounted to hosts defined on the
new appliance. Expiration will continue to be managed by the appliance with OnVault ownership for this application. Select "Take Ownership" to transfer responsibility for
expiration to the new appliance. Note: Only the "owner” appliance can add new images or expire existing images from an OnVault pool, Ownership is managed per-application

SELECT TARGET APPLIANCE

Sky702Source A4 TAKE OWNERSHIP

Cancel IMPORT

3. From the SelectTamgetAppliance drop downm enu, select the appliance to which the in age w illbe
in ported.

4. Click Tm portand the in portoperation w illbegi .A m essage w illbe displayed w hen the operation is
finished.
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