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» z/0S has many components and in general in ‘What is new in z/OS’ presentations :

+ We give information about all new functions and enhancements in z/OS
Components and solutions such as :
« z/OSBCP

« Security
« JES2 « z/0OS Communication Server
- SDSF « Network
. VI\Q/[/:VFI « DFSMS - File management components

. _ * Unix Services
* Al solutions in IBM z platform, 2/OSMF

e zCX .
« SW Packagin
« ICSF ging

» z/0OS Development Team publishes this in format as seen in right
This type of presentation is fast-paced

Table of Contents

« 7/0OS 3.1 Release Overview
» Z Hardware Support

« Foundation
= Application Development
»  Usability & Skills
» Scalability & Performance
* Availability
* Systems Management
» Networking
+ Data Serving & Storage
*  Security
* Continuous Delivery

» Statements of Direction

(CD) — Base z/OS 3.1 items that were Continuous Delivery on previous release(s)
(CD) — Continuous Delivery items post z/OS 3.1 General Availability
(SOD) — Statement of Direction

[zas - Content solution pages

What's New in Z/OS 3.1/ © 2023 IBM Corporation

» Inthis presentation, we will cover some of them. We will also share some critical information about upgrading to z/0S 3.1.

* Several information can be found in decks for you to check afterwards.

e We will also share some critical and useful but lesser-known resources

IBM z Washington Systems Center / © 2023 IBM Corporation




z/OS Support Summary.-=

v’ Preview Feb 2019- GA announced July 2019 - GA Sep 2019

v’ Preview Feb 2021- GA announced July 2021- GA Sep 2021

v Preview Feb 2023- GA announced August 2023 - GA Sep 2023

‘Nothing has changed here with Continuous Delivery.’

v’ z/0S53.1----> NoVnoRinname... Just 3.1

v' z/0S 3.1 has new program number 5655-Z0S.

WdfM WdfM WdfM WdfM | WdfM
Release
X X X X X X X 9/20 9/232
X X X X X 9/22 9/252
X X X X X 9/24' 9/272
X X X X 9/26' 9/292
—_—— —-
X X X 9/28! 9/312
Notes:
- All statements regarding IBM's plans, directions, and intent are subject to change or withdrawal without
notice Legend

2-Extended support dates are projected and are subject to change or withdrawal without notice

WdfM - Server has been withdrawn from Marketing

Defect support provided with IBM
Software Support Services for z/0OS

Generally supported

v First reversion in 10 years, updated license requirements, no price adjustment for base

IBM z Washington Systems Center / © 2023 IBM Corporation
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z/0OS Versions & CD Enhaneements

How can I continue to get the latest enhancements ? ? 2.5 or 3.1 ? Benefit of being in current release!!!

4Q-2.4
3Q0-2.4

20-2.4
Dec2019
924 10-2.4 | |

|

2019

2020

2.4 EOM

Last Q Announcement
20-2.4

i

2.5
Preview

0o

wot A

4Q-2.5 1Q-2.5
2.5GA

2.5 GA
announced

2021

31 Jan 2022

40Q-2.5
30-2.5

20-2.5

2022

Today

3.1GA
20-2.5 Announced

10-2.5

3.1 Preview
Feb 2023

2023

2024
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Al-Intused Operating System — 2/0S 3.1

v' Optimize IT processes
v' Simply Management
v' Improve Performance

v Reduce Skill Requirements

v" Allows users to control and manage Al Capabilities without a need for additional AI and data science skills

Capabilities are planned to be delivered iteratively and will provide optimization of IT processes, enable intelligent
operations, and strengthen the IBM strategic direction of providing intelligent infrastructure.

2/0S

IBM z Washington Systems Center / © 2023 IBM Corporation \



z/OS 3.1 Release Overview

Usability and Skills Scalability & Performance Availability

z/OSMF File compare utility, Greater than 4TB memory, Dedicated Anomaly Mitigation, PFA and RTD
upload/download, Security Memory Pools, RMF Ul improvements, improvements, System Recovery
Configuration assistant, Sysplex Mgmt ~ CF performance and scalability... Boost, XCF Notepad resiliency...

and CFRM Policy Editor (CF structure
sizing), Release Upgrade, ServerPac

improvements...
Systems Management

Al infused z/OS, JES2 expanded
policy support, Change Tracker,
z/OS System Provisioning Service,
z/OS Management Services Catalog,
zZWIC, SDSF new displays...

Application Development

Artificial Intelligence, z/OS Container
Extensions, Red Hat OpenShift, z/OS
Containers, JSON Parser improvements,
ISPF member generations, ABO, Java

11, Node.js, Python, Go, Enhanced zIIP

usage
) \ Data Serving & Storage
ggg?:"gg g sec”t‘."“’ RACF t Cloud Data Access, EzNoSQL APIs, Networking
. encryption, custom DFSMSrmm z/OSMF plug-in, simplified zERT, RDMA over ROCE 3,
fields, ICSF/Crypto, zZACS monitor, ’ SvsloaD. FTP securit
compliance support, GIMZIP code Catalog recovery & management, ysiogu, y...
o L DFSMShsm & SMS enhancements, NFS
package signing/validation, z/OS Server enhancements. Union File o,

Validated Boot...

System, Data Set File System... z / D S

IBM z Washington Systems Center / © 2023 IBM Corporation ‘
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2/0S 3.1 Ordering - Critical Dates

September 19, 2023 -> z/0S 3.1 ordering begins

September 29, 2023 -> z/0S 3.1 general availability

If you decide on moving forward with z/OS 3.1 ,in addition to what is new in z/0OS 3.1, you will continue to get benefit more and will continue to
get several new functions, enhancements that are being developed for z/0S NEXT release in future months with Continuous Delivery

z/0OS V2.5 022023 was the last CD Quarterly Announcement for z/0S V2.5

There will be new z/0S 3.1 Q42023 Continuous Delivery Announcement in 4 th Quarter that will contain items from z/0S NEXT!

January 2024 => Ordering complete for z/OS V2.5

In this presentation

— 3.1 Base items that were rolled back to 2.5 as z/OS 2.5 CD

IBM z Washington Systems Center / © 2023 IBM Corporation
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Critical & Useful But Lesser—KnOWn Resources

-

Critical & Useful But Lesser-Known Resources
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IBM z Content Solutions*€enter :

More than a year! Have you checked ? Great Place! Single Engaging place for everything you need to understand

and use functions and products! https://www.ibm.com/support/z-content-solutions/

» A content solution helps you get started and provides a single
engaging place for everything you need to understand and use a
product or function. This can include product libraries in IBM
Documentation, videos, workflows, Redbooks, and more. Visit this
page often to find the latest content solutions

IBM z Washington Systems Center / © 2023 IBM Corporation

IBM Z and LinuxONE Content Solutions

| Automation and management

Optimization
Prediction

Security

Automation and managemen

Automation and management

IBM z/0S Change Tracker

o
o0

Software Update with z/OSMF

Modernization

Automating and shift-left testing

for /0S hybrid applications

3

EzNoSQL for z/0OS

1t Modernization Optimization w Prediction ~ Security

Red Hat Ansible Certified Content
for IBM 2

{gg@

z/0S Managemeant Services
Catalog

Developer experience for hybrid
cloud with IBM 2

lﬁ

L2

IBM Z and Cloud Modernization
Stack

ServerPac Installation using
z/OSMF

i

Discover and plan for z/0S hybrid
applications

™
S

IBM Z Distribution for Zowe

&



https://www.ibm.com/support/z-content-solutions/

S

PDF version of IBM z Comtent\sglutions’ function specitic docs

The following comprehensive content collections (c3s) provide all of the product documentation for a function in one place. When there is a
content solution associated with a c3, the title of the c3 is a link to the content solution homepage.

Content solutions help you get started and provide a single location for all of the technical content about the function, including videos,

workflows, articles, and more.

https://www.ibm.com/docs/en/zos/2.5.0?topic=z-content-solutions

IBM Documentation for z/0OS (DOC4Z)- SOD from 3.1 GA
Announcement

IBM intends to deliver a new component called DOC4Z on
z/0S to replace Knowledge Center for z/OS (KC4Z). DOCAZ is
a web application that provides IBM product publication
content to web browser clients directly from a local z/OS
server system. IBM also intends to provide IBM
Documentation APIs for clients to programmatically interact
with DOC4Z.

IBM z Washington Systems Center / © 2023 IBM Corporation

c 8 ibm.com/docs/en/zos/2.5.07topic=z-content-solutions

Documentation

z/0S

Change version

2.5.0

Show full table of contents

% Filter on titles

IBM Z Content Solutions
Cascading FlashCopy
Cloud Provisioning and Management
z/0S Container Extensions
Integrated Accelerator for zEDC
JES2 Email Delivery Services

JESZ Small Environment and NOTIFY
Enhancements

Pervasive Encryption for IBM Z

RACF Support for IBM Z Multi-Factor
Authentication (IBM MFA)

Remote Pair FlashCopy for XRC
System Recovery Boost
Tailored Fit Pricing for IBM Z

z/0S Trusted Key Entry Workstation
(TKE)

z/0S Workload Interaction Correlator

z/0S Compliance Data Collection

Download PDF & Offline docs >

IBM Z Content Solutions

Last Updated: 2023-06-28

Description

The following comprehensive content collections (c3s) provide all of the product documentation for a function in one place. When there is a content
solution associated with a ¢3, the title of the ¢3 is a link to the content solution homepage. Content solutions help you get started and provide a single
location for all of the technical content about the function, including videos, workflows, articles, and more.

Title Abstract Link PDF Link Last Updated
Cascading FlashCopy Abstract PDF September 2021
Cloud Provisioning and Management Abstract PDF June 2022
Integrated Accelerator for zEDC Abstract PDF September 2021
JES2 Email Delivery Services Abstract PDF June 2023

JES2 Small Environment and NOTIFY Enhancements Abstract PDF September 2021
Pervasive Encryption for IBM Z Abstract PDF September 2021
RACF Support for IBM Z Multi-Factor Authentication (IBM MFA) Abstract PDF June 2023
Remote Pair FlashCopy for XRC Abstract PDF September 2021
System Recovery Boost Abstract PDF August 2022
Tailored Fit Pricing for IBM Z Abstract PDF September 2021
Validated Boot for z/0S Abstract PDF May 2023

z/0S Compliance Data Collection Abstract PDF September 2022


https://www.ibm.com/docs/en/zos/2.5.0?topic=z-content-solutions

ey
z/OS Version & CD Announcement Letters —GitHub For Presentations

IBM z/OS Education Assistance

» Check GitHub for presentation version of these announcements .

* You can see all changes with Continuous Delivery in latest version

* What’s new 3.1 GA and preview edition pdfs. +80 specific topic files

» 86 pdfs about details of the items related to V2.5

z/OS github entry
(https://qithub.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zO0S-V2.5- Education)

z/OS qithub entry
(https://qgithub.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-3.1- Education)

IBM z Washington Systems Center / © 2023 IBM Corporation

[ IEAV2RS BCP IXCARM for sy...
[ IEAV2RS BCP New RESTIike ...
[ IEAV2RS BCP PFA Enhance ...

[ IEAV2RS BCP PFA JES2 Reso...
[3 IEAV2RS BCP PFA Private St...

[ IEAV2RS BCP PFA WLM Add...
[ IEAV2RS BCP RSM Greater t..,
[ IEAV2RS BCP Resiliency req...
[ IEAVZRS BCP Runtime Diag...
[ IEAV2RS BCP WLM Batch ini...

[3 IEAVZRS5 BCP WLM service ...

,(; - C & github.com/IBM/IBM-Z-zO5/tree/main/z0S-Education/z05-V2.5-Education
ED Code IBM-Z-z0S / zOS-Education / z0S-V2.5-Education /
£ main - + [ 1EAV2RS zOSME Sysplex CFRM policy editor.pdf
Q Go to file [ IEAV2RS zOSME USS File Search and Submit as A Job.pdf
> z15-Education [ IEAV2RS zOSMF Workflow Deep Search.pdf
» -3.1- i
205-3.1-Education [ 1EAVZRE 20SMF Workflow Usar Experience Enhancement.pdf
> zO5-Install
3 I1EAv2RS zOSMF jobs REST interface support new functions.pdf
> z05-V2.1-Education
3 205-V2.2-Education [ 1EAV2RS zOSME supports type ahead search.pdf
’ z05-V2.3-Education [ IEAV2RS zSecure 2.5.0.pdf
> z05-V2.4-Education .
[ 1EAVZRS ZWIC and zZWIN Correlator and Mavigator.pdf
hd z(5-V2.5-Education
() IEAV2RS BCP Architecture L [ More Ways to Manage Your zOS5 With SDSF for zOS V2R5.pdf
[ IEAV2RS BCP DD blocks ab... [ sDSF Hidden Treasures.pdf
O 1eav2Rs Bep DataPrivacyFo.. [3 sbsk Security - How does it work on zOS 2.5 .pdf
B IEAV2ZRS BCP Greater Than ...
[ SHARE 24671 Learn to use SDSF Rexoc.pdf

D
O
D
D
D
D

0O

ﬁWhaT's MNew in zO5 v2.5 - 1Q2022 Editio n.pdf\

What's New in z05 v2.5 - 1Q2023 Edition.pdf

What's New in z05 v2.5 - 2Q2022 Edition.pdf

What's New in z05 v2.5 - 3Q2022 Edition.pdf

What's New in z0O5 v2.5 - 402021 Edition.pdf

What's New in z05 v2.5 - 402022 Edition.pdf

What's New in zOS v2.5 - GA Edition.pdf

What's New in zO5 v2.5 - Preview Edition.pdf



https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-V2.5-Education
https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-V2.5-Education
https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-V2.5-Education
https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-3.1-Education
https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-Education/zOS-3.1-Education
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z/OS Continuous Delivery=Subscription

z/OS embraces continuous delivery through new function APARs
» Get weekly emails when APARs close with My Notification: start at https://www.ibm.com/support/entry/portal/support
» Look on the web, updated monthly: https://www-03.ibm.com/systems/z/os/zos/installation/zosnfapars.html

Mew Function APARs for the z/0S Platform

z/0S Library

When new function APARs are introduced in the IBM service stream, you can find them here collected in a convenient reference format. Use this

information to review the latest enhancements from IBM and determine which ones to implement.

The APAR information is collected in the following files:

File name Description

mvsstore.zosnewfu.html Mew function APARs for the past 12 months (HTML)
mvsstore.zosallfu.html Mew function APARs for the past five years (HTML)
mvsstore.zosnewfu.csv Mew function APARs for the past five years (CSV)

» z/OSMF,SDSF,DFSMS are one of the first implementers of CD.
« Allz/0OS Components are participating in CD!

IBM z Washington Systems Center / © 2023 IBM Corporation
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Notifications - Subscription by\_H’{N& SW Product / Component 1/2

You can get notifications related to SW & HW Announcements , product updates ,alerts and more ...
Here is just two options to do this:

Resource Link

IBM Z Key resources Your settings
— My Resource Link access

:I IBM z16 AD1 Machine information
s IBMz16 A02/AGZ Get reports based on data transmitted to IBM from — My notifications
your IBM Z servers.

* z15TO1
 zle T2 * Customer Initiated Upgrade FAQs
* z14 Order Capacity on Demand upgrades for your IBM Z — Site FAQs
e 714 7R1 servers.
e Other mainframes
* Technical and Delivery Assessment (TDA)
Support Downloads v Documentation v Forums Cases Vv Monitoring v Manage support account

Notifications
Invoices

2) Let’s trouble....... .

Product resources

Q Support access

14
IBM z Washington Systems Center / © 2023 IBM Corporation



Notifications - Subscription by\_HW& SW Product / Component 2/2

* You can choose which HW/SW products to subscribe out of 75 HW/SW entries Notifications for Z/OS

a z/0S
Product notifications
XML Toolkit for z/0S — View 5\ Links
ilter by document typel | a)l document types
z/0S5 (all current and future products) — View 5\.\1 Links ument vy
z/0S Change Tracker — View MLinks All document types
Downloads and drivers
Showing 1 to 75 of 75 entries Flashes
Product information and publications
} Manuals
20232-11-032
O All Announcements
& Product Notifications RSS/Atom feed Document types Unsubscribe
All Announcements — View o% Links @ Edit — Unsubscribe

For just announcements you can use

IBM z Washington Systems Center / © 2023 IBM Corporation

above 2 options or directly from link  https://www.ibm.com/docs/en/announcements

15



'r,-.»-ﬁ }
v

IBMz16 - z/OS HW Suppert «

IBM z16 z/OS HW Support



2
IBM z16 Highlights - z/@SzHW Support

IBM z16 (3931) Model A01 Functions & Features

One hardware model, Five Features, 1-4 19” Frame IBM System Recovery Boost
System

Up to 85 user partitions, 32 TB per partition, 200 Coupling Express2 LR 10Gb (CX6-DX) PCle adapter

CPUs/zlIPs/IFLs per partition, up to 224 Pus
-Up to 16 TB per z/0OS LPAR with z/0S V2.5

CF Level 25

‘Retry buffers for cache and lock commands
«Cache residency time metrics

«Scalability improvements

‘Request latency/performance improvements

*2 CP chips on a Dual Chip Module (DCM), 5.4 GHz
*L1 Private 128K i & 128K d

L2 n/a

«L3 Shared 32 MB / core, 192 MB effective shared
‘L4 n/a

ICA-SR 1.1
Max ICA SR per CEC 48 adapters/96ports (same as z15)

256 GB HSA, 40 TB maximum, 10 TB per drawer

Channel Subsystem scalability
*Up to six (6) Channel Sub Systems (CSSs)
*4 Subchannel Sets per CSS

Max ICP CHPIDs per CEC - 64

10 GbE and 25 GbE RoCE Express 3 SR and LR (CX6-DX)

HiperDispatch Enhancements

IBM Z Integrated Accelerator for Al FICON Express 32S

zHyperLink® Express1.1

Hardware Instrumentation Services (CPUMF) pen S o
. aximum apters ports

New machine instructions

(ZIOS support in blue) IBM Flexible Capacity for Cyber Resilience

Crypto Express8S Validated Boot

OSA Express7S 1.2

—

Industry First AI-Onchip
Hybrid Cloud

IBM z Washington Systems Center / © 2023 IBM Corporation Industry Fil‘st Quantum safe Ready Platform 17
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IBM 216 Highlights - 2/08zHW-Support

z/OS 3.1 Base & CD 2Q-2022

« Upto 16 TB of memory per z/OS instance used by select middleware
« 20 new instructions to help improve COBOL and Al applications, including instructions to leverage a new Al accelerator
* A new level of coupling facility support, CFLEVEL 25, which provides: (More Details in Next Slides...)

« |IBM z16 Coupling and Parallel Sysplex enhancements and CFLEVEL 25 support
« CF cache and lock structure resiliency improvements

« CF cache structure object residency time monitoring and metrics

« CF latency and scalability enhancements

* Flexible Capacity for Cyber Resiliency is a new Capacity on Demand (CoD) offering available on IBM z16 machines that allows processing
capacity flexibility between an organization’s primary site and alternate data centers

« IBM Z Integrated Accelerator for Al is designed to provide machine learning acceleration with high throughput and low latency
« IBM Deep Learning Compiler (DLC) enables deep learning models to be deployed on IBM Z, exploiting the IBM Integrated Accelerator for Al.
« |IBMZ Deep Neural Network library (zDNN) is a software library that provides high-level C APIs, which enable simplified exploitation of the
IBM Z Integrated Accelerator for Al by Al frameworks and libraries.
« For z16, additional recovery process boosts added (CD 2Q2022)
« Client-selected middleware starts and restarts
« SVC dump processing
« HyperSwap configuration load and reload
ICSF Support For New CEX8 Coprocessor, New Quantum Safe Algorithms (Kyber& Dilithium8,7)

+ z/0OS IBM z16 Upgrade Workflow provided in PTF on V2.2 and higher to help position z/OS for use on IBM z16 server

IBM z Washington Systems Center / © 2023 IBM Corporation 18



IBM z16 Highlights —z/OS‘Para,llél Sysplex Improvements

Parallel Sysplex Improvements With IBM z16

CF Connectivity (Performance)
. Enhanced ICA SR Coupling Link Protocol in IBM z16
. New Coupling Express2 LR Adapter giving more Throughput compared Coupling Express LR (in z15)

« CF Level 25 - CF Image scalability improvements (Scalability)

« CF Level 25 - Lock record data and structure full conditions (Resilience)
« CF Level 25 - Cache residency metrics (Capability)
« CF Level 25 - Improved IFCC Handling for subset of Cache and Lock Structure Commands (Resilience)

« CF Level 25 - Only DYNDISP=THIN (Simplification)

IBM z Washington Systems Center / © 2023 IBM Corporation 19



IBM z16 Highlights —z/OS“Para,llél Sysplex Improvements

ICA SR Protocol Efficiency Improvements NEW with z16 New Coupling Express LR Adapter with more throughput NEW with z16

IBM Integrated Coupling Adapter CA SR 1.1
(ICASR1.1) |

» Short range links > o Pl
« Up to 150 meters __b\/\,.-"ﬁ_

* Link type:CS5 (2 ports)

PCle gen3 x8 (up to 8 Gb/second)

* 8 primary send buffers/channel

» 4 channels/port
» Max 48 adapters (96 ports)

\d
Coupling Express2 LR

(CELR) —Z_

» Long range links I AN

» Up to 10 km unrepeated
= Up to 100 km with qualified DWDM

Link type: CLS (2 ports)
10Gb Ethernet (1x)

32 primary send buffers/channel
+ Can use 8 at shorter distances

4 channels/port
Max 32 adapters (64 ports)

Maximum of 384 coupling CHPIDs (of all types) per CEC

IBM z16 provides improved CF processor scalability for CF images

compared to IBM z15

Processing and dispatching enhancements that result in meaningful
scaling of effective throughput up to the limit of 16 ICF processors.

IBM z Washington Systems Center / © 2023 IBM Corporation

Relatve Capaaty

ICA SR coupling link protocol efficiency improvements
- > Reduced Service Time

New Coupling Express2 LR coupling links

—> More throughput

CF Capacity Scaling

-a-215

e 218

1 2 3 4 3 6 T -] 9 w 1 12 13 14 15 16

CF Engras

*Reach out to me via email to get my detailed Parallel Sysplex update presentation.

20



IBM 716 Highlights

Up to 16 TB memory per zZ/OS image

All online real storage defined to the LPAR, more than 4 TB is part of the
716 15 2 GB LFAREA, in addition to what was specified in LFAREA.

LPAR Limit 3218 16 TB  Allows 2 GB LFAREA to exceed the prior 4 TB limit
7/0S 3.1supports  MEREE 16 TB  Real memory is available only for 2 GB pages.

z/0S 2.5supports  HCRS 1618 Adjust applications that make use of 2 GB frames to use more frames
z/OS 2.4 supports  ERIS 47B if applicable, such as Java, DB2, zCX.

Z/0S5 2.3 su 4TB A4TB

IBM z Washington Systems Center / © 2023 IBM Corporation 21



IBM 716 Highlights - z/@S.zH\W Support

System Recovery Boost support
IPL and Shutdown boost

» Speed boost —run the general-purpose processors at full speed if they are running sub-capacity normally
» zIlIPboost —allow general purpose work to run on the available zIIPs for increased capacity
» Up to 60 minutes of boost at IPL and up to 30 minutes of boost at shutdown

Sysplex Recovery (2.4CD 3Q2020)—support for recovery process boosts

» Sysplex partitioning —boost surviving systems for recovery

» CF structure recovery —boost systems participating in structure recovery
« CF data sharing member recovery —boost all systems recovering

* Hyper Swap —boost systems participating in HyperSwap processing

* Up to 30 minutes per LPAR per Day

For z16, additional recovery process boosts added (CD 2Q2022)

* Client-selected middleware starts and restarts

« SVC dump processing (Do not forget to consider using this. RPBMINSZ dump option needs to be coded)
» HyperSwap configuration load and reload

IBM z Washington Systems Center / © 2023 IBM Corporation
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Al Framework For z/OS-3wd

AI Framework For z/OS 3.1 (New z/OS 3.1 Only)




Al Framework For z/OS-3wd

The Al Framework consist of Al Framework for IBM z/OS

e Data collection engine (Included in new Al System Services < e
P ro d u Ct) . . Raw IT Data EzNoSql A;:I]ii{r:]ai?iin D:i:)ll:if;d
* Al model server (Included in new Al System Services REST APIs
Product)

TCP/IP

* Al base component (New Al Base Component AIB in z/0S )

* A modern user interface, and providers that can plug into the
framework for expandable future use cases. (New z/OSMF Plug-in)

z/0S Al Base

* New z/OSMF workflows for configuration of the Al framework.

#/0s Base Al System Services
PID
BCP z/OSMF DFSMS

Bl =] * z/0S 3.1 contains enhancements to WLM as first exploiter of AI Framework
wim Interface EZNOSOL Engine Server

IBM z Washington Systems Center / © 2023 IBM Corporation 24



Al System Services

AI System Services for z/OS new product announced in same day as z/0S 3.1

Announcement : https://www.ibm.com/docs/en/announcements/ai-system-services-zos?region=US

« One of the Key component of Al framework, delivers foundational AI Capabilities
« Itis no charge for supporting Al infusion into z/OS base component only.

» It contains Watson Machine Learning for z/OS Core edition (WLMz core) and
IBM Z Common Data Provider (ZCDP)

Al System Services
PID

Data Collection Al Model
Engine Server

25
IBM z Washington Systems Center / © 2023 IBM Corporation


https://www.ibm.com/docs/en/announcements/ai-system-services-zos?region=US

s 4

Al- powered WLM In z/@S3.1< —

Fg

« IBMisaugmenting WLM with Al to optimize the management of IBM Z workloads. These iteratively delivered
capabilities will allow z/0S to intelligently predict upcoming batch workload and react by allocating an appropriate
number of initiators. This is designed to optimize system resources and batch management, thus eliminating overhead
from manual fine-tuning and trial-and-error approaches.

- AI-powered WLM is the initial use case leveraging the AI Framework for IBM z/0S.

« AlI-Powered WLM, designed to intelligently predict upcoming batch workload and react accordingly for
optimized system resources is the first to leverage the Al System Services.

IBM z Washington Systems Center / © 2023 IBM Corporation 26



2/OSMF AI Control Interface For z/0S (AICI)

z/OSMF AI Control Interface For z/OS (New z/0S 3.1 only)

Al=enated toals (1)

] +

M i i

S ; Al Powered Workload Management

fmame -'.-.-“
1 i

[ %orvice cluss (batch woak) (2} Traaiming stafus 2} Al mode (1) ¥
| -]
O w L]
O Qo
0O w 2

IBM z Washington Systems Center / © 2023 IBM Corporation 27



More About Al - Existingsand Enhanced Capabilities

4

Never too late to jJump into Al topics as
z/0S System programmer - if not already done with your Al experts or your own.

Al on z is there for many yeatrs.
Now much stronger and wider - inside OS and as Al System Services

2/05

IBM z Washington Systems Center / © 2023 IBM Corporation



Al on z/OS

Al on z/OS —New materials to help jump start your Al adoption journey

Journey to Al on IBM zSystems and LinuxONE content solution Gu(;dance on identifying use cases, available solutions, recent developments
and more.

https://www.ibm.com/support/z-content-solutions/journey-to-ai-on-z/

Read recent blogs and announcements

Al on IBM Z and LinuxONE community — Engage with subject matter experts on the latest topics around Al on IBM Z
https://ibm.biz/BdPBud

Learn about analytics and Al technologies and solutions on IBM Z and
where you are in your Al Journey

Client Engineering for Systems Workshop — Each workshop is tailored to fit your needs
Contact ce4s@ibm.comor your local IBM Client Engineering team to find
out more
https://ibm.biz/aionz-workshop

Al on IBM Z and LinuxONE Getting Started - 101 — Learn about the ecosystem and landscape for exploiting Al on IBM Z and

LinuxONE systems.
https://ibm.qgithub.io/ai-on-z-101/
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Python on IBM z

Python AI Toolkit for IBM z/0S

* Industry leading Al Python packages available on z/OS

 Unlocks verified open-source software with supply chain security
» Familiar, flexible, and agile package installation

process leveraging PyPi

IBM Z Content Solutions | Journey to open data analytics

z/0S is enhanced to allow IBM Open Enterprise SDK for Python to be zIIP enabled.

With IBM Open Enterprise SDK for Python on z/0S, advanced data analysis can be performed, with popular Python packages, natively on z/OS
where the data is stored. zIIP enablement of Python on z/OS provides a competitive option for running Python workloads, and up to 70% of
Python will be eligible to run on a zIIP.

This support is available with the PTFs for APARs PH52983 and OA63406 on z/OS V2.4 and later.

IBM SMF Explorer with Python (CD 4Q2022)

Data access and analysis toolkit designed to help access SMF data and extract insights in an easy and modern way
Leverages state-of-the-art technologies like JupyterNotebooks and Python
Understand, interpret SMF data and unlock value from it even with limited z/OS skills

https://ibm.github.io/IBM-SMF-Explorer/
Hot Topics Blog -How to turn your SMF data into valuable insights without z/OS expertise
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Latest Compiler Offeringsion z/OS

Latest Compiler Offerings on z/OS

Required for z/OS 3.1 (At GA)

7 N

IBM Enterprise COBOL for z/OS 6.4 ‘ IBM Semeru Runtime Certified Edition for z/OS v11.0 ‘

IBM Automatic Binary Optimizer 2.2 IBM Open Enterprise SDK for Node.js — z/OS v18
IBM Enterprise PL/I for z/OS 6.1 IBM Open Enterprise SDK for Python v3.11

z/OS 3.1 XL C/C++ IBM Open Enterprise SDK for Go v1.20
(entitled also to IBM Open XL C/C++ 1.1)
IBM has issued a statement of direction indicating a future plan to deliver IBM Semeru Java 17.
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o 4
More About IBM Java SDK for z/OS Vi (565§-DGJ-5655-I48) — IBM Semeru V11

B

z/0S 3.1 is designed with IBM Semeru 11 and later in mind. Java 8 is supported on z/OS 3.1, however, clients may find that operating
system-provided Java facilities may require IBM Semeru 11. IBM Semeru 11 is the most current level of Java available on z/0S.

At GA, z/0S 3.1 has an overall dependency on ‘IBM Semeru 11 RunTimeCertified Edition 64 bit only.
Most z/OS 3.1 Functions at GA : z/OSMF, SDSF, RACF,CommServer, SCRT, HCD...

* Some z/0S 3.1 functions still require IBM Java SDK 31-bit V8, but are planned to be converted to IBM Semeru 11
z/0OS PFA, CPM and InforprintServer ( At GA)
» IBM 64-hit SDK for z/OS V8 and IBM 31-bit SDK for z/OS V8 are supported for applications as long as they remain

supported.

« IBM has issued a statement of direction indicating a future plan to deliver IBM Semeru Java 17.

Client applications that previously used the 31-bit Java SDK might need to be modified to run in 64-bit mode.

Learn more =  https://www.ibm.com/products/semeru-runtime-certified-zos
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Dedicated Memory

Dedicated Memory ( New z/OS 3.1 Only)
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Dedicated Memory

Dedicated Memory (New in z/OS 3.1 Only)

Utilization of >4T for applications that do not exploit 2G frames

Installations that are concerned about applications with irregular or unpredictable memory usage
SVC Dump capture for example - Mitigate Distruptions from SVCDUMP
« Installations that want to preferentially assign memory to certain applications that exploit high virtual storage
zCX containers
« Installations that want to exploit >4T of memory

* Once assigned locally managed within AS
» TItisrestricted to High Virtual Private but it can be used by all frame types 4K,1MB fixed,1MB pageable and 2GB

* Never paged/stolen — address space owns the memory until end of job step, regardless of whether it actually uses the memory

34
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Dedicated Memory -

New Parmlib Member IARPRM DUMPSRYV Usage Sample
SYS1. ARMLIB (IARPRMZ4) - 01.02 -ro z4, f axr, iaxdmem dmem, jobname=dumpsrv
XK KKK KOOk xxxxxxxx Top of Data xx 510]0 - IARRE6SI DEDICATED MEMORY V1.0
PEE100 DMEM (1024G) JOBNAME=DUMPSRV ID=0005
D

EEXEKKEERXEKKEERXRRK KRR ERKXxXkXk%x% Bottom of Data = o] - ASSIGN

L

New IEASYS Parm RSM . O : IN USE

000010 I1ZU=Z1, .8GB : MAX IN USE

000050 LFAREA= (1M= (1048576, 43008) , 2G= (1124, 120)), \GEABLE 4K STATISTICS

0O0O60 RSM=Z4, .OGB : IN USE FOR PAGEARBLE 4K PAGES
elolololR sl N ).5GB 1y MAX IN USE FOR PAGEABLE 4K PAGES
Usage Display OnTop Of4TB _ M STATISTICS

IN USE FOR PRGEARBLE 1M PRGES
MAX IN USE FOR PRGERBLE 1M PARGES
STARATISTICS
OMB IN USE FOR FIXED 1M PRGES
.OMB : MAX IN USE FOR FIXED 1M PRGES
STARATISTICS
IN USE FOR FIXED 2G PRGES
MAX IN USE FOR FIXED 2G PRGES
SIATISTICS

Y

-ro zd, f axr, iaxdmem dmem RO Z4,D M=STOR
IAREETI DEDICATED MEMORY v1.0E IEELTAL 10.41.44 DISPLAY I 145
REAL STORAGE STATUS
1.0TB : TOTAL SIZE ONLINE-NOT RECONFIGURABLE
B.0GEB : OFFLIME SIZE OT-5T
B?B.0GEB * UWNASSIGMED ONLINE-RECONFIGURABLE

18.0GB : SYSTEM USE NONE
ONLINE-DEDICATED MEMORY

5T-6T
PENDING OFFLINE
NONE
OM IN OFFLINE STORAGE ELEMENT (S)
OM UNASSIGNED STORAGE
STORAGE INCREMENT SIZE IS 16G 5.5MB : IN USE FOR DAT TRBLES

m = =
0 O h

O ©

m

N
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WLM Updates For z/OSs8sd. < =

WLM Policy Advisor ( New z/0S 3.1 Only)
WLM Implicit Long Term CPU Protection ( New z/OS 3.1 Only)



WLM Updates tor z/OS 39l <

z/OSMF WLM Policy Advisor z/OS 3.1 (New 3.1)

z/OSMF provides an interface to display service definitions and their sections in structured tables and validates your service definitions
based on built-in best practices. Users can define, modify, view, copy, import, export, install, activate, and print Workload Manager
(WLM) service definitions. In z/0OS 3.1:

« z/OSMF WLM intends to be augmented by the WLM Policy Advisor, enabling analysis of WLM policies through incorporating the
performance data of their respective systems. The Policy Advisor provides a view that helps users identify error-prone WLM service
definitions and determine more suitable goals and importance level settings for active workloads. This intends to enable system
programmers to maintain a proper WLM policy, with fewer skill requirements.

» z/OSMF WLM task is intended to be enhanced to no longer require CIM server, which simplifies the technical stack of z/OSMF WLM.

WLM Implicit Long-term CPU Protection (New 3.1)

*With z/0S 3.1, any service class defined with an importance of 1 is implicitly set to CPU critical YES
* New OPT parameter to control level of implicit CPU
« CCImp=0|1|2 parm sets what importance level (all service classes) have implicit CPU protection
 Set to ‘0’ to turn off implicit CPU critical
» Long-term CPU protection ensures less important work will generally have a lower dispatch priority—Outside of certain CPU promotions
= With IBM z15 and z16 SRB, any service class with an importance of 1 or 2 is implicitly set to have CPU critical for the duration of the boost
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RMF Updates For z/OS Suls. < ;

RMF Updates For z/0OS 3.1



RMF Updates

IBM Resource Measurement Facility —-RMF Priced Feature

« Anew browser based UI based on Open Source Grafana is available for monitor III metrics and reports (New 3.1)
Grafana has many libraries of open source visualization widgets including bar charts, line charts, timeline visualization etc.

« The new Ul is designed to support setting thresholds and issuing alerts (New 3.1)

A rich array of alerting mechanisms is available

Configurable duration of a time-slice

Data from various sources can be integrated into the dashboard
« A new DDS server is designed with 64-bit exploitation and additional security options (New 3.1)
« The new DDS server is zIIP eligible (New 3.1)

« Options exist to output data from the DDS server in JSON format to ease integration into other modern tooling (New 3.1)

* RMF is enhanced to report on crypto express 8S card (CD 2Q2022)

RMF monitor III has been enhanced to show all logical partitions of a CPC and allows machine configurations up to 256 physical
processors (CD 2Q2022)
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JES2 Updates For z/OS 3wk

JES2 Updates



JES2 Updates

JES2 policy-based exit reduction

- Intended to provide a non-assembler facility to extend JES2
— Can be mixed with traditional JES2 exits

« Inaddition to end-of-conversion new exits points of pre-conversion, and SYSOUTGroup

are added
- New predicates and actions
— Look at and update attributes like jobclass, srvclass, destination, etc
— Ability to access symbols during input processing
— Ability to use symbols in JES2 Policy.
— General SAF AuthorityCheck can be used with any attribute
« Character conversion to numeric in policy

- Policy files are Release neutral and do not require change during release or service

upgrades (no reassembly required)

« Dynamically enabled — Changes can be applied and removed while JES2 is running

($POLICY IMPORT Command)
« MAS Wide definitions for policy (2.4CD)

JES2 Spool compression and encryption (2.4CD)

« Ability to compress spool to increase effective space
« Ability to encrypt spool for increased security

JES2 Additional job notification capability
e With JES system symbol SYS_JOB_NOTIFYX job notification is extended to
submission and start of execution with PTF for APAR OA62804 (CD 402022)

JES2 SMF 1153 Record for reporting JES2 Resource Usage and Limits Data

» JES2 is updated to generate a new type of SMF record, SMF Record Type 1153, for
reporting JES2 resource usage and limits data.
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+ Support for
- Job input is new (approximately exit 20/50) New in z/0S 3.1
- Pre conversion
- Post conversion (approximately exit 44)
- Sysout Group (approximately exit 40)

Example of Pre conversion policy: Test if the job’s output is
protected....if it is...then modify the job’s msgclass to A
and send a message.

{ "policyName": "PCONV1",
"policyVersion": 1,
"policyType": " PreConversion ",
"definitions":

[

{ "condition" : " JobIsProtected ",

"actions" :

[

{ "action"
"attribute" :

: " ModifyJob ",
" MsgClass ",

"value" comopr

{ "action" : "
" JobName || ' now has MSGCLASS: ' || MsgClass"

SendMessage ",

"message" :

41
JES2 64-bit Checkpoint Version

JES2 is updated to store checkpoint versions in 64-bit private storage, where storage pages of
checkpoint data can be shared among checkpoint versions, instead of copying storage pages to
checkpoint versions. This update reduces copying storage pages and helps lower CPU usage.



o
JES2 Updates — New in sz§ 3.1 only

JES2 Policy Function is enhanced in z/0S 3.1 to improve the flexibility and usability of JES2 policies by:(New 3.1)

« Implementing new policy type Job Input, which provides analysis and customization of key job attributes as part of job input processing,
much like existing JES2 installation exits 20/50.

» Supporting the use of variables in the submitter environment within JES2 policies.

» Providing the ability to substitute system symbols utilized in JES2 policies.

JES2 Job Level Resource Limits & Resource Groups ( JES2 Resiliency Improvements) (New 3.1)
* New Default spool policies to reduce situations leading to spool full conditions
- JES2 wide and Job based defaults for spool usage
Can be tailored by installation through JES2 Policy
» Default policy is for the job to wait until the resources are available
Other options are "none” and “fail”
» Installation resource groups can be assigned to a job for display and policy enforcement

JES2 Al Job Selection (New 3.1)
JES2 provides infrastructure to support infusing Al into the operating system. Several JES system symbols have
been created to help support Al prediction of upcoming batch workload.

JES2 Complaince Data Reporting (New 3.1)

JES2 is participating in the enhanced compliance support in z/OS by generating SMF 1154 subtype 114 records to begin reporting JES2 compliance evidence
data.
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SDSF Updates For z/OS-3wi

SDSF Updates



SDSF Updates

MENU V2R5MO UTCPLXJ8 J8O
NAME Description
Active users
Input queue
Output queue
Held output queue
Status of jobs
Job groups
System symbols
System log
System requests
Members in the MAS
Job classes
Scheduling environments
WLM resources
Enclaves
Processes
System information
Enqueues

Group
Jobs

Jobs
Qutput
Output
Jobs

JES
System
Log

Log

JES

JES SO
WLM Sp
WLM NS
WLM

OMVS  puM
System g

System | Nk
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V2R5MO

UTCPLXJ8 J80
Description

Enqueue contention
Enqueued data sets
Dynamic exits
Address space memory
Initiators

Printers

Punches

Readers

Lines

Nodes

Spool offload

Spool volumes
Network servers
Network connections
Resource monitor
Health checker

Link list data sets

NAME
LPA
APF
PAG
PARM
PROC
661
CFC
CFS
VMAP
SMSG
SMSV

EMCS

NAME

Link pack data sets BPXO

APF data sets LPD
XCFM

Description

Page data sets

Parmlib data sets WLM
SRVC

REPC
RGRP
WKLD

Virtual storage map RMA

Proclib data sets
Subsystem information
CF connections

CF structures

SMS storage groups JES
SMS volumes JRI
File systems JRJ
Common storage remainin(LLS
Generic tracker MEM
Network activity CFD

Device activity SVC
SYSP
CS
PC
AD

Extended consoles

Description

OMVS options

Link pack directory

XCF groups and members
WLM policy data

Service classes

WLM report classes

WLM resource groups

WLM workloads

Resource monitor alerts
Job entry subsystems
JES resource information
JES resource by job
Link list sets

Memory contents

Couple data sets

SVC routines

System parameters

Common storage subpools
PC routines

Address space diagnostic
User session log

SDSF help facility




SDSF Updates

SDSF Enhancements (New z/OS 3.1)

* Key new feature Module Fetch Monitoring to show modules fetched, where, when and who (New z/OS 3.1)
+ Key new feature Significant Event logging Indication of events such as volumes coming on and offline, actions etc. (New z/OS 3.1)

Indication of significant events such as volumes coming on and offline, actions etc. with handy link to the Operlog based on the time an
event occurred

« Many new Primary Displays Planned, New viewable fields (New z/OS 3.1)
« Several new Primary Displays of RACF information including tabular SDSF display of classes, profiles, access lists etc.
* More than ten new primary displays including Sysplex, LPARs, Program Properties Table (PPT), and SMF data
* More than 20 new columns, and more than 20 new actions on existing panels

« The browser-based Ul (in zZOSMF) is updated to continue to match function with ISPF

« SDSEF is enabled for the Security Configuration Assistant of zZ OSMF to ease security settings (New z/OS 3.1)

« SDSF now can display individual fields on a panel with unique highlighting, for example the return code fields in the job status display are
color coded based on the return value making it easier to spot problems.
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Installing and Upgradingsz/0S 31

Installing & Upgrading z/0S 3.1




/ﬂ';’/

z/OSMF Portable Software Insj[ahce

z/OSMF Software Management Installation of z/OS 3.1 ServerPac
+ Uses a simplified web-based GUI replacing the ISPF CustomPac Dialog
* Manages allocation and placement of data sets, cataloging, and deployment in zZ OSMF Software Management
» Customization and verification is done in ZZ OSMF Workflows
+ Data set merge and disconnect Master Catalog on driving system . (CD)
* Remove temporary catalog aliases are supported (CD 4Q2022)
+ REST APIs to run missing critical updates, missing FIXCAT updates, and software update search (CD 4Q2022)

* New Portable Software Instance Package signing —IBM plans to ship z/OS 3.1 ServerPac and PTF’s with a signature that clients can verify. This will provide a means
to verify the integrity of software. (CD 1Q2023)

+ IBM (and participating major ISVs) deliver zZOSMF Portable Software Instances as a common installation method for z/OS stack software.
* IBM z/OS, IMS, Db2, and CICS Transaction Server and associated products, all can be installed with zZ OSMF today. CBPDO remains available and is
unchanged.
» 2/OS 3.1 ServerPac is only provided as a zZ OSMF Portable Software Instance

» z/OSMF is a driving system requirement for all IBM ServerPacs. . (CD)

* For more information, see the zZOSMF ServerPac content solution (https://www.ibm.com/support/z-content-solutions/serverpac-install-zosmf/)

+ Try a sample z/ OSMF Portable Software Instance to be familiar with the install, before you install any ServerPac. Directions can be found in z-
content solution website in the link above

As stated in Software Announcement 222-214, dated June 21, 2022, the CustomPac Dialog installation method choice from Shopz was
removed on July 10, 2022. As a result, any ServerPac for z/0S, IBM CICS, IBM DB2, IBM IMS, or program products ordered through Shopz
are packaged and installable only with z/OSMF.
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https://www.ibm.com/docs/announcements/222-214

Installing z/OS 3.1 ServerPac Using z/OSMF

* Easy To Install z/OS Using z/OSMF compared to Custompac Dialog

«  Check z/OSMF Community Guild Page : 2z/OSMF Community Guild Web page

« For more information, check z/OSMF ServerPac content solution (https:/www.ibm.com/support/z-content-solutions/serverpac-install-zosmf/)

» Try a sample z/OSMF Portable Software Instance to be familiar with the install, before you install any ServerPac.Directions can be found in z-
content solution website in the link above

Installing z/OS 2.5 using z/OSMF Software Management

Installing zfOS 2.5 using zfOSMF Software Management

Installing z/0S 2.5 Using " D
z/OSMF Software R
Management

Highly recommend to watch this if 3.1 will be your first usage of T e e = A TE

z/OSMF to install z/OS ! kurtq@us.ibm.com

/"f\
z/0S

-ACADEMY:

Fall 2021

48

IBM z Washington Systems Center / © 2023 IBM Corporation


https://mediacenter.ibm.com/media/Installing+z+OS+2.5+using+z+OSMF+Software+Management/1_v7ma6f76
https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/rolando-perez/2021/11/03/zosmf-guild
https://www.ibm.com/support/z-content-solutions/serverpac-install-zosmf/

z/OS Packaging Signing=

z/0S Software Package Signing (CD 1Q2023)

z/0OS SMP/E and z/OSMF Software Management now provide the capability to digitally sign and verify the signature of GIMZIP packages
of software that may be delivered both electronically and physically, on all supported z/OS releases.
e  This capability ensures that a software package has not been modified since it was created and the package was
signed by the expected provider, designed for nonrepudiation and authenticity.
«  The choice to do this additional verification is left to the user upon receipt of the software package if the software provider has
chosen to exploit this additional capability.

IBM has chosen to sign the following software packages to allow clients more secure coverage for z/OS

software deliverables:
. z/OSMF ServerPac (also known as z/OSMF portable software instances) Delivered

. CBPDO Delivered
. Electronic Shopz PTF orders SOD
« SMP/E RECEIVE ORDER PTFs and HOLDDATA SOD

Designed to satisfy z/OS NIAP Certification with OS Protection Profile (OSPP) 4.2.1 package signing. Enabling package signing now
facilitates enabling NIAP Certification in the future.

Available with the PTFs for APARs 1028360.
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Installing z/OS 3.1

Installing z/OS 3.1 ServerPac
As - > z/OSMF Portable Software Instance
Using -> z/OSMF Software Management

z/OS 3.1 ServerPac is only provided as a z/OSMF Portable Software Instance



Getting z/OS 3.1 as Portable S.of}ware Instance using z/OSMHK

Add a new Portable Software Instance in z/OSMF

Specify the files to be downloaded from server — similiar jcl as you used to do on receiving from Shopz
(z/OSMF uses SMP/E GIMGTPKG program to download )

Software Management =[] X
Software Management » Portable Software Instances Help
Portable Software Instances
Switch To: =
| Adtions ~ |
Description Activity System File Location Cat
Filter Fitter Filter Fiter Filte
] ServerPaciCICS: OT246095 AQFT lukurtg/serverpac/CICS-
Add... » From ZZOSMF System d on 2020-09-16 2019-09-16
v Select All From Local Workstation GA on Dec 6, 2019, AQFT lu/kurtg/KurtCICSPSIGaDec52019
gt od by MARNA
Deselect All i From Download Server i

sCICS: 05240354

Configure Columns
Hide Filter Row

Export Table Data »
Print Table Data »
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Installing z/OS 3.1 as Portable Software Instance

Similiar to what you used to do during installation in CustomPac Dialog, you can configure everything and jobs will be submitted using
‘submit deployment job’ step (in previous slide)

Softwars Management el

Software Management ¢ Deployments » Deployment Checklist » Configure Deployment Help
Configure Deployment for ZOS31_035319003_RBP

v Welcome Model
There are alOt more Capabl lltles v DLIBs Select the software to use as a model for configuring the target softwars instance. Z/03MF uses the data sets, volumes, mount points, catalogs, and SMF/E zones
Wlth Z/OSMF Z/OS |nsta[|_at|on. Model that are associated with the model 1o prime the corresponding values forthe target soffware instance.
. SMP/E Zones
Just some of them are : _
Crata Sets
Selectthe Somware 1o Use as a model,
° ReportS Catalogs
Volumes and Storage () The source software
« SYSMOD Search Ciassen e
° Missing Critical Service Mount Points ®  4n esisting sofware @ ryourexsting Installed software IS net In the 11t below, Use the Add action and follow the wizard steps to defing a software

instance instance, and then selact it Learn more

Software Instances

Actions =

% Bofoggltemsshown. Clear filter

Hame « | System Description Activity Glokal Zone CS1 Target Zones
Fitter Filter Fitter Fiter Fitter Fitter
() Z0S25_GA_OS2S1E0T_WJ_2022  AQFT ServerPac: 05251807 WITHRZEA CHOWITSTZOSIE0ATC TOTZS, TOTZEA
) Z0S31_0S319003_RBP ADFT ServerPac 05310003 FOSIIRBPMVSBUILD ZOS3IRBRC TETH
() zO0S24_FVT_Severrac ALFT ZI05 VIR4E GA Serverrac CH0BUILD. ZRZ4FVTLCSI TGTZ40

z03524_0A_ServerPac_CSi AQFT Carotyn C5l for mode CS0BUILD ZR24FVT.CSI TETZ40

Z0SW25_GA_05250015 AQFT ServerPac: 0S250015 CKTEMPNC.CS0BLDCA ZR2SGA GL  TGTZ5, TET254
Thie ie the /05 VI 5 GA
ServerPac thal was used for
verification.
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End Of Service Dates FoffIBM Products

> http://www.ibm.com/software/support/lifecycle/

» Use z/OSMF Software Management to look at the End of Service report

Software Menagemart | Softwae |nstances ¢ Martenanes Repors

Maintenance Reports

End of Service

Product: 5
End of servioe: Mov 230, 202
Release
A Product 1D
\erdor

v
Q
0
0
9
J
Q
9
0
J
Q
Q
0
Q
9
Q

oo

Annoumsement: o' warwibm. somicommonissiing-binissizias™in

Retrieve End of Service infommesons:
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Software Managemant

Safwars Manageman! » Softlwang Ingtancag Maintanancn Rapans

Maintenance Reports

End of Service

Timaling

Retrievea End of Sendce Information...
Softeears Instances by Product

Adions = Table view. Trae

‘w N filter applfed

+

Product | Sofhware Instanca Ralaa Product I0 Vendor  End of Sarvice Ganaral Avalabilmy SyateEm DaBcrphon Addshonal Product information
Fila File Fite Flier File File File

CICS Transaclion Server for zi0E WS hitp D, bm.comicommon/ssifcg-binfss

i D
'rd announced subtype=smiappn ame=5Shopz Seresdhimit

+ | BM Sacurty zSacina CICS T it ey em o mianmimerUBaL cgl- i/ ee

It D
3 snnouncsd sublype=smiappn ame=Shopz Series&himif


http://www.ibm.com/software/support/lifecycle/

Upgrading to z/0OS 3.1

Upgrading to z/OS 3.1

* Email me and I will share my detailed Upgrading to z/OS 3.1 presentation
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z/0OS 3.1 Coexistence Paliey

Three consecutive releases for coexistence policy remains same.

IBM.Coexistence.z/0S.3.1 ---- > FIXCAT name for you to check which ptfs you need for coexistence.

This rule applies for upgrade purposes as well as sysplex coexistence between systems at different release levels.
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N
Changes in FMID : FMID*Related Information since V2.4

Changed |Changed 'Mew in Newin [Base Optional |Optional
z/0S Elements inz/05 |inz/05 [2/05 2/0S 3.1 Element Priced |Unpriced
V2.5 3.1 V2.5 Feature |Feature
KML Toolkit (W1.11 level) [ ]
7/0S Data Gatherer [
IBM z/0OS Change Tracker (]
7/05 Advanced Data Gatherer @
BCP
Program Binder
Capacity Provisioning Manager
BCP Support For Unicode
Web Enablement Toolkit
Al Based Component (AIB) ®

Common Information Model (CIM)

/05 Communication Server

Cryptographic Services

ICSF(FMID HCR7TED)

Pkl Senices

System SSL

DFESMSdfp

HCD

Future Function(related to IBM Documentation for z/0S)

IBM Tivoli Directory Server

IBMZ Deep Meural Metwork (zDMNM)

IBM z/0S Management Facility (z/OSMF)

Integrated Security Services

Metwork Authentication Service

ISPF

UES2
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>
Changes in FMID : FMID*Related Information since V2.4

Changed [Changed [MNew in Mew in Base Optional  |Optional
2/0S Elements inz/0S5 |inz/05 [z/05 z/05 3.1 |Element |[Priced Unpriced
' V2.5 31 V2.5 Feature |Feature

Language Environment

MNetwork File System

TS0/E

z/05 File System | zF5)

z/05 Font Collection

z/05 OpenSSH

z/0S UNIX

DFSMSdss

DFSMShsm

DFSMSrmm

DESORT

HCM

IBM z/0S workload Interactioni Carrelator (zWWIC)

Infoprint Server

RMFE

RUCSA

SDSF

Security Server - RACF

z/05 Security Level 3

Communication Server

IBM Tivoli Directory Server Security Level 3

Metwoark Authentication Service Level 3

System SSL Level 3
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IBM Java SDK for z/OS V11 (5655-DGJ-5655-148) — IBM Semeru Runtime Certified Addition For z/OS
Prereq for z/0OS 3.1 (At GA)

IBM 31-bit SDK for z/OS V8 (5655-DGG, 5655-148) — oM - January 2024 EOS — September 2026
Prereq for z/OS 3.1 for some functions (At GA)

IBM 64-bit SDK for z/OS V8 (5655-DGH, 5655-148) —— EOM -January 2024 EOS - September 2026
XML Toolkit is now inside z/OS

IBM AI System Services for IBM z/0S (5655-164) — RN2WA{e]s]ile4)

IBM Open Enterprise SDK for Node.js 16.0

IBM Open Enterprise SDK for Node.js 18.0
Subscription & Support is Priced

DFSMStvs is part of the z/OS Base now
DFSMStvs priced feature is now part the z/OS Base and is entitled to use as part of z/OS Base
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z/0S 3.1 Upgrade Worktlow —-z/E)SIVIF

Provides the steps for upgrading to z/OS® 3.1 from your currently supported z/OS system
Interactive

Run The Workflow in / Step-by-Step Process
z/OSMF >
%’ Smooth Upgrade Experience using latest functions of z/OSMF

Discovery functions run automatically NEW

Only the upgrade actions that apply to your particular system are identified in the z/OSMF

The z/0OS 3.1 Upgrade Workflow is available in a choice of two z/OSMF workflows, depending on your upgrade path —

from z/0OS 2.5 or z/OS 2.4:
« 2z0S3.1_From_z0S2.5_Upgrade_Workflow.xml

« 20S3.1_From_z0S2.4_Upgrade_Workflow.xml

Now included with z/0S: IBM provides the upgrade workflows as part of the z/OS product.
Updates and fixes for the upgrade workflows are delivered through the standard z/OS service process.

— It isalso in IBM. Coexistence.z/0S.3.1 FIXCAT

APAR that ships z/0S 3.1 Upgrade Workflows OA63269

For the z/OS 3.1, IBM z16™, and IBM z15 workflows, the workflow dwles reside in file path /usr/lpp/bcp/upgrade after you install
the associated PTFs on your z/0S system.

Earlier than GA Announcement, through new function website that

IBM z Washington Systems Center / © 2023 IBM Corporation we mentioned tOday in our preViOUS session- Subscribe!



z/0S 3.1 Upgrade Worktlow

> New Capability in z/0S 3.1 Upgrade Workflow Discovery Function

The z/0S 3.1 Upgrade Workflow includes the following functional enhancements:

Runs the SMP/E MISSINGFIX report to determine whether any fix category (FIXCAT) APARs
exist that are applicable and have not yet been installed.

Discovers which upgrade-related APARs are installed, then automatically skip steps for
which no actions are required if a given APAR is installed.

Nice Capabilit
> There are Upgrade Related Health Checks
These Health Checks can be directly invoked by the z/0S 3.1 Upgrade Workflow when using z/OSMF with one Click
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Driving System Requirerﬁents-\fo} Installing z/OS 3.1

Driving System Requirements for z/OSMF Portable Software Instance

*  Minimally with z/OS V2.4 with z/OSMF configured and active.

«  z/OSMF Software Management available for use.
*  Your USERID requires READ access to datasets that starts with CB.0S* and CB.ST* for IBM ServerPacs

«  IBM. DrivingSystem-RequiredService FIXCAT contains all necessary ptfs.
Use the SMP/E REPORT MISSINGFIX command and fix category “IBM.DrivingSystem-RequiredService” to

determine if you’re missing any PTFs
SET BDY(GLOBAL).

REPORT MISSINGFIX ZONES(Z0S25)
FIXCAT(IBM.DrivingSystem-RequiredService).

Package Signing Verification (OPTIONAL and COMPATIBLE)

« A Key Ring with RACF delivered STG Code Signing Certificate Authority-G2 connection is needed
« Thereis no need to indicate anything during Shopz ordering . All product packages will arrive signed.

It is up to clients to verify or not.
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Target System Requirerﬁents\fo’;r s 3.

. HW Requirements
IBM System Z Serverz16 AO1,z16 A02,z15T01,2z15T02,z14,2z14 ZR1

. Minimum Memory Requirements
« 8GB memory
« Ifyouarerunning z/OS 3.1 as guest of z/VM the z/VM release must be z/VM 7.2 or later
« IBM Health Checker has HC about minimum memory requirements

« IBM. TargetSystem-RequiredService.z/0S.3.1 FIXCAT contains all necessary ptfs.
Use the SMP/E REPORT MISSINGFIX command and fix category “IBM.TargetSystem-RequiredService.z/0S.3.1” to
determine if you’re missing any PTFs
SET BDY(GLOBAL).
REPORT MISSINGFIX ZONES(Z0S25)
FIXCAT(IBM.TargetSystem-RequiredService.z/0S.3.1).

zFS Files: Root File System size will be close to 4 GB.

Consider making it EA( Extended Addresability) capable to go beyond 4GB. For any zFS data sets that exceed the 4 GB size limit, you
must define an SMS Data Class with extended format and extended addressability. z/0S 3.1 ships with a version root file system
that is extremely close to 4GB in size. If you merge other zFS data sets with this version root, it will exceed 4 GB in size
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You must determine the minimum product release levels and release levels for functional requirements.

« IBM middleware and application products require a specific level (version, release, or PTF) so that the products will
run on z/OS 3.1. You cannot use the FIXCAT support to determine these release levels.

« FIXCAT ‘IBM.TargetSystem-RequiredService.z/0S.3.1 ‘ is for fixes needed

» Instead, for release supports, you can refer to z/OS 3.1 Planning for Installation, Appendix B, for the functions of z/OS
that require specific z/OS optional features, IBM middleware products, or IBM application products.

« If you are upgrading from z/0S V2.4 or z/0S V2.5, you may generally use the product levels on z/0S 3.1 that you
used on your prior z/0S release, as long as the product levels are still service-supported.

* For Functional Dependencies, z/OS 3.1 Planning For Installation has tables in Appendix B.

For All Fixcats and Descriptions Check IBM Fix Category Values and Descriptions

IBM.TargetSystem-ReqguiredService.z/05.5.1 Fixes required on other IEM products to allow them to run on z/05 3.1.

IBM.DrivingSystem-RequiredService
IBM.Coexistence.z/0S.3.1
IBM.TargetSystem-RequiredService.z/0S.3.1
IBM.Function.HealthChecker
IBM.TargetSystem-RequiredService.Semeru.11
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https://www.ibm.com/support/pages/ibm-fix-category-values-and-descriptions

s 4

[ients upgrading from z/0OS 2.4 t03.1)

Functions Withdrawn from=295=(For C

- HFS

ISPF Workstation Agent (WSA), also known as the ISPF Client/Server Component.

VTAM Common Management Information Protocol (CMIP).

Direct invocation of System SSL APIs for TLS/SSL protection.

WLM Service Definition Coefficients in Service Detail Page.

« EIM (Enterprise Identity Mapping) and OCSF (Open Cryptographic Services Facility), and all of its plug-ins, such as OCEP
(Open Cryptographic Enhanced Plug-ins) and PKITP (PKI Services Trust Policy).

» Network Configuration Assistant (NCA) z/OSMF plug-in support of the policy data import function, which allows you to import
existing Policy Agent configuration files into the Network Configuration Assistant.

e« z/OSMF Classic Tree Mode Interface

e DFSMSrmm Web Services.
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Functions Withdrawn from-3%d:

JES3 - Migrate to JES2 or if clients who want to continue with JES3 , may contact with Phoenix Software for JES3Plus

IBM Bulk Data Transfer BDT Features

IBM z/0S Global Mirror (XRC)
Many years we have two critical Async Copy Methods ( XRC and Global Mirror)
Clients move to Global Mirror(GM) from XRC

Distributed File Manager - > Use z/OS NFS instead

ISFPARMS Assembler Macros - > Use ISFPRMXX instead

Knowledge Center For z/0S (KC42Z) - > Use DOC4Z instead
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Critical Upgrade Actions'Before i;irst IPL —SSD Capable CDS

SSD capable Sysplex Couple Dataset must be used in sysplex

Ensure that sysplex uses SSD — capable sysplex Couple Datasets. To use SSD is actually a best practice for many years.
Sysplex CDSes must be formatted to support System Status Detection (SSD) Protocol
« z/0S 3.1 can not initialize a sysplex containing a down-level sysplex CDS
» z/0S 3.1 can not join a running sysplex that contains a downlevel sysplex CDS
How to Check ? There are two ways to check it
1- Use XCF_SYSSTATDEF_PARTITIONING Health Check

2- Use "D xcf,cpl,type=sysplex’ command and check that ‘system status detection protocol is supported’ for both primary
and alternate sysplex CDS’s

How to implement if it is not SSD capable ?

To format for SSD Capable Sysplex couple datasets, use the following items in format utility
NAME(SSTATDET) NUMBER(1)

Make the new sysplex CDSes used by the sysplex using SETXCF commands
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Stop Using SDSF ISFPARMS Assgmbler Macros to contigure SDSF

For many z/OS Releases, it has been recommended to configure SDSF with ISFPRMXX parmlib member.

There are several major advantages to using ISFPRMXX parmlib member format over assembler macros,
modules.

With z/0S 3.1, only option will be to use ISFPRMXX to configure SDSF .

If you are not using , you can convert to ISFPRMXX now!

If you are using ISFPRMXX, no action is needed
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HCD: Remove unsupported proCéssors from your IODF

Required if you unsupported processors are still defined in your IODF. In z/OS 3.1, HCD removes support for the following
processors types because they are out of service:

« IBM z114, processor type 2818 models M05 and M10

« IBM 2196, processor type 2817 models M15, M32, M49, M66, and M80

Previously, in z/OS V2R5, HCD removed support for older processor types
(IBM z10 EC, BM z10 BC, IBM z9 EC, IBM z9 BC, IBM 2990, IBM z890)

You cannot build a new production IODF or modify a work IODF if an unsupported processor type is defined in the IODF.
This restriction applies to the z/0S system used to maintain the IODF

Check your currently active IODFs to determine whether you have any saved processor configurations for these out-of-service
processors

If you still have any processor configuration for one or more of the out-of-service processor types, determine whether the
processor is still in use. If not, delete the configuration. Otherwise, if the processor is still in use, the system that maintains the
IODF cannot be upgraded to z/0S 3.1.
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Stop using OSA DEVICEfLINK/I—]OME statements

As of z/OS 3.1, it is no longer possible to define Open Systems Adapter Express (OSA Express) connectivity through the
following TCP/IP profile statements:

*DEVICE

*LINK

*HOME
z/OS V2R5 was the last z/OS release to support the use of these statements.

In previous releases, these statements were defined in the TCP/IP configuration file (PROFILE.TCPIP).
If you use these statements with a device type of MPCIPA and a link type of IPAQENET to define network connections for OSA
devices, you must convert the statements to equivalent INTERFACE statements.

The INTERFACE statement improves stack configuration for IPAQENET interfaces, and some functions like multiple VLAN
support require that the QDIO interface is defined with the INTERFACE statement.

If you use these statements with a device type of LCS, there is not an INTERFACE equivalent for this and, as support for LCS is
also withdrawn in z/OS 3.1, you must use different connectivity to access the LAN.
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Get & Activate Upgrade HealthiChecks (Before, During, After)

The IBM Health Checker for z/OS infrastructure is exploited for upgrade purposes.

Health Checks that are helpful for determining upgrade action applicability are provided.

These checks ("Migration Health Checks") should be used prior to your upgrade to the new z/OS release to assist with your
upgrade planning, and re-run after your upgrade to verify that the upgrade action was successfully performed

zOSMIGREC_ROOT_FS_SIZE  for3.1 ZOSMIGV2R4 _NEXT_CS_OSIMGMT For2.5and 3.1
XCF_SYSPLEX_CDS_CAPACITY For 2.5 and 3.1 ZOSMIGV2R4_NEXT_CS_DCAS_NTVSSL For2.5and 3.1
XCF_SYSSTATDET_PARTITIONING For 3.1 ZOSMIGV2R4_NEXT_CS_TN3270_NTVSSL  For2.5and 3.1
RSM_MEMLIMIT For 2.5 and 3.1 ZOSMIGV2R4 _NEXT_CS_FTPSRV_NTVSSL  For2.5and 3.1

ALLOC_TAPELIB_PREF For3.1
SUP_ASVT_ABOVE_16M  For3.1

ZOSMIGV2R4_NEXT WLM_SERVCOEFF For2.5and 3.1 ZOSMIGV2R5_NEXT_CS_LSA  For3.1
ZOSMIGV2R4_NEXT VSM_CHECKREGNLOSS For 2.5 and 3.1 ZOSMIGV2R5_NEXT_CS_OSADLH For3.1

JES2_UPGRADE_CKPT LEVEL_JES2 For2.5and 3.1 OPENSSH CONFIG CHECK planned For 3.1

SDSF_ISFPARMS_IN USE  For3.1 ISPF_WSA For 2.5 and 3.1

SDSF_CLASS_SDSF_ACTIVE For 2.5 and 3.1

RMF_DDS_OPTS For 2.5 and 3.1
USS _HFS_DETECTED For2.5and 3.1

Check Missing PTFs in FIXCAT IBM.Function.HealthChecker and apply ptfs to get all Health Checks and activate them
(Migration HCs are usually come as inactive)

Please Revisit Your Health Checker Policy and plan for actions for the HCs that you decreased Severity or WTO type once upon a time for the ones
you might said ‘lets decrease it so that we will get rid of alarms and we will check them later © and forgot them totally & (Some common usage issue)
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Special About z/OSMFE

* Kk e ' o« E
Provide IBM JDI:I_OEpUt Workflows Workflow RMM Management Software Sysplex Notification Incident Log Network General
Feedback Editor Services Services Management Settings Configuration Settings
Catalog Assistant
i : : = g ry
. ] == = L a O DD -
dg O B B | O O iy |
Systems Import FTP Servers ISPF Capacity Software z/OSMF Workload Resource Security IBM Z Common Resource Usage Statistics IEM zERT
Manager Provisioning Update Diagnostic Management Management Configuration Data Provider Monitoring Network
Assistant Assistant Analyzer
Software Links z/0S Operator Application System Status links
Management Consoles Linking
Manager
Security Configuration Assistant (SCA since 2.4 GA ) z/OSMF is your cockpit for managing z/0S!!!
Software Update (Since 2.4CD ) Please Don’t miss

this!

Service Management Catalog (Since CD 4Q2021)

DFRMM Plug-in (Since 2.4 GA)

Sofware Management — Must be used for z/OS 3.1 Install

CFRM Policy Editor with CF Sizer (New with z/OS 3.1 only)

Al Control Interface for z/OS (AICI) (New in z/OS 3.1 only)

z/OS Upgrade Workflow Discovery Function (New in z/OS 3.1 only)

meral = m E.
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Summary Ot z/0S 3.1 aneh€D Updates

Reduce learning curve and improve efficiency Easy to drive z/OS operations
« Modernized z/OS daily operations, start with data set, USS file and job * Enhanced Storage Management REST AP
operations NEW REST API for retrieving OPERLOG/SYSLOG messages

NEW REST API for CFRM Policy operations

NEW REST API for SCA based Security Validation and Security Provisioning
NEW REST API for retrieving runtime value of z/OS Symbols

Enhanced REST data set and USS file APl and published tunning guide
Enhanced REST Jobs API

Unleash z/OSMF capability to Ansible via Ansible collection “ibm_zosmf”

* NEW plugin— Al Control Interface for z/OS

» Higher efficiency and less error-prone for Sysplex CFRM policy editing
«  Simplify security configuration and trouble shooting

» Incident Log supports PDUU with HTTPS

« Systems task supports validating connection status

Enhanced Workflow engine for persisting, streamline and collaborating z/OS tasks
+  Workflow supports signing steps and run steps with different user id

» Policy based Workflow Archive

* Flexible cross sysplex communication by supporting basic authentication

* Improved workflow UX

* Improved workflow management

« Supports polling REST API workflow step

« Enhanced Workflow Editor

Improved z/ OSMF management
» Verify security setup of zZOSMF nucleus with job or start command

«  WLM CIM dependency removal
«  NEW z/OSMF Configuration Trial

* Email me and I will share my detailed Special Focus on z/OSMF presentation 7,
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CF Structure Sizing With z/@SMF < #

CF Structure Sizing With z/OSMF (z/OS 3.1 New Function)

Resolves a long-standing pain-point
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How it works ? CF Sizing in z/OSMF Sysplex CFRM Policy Editor

Modify DB2 Upgrade Sizing Definition

1. General Input

* Product (3) * Name (D)
DB2 v DB2 Upgrade
* Function [:1 Groups f_h é
DB2 SCA List Structure - Upgrade

2. Sizing Input

« Mo. of databases (D) * Mo. of tables  (T)
50 f 100 - +

3. 5izing Results

Results Madifier
Maximum 5Size  Initial Size 0 - + %

31lM 18 M

4, Associated Structures

= Cancel

:..I
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* CF Level (D)

24

OK

£

zosmfad E E

Editing /Adding a Sizing Definition

4 Sections

1. Whatis being sized(Product,
Function)

2. Input Parameters
3. Sizing Results

4. What CF Structures are associated
with this sizing definition



z/OS Requirements

Engagement is great!. Add new ideas, Search, Vote and Follow ideas

In the link below , all requirements that were addressed with z/OS 3.1 can be found

https://github.com/IBM/IBM-Z-zOS/blob/main/z0S-Requirements-Satisfied/3.1-ideas-delivered.md

z/OS accepts requirements through the Unified Ideas Portal at https://ideas.ibm.com/

Directly for z/OS at https://ibm-z-hardware-and-operating-
systems.ideas.ibm.com/?project=Z20S

z/OS also accepts requirements through user groups like SHARE

75
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Format Of This New Funetion -Ta%les In this Presentation

With z/OS continues delivery , several of the new functions for the new release are available to clients.

It might be easier for you to see all enhancements related to one component or one area in table view. You can use these tables

To get some of the enhancements history easily

If you have already installed maintenance but not have time to check , you can use these tables to check whether you have done necessary
actions to make use of these enhancements

You will also see how long they have been there, so that , you may take this time as trigger item for you to not to be late on using them

It is been arranged based on components, parts of z/OS , so that , you can handle in one shot, easily and with history behind; makes it easier for
you to do the planning to start implementing them.

With history behind, you may get better understanding easily some of the enhancement that is refering to previous enhancements on same
component with all history as item in a table view.

We will keep these up to date for each Quarterly announcements and special announceents as well

To differentiate easier the new release functions

Management
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z/OS Parallel Sysplex Upﬁ@tes,

\

Enhancements/New Features Since When & Updates
Logger support for single-system logger 2.4 GA

Dynamic activation of I/O configurations for stand-alone Coupling Facilities 2.4 GA

XCF Transport Classes simplification 2.4 GA

Automatic Restart Manager (ARM) support for restarting a system task 2.420Q-2020/2.5GA
Coupling Facility (CF) monopolization avoidance 2.4 20-2020/ 2.5 GA
System Recovery Boost sysplex recovery enhancements 2.4 30Q-2020/2.5GA
XCF note pad resiliency enhancements 2.54Q-2021/2.5GA
Complaince Center Support For XES/XCF 2.520Q-2022

Parallel Sysplex z16 Support —z16 Coupling & Parallel Sysplex Enhancements 2.520Q-2022

CF latency and scalability enhancements (z16) 2.520Q-2022

CF cache and lock structure resiliency improvements (z16 CF Level 25) 2.520-2022

CF cache structure object residency time monitoring and metrics (z16 CF Level 25) 2.520Q-2022

System Recovery Boost sysplex recovery enhancements (z16 only updates) 2.520Q-2022
Validated Boot 2.520-2023

XCF Storage Constrain Relief 3.1/25CD

CF Sizer in z/OSMF CFRM Policy Editor 3.1

IBM z Washington Systems Center / © 2023 IBM Corporation 79



z/OS Performance General & WLM & RMF &
Monitoring & Analysing Enhancements

4

Enhancements/New Features 1/3 Since When & Updates
TFP ease of use SOLUT Parameter 2.4 20Q-2021/2.5GA
WLM batch initiator enhancements 2.5GA

WLM Policy Advisor (z/OSMF) 3.1

Al-powered WLM 3.1

IBM z/0S Workload Interaction Correlator 2.410-2021/2.5GA
New entitlement structure for IBM z/OS Workload Interaction Correlator 2.540-2021

z/0S Workload Interaction Navigator Inspector support 2.510Q-2023

zZWIC I/0 data-IOS Support (z/OS component exploitation of z/OS Workload Interaction Correlator is planned to be extended to 3.1

include I/0O Supervisor (I0S), providing clients with 5-second synchronized, micro-summary, enriched I/0O data)
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z/OS Performance General & WLIVI & RMF &
Monitoring & Analysing Enhancements

4

Enhancements/New Features 2/3

zHyperWrite - Uncaptured Volume I/O Statistics

Since When & Updates

2.4 GA

zHyperLink write statistics

2.4 2Q-2020/ 2.5 GA

Faster Db2 active log writes with Media Manager parallel write support using zHyperLink

2.540Q-2021

DFSMS zHyperLink write support for multivolume data sets

2.540Q-2022

zHPF VTOC I/0 performance

2.4 20Q-2020 /2.5 GA

RMF System Recovery Boost Support Enhancements

2.4 30-2020/ 2.5 GA

RMF CF monopolization avoidance support

2.4 30Q-2020/ 2.5 GA

RMF storage class memory (SCM) busy percentage on a z15

2.4 30-2020/ 2.5 GA

RMF ICSF, Cyrpto HW Support

2.4 2.4 Q4-2020/ 2.5 GA

New Healtcheck- Verify the HTTPS (AT-TLS) configuration of the RMF Distributed Data Server (DDS)

2.44Q-2020/2.5GA

IBM z Washington Systems Center / © 2023 IBM Corporation
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z/OS Performance General & WLIVI & RMF &
Monitoring & Analysing Enhancements

4

Enhancements/New Features 3/3

RMF - enhanced the Transport Class in XCF Singaling Report,more performance statistics

Since When & Updates

2.410-2021 /2.5 GA

RMF and z/OS ADG (Advance Data Gatherer) -New 2.5 GA

RMF and ADG optimizes CF data collection 2.5 GA

RMF and z/0OS ADG z16 Support 2.520Q-2022
IBM SMF Explorer with Python 2.540Q-2022
z/OS Data Gatherer SMF REST Services ( z/OSMF) 2.540Q-2022
RMF ( The priced feature ) is enhanced with a new, modern, web-based user interface supporting Monitor III Metrics and 3.1

Reports

The RMF Distributed Data Server (DDS) is enhanced to increase security and the use of 64-bit for memory constraint relief 3.1

RMF DDS Server is zIIP elligible 3.1

WLM Implicit Long-Term CPU Protection 3.1
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JES2 Updates

Enhancements/New Features

JES2 new infrastructure — JES2 Policy Based Management (Removing exit needs)

Since When & Updates
2.4 GA

JES3 to JES2 conversion aids 2.4 GA

single- system image support for policy-based exits 2.430Q-2020/2.5GA
JES2 policy enhancements 2.5 GA

JES2 memory usage enhancements 2.5 GA

FTP server JES access control 2.510-2022
JES2 Policy Persistence (Store policies in JES2 CKPT — new keyword CDINUM) 25GA/2.4CD
JES2 SMF 1153 Records for JES2 Resource Usage 2.5 GA

JES2 64 —bit Checkpoint version 3.1 GA/2.5CD
JES2 policy extention ( New input queue exit 20/50) 3.1

JES2 Job Level Resource Limits and Resource Groups 3.1

JES2 Complaince Data Reporting 31

JES2 AI Job Selection 3.1

JES3 is not be delivered in 3.1 (as SOD and announced before ) 3.1
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SDSF Updates

Enhancements/New Features

SDSF enhancements

Extended Operator Console Display,OMVS options,Link pack directory,Coupling (XCF) members and groups, JES2 Subsystems,JES2
resource monitor alerts,Enqueue by data sets,WLM policy information,SC,RC,RG,Workloads, Job memory objects,Job DD names,JES2
Checkpoint information

Since When
2.4 GA

SDSF Recover Boost Support

2.4 30-2020/ 2.5 GA

SDSF Several New Enhancements with 2.5 GA

2.5GA

Key new feature Module Fetch Monitoring Planned to show modules fetched, where, when and who 3.1
Key new feature Significant Event logging Indication of events such as volumes coming on and offline, actions etc 3.1
z/0S 3.1 many new Primary Displays Planned, viewable field 3.1
The browser-based Ul (in zZ OSMF) is planned to be updated to continue to match function with ISPF 3.1
SDSF is planned to be enabled for the Security Configuration Assistant of zZOSMF to ease security settings 3.1
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z/OS Anomaly MitigationsPEA ; HZR, ....

Since When & Updates

Enhancements/New Features

z/0S anomaly mitigation 2.5GA
New Runtime Diagnostics event for detecting and diagnosing active SLIP PER traps 2.510Q-2022
Reduce the impact of first failure data capture (FFDC) on a system 2.4 GA
z/0S Diagnostics Analyzer — Sensitive Data 2.4302020/2.5GA
MEMLIMIT diagnostics for CICS and Java 2.520Q-2022
3.1
zAIOps and Runtime Diagnostics integration
Predictive Failure Analysis (PFA) migration to Semeru 11 3.1
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DFSMS — DSSiESse HSM*Qatalcl)vg, OAM, Storage Related Items

\

Enhancements/New Features

Since When & Updates

IEBCOPY support for PDSE member generations 2.540Q-2021
DFSMS archived key support 2.540-2021
TS7700 CUIR enhancement 2.540-2021
EzNoSQL APIs 2.530Q-2022
Remove temporary catalog aliases Wizard 2.540Q-2022

DFSMS-HSM Enhancements/New Features

ZFS file-level backup and restore capability by DFSMShsm and DFSMSdss backup&restore

Since When & Updates
2.4 GA

DFSMShsm UNIX File Level Backup and recovery wit EXCLUDE criteria

2.410-2020/2.5GA

DFSMShsm file mode hosts

2.4 20-2020/ 2.5 GA

DFSMShsm recover UNIX files to a new directory

2.4 20-2020 /2.5 GA

Enhanced DFSMShsm EXPIREBYV support for UNIX files and directories 2.540Q-2021
DFSMShsm support for read-only file systems during incremental backup 2.540Q-2021
DFSMShsm UNIX file incremental backup enhancement 2.540-2021
DFSMShsm TCT full-volume dump 2.530Q -2022
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zFS & Unix System Serviees Updates

y

Enhancements/New Features Since When & Updates
Application transparency for unplanned outages affecting zFS file systems shared in a sysplex environment (New Mount Option) 2.4 GA
BPXWMIGF for zFS to ZFS (Files that are in use by the application during the movement process are automatically and transparently 2.4 GA
moved to the target file system without affecting the application)

Faster mount of zFS file systems (IPL Time Enhancement) 2.5GA
wildcard character in the aggregate name on the zfsadm chaggr 2.5GA
Warning Capabillity on z/OS UNIX system limits (Change in default of LIMMSG keyword in BPXPRMxx) 2.5 GA
df utility provide the file system size in megabyte increments, instead of bytes, optionally 2.5GA
New OVIEW utility 2.5 GA
BPXCOPY utility is enhanced to enable file tagging where the target z/OS UNIX file can be tagged with a CCSID 2.5GA
rm utility with new options protect from recursively deleting files 2.5 GA

BPXBATCH facility has been enhanced with two new keywords, PGMRC and SHRC, to get the proper return code for the submitted job 2.5GA

Updates in BPXPRMXX syntax checker, to validate ZFS parameters on the ROOT and MOUNT statements, (validation prior to re-IPLing) 2.5 GA

UNIX component trace ( SYSOMVS CTRACE ) buffer size limit has increased from a maximum of 64 M to 2047 M for improved service 2.5 GA
z/0S UNIX SMF recording function ( __smf_record() ) has been enhanced to provide extended SMF record support 2.5 GA
NEW ! Data Set File System 2.520-2022
su auditing capability by issuing SYSLOGD message 2.5 20Q-2023
date utility support for Julian date conversion 2.520-2023
find utility enhancement to print filenames with a null character 2.520Q-2023
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zFS & Unix System Services Updates

4
grep —r/-R to search directories recursively 3.1
New utilities readlink and banner 3.1
OpenSSH 8.4p1 (Previously it was OpenSSH 7.6p1 ) 3.1
XML Toolkit V1.11 included in z/OS Base 3.1
The Xerxes and Xalan XML parsers can now be used within the z/OS Operating system 3.1
Z Shell on z/0S (Zsh) 3.1

88
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zFS & Unix System Serviges U\pdfates

4

* ZShell (Zsh) on z/0S(New in 3.1 only)
A ported version of Zsh v5.8.1 for z/OS 3.1.

A unix shell that includes command line editing, spelling correction, programmable command
completion, shell functions (with autoloading), a history mechanism and more...

« XML Toolkit has been added as base element (New in 3.1 only)

This has been program product, now it is in base, this product is not orderable with z/OS 3.1

+ z/0S OpenSSH is updated to OpenSSH 8.4p1. (New in 3.1 only)

Previously, the product was based on OpenSSH 7.6p1.
In z/OS OpenSSH V3.1, significant new features include the following:
«Support is added for FIDO/U2F key authentication, which is standardized support for user-present hardware tokens.
«z/0OS OpenSSH supports these for verification only where the actual hardware token is not required, such as the following situations:
«z/OS SSHD authentication of a remote user with a FIDO/U2F token.
«z/0S ssh client verification of a host key, where the server has a FIDO/U2F token.
«Less-secure algorithms are either deprecated or removed as defaults:
Diffie-hellman-group14-shal is removed from the default KexAlgorithms list.
If ssh-keygen is used to create new OpenSSH certificates with an RSA key, the rsa-sha2-512 algorithm is used by default.
*The ssh-rsa (shal) key algorithm is still supported as a default key algorithm, but is deprecated. It will be removed as a default

in a future release.
89
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z/0S Components Continue

BCPii - Enhancements/New Features

Since When & Updates

BCPii LPAR group control support 2.4 GA
A new z/0S BCPii API named HWIREST 2.4202021/2.5GA
BCPii HWIREST support for commands from ISV and TSO/E REXX environments 2.510Q 2022

ZERT- Enhancements/New Features

IBM zERT Network Analyzer database administration enhancements

Since When & Updates
2.410Q-2020/2.5GA

BM zERT aggregation recording interval

2.4 2Q-2020/ 2.5 GA

Shared Memory Communications Version 2 (SMCv2) multiple IP subnet support

ZERT policy-based enforcement 2.5 GA

ZERT Network Analyzer z/OSMF plug-in is enhanced to support the use of passphrases as an authentication credential for the 2.52Q-2022
network analyzer's Db2 user ID on the plug-in's database settings panel.

z/0S Communication Server - Enhancements/New Features Since When & Updates

2.4 30-2020 /2.5 GA

Notification of availability of TCP/IP extended services - Critical

2.5GA

Communications Server exploitation of the IBM Function Registry for z/OS (Regularly store information about the maximum
number of SNA applications and sessions in the IBM FunctionRegistry for z/OS. Insight into the amount of SNA application
workloads executing on z/0S) — Critical

2.540Q 2022

SMTPD compatibility enhancements for Communications Server SMTP (CSSMTP) (Migrate from SMTPD- CSSMTP)

2.410-2020/2.5GA
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z/OS Authorized Code Scanner and Monitor Priced |
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The IBM z/OS Authorized Code Scanner is an optional priced
feature of z/OS that provides system integrity testing in a
development/test environment as part of DevSecOps .
modernization. It scans for Program Calls (PCs) and
Supervisor Calls (SVCs) and generates a series of tests that

dynamically scan them for integrity.

Test Fasult 1er PCe

zACS has extended its scanning ability to include AC(1) code
found in MVS data sets and USS files, providing users greater
coverage in testing their development/test system for potential
vulnerabilities for remediation as needed. (CD)

v B 1 ivvry O

Number HMadule Hame Jaby Hame Tima Stamp Last Test Result V55 fcore

The z/OS Authorized Code Monitor (zACM) is now available,
as a non-disruptive tool for production systems, examining
ABENDs from z/OS recovery processing and reporting on
potential vulnerabilities

found there for remediation as needed. (CD)
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Enhancements to address client RFEs and ideas

Improved access control to DFSMShsmFIXCDS command
Provide controlled access to specific capabilities of the DFSMShsm (HSM) FIXCDS command to
allow users to display records but limit who can modify the control data sets.

Improved DFSMShsm Extent Consolidation Configuration
Configure HSM such that extent consolidation only occurs on data sets for which a valid backup
exists, providing the ability to recover in case a problem occurs while consolidating the extents.

Task Automation for DFSMShsm ARCO0100l messages
Write ARC0100I message to syslog when HSM HOLD and RELEASE commands are issued from
TSO or ISPF, to enable system automation to carry out necessary tasks to confirm the request.

Direct DFSMShsm HSENDCMD commands to a specified host
Provide equivalent TSO functionality to ARCHSEND macro.
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UNIX file backup / restore enhancements (CD)

Clients want to use the same tools and applications to backup and restore individual z/OS UNIX files residing in

z/OS File System (zFS) data sets as other z/OS data sets.Initial support to manage backup and restore of individual
z/OS UNIX files is integrated into existing DFSMShsm/DFSMSdssfunctionality, allowing for centralized data management
across the z/OS platform.

DFSMShsm UNIX file-level backup and recovery with EXCLUDE criteria (CD)

Unix files can be filtered with a new exclude option that includes directories, specific file names as well as file
name patterns. BACKDS '/u/ibmuser/' RECURSE

EXCLUDE ('logs/,*.log, *.tmp,a??B.java, /u/ibmuser/app/logs/’)
hrecover-voX—e'logs/,*.log, *.tmp,a??B.java, /u/ibmuser/app/logs/"' /u/ibmuser/

Specify a filename of a file that contains the exclude criteria (CD 3Q2022)Exclude criteria in a file works the same
as criteria specified in a list on the EXCLUDE keyword. The same file can be used by multiple commands and is easily
maintained.
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Data Serving & Storage

Transparent Cloud Tiering

- Off-loads data movement responsibility to the DS8880
avoiding the need for additional HW infrastructure.

Transparent Cloud Tiering improves
business efficiency and flexibility while

reducmg capltal and operating expenses -  Dramatically reduces CPU resources to be efficiently used in
with direct data transfer from DS8900 to other business-oriented applications.
hybrid cloud environments for simplified - Saves z/OS MIPS utilization by eliminating constraints tied

to original tape methodologies:
16K Block sizes, dual data movement, recycle, serial access to tape

data archiving operations on IBM Z.

On-premise or Off-
premise as a service

/_. - J
S3 Providers

Migration’

Transparent
Cloud Tiering

On-premise as object
storage target

IBM
TS7700

! Migration based on age of data

IBM Z IBM DS8900
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Data Serving & Storage

NFS Server Enhancements (CD)

NFS server restart recovery improved management of file handle errors

New AT-TLS security option to allow client certificate handshakes.
Improved authentication and end-to-end encryption

Union File System (CD)

Union file system works on top of the other file systems.

It enables a user to obtain a merged view of one more directories.

This merged view is obtained by accessing the union mount point and
gives a single coherent and unified view of files and directories.

It is more of a mounting mechanism than a file system.

Usage: Union file systems are used extensively by containers.

They allow many containers to use one image without having to make
multiple copies -saves on disk space.

Any changes made by one container will not affect any other container.

IBM built a Union File System from scratch -This is not a port of a union
file system from Linux, but rather one that is purposefully built for z/OS.
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DFSMS — Data Set-FileiSiSieny

-

Data Set File System (CD 2Q2022)

« Anew file system type that will allow customers to access data in data sets from the z/OS UNIX space.

« Enables z/OS UNIX applications, tools, and utilities to use data in data sets in a secure and consistent manner.

* Supports Sequential, PDS, PDSE data sets.

» Supports RECFM =F, FB, FBS, V, VB, U

+ Compressed or encrypted data sets are also supported

+ Existing cataloged data sets (DASD) can be read and written.

+ Data Set File System can also create new data sets or delete a data set or PDS / PDSE member.

+ Data set serialization is consistent with serialization done by ISPF edit.

» Access to a data set is governed by user permission to the data set -UNIX permissions are not used.

» User needs to know the type of data that is in the data set in order to use it under z/OS UNIX.

* Anew class of applications can be developed using this technology.

* New support that allows specification of multiple data set qualifiers for the HLQ directory -useful to reduce scope of data sets being accessed
by DSFS (CD)

+ Use case scenarios: Use grepto search for things in data sets.\Use vito edit data sets \Write data sets into tar archives\Make data sets part
of a paxfile\sftpdata sets \ etc...

IBM z Washington Systems Center / © 2023 IBM Corporation 96



Data Serving & Storage

Cloud Data Access (CDA)

Provides a simple method to store and share any z/OS data directly onto cloud
object storage. Enables S3 / Cloud Object Storage as another tier for z/OS
applications.

Simplified data sharing —reduce and/or eliminate ETL.

Simplified application development and flexibility with a single API to interact with
various Cloud Object Storage providers.

Simplified authentication with the Provider Configuration File describing the target
Cloud Obiject Storage provider.

Supported cloud providers include IBM Cloud Object Storage, Amazon Simple
Storage Service (Amazon S3), Azure Blob Storage, and Google Cloud Storage.
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Store Application
Data Directly
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Azure®
(__IBM Cloud,

amazon™
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Catalog

Enhancements to address client RFEs and ideas
« Enhanced Catalog Recovery

. Simplified catalog recovery with the use of more granular timestamps in the Catalog SMF records
for more accurate merging of updates, and one IDCAMS command that drives the ICFRU
recovery.

. MODIFY CATALOG Enhancements

. Additional information about ICF catalogs and their environment to more effectively manage and
maintain them.

. Updates to the MODIFY CATALOG,REPORT output to indicate the current number of active tasks to

provide a more accurate measure of the current activity in the Catalog Address Space (CAS).
. Updates to the MODIFY CATALOG,ALLOCATED command to optionally filter by catalog name

instead of VOLSER could potentially reduce the size of an IEC348lI display for more efficient viewing.

. Simplified Catalog Address Space Startup

. Enable the CAS and full catalog function to be available earlier during system startup and
potentially improve the overall time it takes to startup or restart the system.
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Enhancements to address client RFEs and ideas

- Simplified IGD3061 Messages
. SMS enhancements to clean-up logrec records cut due to internal errors and avoid filling up
sys1.logrec datasets.
. Improved Data Set Allocation Processing

. Display a new message indicating how many candidate volumes are marked as primary, secondary,
tertiary, or rejected which can help determine the effectiveness of various configuration settings related
to performance.

. Improved SMS Reporting

. Provide additional message diagnostics to easily identify the datasets not assigned to a storage group
so ACS routines can be reviewed and modified to rectify any issues.

. Provide additional information to SMF 42.6 records to help optimize in-memory buffers for improved
performance and utilization. 1BM Cust (1dea) Process

. SMS Storage Class Enhancements
e I, —

. Provide a storage class option that specifies if allocation should prefer or require an
allocation to a storage controller that enables FlashCopy to be used as a copy technique.

. Improved SMS Storage Group WRITE Statement

. SMS ACS WRITE statement will print out the entire list of assigned storage groups, instead of just the first
one in the list, to assist in testing and troubleshooting SMS ACS routines.

° Dynam|C SMS EX|tS : e i additional clent interest

. Install a new version or replace an existing version of SMS ACS installation exits (IGDACSDC,
IGDACSMC, and IGDACSSC) without scheduling an IPL, as exits will use dynamic exit services.

somaseicn
Functianality already sxista
Not Under Considwration
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Data Serving & Storage

EzNoSQL APIs (CD)

« NoSQL for z/OS provides a key:value document store on
z/OS and allows applications the ability to store open
standard BSON/JSON (UTF-8) objects.

V

s| A « EzNoSQL provides a set of modern APls, with a C-based,

A P| _ key-value interface, to simplify the application effort
(JSES?BQSIE)N) 1 C needed to access NoSQL VSAMDB data sets on z/OS in

real-time, at scale, and with consistency.

+ C-based key-value interface to a NoSQL database enables higher level
languages and interfaces.

17 August 2023 Update : Java support for EzZNoSQL is now available!
The support is provided in z/OS release 2.4 and above with APARs OA64018 and OA64811.

Content Solution website (https://www.ibm.com/support/z-content- solutions/eznosal) has everything needed to get started!
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z/OS Encryption Readiness Technology - ZERT

\

z/OS Encryption Readiness Technology (zERT)

zERTNetwork Analyzer, a z/ OSMF plug-in, that provides an easy-to-use web Ul
for analyzing zERTdata reported in SMF 119 subtype 12 records

 Significantly improves Time-To-Value of gaining insights into zERTdata and driving a Pervasive
Encryption strategy for all z/OS network communications

» With z/OS 3.1, the zZERTNetwork Analyzer is enhanced to automatically upgrade application
and database settings from those configured for V2R4 or V2RS5 releases.

» Additionally, new tooling is provided to easily upgrade an existing V2R4 or V2R5 zERT Network
Analyzer database to the 3.1 schema.

zERT security improvements(Cb 2Q2022)
» Support for passphrases

» Support for saving DB2 users password or passphrase values

zERT policy-based enforcement — Critical ( 2.5 GA)
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In z/OS 2.5, Communications Server extends zERT to provide enforcement of your network encryption standards through policy-based rules that describe different
levels of cryptographic protection along with actions to take when TCP connections match those rules.

ZzERT rules and actions are processed by the Communications Server Policy Agent and are enforced by the TCP/IP stack. This feature enables immediate notification
through messages, auditing through SMF records, and even automatic termination of connections when questionable or unacceptable cryptographic protection is used
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Network

Shared Memory Communications Version 2 (SMCv2) multiple IP subnet support

« SMC -Shared Memory Communication is a more efficient protocol for sending data to and from
z/OS.

* An improved protocol SMCv2 allows for multiple IP subnet support.
«  SMC-Rv2 is used over IBM RoCE Express2 adapters beginning with the IBM z15.

A B —~
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Layer 2 networks Layer 2 networks
IP:subnet A IP subnet B

Communications Server support for RDMA over Converged Ethernet (RoCE) Express3
(CD)

« 2z/OS 3.1 Communications Server extends the Shared Memory Communications over Remote
Direct Memory Access (SMC-R) function to support the next generation IBM RoCE Express3
feature. The IBM RoCE Express3 feature is designed to allow TCP/IP stacks on different
LPARs within the same central processor complex (CPC) to leverage the power of these
state-of-the-art adapters to optimize network connectivity for mission critical workloads by
using Shared Memory Communications technology.
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Application Development

ISPF Enhancements

* ISPF support for PDSE V2 member generations
» Support specification of generation numbers in the Edit and View panels and primary commands BROWSE, EDIT, and VIEW.
» A “generation list” can be viewed for members with generations, allowing the use of line commands to access commonly-used
functions for desired generations.
« Select ISPF services are also enhanced with additional member generations information.

* ISPF Allocate Data Set panel adds ‘dataset key label’ in support of pervasive encryption.

» z/OS UNIX Directory List Utility now supports case-insensitive sort option

* The settings from the "Edit Color Settings” panel are available programmatically through ISPF variables. (CD)

zlib encryption Enhancement

» Support for CRC-32 - a practical algorithm commonly used in digital networks and storage devices to
detect accidental changes to digital data.

New C runtime APIls and header constants

* New APIs and constants to facilitate the porting of UNIX/Linux programs to z/OS
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z/OS Version & CD Announceme
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IBM z/OS 3.1 GA Announcement 8 August 2023 GA Date: September 29, 2023
28 Feb 2023

Preview: IBM z/OS 3.1

At the end of each announcement, you can find links

— .
IBM z/OS V2.5 2Q 2023 enhancements 20 June 2023 previous ones
IBM z/OS V2.5 1Q 2023 enhancements 21 March 2023
IBM z/OS V2.5 4Q 2022 enhancements 15 November 2022
IBM z/OS V2.5 3Q 2022 enhancements 20 September 2022
IBM z/OS V2.5 2Q 2022 enhancements 21 June 2022
IBM z/OS V2.5 1Q 2022 enhancements 15 Mart 2022
IBM z/OS V2.5 4Q 2021 enhancements 23 November 2021
— z/0S 2.5 GA Date : 30 September 2021 _
IBM z/OS V2.5 GA Announcement 27 July 2021
Preview IBM z/OS V2.5 Announcement 2 March 2021

IBM Continuous Delivery Model Announcement IBM z/0OS Continuous Delivery Redpaper
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IBM z16 Highlights - z/@SzHW Support

z/OS System Recovery Boost Summary

Stage Boost Class’ Description Duration Usage Trigger
IPL Boost and :
Shutdown Boost IPL [ Startup 60 minutes Once per LPAR IPL
1 ShutDown At most 30 mins Once per LPAR PROC IEASDBS
GDPS® Enhancements’ N/A i
215, 216 N/A GDPS Script
Standalone Dump i Speed boost onl
DLlJmptlme or max 60 peed boost only IPL SADMP
mins
Recovery Process Sysplex Partitioning Recovery 2 mins Automatic
2 CF Structure Recovery 1 min per structure 30 mins in 24 hours | Automatic
. ligible LPAR
z15, z16 CF DataSharing Member Recovery | 1 min per lock structure per eligible Automatic
Hyperswap Recovery 2 mins f:\?;i:tﬁ?:ng Automatic
. CHNGDUMP
1
Recovery Process SVC DUMP 2 mins Only 2 Reserved RPBMINSZ=
3 zIIPs brought online
Middleware Start/Stop/Recycle 5 mins WLM Policy
z16
Hyperswap load boost 2 mins Automatic

TIn order to see a benefit from zIIP Boost, you will need to turn on dump optimization, via the CHNGDUMP SET,SDUMP,OPTIMIZE=YES command.
2 WLM will implicitly set all single-period importance 1 or 2 work as CPU Critical for all boost classes for duration of boost
3 GDPS provides configuration and orchestration parallelization, no SRB related activities
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IBM 716 Highlights — z/@SValidated Boot

Validated Boot for z/0S (CD 2Q2023)

t

software executables, whether those changes be accidental or malicious in nature.

z16 and z/OS are providing a solution for Validated Boot for z/OS, which will allow IPL-time validation of digital signatures

for certain z/OS executables

It uses digital signatures to provide an IPL-time check that the z/OS system, including z/OS nucleus and LPA load module

executables, is intact, untampered with, and originates from a trusted source from the
ime at which it was built and signed.(Digital Signatures for z/OS Software Packages via GIMZIP)

It works together with the Digital Signatures for z/OS Software Packages via GIMZIP support, which uses digital signatures

to validate the delivery of code packages from the software vendor to the client

Installation/Build

This enables the detection of subsequent unauthorized changes to those IPL data Sign

!

— 0~

Customer
private key

Designed to meet standards such as the National Information Assurance _ T

IPL data
DASD

P

Program (NIAP) Protection Profiles 4.3.

3

CLPA is always enforced for Validated Boot for z/OS

IPL

SE/HMC

Validated |
i |

o=
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public key
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zCX & z/OS Containers
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zCX - z/OS Contaliner Extensions

\

z/OS Container Extensions — Run Linux Containerized workloads on z/OS!
« z/CX delivered first with z/OS 2.4 (July 2019 Announced)
« z/OS Container Extensions provides a virtual appliance for running Linux on Z workloads on z/OS

» The same binary container images that run on Linux on Z under z/VM or zKVM will run in zCX
* No porting is typically required from Linux on Z

» The open mainframe project Ambitus provides an ecosystem for zCX

« Scalable to:
» Up to 64 servers per z/OS image
» Up to 1 TB of guest memory per server
» Up to 245 virtual devices per server
* Disk devices up to 1TB each
» Up to 1000 containers per server
« zIIP eligibility - 98%+ ziip offload in lab measurements®

* A self service trial is available to all z/OS customers, after 90 days purchase Container Hosting Foundation product to continue using zCX

For more information, see the zCX content solution (https://www.ibm.com/support/z-contentsolutions/container-extensions/).

IBM z Washington Systems Center / © 2023 IBM Corporation 108



zCX - z/OS Container Extensions’

\

zCX Currency and LDAP Function (CD — Announced 2.5 November 2021)

« zCX large UID and GID range support.
» zCX Linux kernel is updated to use 5.4.0-81-generic.
» zCX Docker update and latest container runtime packages

zCX Workflow Recovery (CD — Announced 2.5 November 2021)
» zCX support to back out disk allocation failures
zCX NFS persistent storage (CD)

* Securely store and access stateful data using z/OS NFS server

zCX Support for WebSphere Hybrid Edition (CD)

 IBM zCX Foundation for Red Hat OpenShift can now support WebSphere Hybrid Edition co-located with z/OS
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zCX - z/OS Container Ext@nsions/

IBM zCX Foundation for Red Hat OpenShift — 5655-ZCX

« Bringing Red Hat OpenShift Benefits to z/OS

+ Key value

* IBM zCX Foundation for Red Hat OpenShift that provides enterprise-level container orchestration and management capabilities around containerized software.
* Clients can extend and modernize their native z/OS ecosystem through an agile and flexible deployment of Linux on Z applications in a self-contained Red Hat
OpenShift cluster on z/OS while exploiting z/OS Quality of Service.

» Enables Red Hat OpenShift applications to run on z/OS.

+ Key information

« Entitlement to Red Hat OpenShift is included in the purchase of IBM zCX Foundation for Red Hat OpenShift via ShopZ
* The license for Red Hat OpenShift on z/OS (via zCX) is non-transferable between zCX and Linux on Z

» Committed Term License options (1,3, and 5 years)

* Price is based on zlIPs (not IFLs, as zCX and zCX for OpenShift do not run on IFLs)

* Priced per core (this is comparable to OpenShift on Linux on Z)

Products like IBM Security and Compliance Center, IBM WebSphere Hybrid Edition, etc. will pre-req this new product.
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zCX - z/OS Contaliner Extensions

\

zCX for OpenShift shared persistent storage support (CD)

» IBM Storage Fusion, also known as Spectrum Fusion, provides highly scalable, resilient, enterprise- grade, persistent
data storage options leveraging Red Hat OpenShift Data Foundation (ODF).

* Itis now supported in zCX Foundation for Red Hat OpenShift.

* Clients that are licensed to deploy and use IBM Storage Fusion (5900-AQY) today can enjoy the benefits
of enterprise-grade data storage and protection services on IBM zCX for OpenShift running on z/OS.

IBM z Washington Systems Center / © 2023 IBM Corporation 111



Fa

Containers — Kubernetess=OpenShiit & z/OS System Programmers

For mainframe teams, who like to get ready for z/OS containers, you will be surprised how familiar subject it is for you to deal with
Kubernetes and OpenShift as well.

If you are system programmer who manage System Automation and similar Automation products, it is not much different from managing
perspective.

For Kubernetes , Container experts, Container is Container whether it is in mainframe or distributed, there seems no change for their
knowledge when managing containers running on z/OS even with nicer capabilities.

Juergen Holtz from IBM created this table and shared in his blog.

Here is one nice blog that shows terms in each management product Kubernetes Vs System Automation. You can find more in his blog here.

Kubernetes z/0S & System Automation
Cluster Sysplex, SAplex

Node z/0S system

Pod BASIC APG and APL
Deployment SERVER APG

High Availability, scalability, rolling updates SERVER and MOVE APG

= Availability targets
= Rolling recycle

Declarative management Policy, goal-oriented automation
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https://community.ibm.com/community/user/ibmz-and-linuxone/blogs/juergen-holtz1/2022/05/10/containers-on-zos-kubernetes-meets-system-automati

v
Linux One & IBM Container Registery

4

IBM Z® and LinuxONE Container Registry contains an ever-growing collection of common Open Source
images that are used to create new workloads. Providing a trustworthy channel that enables IBM zSystems
clients running z/OS®, Linux®, and LinuxONE to fully participate in the Open Source ecosystem

Benefits of the IBM Z and LinuxONE Container Registry

Images are built from source - no
un-intended binary payloads B

Images are scanned for known vulnerabilities with e e 18M Z Image
reports provided A dde

Hashes for each image are published for reference
and secure image pulls

Free of charge

>| Click the icon and get started today! https:/ibm.biz/BdfAdWV
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z/OS Containers (SOD)

z/OS Containers (SOD)
* In June of 2020 IBM® made the following statements of general direction:
« |IBM intends to deliver a container runtime for IBM z/OS® in support of Open Containers

Initiative (OCI) compliant images comprising traditional z/OS software.
 [BM intends to deliver Kubernetes orchestration for these containers on z/OS.

+ Z/OS intends to provide the basis for future support of an OCI container runtime and Kubernetes
container orchestration for IBM z/OS applications and workloads. This will enable clients to adopt a

container based cloud native strategy for application development and operation of mission critical
z/OS applications

* As a future item in z/OS - z/OS Containers intends to provide an industry standard container
experience for z/OS that is consistent and familiar to application developers.

IBM z Washington Systems Center / © 2023 IBM Corporation 114



System Management

IBM z/OS Change Tracker: Software solution for system management (CD 2Q2022)

IBM z/OS Change Tracker is a comprehensive configuration change management tool for
tracking, controlling, and managing changes in software across the z/OS platform

| o

|

Real-time software configuration I[dentify and protect against Enhance system resiliency with
change tracking and control for undesired configuration changes automatic data set versioning and
system libraries recovery
IBM z/OS Change Tracker helps clients achieve a more secure, resilient IT system.

Software management Resiliency Compliance
z/OS System Programmers can easily Member-level backup and recovery for Reliable, comprehensive reports on
identify and control configuration files immediate rollback to undo hardened system configuration changes
associated with software executables. unwanted/unplanned changes. to satisfy audit requirements.
Plan for a new strategic Change
Tracker p|ug_in on z/OSMF. Only available for Z/OS 2.5and 3.1
IBM z Washington Systems Center / © 2023 IBM Corporation Self-service 90-day trial planned with APAR PH51954., 115

For more information, visit the z/OS Change Tracker content solution page.



SOD - z/OS Hot Topics

IBM Dashboard For Resilience (SOD)

116
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SOD -Resilience Dashboard <

IBM intends to deliver a new dashboard for resiliency.

This solution will be a z/OSMF plug-in that is expected to provide clients with capabilities to summarize their
resiliency posture.

The solution will help enable clients to proactively address resiliency deficiencies and to help to do better
planning for future improvements on the resilience of their business environment.

This is a Statement of Direction. (SOD)

You may reach out to me to connect with Anastasiia and her team, they like to hear your feedbacks and ideas

117
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SOD - Resilience

Dashbeard

4

LPAR A System Currency

Insights summary

Resiliency features implemented @

’ I Faster recovery after failure occurs

Failure avoidance
10/26

Data capture and problem determination

| Preventative/real-time insight

All resiliency features

Data table description

e

a ¥ o
Name 1. Status 1. Category 1. Requirements 1.
z/0S Automatic Restart Manager € Notimplemented Faster recovery after failure occurs z/0S5 2.5 or later

Description: z/05* Automatic Restart Manager (ARM) is a z/0S recovery function that can improve the availability of your queue managers. When a job or task fails, or the system on which it is running fails,
ARM can restart the job or task without operator intervention,

IPL Required?: Yes Dynamic infa 2: Dynamic into Dynamic into 3: Dynamic info Dynamic info 4: Dynamic info Dynamic infa 5: Dynamic into Dynamic inta 6: Dynamic info
@ Implemented Faster recovery after failure occurs z/05 3.1 - Upgrade available
i artitioning Protoco @ Implemented Faster recovery after failure occurs
© HNotimplemented Faster recovery after failure occurs z/05 2.5 or later
7 Message Flood Aut @ Implemented Failure avoidance -

IBM z Washington Systems Center / © 2023 IBM Corporation
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SOD -Resilience Dashboard

“

dest Practices [ Sysplex A

Sysplex A
Use this wiew to evaluate health check information at a Sysplex level

Insight summanry

£

Deviation Health check exception trend LEW)
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z/OS Anomaly mitigation enhancements

\

z/0S Anomaly mitigation client pain points

Improve client triage of anomaly observations and predictions with IBM System Automation mechanism to capture report details, including
recommended actions

Predictive failure analysis (PFA)
» Predicts health based on velocity metrics, JES2 spool consumption, common storage consumption, above the bar private area etc.

Runtime Diagnostics (RTD) enhancements

* A New REST API will expose RTD data to other management products.

Detection of active SLIP/PER events enabled. (CD 1Q2022)
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zZWIC Workload Interaction Carrelator

zWIC—Workload Interaction Correlator Priced Feature

A priced feature of z/OS that implements a facility to report on high frequency events
and can be used to improve diagnosis on z/OS

Addresses the problem of capturing data on a production system running under load
by providing an efficient way to capture and report on various diagnostic items
Input/Output (10S) information is planned to be added to zZWIC.

IBM priced product IBM z/OS Workload Interaction Navigator can be used to
visualize the data

zWIC is now entitled with RMF or the Advanced Data Gatherer (ADG) feature,
available (CD 4Q2021) For details see next slide

Announce(IBM z/OS Workload Interaction Navigator V1.1)

Collect SMF 98 Records!. They are very useful!

IBM z Washington Systems Center / © 2023 IBM Corporation
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Critical Ordering Changes

Do not forget to order if you need z/0S Security Level 3
z/OS Security Level 3 o _
. Communication Server Security Level 3 « Network Authentication Service Level 3
«  IBM Tivoli Directory Server Security Level 3 * SystemSSL Level 3
Note that Communication Server Security Level 3 optional unpriced export controled feature is now part of the z/OS
Security Level 3 feature
IBM JES3 and BDT Priced Features
* These prices features (as well as BDT Base element) have been removed from z/0S 3.1
 JES2 will be installed into the z/OSMF Portable Software Instance base z/OS SMP/E zone and is not allowed to be
removed.
z/0S Alternate Base
z/0OS Alternate Base has been removed. This had been provided as alternate usage of Communication Server, which are
no longer applicable

DFSMStvs is part of the z/0S Base now
DFSMStvs priced feature is now part the z/OS Base and is entitled to use as part of z/OS Base

XML Toolkit has been added as base element
This has been program product, not that it is in base, this product is not orderable with z/OS 3.1

IBM z/0S Change Tracker is new priced feature in z/0S 2.5 and 3.1

From previous releases , continue with z/0S 3.1
Enabling z/OS Advance Gatherer Feature also implicitly enables z/OS WIC (Workload Interraction Correlator) Feature
Ordering the RMF Feature causes z/OS Advance Gatherer feature to be enabled ( More in future slides)



>

Update Your Check Custemization (Health Check Updates)

Update vour check customization for modified IBM Health Checker for z/OS checks (Recommend)

Changes that IBM makes to the checks provided by IBM Health Checker for z/OS can affect any updates you might have made.

New in z/OS V2R5: New in z/OS 3.1:
VSM_CheckRegionLoss ICSF_STATUS
RACF_ADDRESS_SPACE ICSF_CLEAR_KEYS
RACF_ERASE_ON_SCRATCH SUP_ASVT_ABOVE_16M

RACF_PROTECTALL_FAIL

RACF_PTKTDATA_CLASS

RACF_SYSPLEX_COMMUNICATION Changed in z/OS 3.1:
IOS_ENDPOINT_SECURITY_LCUPATHS
ZOSMIGV2R5_NEXT_CS_OSADLH
ZOSMIGV2R5_NEXT_CS_LSA

RACF_PASSWORD_CONTROLS (added password phrase interval)

Changed in z/OS V2R5:
RACF_SENSITIVE_RESOURCES
XCF_TCLASS_CLASSLEN
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z/OS Workload Interaction Cor_reﬁlator (WIC)

z/0S Workload Interaction Correlator enables z/OS components and middleware to generate cost-effective and enriched summary data. In z/OS 3.1:
Clients on z/0S V2.4 or later with an RMF license or z/0S V2.5 or later with an ADG license are entitled to use the z/0S Workload Interaction Correlator at no

additional charge. (CD 4Q2021)

For more information on this entitlement and to view IBM recommended best practices for proactive problem diagnosis, see this IBM Best Practice: Always Collect

Correlator SMF Records flash.

z/0S Workload Interaction Correlator support for z/OS Workload Interaction Navigator Inspector enables subject matter experts to proactively identify workload
anomalies so they have an opportunity to diagnose and address these anomalies before workload impacts, critical situations, and outages occur. Correlator enables
Inspector analysis over the last 8 weeks to transform activity anomalies with context into anomaly signatures and correlate and prioritize them based on workload

resilience risk.

z/0S component exploitation of z/OS Workload Interaction Correlator has been extended to include I/O Supervisor (I0S), providing clients with 5-second
synchronized, micro-summary, enriched I/O data. This enhancement provides subject matter experts, using IBM z/0S Workload Interaction Navigator, the insights needed
to reactively diagnose and proactively avoid I/O-related workload impacts, critical situations, and outages.

Record SMF Record Min Hardware Min Software Requirements License
Provider Type.Subtype Requirements Requirements
z/0s 98.1 Mone z/0S 2.2 with APAR OAS5887 Mone
Supervisor z/OS 2.3 with APAR OAS57165
z/0S 2.4 or 2.5with APAR QAG62268
CICS 98.1024 z14 z/0S 2.3 with APAR 0OA57165 Correlator?
z/0S 2.4 or above with APAR 0OAG2268
CICS 5.4 or above with APAR PH16392
IMS 98.1025 z14 z/0S 2.3, IMS 15 with APAR PH15062 Correlator?
Db2 100.n* None Db2 v12 with APAR PH18658 MNone
* Indicates all SMF record subtypes
tIndicates an IBM z/OS Workload Interaction Correlator license is required to generate this Correlator record. With
Correlator Entitlement, customers running z/0S 2.4 and above with a Resource Monitor Facility (RMF) license or z/0S
2.5 with an Advanced Data Gatherer (ADG) license are entitled to a Correlator license at no additional cost.
Otherwise, customers must purchase a separate Correlator license to generate this Correlator record.

IBM z Washington Systems Center / © 2023 IBM Corporation

Collect SMF 98 records

New Best Practice
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https://www.ibm.com/support/pages/system/files/inline-files/Correlator%20Flash%20d040522_v2.pdf
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Notices and disclaimers

© 2023 International Business Machines Corporation. No part of this
document may be reproduced or transmitted in any form without
written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to
products that have not yet been announced by IBM) has been reviewed
for accuracy as of the date of initial publication and could include
unintentional technical or typographical errors. IBM shall have no
responsibility to update this information. This document is distributed
“as is” without any warranty, either express or implied. In no event,
shall IBM be liable for any damage arising from the use of this
information, including but not limited to, loss of data, business
interruption, loss of profit or loss of opportunity. IBM products and
services are warranted per the terms and conditions of the agreements
under which they are provided.

IBM products are manufactured from new parts or new and used parts.
In some cases, a product may not be new and may have been previously
installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product
plans are subject to change or withdrawal without notice.
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Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are presented
as illustrations of how those

customers have used IBM products and the results they may have
achieved. Actual performance, cost, savings or other results in other
operating environments may vary.

References in this document to IBM products, programs, or

services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or
does business.

Workshops, sessions and associated materials may have been
prepared by independent session speakers, and do not necessarily
reflect the views of IBM. All materials and discussions are provided for
informational purposes only, and are neither intended to, nor shall
constitute legal or other guidance or advice to any individual participant
or their specific situation.

It is the customer’s responsibility to insure its own compliance

with legal requirements and to obtain advice of competent legal
counsel as to the identification and interpretation of any relevant laws
and regulatory requirements that may affect the customer’s business
and any actions the customer may need to take to comply with such
laws. IBM does not provide legal advice or represent or warrant that its
services or products will ensure that the customer follows any law.



Notices and disclaimers

Information concerning non-IBM products was obtained from the IBM, the IBM logo, ibm.com and [names of other referenced
suppliers of those products, their published announcements or other IBM products and services used in the presentation] are
publicly available sources. IBM has not tested those products about trademarks of International Business Machines Corporation,
this publication and cannot confirm the accuracy of performance, registered in many jurisdictions worldwide. Other product and
compatibility or any other claims related to non-IBM service names might be trademarks of IBM or other companies.
products. Questions on the capabilities of non-IBM products should A current list of IBM trademarks is available on the Web at

be addressed to the suppliers of those products. IBM does not "Copyright and trademark information" at:

warrant the quality of any third-party products, or the ability of www.ibm.com/legal/copytrade.shtml

any such third-party products to interoperate with IBM’s products.
IBM expressly disclaims all warranties, expressed or implied,
including but not limited to, the implied warranties of
merchantability and fitness for a purpose.

The provision of the information contained herein is not intended to,
and does not, grant any right or license under any IBM patents,
copyrights, trademarks or other intellectual property right.
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