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Software prerequisite

TBSM 6.2 requires the following minimum version of each product. They need to be installed
separately as they are not part of the TBSM package.

1. Installation Manager 1.8.6

2. IBM DB2 Workgroup Server Edition 11.1.2.2

3. IBM Tivoli Netcool/Omnibus v8.1.0.5

4. IBM WebSphere Application Server Version 8.5.5 Fix Pack 12

5. Jazz for Service Management 1.1.3.0 and Cumulative Patch 5 (1.1.3.0-T1V-JazzSM-DASH -
Cumulative-Patch-0005)

6. IBM JAVA 7.0.9.30

7. 1BM Tivoli Netcool/Omnibus 8.1.0.4-webgui Fix Pack 12

8. IBM Tivoli Netcool/Impact 7.1 Fix Pack 13

Within this guide the following version were used:

. Installation Manager 1.8.9

IBM DB2 Workgroup Server Edition 11.1.2.2

. IBM Tivoli Netcool/Omnibus v8.1.0.18

. IBM WebSphere Application Server Version 8.5.5 Fix Pack 15
. Jazz for Service Management 1.1.3 — Fix Pack 3

IBM JAVA 8.0.5.27.

. IBM Tivoli Netcool/Omnibus 8.1.0.4-webgui Fix Pack 16

. IBM Tivoli Netcool/Impact 7.1 Fix Pack 16

. TBSM 6.2 Fix Pack 1
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Software prerequisite configurations that need attention

1. TBSM installation requires each component to be configured with FQDN, therefore this
should be used during each product installation and also /etc/hosts file should be configured
accordingly.

Entry example:
IP-address FQDN Hostname-short name
172.20.20.12 Dooku.gpsg.ro Dooku

2. The user installing TBSM should be the user who installed all the prerequisite software.
In this material the installation is done with user root.

3. The Netcool/lmpact server that is required by TBSM must have server name TBSM for
primary and TBSM_B for secondary and cluster name should be TBSMCLUSTER.

4. Impact, JazzZSM and TBSM should be configured to use the same user repository.



5. Before proceeding with TBSM installation, TBSM schema must be added within the
Object Server.

6. Waapi should be setup for WebGUI prior to TBSM installation and also a datasource
should be defined within it.

7. If an existing Omnibus installation is being used, then a new object server needs to be
created if the existing one is used by another TBSM installation. 1f an old TBSM server is
reading events from an object server, the new server cannot read them also, hence, a new
object server is needed to be used for TBSM 6.2.

8. TBSM 6.2 should not be installed on a server where there is already another TBSM
installation.

9. The following 2 users impactadmin and tbsmadmin should not contain special characters
within their password as this usually generated installation problems.

This guide has the purpose to illustrate a complete step by step example for a split TBSM 6.2
installation.
All the TBSM prerequisites and components were installed as follows:

- On server 1. Installation Manager, Omnibus, Netcool/Impact, DB2, TBSM Database
Configuration Utility and TBSM Data Server

- On server 2: Installation Manager, WAS, JazzZSM/DASH, WebGUI, TBSM Dashboard
Server
Other references:

Complete official documentation guide:
https://www.ibm.com/support/know ledgecenter/SSSPFK 6.2.0/com.ibm.tivoli.itbsm. doc/installa

tion guide.pdf

Installation example with everything installed and configured on one server:
https://www.ibm.com/developerworks/community/blogs/ 7d5ebce8-2dd8-449c¢-a58e-
4676134e3eh8/entry/ TBSM 6 2 Installation Step by step example with all the prerequisite
s installation and configuration steps?lang=en us

Installation example with everything installed and configured on two servers:
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4efl1-bch9-



https://www.ibm.com/support/knowledgecenter/SSSPFK_6.2.0/com.ibm.tivoli.itbsm.doc/installation_guide.pdf
https://www.ibm.com/support/knowledgecenter/SSSPFK_6.2.0/com.ibm.tivoli.itbsm.doc/installation_guide.pdf
https://www.ibm.com/developerworks/community/blogs/7d5ebce8-2dd8-449c-a58e-4676134e3eb8/entry/TBSM_6_2_Installation_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us
https://www.ibm.com/developerworks/community/blogs/7d5ebce8-2dd8-449c-a58e-4676134e3eb8/entry/TBSM_6_2_Installation_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us
https://www.ibm.com/developerworks/community/blogs/7d5ebce8-2dd8-449c-a58e-4676134e3eb8/entry/TBSM_6_2_Installation_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Split_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us

cefbldd40581/entry/TBSM 6 2 Split Installation Guide Step by step example with all the
prerequisites installation and configuration steps?lang=en us

Installation example with everything installed and configured on two servers including
SSO configuration between DASH and Impact:
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4efl-bch9-
cefbldd40581/entry/TBSM 6 2 Installation Guide Step by step example with all the prere
guisites installation and configuration steps including SSO configuration between DASH a
nd Impact?lang=en

Failoverinstallation and configuration example for TBSM 6.2:
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4efl-bch9-
cefbldd40581/entry/TBSM 6 2 Failover Configuration Guide step by step example?lang=e
n

Known limitations, Problems and Workarounds for TBSM 6.2:
https://www-01.ibm.com/support/docview.wss?uid=ibm10716855

TBSM 6.2 Upgrade to Fix Pack 1 - A step by step example:
https://www-01.ibm.com/support/docview.wss?uid=ibm10886187



https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Split_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Split_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps?lang=en_us
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps_including_SSO_configuration_between_DASH_and_Impact?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps_including_SSO_configuration_between_DASH_and_Impact?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps_including_SSO_configuration_between_DASH_and_Impact?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Installation_Guide_Step_by_step_example_with_all_the_prerequisites_installation_and_configuration_steps_including_SSO_configuration_between_DASH_and_Impact?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Failover_Configuration_Guide_step_by_step_example?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Failover_Configuration_Guide_step_by_step_example?lang=en
https://www.ibm.com/developerworks/community/blogs/cdd16df5-7bb8-4ef1-bcb9-cefb1dd40581/entry/TBSM_6_2_Failover_Configuration_Guide_step_by_step_example?lang=en
https://www-01.ibm.com/support/docview.wss?uid=ibm10716855
https://www-01.ibm.com/support/docview.wss?uid=ibm10886187

Setting up the server for TBSM Data Server (server 1)
Install or upgrade to Installation Manager 1.8.9

I Installation Manager is not installed on the server, you have the option to either install it along
with Omnibus core installation as this one will automatically install IM if it detects that it doesn’t
exists, or you can manually install it after downloading IM package.

If IM is installed on the server and you have an older version, you cantry to upgrade it to the latest
version which is 1.8.9.

Option A: Manually download and install 1M 1.8.9

Download link:

https://www-

945.ibm.com/support/fixcentral/swg/se lectFixes?parent=ibm%7ERational&product=ibm/Ration
al/IBM+Installation+Manager&re lease=1.8.9.0&platform=Linux&function=all&useRelease AsT

arget=true

refresh pack: — 1.8.9.0-IBMIM-LINUX-X86-20180313 1417 2018/03/23
IBM Installation Manager Install Kit for all x86 Linux versions supported by version 1.8.9.0

- extract IM 1.8.9 package, go to the extracted directory and run ./install :

readme.html
Option B: Install IM along with OMNIbus

- Qo the directory where you have extracted omnibus 8.1.0.5 core and run ./install_gui.sh
script:

t@busyl tmpIM]# 1s /mnt/images/ibm/netcool/omnibus core/8

instal 1c

You will get the option to install 1M as well:


https://www-945.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%7ERational&product=ibm/Rational/IBM+Installation+Manager&release=1.8.9.0&platform=Linux&function=all&useReleaseAsTarget=true
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%7ERational&product=ibm/Rational/IBM+Installation+Manager&release=1.8.9.0&platform=Linux&function=all&useReleaseAsTarget=true
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%7ERational&product=ibm/Rational/IBM+Installation+Manager&release=1.8.9.0&platform=Linux&function=all&useReleaseAsTarget=true
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?parent=ibm%7ERational&product=ibm/Rational/IBM+Installation+Manager&release=1.8.9.0&platform=Linux&function=all&useReleaseAsTarget=true

Install Packages e
Select packages to install -

Installation Packag

v |V [J IBM® Installation Manager

v [ [[) 1BM Tivoli NetcoolOMNIbus
W [[{, Version8.1.05 Will be installed IBM

Option C: If IM is already installed or you have selected option B previously you can try to
upgrade to the latest version.

- one solution for this would be to use the service repositories feature from the already
installed IM. Run ./IBMIM script -> go to File > Preferences.

- on the Repositories tab, select Search service repositories during installation and updates.

Service repositories are remote locations where updates or extensions to packages (including the Installation Manager tself) are stored

«/ Search service repositories during installation and updates.

- then click Updates and select the Search for Installation Manager updates option.

) preferences x

fiter text o] =

v o v -

Repositories

The Installation Manager can optionally search for updates to itself whenever any of the following pages are opened from the Start page
Appearance
Install P ackages
Files for Rellback MEHA e aan
b  Help Update Packages

b Internet And when clicking the "Check for Other Versions, Fixes, and E xtensions" button on the "Install P ackages" page

Passport Advantage

Secure Storage / Search for Installation Manager updates

- click OK to close the Preferences page and afterwards click one of these wizards: Install
or Update. Installation Manager searches for updates to itself and you will be prompted to
update Installation Manager; click yes to proceed with the upgrade:

B IBM Installation Manager X @ Restart Installation Manager X

A new version of IBM Installation Manager is available. If you do not update Instalation Manager has been updated to varsion: 1.8.9.2

the Installation Manager you will not be allowed to install some packages that

! 1 3 require the new version of the Installation Manager. Click OK to restart it.

Do you want to update the Installation Manager?

No Details >> Yes

oK




Install Omnibus 8.1.0.5 core and upgrade to Fix Pack 18

- Extract the downloaded package for 8.1.0.5 and for Fix Pack 18 as well:

Download link for Omnibus 8.1 Fix pack 18:
https://www-01.ibm.com/support/docview.wss?uid=ibm10733443

- Add both repositories (for core and fix pack) to installation manager -> preferences panel:

for omnibus core location path should be:
<extracted_core_path>/<OS>/OMNIbusRepository/repository.config

Repostory.

for omnibus fix pack 18 the below 2 repositories files should be added:
<extracted_fixpack_path>/OMNIbusRepository/5.50.81.de lta.core/repository.config
< extracted_fixpack path>/OMNIbusRepository/5.50.81.servicede lta.core/repository.config

Repository:

I IMihaltrmpOmniF P 18/0 MNIbusR epository/5.50.81. delta. coref/repository. corfig

Repository:

IMihaltmpOmniF P 18/0MNIbusR epository/5.50.81. servicedelta. corelrepository. config

By adding all 3 repositories omnibus can be directly installed as 8.1.0.18.:

|% [mintfimagesiibminetcoollomnibus_core/8.1.0.5/linux_x86_64/O0MNIbusRepostory/repository. config

|4 IMihaftrpOmniF P 18/0MNIbusRepository/5.50.81 delta. corefrepository.config
u IMihaftrmpOmniF P 18/0MNIbusR epository/S.50.81. servicedslta. core/repository. config

After configuring the repository section, select “Install” option from IM main menu and check
the product to be installed:

0 IBM Installation Manager = a x
Install Packages ==
Select packages to install e

Installation Packages Status Vendor

% i 1BM Tivoli NetcoolOMNIbus
[[j, Version8.1.018

Will be installed IBM



https://www-01.ibm.com/support/docview.wss?uid=ibm10733443

enter the location path for the shared resources directory and continue with the installation:

e IBM Installation Manager = = X
Install Packages

—
Select a location for the shared resources directory. |

install Licenses ( Location > Features Summary

When you install packages, files are stored in two locations:
1) The shared resources directory - resources that can be shared by multiple packages.
2) The installation directory - any resources that are unique to the package that you are installing.

u Important: You can only select the shared resources directory the first time you install a package with the IBM

Installation Manager. For best results select the drive with the most available space because it must have
adequate space for the shared resources of future packages.

Shared Resources Directory. [ IMiha/optIBM/IBMIMS hared ] Browse. .
Disk Space Information
Volume  Available Space
] 227.35GB
@ < Back Next > tall Cancel

enter the installation directory path for Omnibus 8.1.0.18 if the default one needs to be
changed and click “Next” to continue with the installation process:

0 IBM Installation Manager

Install Packages

A package group is a location that contains one or more packages. Some compatible packages can be installed into a J
common package group and will share a common user interface. Select an existing package group, or create a new 3
one.

[ Location >  Features Summary

age grot
®) Create anew package group

e Group Name

Installation Directory

IMihalopt/IBMftivolinetcool

Archited

. |BM Netcool Core Components

64-bit
Package Group Name: IBM Netcool Core Components
Installation Directory: [ IMiha/opt/IBM/tivolinetcool Browse...
Architecture Selection: 32-bit 4-bit
Details Disk Space Information
Shared Resources Directory: /Mihajopt/IBM/IBMIMShared ;
Volume  Available Space
! 226.34GB
@ < Back Next > Cancel

select the features to be installed (by default all are selected):



0 IBM Installation Manager

Install Packages
Select the features to install

instal

Features
u f# 1BM Tivoli NetcoolOMNIbus 8.1.0.18
v |V, Administrator components
+  Administrator GUI
/|  Administrator tools
v TEC migration

~ [W%, Operator components
v Operator GUI

~ |V}, Server components

v ObjectServer

/  ObjectServer gateways

v Bridge server

4

[} Show dependencies ExpandAll | Collapse All
- Selected by Installation Manager because of dependencies
Details

IBM Tivoli Netcool/OMNIbus 8.1.0.18
IBM Tivoli NetcoolOMNIbus

Restore Default

@ < Back Next > al Cancel
- you can select to migrate data from another omnibus install or you
needed:
[Wiigr =t= dats

:_| Migrate data from another MetcoolOMMIbus installation

Erttar or salact 2 migration sourca (an axisting Meteoal OMHMIbus installation diractoryl:

Migration nforrnation
Source directory

Targat director

Migration lag fie:

e

in
o

select the Install option for the installation

process to begin:

0 IBM Installation Manager

Install Packages

Review the summary information.

nstall Licer

Location

Summary >

Target Location
Package Group Mame: IBM Netcool Core Components

Installation Directory: IMihalopt/IBMjtivelinetcool

Shared

Diractory  iMihar Sharad
Packages
Packages
w [[] 1BM Tivoli NetcoolOMNIbus 8.1.0.18
 [f% Administrator components
[ Administrator GUI
(> Administrator tools
[[}» TEC migration
~ [{: Operator components
Environment

Disk Space Information
English

Total Available Space

I 22635 GB
Total Download Size: 45112 MB
Total Installation Size: 115 GB
} Repository Information
@ < Back Next > Install Cancel

can do this post install if

10



- make sure the installation went fine and afterwards you can create and configure your
object server either by using the Netcoo/OMNIbus Initial Configuration Wizard option
that is available atthe end of the installation, either by manually running the commands to

create and configure a new object server after the installation:

) 1BM Installation Manager - o

Install Packages j

vg‘ The packages are installed. View Log File

The following package was installed: Which program do you want to start?
v %, IBM Netcool Core C ot
% s NetcoolOMNIbus Initial Corfiguration Wizard
1BM Tivoli NetcoolOMNIbus 8.1.0.18
) None

Note: If the packages support rollback, the temporary directory contains rolback files for installed packages. You
can delete the files on the Files for rollback preference page.

Configure Omnibus 8.1.0.18

Option A:

If you have selected None when the Omnibus installation finished, you will need to manually

create and configure an object server.

- some environment variables can be setup to easy navigate between directories:

export NCHOME=/Miha/opt/IBM/tivoli/netcool
export OMNIHOME=/Miha/opt/IBM/tivoli/netcool/omnibus

- create new object server (in this example, object server name will be NCOMS):

cd SOMNIHOME/bin
.Inco_dbinit -server NCOMS

Command example:

[root@busyl binl# ./nco dbinit

- edit omni.dat file and add the required details — port, hosthame, object server name

cd $NCHOME/etc
vi omni.dat

11



- run ./nco_igen script for the changes to be saved and start the object server afterwards:

cd SNCHOME/bin
.Inco_igen

cd SNCHOME/bin
.Inco_objserv -name NCOMS &

Option B

You canselect “Netcoo/OMNIbus Initial Configuration Wizard” to configure your object server.
Enter the hostname details and installation path for Omnibus and continue with the wizard steps:

Which program do you want to start?

® | MetcoolOMMIbus Inttial Corfiguration Wizard

None

12



.- . . - 1 Net I/OMNIbus Initial Confi tion Wizard -
1 Netcool/OMNIbus Initial Configuration Wizard - a0 X Ftecol/ s el Fentiguration Hzar - *

Define host computers

ign L] . "

Initial Configuration Wizard b typicalcorfguration, mast of the components are installe on separate computers For each
computer in your environment, enter the host name and the Tivel Netcoo/OMMIbus installation
directory.

The wizard wil guide you through creating your configuration for your Tivoli NetcoolOMHIbus e e et o Yo [yt e Y eie| o ety e o e AL e T

environment. qualfied domain names (FQDN) such as myhost. example.com.

The corfiguration is saved to a file called the deployment descriptor that you can apply on any " Host

computer where ths wizard s retaled Enter the Tivol NetcoalOMNIbus installation directary. The installation directory is typically defined by
. ) . the NCHOME environment variable.

You can configure a distributed deployment now and assign each component to a specific computer.
When you apply the deployment descriptor on each computer, only components that are intended * NCHOME

for that computer wil be corfigured there,

Befora you start, assess your requirements and plan your deployment. You will ba asked to provide
the following information:

+ The rumber of Collection and Display layer ObjectServers required, if any

+ Detals of the computers that will host each component

+ Process Agent details for each computer

+ Aggregation layer ObjectServer details

+ Collection layer ObjectServer details (optional)

+ Display layer ObjectServer datais (optional)

curvierl. castle. fyre.ibm. com - /Miha/opt/IBMtivoli

Back Next Exit.

After having the object server properly configured and running, in order to prepare for Impact 7.1
installation, add impactadmin user within object, add its password and assign groups to this user:

cd SOMNIHOME/bin
.Inco_config

Go to User tab -> right click and select “Add User” option:

iﬂ Add User (NCOMS on tother1.castle.fyre.ibm.com:4100)

x

= ¢+ User Detalls ?
Configuration of NCOMS on totherl.castle.fyre.ibm.c

il o Users Username: | [impactadmin | useriD: 1=
; Name: | Full Nan Full Name: | i Create Conversion
¥ nobody Nobody
ja oot Root User ( Groups | Restriction Filters || Settings |

Passwords

‘*wuu |

_| External Authentication

[nnnﬂ ‘ ’Tge‘

] User Type: Super User vl User Enabled

11

te

Groups
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Install Netcool/Impact 7.1.0.14 and upgrade to Fix Pack 16

- download and extract Impact 7.1.0.14 and Fix Pack 16 for Impact

Download link for Fix Pack 16:
https://www-01.ibm.com/support/docview.wss?uid=ibm10881009

- add both the repository from Impact 7.1.0.14 base as well as the repositories from Impact
Fix Pack 16 within Installation Manager -> Preferences panel if you want to install both at
atime or install first the base Impact 7..10.14 and then update to Fix Pack 16.

<extracted_path_for_impact71014>/I mpactRepository/diskl/diskTag. inf
<extracted_path_for_impactFP16>/ImpactRepository/repository.config

| E‘ JtmplMP B asel4/ImpactRepository/diskl/diskTag.inf

5 ftmpFP 16/impactRepository/repository. config

Add the ones from the NOI extension as well if needed.

- select “Install” from IM main menu and check both GUI and Server options for Impact
7.1.0.16 to be installed:

Installation Packages Status Vendor
- |§ u] IBM Tivoli Metcoolllmpact GUI Server Installed
(W[, Version 7.1.016 will be installed IBM
(W[, version 7.1.0.16 Wil be installed IBM

- enter installation path directory for Impact 7.1.0.16 and continue with the installation:

& Craste b new packige group

Padkage Gfoup NHame ] In<t allation Darect ar y B il

“a, 1B Treok Metoool Impact Mihadopt/ 1B M Areokimpact E4-bt

Packages Group Hame: 1B Troh Hetoool Impact

Irestallation Directory Il opti 18 W ol mipact I Browse. .

irchitecture 5 election

14


https://www-01.ibm.com/support/docview.wss?uid=ibm10881009

- configure user registry — this should be the same as for webgui and tbsm; in this example
object server is being used for user registry, hence configure the required details for
omnibus: host, port and credentials details

Install Packages "
Fillin the configurations for the packages 52
Install Licenses Location

+ [[) Common Corfigurations Common Configurations

u Regist:
o User Registry serfiegsty

User ID and Password Select the user registry to use for user management and authertication.
Profile Ports ®) ObjectServer
Nameserver

~ [} 1BM Tivoli Netcoolimpact Server 7 ObjectServer with SSL

Impact Server ) LDAP
Derby Database -
LDAP with S5L
Local File Based
OMNIbus ObjectServer

The OMNIbus ObjectServer Super User must exist and the OMMIbus
ObjectServer must be configured and running.

Primary Host busyl. castle fyre ibm.com
Primary Port 4100

Backup Host (Optionall

Backup Port (Optional)

Super or Administrator User ID root

Super or Administrator User Password

Confirm Password

- enter impactadmin password — should be the same as the one configured in object server

0 IBM Installation Manager = ] X
Install Packages —C
Fill in the configurations for the packages. i
.
stall Licenses Location ([ Festures >
w [[J Common Configurations Common Configurations

; User ID and Password
[ User Registry

™ User ID and Password Provide an administrative user ID and password for Impact

Profile Ports

Impact User ID
Nameserver
v [[J IBM Tivoli Netcoollmpact Server 7 impactadmin
Impact Server
Derby Database Impact Password (Minimum 6 characters)
0000000

Confirm Impact Password

0000000 ]

@ < Back Next > tal Cancel
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- enter port numbers for Impact Server and GUI Server

@ IBM Installation Manager

Install Packages
Fill in the configurations for the packages.

Install Licenses

v I;] Commeon Configurations
[ User Registry
User ID and Password
Nameserver
w [[J 1BM Tivoli Netcoolimpact Server 7
Impact Server
Derby Database

~\
()

= m} X

on | Features > Summary

Common Configurations
Profile Ports

Impact requires a range of ports to run. Specify the starting port of the range.

Starting port number for Impact Server

9080

Starting port number for GUI Server

16310

< Back Next > nsta Cancel

- make sure Yyou use

FQDN address:

- [L] Commen Corfigurations
[ User Registry
[ User ID and Password
[ Profile Ports
w [[] 1BM Tivoli Metcoollmpact Server 7
Impact Server
Derby Database

Commeon Configurations

Marmeserver

Nameserver

The installed server uses the Impact Nameserver to publish its services.
When Impact runs inside a cluster, the Impact Nameserver list must be the

same on each Impact server so that each Nameserver can participate in
cluster management.

Primary Nameserver Host busyl.castle fyre.ibm.com

Primary Marmesarver Port 9080

Secondary Nameserver Host

Secondary Nameserver Port

Local Host

Specify a fully qualfied local host name. A fully qualified local host name is
required to create server certificate.

Local Host busyl.castle. fyre.ibm.com
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- Impact server name should be TBSM and cluster name should be TBSMCLUSTER:

0 IBM Installation Manager = [m} X

Install Packages R 7
Fill in the configurations for the packages.
ation (( Features > Summar

v i:.] Common Corfigurations Configuration for IBM Tivoli Netcool/lmpact Server 7.1.0.15
Impact Server

Install Li

[ User Registry

[ User ID and Password The instance name will act as a unique identifier for the server instance and
the cluster name defines which cluster the instance belongs to. The command
& Profile Ports line port is used by Impact for it's command line service.

[ Nameserver

. 5 |
w [[J I1BM Tivoli Netcoollmpact Server 7 nstance Name

® Impact Server TBSM

Derby Database Cluster Name

I TBSMCLUSTER

ommand Line Port

2000

@ < Back Next > Instal Cancel

- select derby type — PrimaryStandAlone is used in this case and enter host name details

Install Lic

Features >  Summary

- [l'] Common Configurations Configuration for IBM Tiveli Netcool/impact Server 7.1.0.16

Derby Datab
& User Registry srby Dstahase

B User ID and Password Impact uses an embedded Derby Database for storing data for Impact Solutic
stand-alone Impact Server, add the Derby primary host and port information 1
[ Profile Ports you must also add a Derby backup host and port to replicate data.

[ Mamessrvar

w [[J 1BM Tivoli Netcoollmpact Server 7 Select the Derby Type.

@ Impact Server

(@) PrimaryStandAlone - An Impact Server with no other cluster members.
o Derby Database -

() Primary - Database on this machine which also functions in a clustered e
() Backup - Database on this machine which alse functions in a dustered er

() Netther - A cluster member which will point to a Primary and Backup Dat

Derby Primary Host
busyl.castle. fyre.ibm.com
Derby Primary Port
1527
Derby Backup Host

busyl.c.

Derby Backup Port
1527
Derby Replication Port

4851

- continue with the Installation:



Install Packages
Review the summar; v information.

N

tall License: at Feature:
Target Location

Package Group Name: 1BM Tivoli Netcool Impact_1
Installation Directory. Topt/IBMftivoliimpact
Shared Resources Directory:  [Miha/optil BM/IBMIMShared
Packages

[[J 18M Tiveli Neteoolimpact GUI Server 7.1.0.16
[[J 18M Tiveli Netcoolimpact Server 7.1.0.16

Environme nt Disk Space Information
English Total Available Space
) 226.57 GB

Total Download Size:  0.0KB
Total Installation Size: 1.26 GB

b Repository Information

':; ) < Back Install Cancel

- make sure your installation finish with success:

& The packages are updated. View Log File

All the following updates were installed.
pda Installat
v %\"_ IBM Tivoli Netcool Impact IMihalopt/IBI
[[J 1BM Tivoli Netcoollmpact GUI Server 7.1.0.1
[ 1BM Tivoli Netcoollmpact Server 7.1.0.16

|
L

Install DB2 Advanced Workgroup Server Edition 11.1.2.2

TBSM 6.2 requires DB2 Advanced Workgroup Server Edition and the minimum version needed
for this is: 11.1 Mod 2 Fix Pack 2.

From software compatibility report:

Databases Fiter "
Prerequisite Version Prerequisite & Product & Components & Operating Notes Details
Minimum Minimum System
g Restrictions?

[]
-

DB2 Advanced Workgroup Server Edition 11.1.1.1 11122 62 o
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One part-number example for DB2 11.1 for Linux: CNBS8FML

Download link for DB2 11.1 Mod 2 Fix Pack 2:
http://www-01.ibm.com/support/docview.wss?uid=swg24043789

- download and extract DB2 Advanced Workgroup Server Edition 11.1 and Activation
License for this as well

- Qo to the extracted directory and to /server_awse_o/ directory and run the following
command from this directory:

Jdbsetup
Jdb2setup

- select New Install and DB2 Version 11.1.0.0. Workgroup, Enterprise and Advanced
Editions

| . DB2 Setup = O X

Choose a Product

DB2 Version 11.1.0.0 Workgroup, Enterprise and Advanced Editions

- enter installation directory for DB2. Afterwards you can select either “Custom” as
installation Type in order to customize different properties for DB2 such as the DB2
instance port or select “Typical” and the default settings will be used. In this example I
have selected “Custom” installation
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|4 DB2 Setup - DB2 Server Edition - O X

Lenigiistion Configuration

select the installation type

Typical

Make sure you select “Create an instance” and “I agree to the IBM terms”.

- select the DB2 features you want to install (you can let them as default):

Select Features

DB2 Server Edition

- configure DAS user name (by default dasusrl user will be created; add a password for it):

|£: DB2 Setup - DB2 Server Edition - [m] x

DAS User

5. DAS user
User name

Use default UID
DUp name

Use default GID
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- select single partition instance for DB2

| 4. DB2 Setup - DB2 Server Edition = [m] X

Database Partitioning

8. Database partiti...

- configure Instance owner user (by default db2instl user will be created):

|2 DB2 Setup - DB2 Server Edition = [m] X

Instance Owner

Z. Instance-owning ...

8. Fenced user
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- Change the DB2 port or service name if needed, by default DB2 port will be 50000:

| DB2 Setup - DB2 Server Edition - O X

Instance Communication

TCP/IP configuration

Service name

8. C - e S
8. Communication Port number Restore default settings

- configure if you want the DB2 server to send notification; within this example this won’t
be configured:

| <. DB2 Setup - DB2 Server Edition = ] X

Notifications

10, Notification set...

- select “Install DB2 Server Edition” option and “Finish” to start the installation and make
sure everything completed successfully:
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DB2 Setup - DB2 Server Edition - a X

Response File and Summary

11. Summary

- login on the server with db2instl user and go to DB2 installation Directory -> bin

inning. This can take
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- add license for DB2 — unzip downloaded license package

vation 11.1.zip

[db2instl@totherl

/Miha/tmpDB2Acti

- run db2licm -a db2wse_s.lic

Upgrade to 11.1.2.2

Download link for DB2 11.1 Mod 2 Fix Pack 2
http://www-01.ibm.com/support/docview.wss?uid=swg24043789

fix pack: —» DB2-linuxx64-universal fixpack-11.1.2.2-FP002
DB2 11.1.2 Fix Pack 2 for Linux/x86-64 (64 bit), DB2 Universal Fix Pack

- stop DB2; connect to the server as db2instl user run: db2stop
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go to /universal directory from the one where you have extracted the fix and
JinstallFixPack script

> installation is

run
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Setting up the server for TBSM Dash Server (server 2)

Install Installation Manager 1.8.9

Download link:

https://www-
945.ibm.com/support/fixcentral/swg/se lectFixes?parent=ibm%7ERational&product=ibm/Ration

al/IBM+Installation+Manager&re lease=1.8.9.0&platform=Linux&function=all&useRelease AsT
arget=true

refresh pack: — 1.8.9.0-IBMIM-LINUX-X86-20180313 1417 2018/03/23

1BM Installation Manager Install Kit for all x86 Linux versions supported by version 1.8.9.0

- extract IM 1.8.9 package, go to the extracted directory and run: ./install

- select IBM Installation Manager Version 1.8.9 for this to be installed

€ 1BM Installation Manager = [m] X

Install Packages r——]

Select packages to install

- select the directory where you want to install Installation Manager
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On:keainstalled IBM Installation Manager will be used to install, update, modify, manage and uninstall your
packages.

Installation Manager Directory: | /M \ha‘cpt‘\BM!InstalatlonManagerreclipse Browse...

Disk Space Information

Volume Available Space

! 234595 GB

- continue with the installation by selecting “next” and “install’. Make sure everything
worked fine, you should get “the packages are installed” message at the end:

e IBM Installation Manager = O X

Install Packages i
Review the summary information =

stall License ation

Target Location

Package Group Name: IBM Installation Manager

Directory.  IMil

Packages
Package

[[) 1BM® Installation Manager 1.8.9

Environment Disk Space Information

Arabic, Brazilian Portuguese, Croatian, Czech, Danish, Total Available S
Dutch, Engiish, Finnish, French, German, Greek, Hebrew, N ORaT nace
Hungarian, Itaiian, Japanese, Korean, Norwegian, Polish, ! 234,59 GB

Russian, Simplified Chinese, Slovak, Slovenian, Spanish,
Swedish, Thai, Traditional Chinese, Turkish
Total Download Size:  171.51 MB

Total Installation Size: 329.06 MB

» Repository Information

@ < Back Next Install Cancel
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e IBM Installation Manager - O X

Install Packages r—j

ﬂThepackagesaremﬂaHed View Log File

The following package was installed

v %, IBM Installation Manager
) IBM® Installation Manager 1.8.9

Click on "Restart Installation Manager” to launch the new
Installation Manager and to start installation of other
packagel(s).

( 7 ) Restart Installation Manager

Install WAS 8.5.5.15, JazzSM 1.1.3.1/DASH 3.1.3.1and Java SDK 8.0.5.27
You caninstall all these directly, at the same step.
- download and extract WAS 8.5.5.9 core and 8.5.5 Fix Pack 15

Download link for 8.5.5 Fix Pack 15:
https://www-01.ibm.com/support/docview.wss?uid=ibm10871944

- add both repositories within Installation Manager -> Preferences section:

<extracted_path_8.5.5.9>/linux_x86_64/disk1/diskTag. inf
<extracted_path_8.5.5.15>/repository.config

- download and extract JazzSM 1.1.3.1 package and add the repository within Installation

Manager -> Preferences panel:
<extracted path_JazzSM>/JazzSMRepository/disk1l/diskTag. inf
- download and extract Java 8.0.5.27 package and add the repository within IM
<extracted_path_java>/repository.config

Download link for Java SDK 8.0.5.27 for WAS 8.5.5.15:
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The following list of repositories should be added for this installation:

Repositories:

Location Connection
+/ AmpDASHB asef]azzSMRepository/diskl/diskTag.inf 9y

(& ftmpjavaSDKirepository. config ™

' Imntiimagesiibmiwas/8.5.5.15/repository: config ™

L% imntlimagesiibminetcaolwas/8.5.5. 9linux_x86_64/diskl/diskTag.inf

- return to Installation Manager main menu and select the Install option

- select the products you want to install; you should select at least: WAS 8.5.5.15, Java SDK

8.0.5.27, Jazz for IBM WebSphere 8.5 version 1.1.2.1 and IBM Dash 3.1.3.1.

Installation Packages Status Vendor License Key Type
- (v [i’:] IBM WebS phere Application Server
|3 [[), version8.55.15 Will be installed 1BM

- \:\ if‘(_, IBM WebS phere SDK Java Technology Edition (Optional)
| J[[%] version 7.0.9.30 1BM

- \\_A [l 1BM WebSphere SDK Java Technology Edition (Optional)

| [4] version 8.0.5.27 will be installed IBM
- | if.{, IBM WebSphere SDK Java Technology Edition Version 8.0 for Liberty
[ [ version 8.05.27 1BM

\:\ 'f(» Jazz for Service Management extension for IBM WebSphere 8.0
| [} version 11.0.2 1BM
v [[’(, Jazz for Service Management extension for IBM WebSphere 8.5

[ [2) version 11.2.1 will be installed 1BM
n 1§ 1BM Dashboard Application S ervices Hub

|4 ([, version3.1.3.1 Wil be installed IBM

w | || Reporting Services

_| Show all versions Check for Other Versions, Fixes, and Extensions

- continue with the installation and enter the location path for the shared resources directory:

Install Packages
Select a location for the shared resources directory.
Install Licenses Location > Features Summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
: ': 2) The installation directory - any resources that are unique to the package that you are installing.

Important: You can only select the shared resources directory the first time you install a package with the IBM Installation Manager. For best results select the
drive with the most available space because it must have adequate space for the shared resources of future packages.

Shared Resources Directory:. [ IMihg{opt/IBM/IBMIMShared I Browse...

Disk Space Information

Volume Available Space
! 227.00 GB
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enter installation directory for WAS 8.5.5.15 and for DASH (you have to select each of
them to change their directories):

Install Packages

The packages wil be installed into the indicated package groups. Select the package group to change the installation directory. Eﬂ'
Install Licenses ([ Location »  Features
Package Group Name installation Directory Architecture
v %, IBM WebSphere Application Server V8.5

iMihalopt/IBM/WebS phere/AppServer
[[J 1BM WebSphere Application Server 8.5.5.15

[ 1BM WebS phere SDK Java Technology Edition (Optional) 8.0.5.27
[ Jazz for Service

extension for IBM phere 8.5
*., Core services in|azz for Service Managemert

Mihalopt/IBM/|azzSM

[[J 1M Dashboard Application Services Hub 3.1.3.1

Package Group Name: Core services in)azz for Service Management

jon Directory: Browse...
Architecture Selection: () 32-bit (@) 64-bit
Details Disk Space Information
Shared Resources Directory. IMihaloptIBM/IBMIMS hared

Volume  Available Space

! 227.00GB

- continue with the installation:

Install Packages
Select the features to install.

CQ
)
Location ([ Festures > Summany

(T —

Install Licenses
Features

3 1# 18M WebSphere Application Server 8.5.5.15
g[[‘;', IBM WebSphere SDK Java Techr

ology Edtion (Optional) 8.0.5.27
» [V Jazz for Service Management extension for BM WebSphere 851121
» [V ([) 1BM Dashboard Application Services Hub 3.1.3.1

| Show dependencies

Expand Al Collapse All Restore Default
- Selected by Installation Manager because of dependencies

enter WebSphere installation location as you initially added within the previous screens

and the details needed to create a WAS profile (smadmin user password); afterwards click
on the “Validate” option:
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Install Packages
(@) Click Next to corttinue.
stall cense Location Summary
w [} Common Configurations Common Configurations
WebSphere Configurati
@ WebSphere Configuration =bSphere Sonhguration
Ports Configuration b ph llstion location | iMih bsph ppServer Browse...
w [} 1BM Dashboard Application Service
Context Root Profile deployment type Create WebS phere profile v
Profile details
Profile location IMihafoptIBM)) azzSMiprofile Browse...
Profila name Jazz5MProfile
Node name JazzSMNode01
Server name serverl
User name smadmin
Password LIIITLT]
Validate...

- change installation ports if needed and continue with the installation

In case you are installing everything on the same box, these ports are easier to be changed than the
ones from Impact as they cannot run on the same port at the same time.

Install Packages
Fill in the cenfigurations for the packages

stall cense: Location [ Features >

Common Configurations

w [[J Common Corfigurations
Ports Configuration

[ WebSphere Configuration

- . . listens.
w I 1BM Dashboard Application Service

Context Root
HTTP transport port

HTTPS transport secure port
Bootstrap port

SOAP connector port

IPC connactor port

Administrative console port

Configure the various network ports to which the WebSphere Application Server profile |

16310

16311

16312

16313

16314

16315

Administrative console secure port

High availability manager communication port

ORB listener port

SAS S5L server authentication port

CSIV2 cliert authentication listener port

CS5IV2 server authentication listener port

REST notification port

16316

16318

16320

16321

16322

16323

16324

- by default, context root is /ibm/console; continue with the installation
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Install Packages
Fill in the configurations for the packages.

Install Lice

N Context Root
@ WebSphere Configuration i

@ Ports Configuration
v ([} 1BM Dashboard Application Service

@ Context Root

Location | Features >  Summary

v [[) Common Configurations Configuration for IBM Dashboard Application Services Hub 3.1.3.1

Context Root | fibmconsole

- proceed with the installation and make sure everything completed successfully:

Install Packages

Review the summary information,

Packages
Packages
IBM WebSphere Application Server V8.5
v [[J 1BM WebSphere Application Server 8.5.5.15

» (% WebSphere Application Server Full Profile

» (i}, IBM WebSphere SDK for Java Technology Edition

IBM WebSphere SDK Java Technology Edition (Optional) 8.0.5.27

[[> Install JazzSM WebSphere Extension
w % Core services in Jazz for Service Management
w  [[J 1BM Dashboard Application Services Hub 3.1.3.1
([ Installation
[ Configuration

Install Location Features [ summary >
Target Location
Shared Directory. d

Jazz for Service Management extension for IBM WebSphere 8.51.1.2

Environment Disk Space Information
English Total Available Space
! 227.00 GB
Total Download Size:  1.39 GB
Total Installation Size:  5.82 GB
} Repository Information
Q]

<Back Next > Install Cancel

Installation Directory

IMiha/opt/IBM/Jazz5M

Install Packages

The following packages were installed:

w % 1BM WebSphere Application Server V8.5
[Ei 18M WebSphere Application Server 8.5.5.15
[;J‘) 18M WebSphere SDK Java Technology Editior
[;-") Jazz for Service Management extension for |
w % Core services in Jazz for Service Management

L["I 1BM Dashboard Application Services Hub 2.1

o The packages are installed. View Log File

Which program do you want to start?
Log on to IBM Dashboard Application Services Hub
() Profile Management Tool to create a profile

{_) Profile Management Tool to create an application se

(®) None
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Upgrade to JazzSM/DASH Fix Pack 3

Download link:

https://www-

945.ibm.com/support/fixcentral/swg/downloadFixes?parent=ibom%2F T ivoli&product=ibm/T ivol
i/Jazz+for+Service+Management&re lease=1.1&platform=All&function=Ffixld&fixids=1.1.3-
T1V-JazzSM-multi-FP003& includeRequisites=1&inc ludeSupersedes=0&downloadMethod=http

fix pack: 1.1.3-TIV-JazzSM-multi-FP003
1.1.3-TIV-JazzSM-multi-FPO03

The following files implement this fix.

I|\]_/. 1.1.3-TIV-JazzSM-multi-FP003.zip (335.65 MB) |

i/. 1.1.3-TIV-JazzSM-multi-FPO03_Readme.txt (18.57 KB)

- download and extract FP3 package
- add the repository within Installation Manager -> preferences section

<extracted_path_JazzFP 3>/JazzSMFPRepository/disk1/diskTag. inf

u ftrmpDASHFP 3/) azzSMF PR epository/diskl/diskTag.inf

- return to IM main menu, select the Update option and choose Jazz from the list:

Update Packages f.’,ﬁ :

Select a package group to find updates for. (fv=
ankdgu Group Name Directory
fa_ IBM WebSphere Application Server V8.5 [Mihajopt/IBM/WebS phere/AppS erver

"+ Core services in azz for Service Management IMihalopt/IEM[]azzSM

- continue with the installation:

Update Packages @
Select the updates to install. d;_
Update Recommended Vendor Stz

v ? EY:; Core services in Jazz for Service Management
- EA [ 1BM Dashboard Application Services Hub 3.1.3.1 (Installed)
\\_-A [[& Version 3.1.3.3 7 1BM
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Update Packages
Select the features to install.

Features

L% i 1BM Dashboard Application Services Hub 3.1.3.3

o g Installation

Update P ackages Updates Licenses | Features D Summary

e 'u

Configuration

- Selected by Installation Manager because of dependencies

Show dependencies ExpandAll  Collapse Al Restore

enter smadmin user details and click on the “Validate” option:

@ IBM Installation Manager - O X

Update Packages
@ Click Next to continue.

w [[J Common Configurations

WebSph ‘Corfigurati
® WebSphere Corfiguration prere Gormguraten

Update Packages Updates Licenses Summar

S
Features

Common Configurations

WebS phere installation location Mihalopt/|BM/Wel Er
Profile deployment type Use existing -

Profile details

Profile location Mihaiopt/|EM Br
Prefile name JazzSMProfie

Node name JazzSMModeol

Server namea

User name smadmin
Password eeessee
Validate...

< Back Next > Update Cancel

click on “Update” and make sure everything completed successfully:

34



Update Packages = ‘j
Review the summary information.

LA
Jpdate Packages Updates icenses Features [ Summary >
Target Location

Package Group Name: Core services in |azz for Service Managemert

Installation Directery: IMihalopt/IBM/)azzSM

Sharad Diractory. |

Updates
Features To Install me
w [ 1BM Dashboard Application Services Hub 3.1.3.3
[, Installation

[\ Configuration

Disk Space Information

Total Available Space
!

22311 GB
Total Download Size:  228.46 ME
Total Installation Size:  228.57 MB
} Repository Information
@ < Back Next Update Cancel
o The packages are updated. View Log File
The following update was installed:
Update Installat
"+, Core services in Jazz for Service Management IMiha/op
';l IBM Dashboard Application Services Hub 3.1.3.3

Install WebGUI 8.1.0.14 and upgrade to Fix Pack 16

download and extract the package for WebGUI 8.1.0.14 as well as the package for
WebGUI 8.1 fix pack 16

Download link for Fix Pack 16:
https://www-01.ibm.com/support/docview.wss?uid=ibm10791445

add both WebGUI and fix pack repositories within Installation Manager -> Preferences
section:

<extracted_path_webgui_base>/OMNIbusWebGUIRepository/repository.config
<extracted_path_webgui_FP16>/OMNIbusWebGUIRepository/composite/repository.config
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Add the repositories for NOI extension as well if needed

select Install wizard from IM and choose the product to be installed

Install Packages
Select packages to install:

Installation Packag Status Vendor Lic
£% i# 18M Tivoli NetcoolOMNIbus Web GUI
([}, Version 8.1.0.16 Will be installed 1BM
9 IBM Installation Manager m] X

Install Packages

A package group is a location that contains one or more ible packages can be installed into a

common package group and will share a common user interface. Select an existing package group, or create a new

one

Install Licenses Features Summary
_) Use the existing package group
®) Create anew package group
Package Group Name Installation Directory Architec
. IBM Netcool GUI Componerts IMihalopt/IBM/netcoolgui B4-bit
Package Group Name: IBM Netcool GUI Components
p— . ] | sromse..
Architecture Selection: 32-bit 64-bit
Details Disk Space Information
Shared Resources Directory. /Miha/opt/IBM/IBMIMS hared
NN Volume  Available Spacs
! 22292GB
@ < Back Next > Instal Cancel

select as least “Install base feature” option

Install Packages

Select the features to nstall

rot sl wKarsen

T
Feature

ﬁ

3 i 180 Tevok NetcookOMNIbuz Web GUI 81.0,16
v

Install base features

Install evert search with IBM Operations Analytics - Log Analyss




- enter WebSphere and JazzSM installation directories as well as the profile details for

WebGUI (username and password). Afterwards continue with the installation:

@) 1BM Installation Manager - [m] X
Install Packages I
Fillin the corfigurations for the packages. W
tall License: ation ( Features » Summ ar

~ [[J Commen Corfigurations Cafmirion Canfiguratiens

TP ————  WelSphere Appication Server and Jazz for Service Management properties

Installation Directory Details

WebS phere Application Server IMihalopt/IEM/WebSphere/AppServer

Jazz for Service Manag ul

Profile Details

S name 1
User name madm
Password [ITIIT L]
—
@ <Back Next > Instal Cancel
Install Packages e
Review the summary information i
tal License ation Feature [ summary
Target Location
Package Group Name: 18M Netcool GUI Components
Installation Directory: IMihaloptIBM/netcooligui
Shared Directory: /Ml
Packages
- j\ IBM Tivoli NetcoolOMNIbus Web GUI 8.1.0.16
[ Install base features
Environment Disk Space Information
English Total Available Space
1 2228168

Total Download Size:  256.49 MB
Tetal Installation Size: 538,41 MB

} Repository Information

@ <Back ! Instal Cancal

- make sure everything completed successfully. Afterwards WebGUI configuration can be
made within the wizard that is available to be selected or manually after completing the

installation.
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Install Packages X r—:l
= n

a The packages are installed. View Log File

The following package was installed: Which program do you want to start?

% IBM Netcool GUI C nt:
Y % ekcont oRonen Corfigure IBM Tivoli NetcoolOMNIbus Web GUI

[[J 1BM Tivoli NetcoolOMNIbus Web GUI 8.1.0.1
Log on to IBM Tivoli NetcoolOMNIbus Web GUI

® None

Add object serveras repository for WebGUI and create datasource in WebGUI console

Option A: Use the wizard that is available at the end of webgui installation.

Which program do you want to start?

® | Configure IBM Tivoli NetcoolOMNIbus Web GUI

Log on to IBM Tiveli NetcoolOMNIbus Web GUI

Mone

® | Configure a single server setup using default settings.

Configure an advanced setup.

- enter object server details (host, port, user id and password):

The default OMNIbus users and groups will be created
ObjectServer
Hest: curvierl.casstle fyre.ibm.corr| Port: 4100
Authentication
User ID roct Password:
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You are about to configure the following as the default authentication provider in IBM D ashboard Application Services Hub:
ObjectServer Repository

curvierl. castle fyre.lbm.com : 4100 (Primary Server)
root (User)

You have opted to create the following users and groups:
Default Users (2)

ncoadmin
ncouser

Default Groups (2)
* Netcool OMNIbus_Admin
Netcool_OMNIbus_User
The system will also configure a data source called OMNIBUS

Click Next to continue.

At the end login to webgui console and add roles to smadmin user.

Roles drr

Group Roles

Roles

User Roles

Option B: Select “none” at the end of the installation and manually add object server as repository
for webgui and create a datasource in webgui console.

- go to SWAS_HOME/bin directory

- use confvmmdncos.sh script to add the created object server as repository for webgui.
Run the following command after you replace with your own values:

Jconfvmmdncos.sh  $JazzSM_HOME/profile  objserver_root_user objserver_root_user_pass
FQDN_omnibus objserver_port

Command example:

bm.com 4100

- restart webgui by running below commands:
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stopServer.sh serverl
JstartServer.sh serverl

- login to webgui console and add roles to smadmin user

Roles

Group Roles

Roles

I User Roles I

- click on Search -> select smadmin user -> select all roles -> save configuration

smadmin 1 smadmin smadmin iscadmins, chartAdministrator, samples, administrator

- logout/login with this user.
- create datasource within webgui to the object server created on server 1.

O\ Administration

Event Management Tools
Filters
Views
Relationships
Tool Configuration
Tool Prompt Configuration
Menu Configuration
Metrics

CGl Registry

Map Creation

Map Resources

Event Database Query

Data Sources

Data Sources

Use this page to manage data sources in the Tivali Netcool/OMMNIbus Web GUI You must configure the Web GUI server to connect to atleast one data source. You can optionally o)
read from, and write to, one or more individual data sources or failover pairs.

Note: Data sources configured using Web GUI apply to the current node only. To replicate these data sources across other nodes in your Web GUI cluster, you must copy the ncwDg
SOMNIBUS_WEBGUI_HOME/etc/datasources directory on this node to the corresponding directories on the other nodes. You must restart the WebSphere Application Server on ea

L

ua| Create New Data Source Enabled In Default Group

Mo data sources
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- enter a name for this data source, add the hostname where the object server was installed,
and the port used for this one; test the connection and make sure it can successfully connect
and save the new data source

Create New Data Source

General  Falover  Displsy Servers  Seif Monitoring  Caching  Gonnection Pools
* Name: (3 NCOMS
¥ Enabied

¥ In Default Group

Primary ObjectServer

* Hoat: busy1.castle. fyre.iom.com
* Fort: 4100
Us= 8L 12

Test server connection

Authentication

|l These authentication credentis
backup and displa:

* User ID: oot
Fassword:
Encrypted
Encryption Standard: Advanced Encryption Standard (AES)

* Connection Timeouts

Save Datasource Reset Tab to Defaults Cancel

Configure SSO between DASH and Impact

On the DASH side:

e Login to dash -> go to WebSphere administrative console -> security -> global security ->
web and sip security -> single sign on

Console Settings

User Preferences for Netcool/OMNIbus Web GUI
General

Catalogs

Connections

Console Preference Profiles

Export Wizard

Dashboard Hub

Pages

widgets

Views WebSphere Administrative Console

WebSphere Administrative Console l

Console Integrations WebSphere Administrative Console

Console Properties

Console Analytics

The WebSphere administrative console provides access to security and troubleshooti]

Roles
Group Roles Logging out from the WebSphere administrative console will also terminate your con
Roles
I Launch WebSphere administrative console l
User Roles
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[ | mhsnhem.m\:__\____ >

azzGMProfile

‘ View: | All tasks ~

welcome
Guided Activitias
Sarvers
Agplications

Services

Resources

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment
System administration
Users and Groups
Monitoring and Tuning
Troubleshaoting
Servica intzgration

upDI

Cell=]az25MNode01Ce

Close page 4

Global security. ?

Global security

Usa this panal to configure administration and the default application sacurity policy. This sacurity configuration applies to the security policy for all administrative
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies for user

applications.

Security Configuration Wizard | Security Configuration Report |

Administrative security

Enable =, ive security A
Ad trative group roles

user roles

Administrative authentication

Application security

Enable application security

Java 2 security

[J Use 3ava 2 security to rastrict spplicstion accass to loca! rasourcas

User account repository

Realm name
defaultwIMFileBasedRrealm

Current realm definition
Federated repositoriss

available realm definitions

Authentication

Authentication machanisms and expiration
® 11on

Kerberos and LTPA

Kerberos confiquration

O swam (depracated): fio authenticated communication betusen servers

Authentication cache settings

o Web and SIP security
iGeneral settings

Single sign-on (5501

SPNEGO web suthentication

Trust sssocistion
SIP digest suthenticstion
RMI1/IIOP security

Java Authentication and Authorization Service

[ enable 1ava Authentication se1 (3asPI)

Broviders

Use realm-qualified user names

ity domain

- make sure SSO enabled is checked
- add the domain name of the servers
- add LTPA V2 cookie name and make sure that web inbound security is checked

Configure the LTPA V2 cookie name to a unique value. The default is LtpaToken2. Make a note

of the LTPA V2 cookie name for the Impact configuration.

by

Global security > Single sign-on {550)

Specifies the configuration values for single sign-on.

General Properties

Enabled

|_| Requires S5L

Domain name

|.|:ast|e.ﬁ.rre.ibm.com

D Interoperability mode

LTPA W2 cookie name
|LtpaToI-cen2

Waeb inbound security attribute propagation

l:l Set security cockies to HTTROnly to help prevent cross-site scripting attacks

Apply || oK || Reset || Cancel |

- click OK and select Save from the output you get:
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azzsMProtle

=] Messages

PN ave been made to your local configuration. You can:
ly to the master configuration.

= Review changes before saving or discarding.

N The server may nead to be restarted for these changes to take effact.

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all adm
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security policies f

e Under the Security menu, select the Global Security link -> under the User account
repository section, select Configure

Java 2 securiby

Use Java 2 security to restrict apalication access ta lacal resources

User account repository

Raéalm fama

Curent reslm definition

Available realm defintions

Federabted repositories VI Set a8 qurnent |

- from here you can configure the Realm name and make note of the name as you will need
it for the Impact Realm configuration. defaultWIMFileBasedRealm is default.

Global security > Federated repositories

By federating repositaries, identities stored in multiple repositaries can be managed in a single, virtus| realm. The realm can
consist of identities in the fila-based repository that is built into the system, in one or more external repositories, or in both tha

built-in repository and one or mare external repositories.

General Properties

+ Realm name
[defaultwimMFileBasedrealm

+ Primary administrative user name

[smadmin

Server user identity
@ Automatically generated server identity

O server identity that is stored in the repository

lgnore case for suthorization

O Allow operations if some of the repositories are down

Repositaries in the realm:

Add repositories (LDAP, custom, etc)... || Use built-in repesitory || Remove

Select | Base Entry Repository Identifier Repositary Type
You can administer the following resources:

[] | o=defaultwiMFil=BasedReaim InternalFileRepository File

[] | e=netcoslobiedtServeRepositon, letcoolObjectServer Customn

- click OK and Save the configuration
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e In the WebSphere console, add the Netcool/lmpact SSL certificate into the Dashboard
Applications Services Hub truststore

- Qo to Security -> SSL certificate and key management -> under Related Items section->
key stores and certificates -> NodeDefaultTrustStore -> Signer Certificates -> Retrieve

from port:

View: | All tasks ~

® & https://botfly1.castle.fyre.ibm.com:1¢ 80%

Welcome
Guided Activities

Servers

Services

plications

Global security
Security domains

Administrative Authorizatian Groups
TS50 certificats and ey mansgement
Security auditing
Bus security

Environment

System administration

Users and Groups

onitoring and Tuning
oubleshooting
Service integration

upDL

...QY}

Cell=JazzsMNo

Q Search

SSL certificate and key managemant

SSL certificate and key management

ssL

Related Items

The Secure Sockets Layer (S5L) protocol provides secure communications between remote

s5L

server procasses or endpoints. SSL sacurity can be usad for
inbound to and outbound from an endpeint. To establish secure communications, =
certificate and an SSL configuration must be specified for the endpoint.

In pravious versions of this product, it was necessary to manually configure each endpoint
for Secure Sockets Layer (S5L). [n this version, you can define = single configuration for the
entire application-serving environment. This capability enables you to centrally manage

secure communications. In sddition, trust zones can be established in multiple node
envirenments by overriding the default, cell-level 5L configuration.

Dynamic outbound
=ndpoint 551
confiqurations

Key sets
Key set aroups

1f you have migrated a secured environment to this version using the migration utilities, the

old Secure Sockets Layer (SSL) configurations are restored for the various endpoints.
However, it is necessary for you to re-configure SSL to take of the

Key managers

Trust managers

management capability.

Configuration settings

Certificate Authority
(CA) client

Manage endpoint security confiqurations

Manage certificate expiration

Manage FIPS

Dynamically update the run time when SSL configuration changes occur

Apply || Reset

confiqurations

¥ N @ =

Close page

Field help

For field help information,
select = field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

551 certificate and key

SEL certificate and key management

t > Key stores and certificates

Keystore usages

‘ S5L keystores

Preferences

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM], and all truststore types.

New... || Delete || Change password... || Exchange signers... |

Bl

Seled:| Hame %

| Description 5

| Managemeant Scope %

Path o

You can administer the following resources:

D NodeDefaultKeyStore

Default key store for
JazzSMNodeO1

(node):lazzSMNadalt

(cell):JazzSMNodeD1Cell;

${CONFIG_ROOTHcells
/JazzSMNode01Cell/nodes
flazzSMNode01/key.pl2

D ModeDefaultTrustStare

Default trust store for
JazzSMNode01

{node):JazzSMNodel1

(cell):JazzEMNodaD1Cell;

${CONFIG_ROOT}/ cells
flazzSMNode01Cell/nodes
flazzSMNode0l/trust.piz

Total 2
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55L certificate and key > Key stores and certificates > NodeDefaultTrustStore

Definas keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststors types.

General Properties

Additional Properties
Name

gner certificates
|f'lcdaDar'Eu|tTruEtStCre

Parsonal

certificates
Description E——

[Default trust store far JazzsMiade01 Personal
certificate
Managemsnt scops requests

|(cell):Ja::SMcheDl.CeII:(ncde):Ja::SMl'cheD]. Custom
properties

Path
[s¢conrFic_rRoaT}/calls/1azzSMNade01Cell/nodes/Jazz5MNode0 1 /trust.p12

# Password

Type
| PKCS12 W

[ Rezd only

D Initialize at startup

Ensble cryptographic operations on hardvare device

Apply || OK | Reset || Cancel

S5L certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

+ Preferences

Add Delete Extract || Retrieve from port m

- add the details for the server where Impact is installed (hostname and port)
- add an Alias for the Impact certificate

SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port

Malkes a test connection to a Secure Sockets Layer (55L) port and retrieves the signer from the server during the handshake.

General Properties

# Host
|busyl.castle.fvre.ibm.corn

# Port
[16311

S5L configuration for ocutbound connection
| NodeDefaultS5LSettings V|

# Alias
[fmpacturcert

Retrieve signer information |

Apply | oK | Reset | Cancel |

- select Retrieve signer information option:
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S5L certificate and key management > Key stores and certificates » NodeDefaultTrustStore > Signer certificates > Retrieve from port

Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the handshake.

General Properties

# Host
|bu5y1.c:astle.fyre.ibm.corn

# Port
[16311

S5L configuration for outbound connection
| NodeDefaultS5LSettings V|

# Alias
[tmpactuICert

Retrieve signer information |

Retrieved signer information

Serial number

1529458963 |

Issued to

|CI‘-I=bus‘_v-1..castle.F'_«re.ibm.c:c:m,. 0=IBM, OU=ImpactUl, C=US |

Izzued by

[cn=busy1.castle.fyre.ibm.com, 0=1BM, OU=ImpactUl, C=US |

Fingerprint (SHA digest)

|20:C1.:8?:32:?4:86:3E:32:31:36:lE:DD:?E:EQ:16:33:65:36:9E:39 |

Validity period

[30-3un-2023 |

Apply oK | Reset | Cancel |

- select OK and Save the configuration

SSL certificate and key management 7=

= Messages

&

nges have been made to your local configuration. You can:
irectly to the master configuration.

= Review changes before saving or discarding.

& The server may need to be restarted for these changes to take effect.

S

SL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates
Manages signer certificates in key stores.

& Preferences

Add Delete Extract Retrieve from port

W

Select| Alias & Issued to Fingerprint (SHA Digest) & Expiration
You can administer the following resources:
l:‘ impactuicert CN=busy1.castle.fyre.ibm.com, O=IBM, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:89:16:33:65:36:9E:39 | Valid from 03-1ul-2019 to
OU=ImpactUl, C=US 30-Jun-2029.
D root CN=motleys1.castle.fyre.ibm.com, FA:41:A0:62:8C:54:08:B8:E1:06:65:AF:FA: C7:48:55:8F:26:38:EF | Valid from 02-Jul-2019 to
OU=Root Certificate, 28-1un-2034.

OU=1azzSMNodeD1Cell,
QU=JazzSEMNedeOl, O=IBM, C=US

Total 2

e Export the Itpa.keys file from the DASH and apply a password to the ltpa.keys file

- Qo to Security -> Global Security -> Authentication -> LTPA
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‘ View: [All tasks

~

welcome

Guided Activities
Servers
Applications

Services

Resources

obal secunity

Administrative Autherization Groups
S5L certificate and key management
Security suditing

Bus security

Envirenment

System administration
Users and Groups
Monitoring and Tuning
Troubleshosting
Service integration

upDL

Global security

Use this panel to configure

and the default

Close page

security policy. This security configuration applies to the security palicy for all administrative

functions and is used as a default security policy for user applications. Security demains can be defined to override and customizs the security pelicies for user

applications.

Security C Wizard |

Security C

Report |

Administrative security

Enable a sacurity

Administrative user roles

Application security

Enable application security

Java 2 security

Administrative group roles

Administrative suthentication

] Use sava 2 sacurity to restrict application sccess to local rasources

User account repository

Realm name
defaultWIMFileB;

dRealm

Current realm definition
Federsted repositories

Available realm definitions

Federated repositories ~ Configure... Set as current

Authentication

Kerberos and LTPA

Kerberos configuration

O swam ): Ho

Authentication cache settings

Web and SIP security

RMI/I1OP security

car between servers

Java Authentication and Authorization Sarvica

[ enable Java Authentication SP1 (3asP1)

Providers

Security domains

External authorization providers

session cool

Use realm-qualified user names

configuration

Custom properties

A

- setpassword for the ltpa.keys

- enter the complete path to the place where you will store the exported ltpa.keys

Global security > LTPA

Encrypts authentication information so that the application server can send the data from one server to another in a secure
manner. The encryption of authentication information that is exchanged between servers involves the LTPA mechanism.

Key generation

Authentication data is encrypted and decrypted by using keys that are kept in one or more key stores.

Key set group

NodelTPAKeySetGroup | ™

Generate keys

Kev set groups

LTPA timeout

LTPA timeout value for forwarded credentials between sarvars

1440 minutes

Cross-cell single sign-on

Single sign-on across cells can be provided by sharing keys and passwords. To share the keys and password

cell, specify a key file, and click Export keys. Then

# Password

#* Confirm password

Fully gualified key

e name

; log on to one
. log on to the other cell, specify the key file, and click Import keys.

|.-"Miha.-"trnpl(e‘,l's.-"|tpa.l—ceys|

Impart keys |

Export keys |

select “Export Keys” option and make sure everything completed successfully:
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Global security rE

= Messages

[} The keys were succassfully exported to the file /Miha/tmpKays/Itpa.keys.

Global security > LTPA
Encrypts authentication information so that the application server can send the data from one server to ancther in 2 secure
manner. The encryption of authentication informaticen that is exchanged betwean servers inveolves the LTPA mechanism.
Key generation
Authentication data is encrypted and decrypted by using keys that are kept in one or more key stores.

Key set group
NodelTPAKeySetGroup | Generate keys

Kev set groups

To cross check this, go to the directory where you have exported lpa.keys file and check the
content of this file:

On the Netcool/Impact side:
- take a backup of ltpa.keys files from the below directories:

/Miha/opt/IBM/tivoli/impact/w Ip/usr/servers/ImpactUl/resources/security/ltpa.keys
/Miha/opt/IBM/tivoli/impact/w Ip/usr/servers/TBSMIs /resources/security/ltpa.keys

- make sure both DASH and Impact have the same Realm name e.g.:
defaultWIMFileBasedRealm (or how you have configured this in DASH)
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[Global security ]

Global security

Usa this pansl to configurs sdministration snd the default spplication security policy. This security configuration applies to the sscurity policy for all sdministrative
functions and is used as a default security policy for user applications. Security demains can be defined to ovarride and custamize the security policies for user

soplications.

Security Configuration Wizard \ Security Configuration Report

Administrative security Authentication

Enable administrative security Authentication mechanisms and expiration

® \7oa

Kerberos and LTPA

Kerberos configuration

Application security —
(_) swWAM (deprecated]: Ho authenticated communication between servers

Enable application security Authentication cache settings

Java 2 security

O sedavaz security to restrict application accass to local resourcas

D Enable Java Authentication SPI (JASPI)
Providers

User account repository
Use realm-qualified user names

Realm name
faultwIMFileBasedRealm

Fed

Available realm definitions

Federated repositories b | Configure... Set as current

If the name is not the same as the one from Impact, you will need to update the Realm Name for
Impact first.

Make sure the object server is up and running and not hanging and afterwards in Impact and that
within /Miha/opt/IBM/tivoli/impact/install/security/impactncos.properties you have
NCOSPrimaryHost property set to FQDN of Impact hostname.

- disable object server repository authentication by running:

cd /Miha/opt/IBM/tivoli/impact/install/security
JconfAuth4OMNIbus.sh disable impadmin netcool netcool

where:

impadmin — new temporary user created in file based repository

netcool — current impadmin password

netcool — current impact administrative user that was used for the current repository

Command example:
- cpeim

vi /Miha/opt/IBM/tivoli/impact/install/secur ity/impactncos.properties
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Label

enabling

- enable object server repository authentication again

cd /Miha/opt/IBM/tivoli/impact/install/security
JconfAuth4OMNIbus.sh enable impactadmin netcool ™ netcool

where:

impactadmin — object server user created for impact with admin permissions
netcool — current impactadmin password

> — object server administrative user (root with no password)

netcool — current impact administrative user that was used for the current repository (for impadmin
user created in file based repository)

Command example:

- make sure everything completed successfully:
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- copy the exported key file name on the impact server and replace the initial files for both
TBSM and ImpactUl Impact components with the exported one:

cd /Miha/opt/IBM/tivoli/impact/wlp/usr/servers/ImpactUl/resources/security
cp /Miha/tmpDashKey/Itpa.keys ltpa.keys

cd /Miha/opt/IBM/tivoli/impact/wlp/usr/servers/TBSM/resources/security
cp /Miha/tmpDashKey/Itpa.keys Itpa.keys

- enable SSO configuration by running configlmpactSSO.sh script:

cd /Miha/opt/IBM/tivoli/impact/install/security/
JconfigimpactSSO.sh  defaultWIMFileBasedRealm LtpaToken2 .castle.fyre.ibm.com netcool
netcool

where:

defaultWIMFileBasedRealm —common realm name for both impact and dash
LtpaToken2 — ltpa cookie as was set in dash

.castle.fyre.ibm.com — domain name (. is mandatory)

netcool - password for the ltpa cookie name as was set in dash

netcool — password for the impact admin user

Command example:

- make sure everything completed successfully:

me 'LtpaToken2'

Test SSO between Impact-DASH

After the SSO steps you need to either add roles to impactadmin user so that is can access DASH
features or use mapRoles on ncoadmin or another integration user so that is can see Impact
features.
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Command example:

./mapRoles.sh -add -user ncoadmin -roles " impactAdminUser|impactFullAccessUser"

In this example | have added permissions to impactadmin user.

- login in DASH with smadmin user -> User roles -> select impactadmin user

Search

B @ |

Select UserlD ¢ Actived

ot
Impactadmin
impactadmin L ctive

oy

Active

First NamaA Last Name'\ Roles

= | Filter

& E-mail

User Roles

Available Roles

2O
Select | Roles
4 administrator
4 chartAdministrator
v chanCreator
4 chartViewer
Ol configurator
4 iscadmins
v monitor
4 ncw_admin
0 ncw_dashboard_editor

v ncw_gauges_editor

Filter

- login in DASH with impactadmin user and configure Console Integration

mall Console Settings

User Preferences for NetcoollOMNIDus Web GUI
General
Catalogs

GConnections

Export V
Dashboard Hup
Pages
Widgets

Views

WebSphere Administrative Console

Console Properties

Console Analytics
Roles

Group Roles

Roles

User Roles
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Console Integrations

Console Integrations
Console Integration is used to integrate tasks from other supported consoles into DASH. The table shows the Console Integrations currently in the console.

JS lg-; Filter

Select Hame ¢ Status <

None

- click on New to add a new console integration
- add a name and URL (<impact_hostname:port>/ibm/console/rest)

Consocle Integrations

Console Integrations

General information regarding the Console Integration being created or edited. Specify the name of your U1, as you would like it to appear in the navigation/palette.

Required field
Console Integration [D: impact

Console Integration Name: | impact

Console Integration URL: tps:/fbusy1 castle fyre ibm.com:16311/ibm/consale| |
Integration Location:

consolefConsole Integrations Location...

Save Cancel

Test your Ul to see which tasks will be integrated into this console.

Test

- test and check if the connection is successful

Console Integrations

General information regarding the Cansale Integration being croatod o odited. Speeify the name f your U, as you would Iike it to appear in the navigatian,/palette.

Required fleld
Console Integration I mpact

Consoke Integration Name: | mpact

Consaie Integration URL: | hitps.//busy 1 castle fyre ibm com 16311 ibm/conso
nlegration Locabon

Location...

Save | Cancel

Test your Ul to see which tasks will be integrated into this console.

Test

Status: Connection Successful

The following tasks will be integrated into this console. Pages will be added to the navigation tree under the folder impact. Widgets wil be added to the catalog named impact

Name. D Roles Supported Flatforms Federated Type

Impact impactview DESKTOP troe page

- save the console integration
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Console Integrations

Console Integrations

‘Console Integration is used to integrate tasks from other supported consoles into DASH. The table shows the Console Integrations currently in the console.

L X~ Filter
Salect lame. S Siatus <
Impact Connection Successful

- this should be afterwards available within DASH menu:

Impact

Home

I Impact I

€ O https://motleys1.castle.fyre.ibm.com:16311/ibm/console/navigation.do?XSS=7414e776764f6ee59¢8 90% (] Q Search 1

Console Integrations Impact

NCITBSMCLUSTER (172.20.20.12:33638:TBSM) ~ Global ~ Optio|

IBM Tivoli Netcool/lmpact 7.1.0.16

Welcome Data Model Policies Services Operator View Event Isolation and Correlation Maintenance Window Reports

Getting started

Thank you for using IBM Tivoli Netcool/Impact
IBM Tivoli Netcool/Impact is a highly scalable analytics engine that adds event and service enrichment as well as business impact analysis to events and augments event aut]
data. Impact's data access and policy management engine can collect contextual information from external data sources and inject that information into events (via policies) f4

centric impact analysis, faster problem resolution, custom automation and advanced correlation

Managing Netcool/limpact

The following key tasks are enabled by this solution. You can go directly to each task or read the documentation

| = it

Data Model ~ Policies ~ Services Operator View ~
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Install TBSM Components

TBSM Data Server and TBSM Dash Server could be installed in any order. In case TBSM Dash
Server is first, then you need to first create tbsmadmin user within the object server.

Before starting the installation of either Data Server or Dash Server, TBSM Configuration Ultility
should be installed and TBSM schema should be added within the object server.

TBSM 6.2 package should be downloaded and extracted on both server 1 and server 2.
TBSM 6.2 data server will be installed on server 1, along with Omnibus, Impact.
TBSM 6.2 dash server will be installed on server 2, along with JazzSM, webgui.

Add TBSM Schemato Object Server

This will be applied on server 1 where OMNIbus was installed and configured, hence on serverl.

- go to unzipped directory for TBSM and from here to the following directory:
<extracted_tbsm_path>/data_linux/omnibus/schema_files:

25

- run the following command:

Jimport_schema.sh  $NCHOME thsm_db_update.sgl RAD <OBJServer_Name> root <root-
password>

Command example:

[rootlbusyl s i:hEI‘.'lEl:f iles]# ./import schema.sh /Miha/opt/IBM/tivoli/netcool tbsm db update.sgl R

in this material object server has root as administrative user with no password.

Any warnings about the existence of some of the objects could be safely ignored
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- run the following second command:

Jimport_schema.sh $NCHOME ClearServiceDeps.auto RAD <OBJServer_Name> root <root-
password>

Command example:
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Install TBSM Database Configuration Utility

- login as db2instl user on serverl where DB2 has been installed
- Qo to the directory were TBSM package was extracted and from here go to dbconf_linux
directory:

- run the following command:

Jinstall_gui_dbconf.sh

@ IBM Installation Manager - O x
Install Packages -_—
Select packages to install: __

v | [) IEM® Installation Mar
LU version1es Will be installed IBM
w |+ ||| IBM Tiveli Business Service Manager Database Configuration utility
W [, Version6.2.0.0 Will be installed IBM
Show all versions Check for Other Vers

Details

IBM® Installation Manager 1.8.9
The IBM® Installation Manager is a tool that you can use to install and maintain your software packages. More infe
® Reposttory /MihatmpTBSMjdbconf_linux/im.linux. x86

@ Next > Cancel

- enter installation directory for TBSM database configuration utility; db2instl user needs to
have write permission to this directory
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@ IBM Installation Manager

Install Packages

Select a location for the shared resources directory and a location for Installation Manager.

Install Licenses Location. »  Features Summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
:‘ 2) The installation directory - any resources that are unique to the package that you are installing.

Important: You can only select the shared resources directory the first time you install a package with the IBM

Installation Manager. For best results select the drive with the most available space because it must have
adequate space for the shared resources of future packages.

Shared Resources Directory: [home/db2inst/IBM/IBMIMS hared

Once installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your
packages.

C

Installation Manager Directory: db2i

Browse...

Disk Space Information

Volume  Available Space
! 21497 GB

< Back Next > Instal Cancel

Browse...

- enter installation path

e IBM Installation Manager

Install Packages

A package group is a location that contains one or more packages. Some compatible packages can be installed into
comimon package group and will share a common user interface. Select an existing package group, or create a new
one,

Install Licenses Location >  Features Summary

®) Create a new package group

Package Group Name Installation Directory Archited
BM Tivoli Business ice Manager

[home/db2inst1/IBMtivelitbsmdb

Package Group Name: IBM Tivoli Business Service Manager

Installation Directory: Ihome/db2instl/IBM/tivolitbsmdb Browse...
Architecture Selection: 32-bit 64-bit
Details Disk Space Information
Shared Resources Directory: /home/db2inst1/IBM/IBMIMS hared &
Volume  Available Space
! 214.97 GB
@ < Back Next > Inistall Cancel
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- add details for TBSM Data Server Database Configuration

hostname,

port, user and its password (db2instl user is required

Install Packages
Fil in the configurations for the packages.

tall ense Location

w [} Common Configurations

TBSM Data Server Database Configuration
o TBSM Data Server D.

() TBSM TWA Metric Marker DE C
) TBSM TWA Metric History DBC
) TBSM Sample Database Corfi

Common Configurations

L
e

This panel will be uzed to configure the TBSM Data Server database. The information will be saved in the
thsmdb/sql/tbsm_db.properties and _db. pi property files. To change these
values later, edit the property files and use the tbsm_db script to generate the SOL with updated values.

Database Name (maximum 8 characters). TBSM

Database Host Name or IP Address: busyl. castle.fyre.ibm.com
Database Port Number: 50000

Database User ID: db2instl

Database Password

Confirm Password

Should the installer create the schema for this b (The b userid and p: d
parameters are ignored if 'no' is selected)?

®) Yes, create the schema including the tables, tablespaces and views.
No, complete the installation. The schema will be created at a later time.

The Database Path on which to create the database. For Windows, this must be a drive letter (for
example c:). A null value or '<default>' will indicate that the default database path specified in the
atabase manager configuration will be use

F multiple Paths are specified, they must be comma and the Path ining the
must be the first Path specified.

Database Path: | <default>

To optimize the configuration of the please estimate the number of service
that can be The selecti ines the default configurati

Large (more than 20,000)
®) Medium (5,000 to 20,000)

Small (up to 5,000)

database name, database

- add details for TBSM TWA Metric Marker DB - database name, database hostname,
port, user and its password (db2instl user is required)

Install Packages
Fillin the configurations for the packages

~ [} Common Configurations

[ TBSM Data Server Database ¢
TBSM TWA Metric History DBC
() TB8SM Sample Database Confi

)

Common Configurations
TBSM TWA Metric Marker DB Config Panel

This panel will be used to configure the TBSM Time Window Analyzer Metric Marker database. The
information from this page will be stored in the _db.p file. Later
Changes can be made by editing this property file and then uzing the thsm db script to generate the SOL
with the new values.

Database Name (maximum 8 characters): | TBSM

Database Host Name or IP Address: busyl. castle fyre.ibm.com
Database Port Number: 50000

Database User ID: db2inst1

Database Password .

Confirm Password: .

Should the installer create the schema for this database (The userid and
parameters are ignored if 'no' is selected)?

® ) Yes, create the schema including the tables, tablespaces and views.
No, complete the installation. The schema will be created at a later time.

The Database Path on which to create the database. For Windows, this must be a drive letter (for
example c:). A null value or ‘<default>' will indicate that the default database path specified in the
database manager configuration will be used.

I multiple Paths are specified, they must be comma d and the Path ining the datab

must be the first Path specified.

Database Path: | <default>

To optimize the configuration of the please esti d number of service
that can be d. The selecti A configuration values.

Large (more than 20,000)

@) Medium (5,000 te 20,000)

Comall (11 bm & AAAY
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- add details for TBSM TWA Metric History DB - database name, database hostname, port,
user and its password (db2instl user is required)

Install Packages
Fill in the configurations for the packages

- N
g

stall License Location Features >  Summar

4

c Confi i

v [} Common Corfig:

[ TBSM Data Server Database (
[@ TBSM TWA Metric Marker DB C

() TBSM Sample Database Confi

TBSM TWA Metric History DBConfig Panel

This panel will be used to configure the TBSM Time Window Analyzer Metric History database. The
rmation from this page will be stored in the file. Later

changes can be made by editing this property file and then using the tbsm db script to generate the SOL

with the new values.

Database Name (maximum 8 characters). TBSMHIST

Database Host Name or IP Address: busyl.castle.fyre.ibm.com

Database Port Number. 50000

Database User ID: db2instl

Database Password [TITYYT)

Confirm Password: . oo

Should the installer create the schema for this (The userid and

parameters are ignored if 'no’ is selected)?
®) Yes, create the schema including the tables, tablespaces and views.
No, complete the installation. The schema will be created at a later time.

The Database Path on which to create the database. For Windows, this must be a drive letter (for
example c:). A null value or '<default>' will indicate that the default database path specified in the

database manager configuration will be used.
I multiple Paths are specified, they must be comma and the Path ining the
must be the first Path specified.

Database Path: | <default>

To optimize the configuration of the please esti the d number of service
i that can be The i ines the default confi values.

Large (more than 20,000)

@ Medium (5,000 to 20,000)

Comall (11 b & AAAY

- add details

for TBSM Sample DB configuration - database name, database hostname, port,
user and its password (db2instl user is required)

Install Packages
Fillin the configurations for the packages

W )

Install License Location Featur Summary

w [[J Common Configurations
[ TBSM Data Server Database ¢
[ TBSM TWA Metric Marker DB C
[ TBSM TWA Metric History DBC
o TBSM Databas

Common Configurations
TBSM Sample Database Configuration

Thi

s panel will be used to configure the TBSM mph The i ion from this page
will be stored in the ,_db.p property file. Later changes can be made by
editing this property file and then using the tbsm_db script to generate the SQL with the new values.

Database Name (maximum 8 characters):  TBSM

Database Host Name or IP Address: busyl.castle. fyre.ibm.com
Database Port Number: 50000

Database User ID: db2instl

Database Password: L]

Confirm Password .

Should the installer create the schema for this datab (The b userid and p:
parameters are ignored if 'no’ is selected)?

®) Yes, create the schema including the tables, tablespaces and views.
No, complete the installation. The schema will be created at a later time

The Database Path on which to create the database. For Windows, this must be a drive letter (for

example c:). A null value or '<default>' will indicate that the default database path specified in the

database manager configuration will be used.

H multiple Paths are specified, they must be comma separated and the Path containing the database
must be the first Path specified.

Database Path: | <defaul>

To optimize the configuration of the datab please esti the d number of service
i be d. The selecti i the default i ion values.

Large (more than 20,000)
@) Medium (5,000 to 20,000)

Small (up to 5,000)

60



e IBM Installation Manager

Install Packages

Review the summary information

Install

=

Target Location

Package Group Name: IBM Tivoli Business Service Manager
Installation Directory: Ihome/db2instL/IBM/tivolitbsmdb
Shared Resources Directory.  fhome/dbZinst1/IEM/IEMIMS hared
Packages

[[J 1BM® Installation Manager 1.8.9

[[] 1BM Tivoli Business Service Manager Database Configuration wtilty 6.2.0.0

Environment

Disk Space Information

English Total Available Space
i 214.97 GB

Total Download Size: 284,21 MB

Total Installation Size:  639.86 MB

} Repository Information
(O] < Back le Install Cancel
0 IBM Installation Manager - [m}
Install Packages

o The k are installed. View Log File

The following package was installed:

w %_ IBM Tivoli Business Service Manager

[[J 1BM Tivoli Business Service Manager Database Configuration .

Installation Manager was successfully installed into: /home/db2instL/IBM/
InstallationM anager/echpse

Note: If the packages support rollback, the tamporary drectory contains

rollback files for installed packages. You can delete the files on the Fil
rollback preference page.

Finish
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Install TBSM Data Server

- Qo to the directory where TBSM was extracted on server 1 and from here to data_linux
directory:

- run the following command and select TBSM Data Server to be installed:

Jinstall_gui_data.sh

[root@busyl data linux]

@ IBM Installation Manager - O et
Install Packages -
Select packages to install: i

l 1BM Tiveli Business Service Manager Data Server

W [{, Version 6.2.0.0 Will be installed IBM

Show all versions Check for Other Vers

Details

IBM Tivoli Business Service Manager Data Server 6.2.0.0
IEM Tivoh Business Service Manager Data Server £.2.0.0 More inf
* Repository. /MihatmpTBSM/data_linux/data_media_linux/diskl

(?) Next = Cancel

- enter the installation directory path for TBSM data server
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 1BM Installation Manager = [m] X

Install Packages i
A package group is a location that contains one or more packages. Some compatible packages can be installed into a !

common package group and will share a common user interface. Select an existing package group, or create a new
one,

Install Prerequisite Licenses | Location ) Features Summar
) Use the existing package group

®) Create a new package group

Package Group Name Installation Directory

“.. IBM Tivoli Business Service Manager IMiha/opt/IBM/tivolitbsm

Architec

Package Group Name: 1BM Tivoli Business Service Manager

Directory: ih ivolitbsm

Pt Browse...
Architecture Selection: 32-bit 4-bit
Details Disk Space Information
Shared Resources Directory. /Miha/opt/IBM/IBMIMShared .
Volume  Available Space
! 211.85GB
@ < Back Next > Instal Cancel

- enter Impact server username details (for host details FQDN is required, make sure

letc/hosts is properly configured) and also the password for the tbsmadmin user that will
be created

Install Packages = i
Fillin the configurations for the packages. I J

nstall Prerequisite Location ( Features >  Summar
w @ Cormman Configuratisns Common Configurations
Impact Server Details
@ Impact Server Details i
Data Server Information TBSM services uses Netcoollmpact sglciﬁ: Models, datasource, types and

service. Please Enter the Impact details
() TBSM Data Server Database |

() TBSM Metric Marker Database ~ '"Pact Server Host SR CaR Ty e
() TBSM Metric History Database
Object Server Details
TBSM DataServer User Regist  Impact BackEnd Port
Jazz for SM Server Details
DataServer Data Source and| 7% 7 T8 Bot
TADDM Connectivity Configur:
TADDM Database Configuratic
Discovery Library Book Import  Impact User Password:
Discovery Library Book Export

Corfirm Password:
tbsmadmin User Password: 000000
Corfirm Password: eecccee

If failover will be setup and this Data server will be the backup
server, select the following check box

| Designated Backup Server

- enter data server communication port, by default this is 17542:
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0 IBM Installation Manager

Install Packages
Fillin the configurations for the packages.

nstall Prer

w [[J Commen Configurations

Impact Server Details

() TBSM Data Server Database |

) TBSM Metric Marker Database

() TBSM Metric History D atabase
Object Server Details
TBSM DataServer User Regist
Jazz for SM Server Details
DataServer Data Source and |
TADDM Connectivity Configur:
TADDM D atabase Configuratic
Discovery Library Book Import
Discovery Library Book E xport

ses Location | Features >  Summary

Common Configurations

Data Server Information

Provide following information for the Data Server
Communication Port:

17542
Impact Server Command line port:

< Back Next > nstal Cancel

- enter TBSM Data Server Database information as configured during DB2 installation

Install Packages
Fillin the corfigurations for the packages.

Install Prerequisite

+ [[J Common Corfigurations

@ Impact Server Details

[ Data Server Information

) TBSM Metric Marker Database

) TBSM Metric History Database
Object Server Details
TBSM DataServer User Regist
Jazz for SM Server Details
DataServer Data Source and |
TADDM Connectivity Configur:
TADDM Database Configuratic
Discovery Library Book Import
Discovery Library Book Export

enses Location [ Features >  Summan

Common Configurations

TBSM Data Server Database Information
Enter the information for the TBSM Data Server Database. This is the
database where TESM stores its services, templates, and the service
compenent registry

Database Name (maximum 8 characters) TBSM

Database Host Name Or IP Address: busyl.castle. fyre.ibm.com
Database Port Number: 50000

Database User ID: db2instl

Database Password: (1]

Confirm Password:
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Install Packages
Fillin the configurations for the packages.

Install Prerequisite Licenses Location ( Features 7] Surnmary

v ([} Comman Configurations Common Configurations

~ TBSM Metric Marker D atabase Information
@ Impact Server Details

[ Data Server Information Enter the information for the TBSM Metric Marker Database. This is the

database TBSM usess to store metric markers configured for overlaying
& TBSM Data Server Database | historical values in the Time Window analyzer

Database Harme (masimum 8 characters): | TBSM

() TBSM Metric History Databass

Objact Server Details Database Host Mame Or IP Address: busyl.castle. fyre.ibm.com
TBSM DataServer User Regist
. Database Port Number: 50000

Jazz for SM Server Details
DataServer DataSource and | pstabass User ID: dbZinstl
TADDM € ennectivity Configur:
TADDM Database Corfiguratic  Database Password: ssesese
Discovery Library Book Import

Confirm Password: (1111 1]1)]

Discovery Library Book Export

Install Packages
Fillin the corfigurations for the packages.

Install Prerequisite Licenses Location ( Features >  Summary

w [[J Commen Corfigurations Common Configurations
@ Impact s Oatal TBSM Metric History Database Information
mpact Server Details

[ Data Server Information Enter the information for the TBSM Metric History Database. This is the
database TBSM uses to store the history of the values for metrics that are
[ TBSM Data Server Database|  configured for the collection and display with the Time Window analyzer

£ TBSM Metric Marker Database

™ TBSM Metri: ry Datab,

Database Name (maximum 8 characters): TBSMHIST

Object Server Details Database Host Mame Or IP Address: busyl. castle. fyre ibm.com
TBSM DataServer User Regist
. Database Port Number: 50000
Jazz for SM Server Details
DataServer Data Sourceand | patapase User ID db2inst

TADDM Connectivity Corfigur:
TADDM Database Configuratic ~ Database Password:

Discovery Library Book Import
Confirm Password:

Discovery Library Book Export




- enter object server details:

Install Packages
Eill in the configurations for the packages

Install Prerequisite Li

w [[J Common Configurations
[ Impact Server Details
[ Data Server Information
[ TBSM Data Server Database |
£ TBSM Metric Marker Database
[ TBSM Metric History Databass

icenses Location [ Features >  Summary

Common Configurations
Object Server Details

TBSM will need an evert source. By default, it will connect to Netcoold
OMNIbus. Other types of event sources require manual configuration. Please
enter the Host and Port for your NetcoolOMNIbus Server.Please note the
validation of this panel takes minimum four minutes of time.

ObjectServer Host Name: busyl.castle. fyre.ibm.com

¥ Object S Details
ObiectSarver Eort Nurvier: | 4100

TBSM DataServer User Regist

Jazz for SM Server Details ObjectServer User |D: root
DataServer Data Source and |

TADDM Connectivity Configurs O PiectServer User Password:

TADDM Database Configuratic Confirm Password:

Discavery Library Book Imporl

Discovery Library Book Export

0 IBM Installation Manager

Install Packages
Fillin the corfigurations for the packages.

Install Prerequisite Lices

w ([} commen Configurations Comman Configuratianc

3 Impact Server Details TBSM DataServer User Registry Details

[ Data Server Information Omnibus is Already Configured.
[ TBSM Data Server Database |
& TBSM Metric Marker Database
& TBSM Metric History Database
Object Server Details

@ TBSM DataServer User Regist

Jazz for SM Server Details

(®) User Registry Already Configured

DataServer Data Source and |
TADDM Connectivity Configur:
TADDM Database Conrfiguratic
Discovery Library Book Import
Discovery Library Book Export

@ < Back Next >

Summary

Cancel
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- enter Jazz SM details, make sure to add the correct FQDN from server 2 where JazzSM is

installed

Install Packages
Fillin the configurations for the packages.

Install Prerequisite Lic

= [[J Common Corfigurations

@ Impact Server Details

[ Data Server Information

[ TBSM Data Server Database |

[ TBSM Metric Marker Database

[ TBSM Metric History Database

Object Server Details

[E TBSM DataServer User Regist
DataServer Data Source and |
TADDM Connectivity Configur:
TADDM Database Corfiguratic
Discovery Library Book Import
Discovery Library Book Export

enses Location [ Features >  Summan

Common Configurations
Jazz for SM Server Details

Jazz5M Host Name: | motleysl castle. fyre.ibrm.com

Jazz5M HTTPS Port Number: 16311

9 IBM Installation Manager

Install Packages
Fill in the configurations for the packages.

install Prerequiste

censes Location ([ Features >  Summan

[ Confi ations

w [[J Common Corfiguration:

[ Impact Server Details

@ Data Server Information

& TBSM Data Server Database |

& TBSM Metric Marker D atabase

[ TBSM Metric History Database

[ Object Server Details

& TBSM DataServer User Regist

& Jazz for SM Server Details
TADDM Connectivity Configur:
TADDM Database Configuratic
Discovery Library Book Import
Discovery Library Book Export

DataServer Data Source and DB Selection

The toolkit supports two data sources:Tivoli Application Dependency Discovery
Manager (TADDM) and Discovery Library Books

Please select the data source(s) that will be used.

+/ Discovery Library Books

| Tivoli Application Dependency Discovery Manager (TADDM)

RM| Registry Port: | 12315

< Back Next > nstal Cancel
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0 IBM Installation Manager

Install Packages
Eill in the corfigurations for the packages.

Install Prerequiste Licenses L.

w [[J Common Configurations
Impact Server Details

@

Data Server Information

a

TBSM Data Server Database |
TBSM Metric Marker Database

B a

TESM Metric History D atabase

]

Object Server Details

a

TBSM DataServer User Regist

(]

Jazz for SM Server Details

a

DataServer Data Source and |

TADDM Connectivity Configur:

TADDM D atabase Configur.

Discovery Library Book Import

a

Discovery Library Book Export

tion ([ Festures >  Summary

Common Configurations
TADDM D atabase Configuration

to the TADDM Dat.

ns for Connecti

IBMDB2

D db2instl

Databa

Database Passwor

Confirm the Database Pa

fyre.ibm.com

Host Name or IP totherl.c

d by ti

Database Name: CMDB

< Back Next > Install

Cancel

0 IBM Installation Manager

Install Packages
Fill in the configurations for the packages

Install Prerequisite Licenses Location [ Features >  Summary

~ [[) Commeon Configurations
T 9
Impact Server Details

Data Server Information

(<<

TBSM Data Server Database |

a

TBSM Metric Marker Database

e

TBSM Metric History Database

a

Object Server Details

a

TBSM DataServer User Regist

a

Jazz for SM Server Details

a

DataServer Data Source and |

a

TADDM Connectivity Configur:
TADDM Database Configuratic

ibrary Book Impor

Discovery Library Book Export

Common Configurations
Discovery Library Book Import Configuration
Configuration of the Discovery Library Book import file system. This is the

directory that the toolkit will monitor for new books, when a new bock is
detected it will be read and processed.

Directory Name: IMih: ivolitbsrmidi yidbo| | Browse..

Restore Default

< Back Next > Install

Cancel
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0 IBM Installation Manager - O

Install Packages
Fill in the corfigurations for the packages

Install P

quisite Licenses Location [ Features >  Summary

w [[J Common Configurations Common Configurations

Dis Library Book Export Corfigurat
[ Impact Server Details covery Library Book Export Camgurstion

B Data Server Information Configuration of the Discovery Library book export file system. This is the direct:
the toolkit will write to. This can be the same directory that the toolkt reads bool

E TBSM Data Server Database |

[ TESM Metric Marker Database Directory Name: IMihalopt/IBMtivolitbsmidiscoveryidibooks Br

[ TBSM Metric History Database

Restore Default

<]

Object Server Details T .
The following information will be contained in the Discovery Library book optiona

[0 TEBSM DataServer User Regist  generated by TBSM. This information may be used by other products to launch-i
[ Jazz for SM Server Details context back to TESM. . . . .
If aload balancer has been used in conjuction with multiple dashboard servers, s
[ DataServer Data Source and | the load balancer. If a Host Name is specified, it must be a fully qualfied Host N2
& TADDM Connactivity Configuri  Epter a Dashboard Server Host Name or 1P Add otflyl. castle. fyre.ibn
& TADDM Database Corfiguratic
[@ Discovery Library Book Import er Port: 16311
™ Discovery Library Book Expol
N
@ < Back Next > Ins Cancel
G IBM Installation Manager - m} X

Install Packages

Review the summary information

Install Prerequisite Licenses Location Features | Summary

Target Location
Package Group Name: IBM Tivoli Business Service Manager
Installation Directory: IMihalopt/IBMtivolitbsm
Shared Resources Directory  [Miha/opt/IBM/IBMIMShared

Packages
Packages

[[J 18M Tivoli Business Service Manager Data Server 6.2.0.0

Environment Disk Space Information
English Total Available Space

I 211.16 GB

Total Download Size:  232.25 MB
Total Installation Size:  748.71 MB

} Repository Information

@ < Back Next > Install Cancel

- make sure everything completed successfully:
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6 IBM Installation Manager - O X

Install Packages 'j

-q‘w The packages are installed. View Log File

The following package was installed

w ¥ IBM Tivoli Business Service Manager

IBM Tivoli Business Service Manager Data S

es support rollback, the temporary
iche

Note: If the packag y
directory cortai ack files for installed p. You
an delete the files he Files for rollback pr

page.

() Finish

Install TBSM Dashboard Server

TBSM 6.2 package should be extracted on server 2 as well where WAS, JazzSM and webgui are

installed. On this server TBSM Dash Server should be installed.

Make sure webgui is up and running and that you can run runwaapi commands
used during TBSM dash install. For this waapi.init file should be configured.

Output example and waapi.init file configuration:

duygyiguugygiguugygiguugygiguuygiouuygiuuyuuuyauuyauyyauyy
m

T T T T TT TT T T TT AT T T TTTTTTTTTTTTTT

as this is being
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go to the directory where TBSM was extracted and from here to dash_linux directory
- run the following command:

Jinstall_gui_dash.sh

[root@motleysl Mihal# cd /tmpTBSM62/dash linux/

oot@motleysl dash linux]#
install con e dash.sh

install s
install gui

select TBSM 6.2 Dashboard component to be installed:

@ IBM Installation Manager

Install Packages

Select packages to install: i __]

([, version 6.2.0.0 Will be installed IBM

Show all varsions Check for Other Vers

Details

IBM Tivoli iness Service ger Dashb

d Server 6.2.0.0
IBM Tivoli Business Service Manager Dashboard Server 6.2.0.0 More inf

* Repostory: /MihatmpTBSM/dash_linux/dash_media_linux/diskl

Next > Cancel
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enter installation directory for TBSM Dashboard server

0 IBM Installation Manager

Install Packages

A package group is a location that contains one or more packages. Some compatible packages can be installed into a ;451 |

common package group and will share a common user interface. Select an existing package group, or create a ne
one

Install Prerequiste Licenses

) Use the existing package group
®) Create a new package group
Package Group Name

Installation Directory Archited

. IBM Tivoli Business Service Manager IMihalopt/IBM/tivolitbsmdash

Package Group Name: IBM Tivoli Business Service Manager

Directory:

Browse...
Architecture Selection: 2-bit 4-bit
Details Disk Space Information
Shared Directory: /Mih. d
Volume  Available Space
1 219.84 GB
@ <Back Next > tal Cancel

- enter Jazz SM and WebGUI details (make sure you entered the correct installation paths,
JazzSM port, smadmin and tbsmadmin password).

Tnstall Packages

h,Z]
il in the configurations for the packages. J

nstall Prerequiste Licenses Location ([ Features >  Summar

w ([} Common Configurations Common Configurations

o Jaz2 for SM Details Jazz for SM Details

Dashboard Server Configurati

M Host Name motleysl. castle. fyre.it

© Impact Server Details

) Dashboard Server Omnibus D Jazz For SM Directory: | /Miha/opt/IBM/jazzSM
TBSM Dashboard Server User

Browse...

JazzSM Port Number: | 16311

Provide the administrative User ID and Password used for creatiing a|azzSM
profile in the WebSphere Application Server.The User ID and Password will be
used to log in to JazzSM.

JazzSM User ID: smadrmin

JazzSM P assword: eecccee

Confirm Password: o000

Omnibus Web GUI Home Location: IMiha/opt/IBM/netcooli = Browse...

tbsmadmin P assword: 000000

Confirm Password I e000000 ]

- enter dashboard communication port, by default this is 17543:
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0 IBM Installation Manager - O
Install Packages
Fill in the corfigurations for the packages.
Install Prerequiste Licenses Locatio [ Features >  Summary
- m Commoen Configurations Common Configurations
Dashboard Server Configuration

Jazz for SM Details

YD 36k 0ard ¥ anow C onfigur 3t Dashboard Server Communication Port: 17543

@ Impact Server Details

() Dashboard Server Omnibus D

TBSM Dashboard Server User
—
@ < Back Next > Insta Cancel

- enter impact server details as you have installed it on serverl:

Install Packages
Fill in the configurations for the packages.

Install Prerequisite Licenses Location ([ Festures >  Summan

w [[J Common Configurations
@ Jazz for SM Details
Dashboard Server Configurati
® Impact Server Details
() Dashboard Server Omnibus D
TBSM Dashboard Server User

Common Configurations
Impact Server Details

Impact Host Name: busyl.castle fyre.ibm.com
Impact RMI Port: 17542

Impact HTTP Port: 9080

Impact HTTPS Port: 9081

ImpactGUI HTTP Port: 16310

ImpactGUI HTTPS Port: 16311

Impact User: impactadmin

Impact Password:

Impact Confirm Password: [ ]

j\ Data Server HAJFO Configured
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webgui:

Install Packages
Fill in the configurations for the packages.

nstall Prerequisite

+ [[J Commen Configurations
B Jazz for SM Details
[ Dashboard Server Corfigurati
B Impact Server Details

™ Dashboard Server Omnibus D

v
]

Licenses Location | Festures >  Summary

Common Configurations

Dashboard Server Omnibus Details

TBSM will need an event source. By default, it will connect to Netcool/
OMMNIbus. Other types of evert sources require manual configuration. Please
enter the Host and Port for your NetcoolOMNIbus server.

TESM Dashboard Server User

ObjectServer Host

busyll.castle. fyre.ibm.com

]

ObjectServer Port:

ObjectServer User:

4100

root

enter object server details — these should be the same as the ones configured for impact and

ObjectServer Password

Confirmation Password:

enter user registry details — these should be the same as the ones configured for impact and
webgui, in this example omnibus was user as user repository

Install Packages
Fill in the configurations for the packages.

L
|

nstall Prerequisite

icenses Location [ Features >  Summary

Common Configurations

TBSM Dashboard Server User Registry Details

w [[| Common Configurations
& Jazz for SM Details
[ Dashboard Server Configurati )
. File Based
B Impact Server Details

B Dashboard Server Ormnibus D

™ TESM Dashboard Server Use:

#® Object Server
LDAP Server
User Registry Object Server Details
ObjectServer Host Name: busyl.castle. fyre.ibm.com
ObjectServer Port Number: 4100
ObjectServer User |D: roct

ObjectServer User Password:

Corfirm Password:

- continue with the installation:
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0 IBM Installation Manager

Install Packages

Review the summary information.

nstall Prerequisite icenses Location Features
Target Location
Package Group Mame: 1BM Tivoli Business Service Manager
Installation Directory: Mihalopt/IBM[tivelitbsmdash
Shared Resources Directory.  [Miha/opt/IEM/IBMIMShared

Packages
Package

[} 1BM Tivoli Business Service Manager Dashboard Server 6.2.0.0

JE—

Environment Disk Space Information
English Total Available Space
/ 219.84 GB

Total Download Size:  443.54 M8
Total Installation Size: 113 GB

} Repository Information

@ < Back Next Install Cancel
- make sure everything completed successfully:
) 1BM Installation Manager - O X

Install Packages

o The packages are installed. View LogFile

The following package was installed:

w %, IBM Tivoli Business Service Manager

[} 18M Tivoli Business Service Manager Dashb

Note: If the packages support rollback, the temporary
directory contains rollback fles for installed packages. You

can delete the files on the Fi or rolback preference
page

)

Finish
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Post-install steps

After everything is properly configured and running, in case an error appears when a user selects
to edit a policy when creating or editing a TBSM Template Rule, then the steps documented
under this section: "The Policy Editor gives exception when accessed from TBSM Rule editor™
from the following list of known problems should be followed:

https://www-01.ibm.com/support/docview.wss?uid=ibm10716855

Firstly, Single Sign On between the Impact servers and the Jazz SM server must be enabled, if
these steps were skipped from the above documented ones, then they should be followed now.

Once SSO is enabled, the user should enter this URL in a new tab

https://<TBSM_Dashboard_Server>:9081/restui/policyui/policy/N umericAttributeFunctions/loa
dPolicyOrTemplate?policyName=NumericAttributeFunctions&template=null

and accept the prompted certificates in the browser and the Policy Editor should be accessible
afterwards.

Test TBSM features

Login to TBSM DASH with tbsmadmin user

@& ‘m‘ ® # hitps://motleysT.castle.fyre.ibm.com:16311/ibm/console, navig 90% e 9 W Search i o =
Service Configuration + -
Service Navigation Service Editor

Templates ~ ) X > @ =& )
~ required field

pe Tempiate Name:

=) > BSM_GenericTemplates Description: Edit Properties

) M BSM_BusinessSenice Display Icon: [ Browse... (4}
+) @ BSM_ClusterGroup Rules  Tagged Services = Output Expressions =~ SLA  Additional = Security
(%) [} BSM_DiscoveredsppServerClusters = =

DBOIF R e %

) ¢ BSM_NetworkTemplates Select | Type Rule Name Rule Settings

+) €0 BSH_DiscoveredNodes

13 BSM_Senice
3] € BSM_StorageTemplates

(3 ¢ BSM_SpecializationTemplates
4 ¢ SCR_RooiTemplate

You can either connect to the Data Server component (Impact) separately or through the
integration console previously configured.
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https://www-01.ibm.com/support/docview.wss?uid=ibm10716855

cC ® ® # https;//motleys.castle.fyre.ibm.com:16311/ibm/console/navig 90% e @ ¥ Q search m @ =

Service Configuration Impact

IBM Tivoli Netcool/impact 7.1.0.16 NCL:TBSMCLUSTER (172.20.20.12:17542:TBSM) ~ Global ~ Options « Help ~

Welcome Data Model Policies Services Operator View Event Isolation and Correlation Maintenance Window Reports

Getting started

Thank you for using IBM Tivoli Netcool/Impact

IBM Tivoli Netcool/Impact is a highly scalable analytics engine that adds event and service enrichment as well as business impact analysis to events and augments event automation with contextual
data. Impact's data access and policy management engine can collect contextual information from external data sources and inject that information into events (via policies) for improved event-

centric impact analysis, faster problem resolution, custom automation and advanced correlation

Managing Netcool/lmpact

The following key tasks are enabled by this solution. You can go directly to each task or read the documentation

I = it

Data Model Policies ~ Services ~ Operator View ~

Resources

If you have ions, there is il i lable when you need it

B & @E v o

@ £t & Je

Additional steps needed to be followed in case the default Realm name is changed

In case the default realm name (defaultWIMFileBasedRealm) was changed to something else
when the SSO steps were performed (example: dashtest), then, some problems may appear when
the tbsmadmin user is used to create a new page in DASH and add a TBSM data source.

Within this situation the following error is being displayed in SystemOut.log file:
com.ibm.websphere.wim.security.authz. AccessException
com.ibm.websphere.wim.security.authz. AccessException: CWWIM2008E The principal
‘'uid=tbsmadmin,o=netcoolObjectServerRepository" is not authorized to perform the option
'GET PersonAccount’ on ‘uid=tbsmadmin,o=netcoolObjectServerRepository*

If the realm name is being restored back to its default name e.g. defautWIMFileBasedRealm and
SSO steps are followed again, everything appears to be working correctly and the authorized error
IS not being generated.

There are 2 workaround that could be used to be able to use a custom Realm Name, both of them
described below as follows.

Solution 1:

via the WAS console delete all the role mappings and re-add them (administrative roles + audit
roles (if this feature is enabled) +security role mappings)
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Login to WAS as smadmin user -> Applications ->WebSphere Enterprise Applications -> select
isc and click on it:

Cell=1; MNode01Cell, ofil
Views [All tasks ® |

Enterpri

Ap
welcome
Guided Activities Enterprise Applications
s Use this page o manage installed applications. A single application can be deployed onto multiple servers.

Server Types Preferences

2 Applications | Install | Uninstall || Update | Rollout Update || Remove File | Export || Export DDL || Export File
New Application [ v
(=l Application Types —
Select ‘Name ol ‘ Application Status €
Business-level applications You can administer the following resources:
Assets
D Defsultapplication ®
Global deploymant settings
Sevices = | &
Resources M ivtApp ®
=] Security
] | ouew ®
Global security
Security domains Total 4

Administrative Autharization Groups
SSL certificate and key management
Security suditing

Bus security

Select “Security role to user/groups mapping’:

Enterprise Applications > isc

Use this pags to configure an entarprise applicstion. Click the links to access pages for further configuring of the spplication or its modules.

Configuration

Enterprise Applications

General Properties ul
* Nam= Mznage Modules
|'5: | Metadata for modules
Application reference validstion Display module build Ids
Issue warnings o ‘
Web Module Properties
Detail Properties Session management
Target specific application status Context Root For Web Modules
Startup behavior Initialize parameters for serviets
Application binaries 1SP and J5F options
Virtual hosts

Class loading and update dstection

Enterprise Java Bean Properties

Security role to user/group mapping

e : .
i Lefault messaging proviaer references
1ASPI provider Default messaqging provider references

Custom oroperties Security role to user/group mapping |client Module Properties

View Deployment Descriptor

Last participant support extension

Client module deployment mode

Web Services Properties

References

Provide JMS and EIB endpoint URL information

Resource references
Publish W5DL files

Shared library references
Shared library relationships

Provide HTTP endpoint URL infarmation

Database Profiles

5QU profiles and pureQuery bind files

| Reset || cancel |

Select all roles -> click on Map Users:

78



Enterprise Applications > isc > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or module must map to a user or group from the domain user registry. accesslds: The accesslds are required
only when using cross realm communication in a multi domain scenario. For all other scenarios the accessId will be detsrmined during the application start
based on the user or group name. The accesslds represent the user and group information that is used for Java Platform, Enterprise Edition authorization
when using the WebSphere default authaorization engine. The format for the accessIds is userirealm/uniquelserID, grouptrealm/uniqueGrouplD. Entering
wrong information in these fields will cause authorization to fail. AllAuthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms
be given the access. Allauthenticated: This indicates that any valid user in the current realm be given the access.

I Map Users... 'Map Groups... | Map Special Subjects ~ |

Select| Role Special subjects Mapped users Mapped groups
administrator Nons
oparator Nens
configuratar Nens
manitar Nens

OK || Cancel

Search for the tbsmadmin user and add it to the mapping list:

Applications

Enterprise Applications > isc > Security role to user/qroup mapping > Map users/groups

Use this page to search for users or groups and add them to the selected roles.

* administrator
* operator
= configurator

® monitor

Search and Select Users

Decide how many results to display, enter & search string {use * for wildcard), and click Search. Select users in the Available list and add them to the Selected
list.

Display a maximum of
[2o results

Search string

|z

Available: Selected:
smadmin
impactadmin
thsmuser
testuser
nobody

tbsmadmin

OK || Cancel

Click ok and save the configuration.



Enterprise Applications > isc > Security role to user/group mapping

Security role to user/group mapping

Each role that is defined in the application or module must map toe 2 user or group from the domain user registry. accesslds: The accesslds are required
only when using cross realm communication in @ multi domain scenario. For all other scenarios the accessid will be determined during the application start
based on the user or group name. The accesslds represent the user and group information that is used for Java Platform, Enterprise Edition authorization
when using the WebSphere default authorization engine. The format for the accesslds is userirealm/uniquelserID, groupirealm/uniqueGrouplD. Entering
wrong information in these fields will cause authorization to fail. AllauthenticatedInTrustedRealms: This indicates that any valid user in the trusted realms
be given the access. AllAuthenticated: This indicates that any valid user in the current realm be given the access.

Map Users... | Map Groups... | Map Special Subjects ~ |

Selact| Role Special subjects Mapped users Mapped groups
D administrator None tbsmadmin

|:| operator MNone tbsmadmin

l:‘ configurator Mone tbsmadmin

|:| maonitor None tbsmadmin

OK || Cancel

Afterwards, go to “Users and Groups” -> Administrative user roles

T ST T O I T ET T T T

—| Users and Groups

[ Administrativ

Administrative

Manage Us

=1

Manage Groups

+ Mnnitnring and Tuning

Remove thsmadmin user as this was mapped by default with the initial realm name

Administrative user roles

Use this page to add, update or to remove administrative roles to users. Assigning administrative roles to users enables them to administer application servers
through the administrative conscle or through wsadmin scripting.

Logout | Add... | Remove |
e
Select| User & Reole(s) & Login Status
smadmin Primary administrative user name Active
tbsmadmin ISC Admins, Administrator, Configurator, Auditor, Admin Security Manager Not Active

Total 2

Re-add the administrative roles to this user:

80




Use this page to add, update or to remove administrative roles to users. Assigning administrative roles to users enables them to administer application =
through the administrative conscle or through wsadmin scripting.

Logout | Add... Remove |

Select | User 2 Role(s) 2 Login Status 2>

smadmin Primary administrative user name Active

Total 1

Select all the required roles and tbsmadmin user:

Administrative user roles

Administrative user roles > User

Use this page to add, update or to remove administrative roles to users. Assigning admn]
through the administrative conscle or through wsadmin scripting.

ISC Admins
Monitor

Search and Select Users

Decide how many results to display. enter a search string (use * for wildcard), and click
Mapped to role list. Users which have already been mapped to a role will not be returne

Search string

* Search
Maximum results to display |20

Available Mapped to role

impactadmin

nobody L

root ‘

tbsmuser

testuser

Selact All | Deselact All | Salact All | Deselect All |

ok || Reset || cancel |

Ok and save the configuration.

If security auditing was previously enabled, this this should be reconfigured again for tbsmadmin
otherwise it is not required.
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+| Resources

—| Security
Global security
Security demains
Administrative Authorization Groups

SSL certificate and key management
[ Security auditing ]

Bus security

With all these changes, the below 2 files should now reflect the correct Realm name:

/Miha/opt/IBM/JazzSM/profile/config/cells/JazzSMNode01Cell/admin-authz.xml
/Miha/opt/IBM/JazzSM/profile/config/cells/lazzSMNode01Cell/audit-authz.xml

Then re-test the SSO and adding TBSM Topology as datasource for widgets -> everything seems
to be working fine now, no “tbsmadmin user is not authorized” error anymore.
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(& Q ® & https: //motleys1

e/navig 90% e @ ¢ | Q search N s =

ibm.com:1631

Service Configuration Impact + -

IBM Tivoli Netcool/lmpact 7.1.0.16 NCLTBSMCLUSTER (172.20.20.12:17542: TBSM) ~ Global ~ Options ~ Help ~

Welcome Data Model Policies Services. Operator View Event Isolation and Correlation Maintenance Window Reports.

Getting started

Thank you for using IBM Tivoli Netcool/Impact

1BM Tivoli Netcool/Impact is a highly scalable analytics engine that adds event and service enrichment as well as business impact analysis to events and augments event automation with contextual
data. Impact's data access and policy management engine can collect contextual information from external data sources and inject that information into events (via policies) for improved event-

centric impact analysis, faster problem resolution, custom automation and advanced correlation

Managing Netcool/Impact

The following key tasks are enabled by this solution. You can go directly to each task or read the documentation.

1 o @

Data Model ~ Policies ~ Services Operator View ~

Resources

If you have questions, there is information available when you need it.

quunk

Tee searcn ) Mobile Layout = Widget > [fi] A, SeveandEit s

Tree Table

» Messages 0

Selected Dataset:

TS Sendce Mode| ~ TBSM Topology > TESM Togology

Collection of basic service dala piu: nships for the Topoiogy and Tree Table widgels, Template melrics/KPis not available
Dat Format tres. Datast e si (0 Automatic Refresn, Locai Dt Providsr
Change
+ *Required Sefings
No visualzation attribute found for mapping to dataset cohumns.
* Optional Seflings
oK Cancel

Solution 2:

The below 2 files can be manually edited to reflect the correct Realm name for tbsmadmin user
and a server restart will be required to reflect the changes.

/Miha/opt/IBM/JazzSM/profile/config/cells/JazzSMNode0O1Cell/admin-authz.xml
/Miha/opt/IBM/JazzSM/profile/config/cells/JazzSMNode01Cell/audit-authz.xml
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For the first file:
/Miha/opt/IBM/JazzSM/profile/config/cells/JazzSMN ode01Ce Il/admin-authz.xml

<?xml version="1.0" encoding="UTF-8"?>
<rolebasedauthz:AuthorizationTableExt xmi:version="2.0" xmlIns:xmi="http://www.omg.org/XMI"
xmlns:rolebasedauthz="http://www.ibm.com/websphere/appserver/schemas/5.0/rolebasedauthz.xmi"
xmiiid="AuthorizationTableExt_1" context="domain">
<authorizations xmi:id="RoleAssignmentExt_1" role="SecurityRoleExt_1">
<users xmi:id="UserExt_1547584734008" name="tbsmadmin"
accessld="user:defaultWIMFile BasedRealm/uid=tbsmadmin,o=netcoolObjectServerRepository"/>
<specialSubjects xmi:itype="rolebasedauthz:ServerExt" xmi:id="ServerExt_1"/>
<specialSubjects xmi:itype="rolebasedauthz:PrimaryAdminExt" xmi:id="PrimaryAdminExt_1"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_2" role="SecurityRoleExt_2"/>
<authorizations xmi:id="RoleAssignmentExt_3" role="SecurityRoleExt_3">
<users xmi:id="UserExt_1547584734049" name="tbsmadmin"
accessld="user:defaultWIMFile BasedRealm/uid=tbsmadmin,o=netcoolObjectServerRepository"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_4" role="SecurityRoleExt_4"/>
<authorizations xmi:id="RoleAssignmentExt_5" role="SecurityRoleExt_5"/>
<authorizations xmi:id="RoleAssignmentExt_6" role="SecurityRoleExt_6">
<users xmi:id="UserExt_1547584733976" name="tbsmadmin"
accessld="user:defaultWIMFile BasedRealm/uid=tbsmadmin,o=netcoolObjectServerRepository"/>
<specialSubjects xmi:itype="rolebasedauthz:ServerExt" xmi:id="ServerExt_2"/>
<specialSubjects xmi:type="rolebasedauthz:PrimaryAdminExt" xmi:id="PrimaryAdminExt_2"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_7" role="SecurityRoleExt_7"/>
<authorizations xmi:id="RoleAssignmentExt_8" role="SecurityRoleExt_8">
<users xmi:id="UserExt_1547584734100" name="tbsmadmin"
accessld="user:defaultWIMFile BasedRealm/uid=tbsmadmin,o=netcoolObjectServerRepository"/>
</authorizations>
<roles xmi:id="SecurityRoleExt_1" roleName="administrator"/>
<roles xmi:id="SecurityRoleExt_2" roleName="operator"/>
<roles xmi:id="SecurityRoleExt_3" roleName="configurator'/>
<roles xmi:id="SecurityRoleExt_4" roleName="monitor"/>
<roles xmi:id="SecurityRoleExt_5" roleName="deployer"/>
<roles xmi:id="SecurityRoleExt_6" roleName="adminsecuritymanager"/>
<roles xmi:id="SecurityRoleExt_7" roleName="nobody"/>
<roles xmi:id="SecurityRoleExt_8" roleName="iscadmins"/>
</rolebasedauthz:AuthorizationTableExt>

=> All the entries “defaultWIMFileBasedRealm” should be changed to reflect the correct
realm name

Same for /Miha/opt/IBM/JazzSM/profile/config/cells/JazzSMNode 01Cell/audit-authz.xml file

<?xml version="1.0" encoding="UTF-8"?>
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<rolebasedauthz:AuthorizationTableExt xmi:version="2.0" xmins:xmi="http://www.omg.org/XMI"
xmins:rolebasedauthz="http://www.ibm.com/websphere/appserver/schemas/5.0/rolebasedauthz.xmi"
xmi:id="AuthorizationTableExt_11" context="domain">
<authorizations xmi:id="RoleAssignmentExt_11" role="SecurityRoleExt_11">
<users xmi:id="UserExt_1547584733889" name="tbsmadmin"
accessld="user:defaultWIMFile BasedRealm/uid=tbsmadmin,o=netcoolObjectServerRepository"/>
<specialSubjects xmi:itype="rolebasedauthz:ServerExt" xmi:id="ServerExt_11"/>
<specialSubjects xmi:itype="rolebasedauthz:PrimaryAdminExt" xmi:id="PrimaryAdminExt_11"/>
</authorizations>
<roles xmi:id="SecurityRoleExt_11" roleName="auditor"/>

</rolebasedauthz:AuthorizationTableExt>
= defaultWIMFileBasedRealm -> should be changed to the correct realm

After restarting the server and re-tested, everything appears to be working correctly, the error is
no longer present.

[ #2 root@botfly1:/Miha/opt/IBM/InstallationManager/eclipse - [m} X

1in, b=netc
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TBSM 6.2 Upgrade to Fix Pack 1

This sectionhas the purpose to illustratea complete step by stepexample for TBSM 6.2 upgrade to FixPack 1
including the additional steps neededto be followed in casethe base version of TBSM 6.2 that is already installed is
the one fromJuly 2018 instead of the November 2018 version.

Download link Fix Pack1:
https://www-01.ibm.com/support/docview.wss?uid=ibm10876634

The one used in this example, for linux:

https://www-

945.ibm.com/support/fixcentral/swg/se lectFixes?product=ibm%2FT ivoli%2FTivoli+Business+S
ervice+Manager&fixids=6.20-TIV-BSM-LINU X-
FP0001&source=SAR&function=fixld& parent=ibm/T ivoli

List of minimum prerequisites as described within the Readme.txt file that comes with the fix
pack binary:

- This Fix pack requires IBM Tivoli Business Service Manager Version 6.2.0.0 to be installed.
- Installation Manager on your machine should be 1.8.8 or higher

-JazzSM 1.1.3 Fixpack3 (DASH 3.1.3 FP3)

- Impact 7.1.0 Fix Pack 15

For this guide DASH FP3 and Impact FP16 have been used.
Before installing the Fix Pack 1 it is mandatory to check the build version of the TBSM 6.2.0.0
package currently on the environment. This can be done running the versioninfo script located in

the <TBSM_HOME>/bin directory.

If the utility header output shows a build date of 20181106 you only need to run steps 7 and 8
without the additional steps for the old release!!

If the utility header output shows a built date of 2018072 then follow all the steps described in this
document.

Example:
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https://www-01.ibm.com/support/docview.wss?uid=ibm10876634
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?product=ibm%2FTivoli%2FTivoli+Business+Service+Manager&fixids=6.20-TIV-BSM-LINUX-FP0001&source=SAR&function=fixId&parent=ibm/Tivoli
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?product=ibm%2FTivoli%2FTivoli+Business+Service+Manager&fixids=6.20-TIV-BSM-LINUX-FP0001&source=SAR&function=fixId&parent=ibm/Tivoli
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?product=ibm%2FTivoli%2FTivoli+Business+Service+Manager&fixids=6.20-TIV-BSM-LINUX-FP0001&source=SAR&function=fixId&parent=ibm/Tivoli
https://www-945.ibm.com/support/fixcentral/swg/selectFixes?product=ibm%2FTivoli%2FTivoli+Business+Service+Manager&fixids=6.20-TIV-BSM-LINUX-FP0001&source=SAR&function=fixId&parent=ibm/Tivoli

roli/tbhsm/bin/wversioninfo

Machine: busyl.castle.fyre.ibm.com [172.20.20.12]

1. Download the refresh TBSM 6.2.0.0 Installation package. The following are the updated
TBSM 6.2.0.0 base install packages with a build date of 20181106:

CNXG3ML IBM Tivoli Business Service Manager V6.2 Linux 64-bit Multilingual
TBSM_V6.2_LINUX_64_BIT_MULTI.zip

CNXG4AML IBM Tivoli Business Service Manager V6.2 AIX 64-bit Multilingual
TBSM_V6.2_AlIX 64 BIT_MULTI.zip

CNXG5ML IBM Tivoli Business Service Manager V6.2 Windows 64-bit Multilingual
TBSM_V6.2 WIN_64 BIT_MULTI.zip

2. Determine location where the original installation package was placed. This is the
location of the original repositories directory that were used for TBSM installation.
This can be done by example by running Installation Manager imcl “command line"
utility to list the installed packages.

Command: /opt/IBM/InstallationManager/eclipse/tools/imcl listinstalledPackages -verbose

Example:

[rootfbusyl schema files]# /Miha/opt/IBM/InstallationManager/eclipse/tools/incl listInstalledPackages -verhose
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Look for the "Repository" information associated with both the Dashboard and Data Server
applications. For example:

r (com.ibm.tiveoli.tbsm.Dataserver)

r (com.ibm.tivoli.tbsm.dashserver)

3. Backup or rename the repository locations (identified at step 2) for each of the TBSM
components (Data and Dashboard Server).

/tmpTBSM/data_linux/data_media_ linux/diskl
ItmpTBSM62/dash_linux/dash_media_linux/diskl

mv / tmpTBSM /tmpTBSM.old

4. Replace the old version (build 20180723) with the new base build version (build
20181106) by extracting the new downloaded Installation package into the same location
where the initial one was present.

mkdir /tmpTBSM
unzip TBSM_V6.2_LINUX_64-BIT_MULTL.zip -d /tmpTBSM

5. Copy data server and dash server offerings jar files of the new Installation package of
TBSM 6.2 into the Offerings directory of your Installation Manager.

Offerings directory of Installation Manager:
Ivar/ibm/InstallationManager/installRegistry/metadata/Offerings/

Files needed to be copied into the above directory:
com.ibm.tivoli.tbsm.Dataserver_6.2.0.20181106_0249.jar
com.ibm.tivoli.tbsm.Dataserver_6.2.0.20181106_0249_SE.jar
com.ibm.tivoli.tbsm.dashserver_6.2.0.20181106 _0249.jar
com.ibm.tivoli.tbsm.dashserver 6.2.0.20181106 0249 SE.jar

Their current location is under the extracted location of TBSM 6.2 base package (Nov edition):

/tmpTBSM/data_linux/data_media_linux/disk1/md/Offerings
/tmpTBSM62/dash_linux/dash_media_linux/disk1/md/Offerings
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Therefore, commands to be run:

cp
/tmpTBSM/data_linux/data_media_linux/disk1/md/Offerings/com.ibm.tivoli.tbsm.Dataserver_6.2
.0.20181106_0249.jar /var/ibm/InstallationManager/installRegistry/metadata/Offerings/

cp
/tmpTBSM/data_linux/data_media_linux/disk1/md/Offerings/com.ibm.tivoli.tbsm.Dataserver_6.2
.0.20181106 0249 SE.jar /var/ibm/InstallationManager/installRegistry/metadata/Offerings/

bm.tivoli.tbsm.Dataserver

bm. tivoli.tbsm.Dataserver

cp
tmpTBSM62/dash_linux/dash_media_linux/disk1/md/Offerings/com.ibm.tivoli.tbsm.dashserver_
6.2.0.20181106_0249 SE.jar /var/ibm/InstallationManager/installRegistry/metadata/Offerings/

cp
ItmpTBSM62/dash_linux/dash_media_linux/disk1/md/Offerings/com.ibm.tivoli.tbsm.dashserver_
6.2.0.20181106_0249.jar /var/ibm/InstallationManager/installRegistry/metadata/Offerings/

6. Edit toc.xml to add the recently added Offerings jar files on each server
vi /var/ibm/InstallationManager/installRegistry/metadata/Offerings/toc.xml
Check the number of items you have at the beginning of the script and increase it by 1.
example:

from 7
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b @ root@busy 1:/tmpTBSM/data_linux/data_media_linux/disk1/md/Offerings - O X
1.0 g="UTF-8"'2>

to 8:

: @ root@busy 1/ tmpTBSM/data_linux/data_media_linux/disk1/md/Offerings

1 ve on="1.0" er ling="UTF-8"'72>

At the end of the file add the following entry for the dataserver jar files that were added:

<file name="'com.ibm.tivoli.tbsm.Dataserver_6.2.0.20181106_0249.jar'size='8520'
md5="4a35b62d7ac8d7cd4e74a96da6¢c97aa35' name2="'
com.ibm.tivoli.tbsm.Dataserver_6.2.0.20181106_0249 _SE.jar'size='60811'
md52="c9766b8320ff8db9b92f06684806653e'/>

Do the same for the dash server and at the end of the file add the following entry for the dash jar files
that were added:

vi /var/ibm/InstallationManager/installRegistry/metadata/Offerings/toc.xml

From:
I root@motleys1:/test
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to:

@ root@motleys1:/test

1 ve on="1.0" encoding='UTF-8'?2>

C.ac

<file name="'com.ibm.tivoli.tbsm.dashserver 6.2.0.20181106_02489.jar'size='15770"'
md5="f96bdfObbd2aa60fe6887d6e5a0ce7db'
name2="'com.ibm.tivoli.tbsm.dashserver_6.2.0.20181106 0249 SE.jar'size2='38879'
md52="ecdd458e87905efaOcb5fac7aaf6fc0d'/>

0" namel="com. 1om.t1v)

All non-vital programs should be closed prior to installation of the Fixpack. This includes the Impact Data
and Dashboard servers, as well as, JazzSM (hosting the TBSM Dashboard Server).

7. Run the update script for the TBSM Data Server component

Go to the directory where you have extracted fix pack 1 and select the data_linux component. If needed,
add the necessary permissions for the scripts to be executed.

Select the TBSM Data server package:
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Update Packages
Select a package group to find updates for.

Package Group Name Directory

??a IBM Netcool Core Components IMiha/opt/IEMftivolinetcool

*.. IBM Tivoli Business Service Manager IMiha/opt/IBMtivolitbsm

%5, 1BM Tivoli Netcool Impact IMihalopt/IBMAtivollimpact

l:l Update all packages with recommended updates and recommended fixes

Details

IBM Tivoli Business Service Manager

® Shared Resources Directory: /Mihalopt/IBM/IBMIMShared
® |Installation Directory: IMiha/opt/IBM/tivolitbsm

® Translations: English

® Architecture: 64-bit

Installed Packages and Fixes

® |BM Tivoli Business Service Manager Data Server 6.2.0.0

Update Recommended Vendor
- |q '390 IBM Tivoli Business Service Manager

w [ [) 1BM Tivoli Business Service Manager Data Server 6.2.0.0 (Installe

| [[& Version 6.2.0.1 v 1BM
Update Packages f‘
Select the features to install >

Update Packages Updates Licenses Summary

Features

E% 1 18M Tivoli Business Manager Data Server 6.2.0.1

\\71 IBM Tivoli Business Service Manager Data Server

\:\ Show dependencies Expand Al Collapse All Restore

Lo- Selactad hy Inctallation hacauce of d ol




Update Packages

Review the summary information.

Target Location

Package Group Name: IBM Tivoli Business Service Manager
Installation Directory: IMihalopt/IBM/tivolitbsm

Shared Resources Directory:  /Miha/opt/IBM/IBMIMS hared

Updates

A IBM Tivoli Business Manager Data Server 6.2.0.1

IBM Tivol Business Service Manager Data Serv

Disk Space Information

Total Available Space
1

204.48GB
Total Download Size: 198.23 MB
Total Installation Size: 210.18 MB
)} Repository Information
? < Back Update Cancel

|€‘| The packages are updated. View Log File

The following update was installed:

| 1IBM Tiveli Business Manager Data Server 6.2.0.1

8. Run the update script for the TBSM DASH Server component

Go to the directory where you have extracted fix pack 1 and select the dash_linux component. If
needed, add the necessary permissions for the scripts to be executed.
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For example, for installing via gui mode, run update_gui_linux.sh script:

Select the TBSM Dash server package:

Update Packages f-r;j
Select a package group to find updates for. =0
NP g
Package Group Name Directory

“., IBM Tivoli Business Service Manager IMihafopt/IBM/tivolitbsmdash

Fg_ 1BM WebSphere Application Server VB.5 IMiha/opt/IBM/WebS phere/AppServer

fg, Core services in Jazz for Service Management IMihalopt/IBEM[)azz5M

E@Q IBM Metcool GUI Components Mihafopt/IBM/netcool gui

Update Recommendead Vendor
v [V '[Ec IBM Tivali Business Service Manager
- 7 [g] IBM Tivali Business Service Manager Dashboard Server 6.2.0.0 (It

' Version 6.2.0.1 v IBM

Update Packages Updates Licenses Features ) Summar

Feature

L% 1 1BM Tivoli Business Service Manager Dashboard Server 6.2.0.1

ﬁ IBM Tivoli Business Service Manager Dashboard Server

Update Packages =
Select the features to install. =
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Update Packages {

Review the summary information

Target Location
Package Group Name: IBM Tivoli Business Service Manager_1
Installation Directory: IMihalopt/IBMftivolitbsmdash
Shared Resources Directory.  /Miha/opt/IBM/IBMIMShared

Updates

- IBM Tivoli Business Service Manager Dashboard Se(

IBM Tivoli Business Service Manager Dashboarc

Disk Space Information
Total Available Space
1 204.50 GB

Total Download Size 459.14 MB

Total Installation Size:  707.90 MB

) Repository Information

@ < Back Update Cancel

wﬂ The packages are updated. View Log File

The following update was installed

| 1BM Tivoli Business Service Manager Dashboard Server 6.

Restart the servers, check the versions and make sure everything is running correctly.
cd /Miha/opt/IBM/InstallationManager/eclipse/tools/

.Jimcl listInstalledPackages -long -features

i/thsm : com.ibm.ti
com.ibm.tivoli.Da
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¢ & ® # https://motleysT.castle.fyre.ibm.com:16311/ibm/console, 90% e g Search YN @ =

Impact Service Configuration
Service Navigation Service Editor
= & X = > = 7)
emplates A = @ ol | &
) - Template Name: “BSM_HTTP
+ € BSM_GenericTemplates A Description: HTTP Servers Edit Properties
e Display Icon: [  Browse... [d)
Rules | Tagged Services | OutputExpressions  SLA | Additional | Security
: K3
2 DR sk B
Select | Type Rule Name Rule Settings

i BSM_Cics
> BSM_Customapplication
[J BSM_DB2Database

[ BSM_DB2DatabaseSerer
i@ Bsm_HTTP

€5 BSM_IBMApplication

i BSM_ms

Configure SSL between DASH and Impact for TBSM 6.2

The following steps have worked correctly for configuring SSL within TBSM 6.2.0.1 test
environment:

1. Add impact.server.iphostname=FQDN within TBSM_server.props on Impact Server and
restart Impact.

/Miha/opt/IBM/tivoli/impact/etc/TBSM_server.props

impact.

2. Enable SSL between Impact components
To enable SSL, run the following command:

JconfigimpactSSL.sh enable <keystore password>

Where <keystore password> is the keystore password that is set during the Netcool/Impact
installation.

3. Restart Impact

/Miha/opt/IBM/tivoli/impact/bin/startimpactServer.sh
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/Miha/opt/IBM/tivoli/impact/bin/startGUIServer.sh
4. Exchange certificates between DASH and TBSM
4.1.From the DASH

WAS -> Security -> SSL certificate and key management -> Key stores and certificates ->
NodeDefaultTrustStore > Signer certificates -> Select the root JazzSM certificate and select to
extract this certificate.

SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

+/ Preferences

add | Deletel Extract |I Retrieve from port
—
L
i% &
~

Select | Alias & Issued to Fingerprint (SHA Digest) £ Expiration £

You can administer the following resources:

|:| impactuicert CN=busy1.castle.fyre.ibm.com, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:B9:16:33:65:36:9E:39 | Valid from 03-
O=IBM, OU=ImpactUl, C=U5 Jul-2019 to 30-

Jun-2029.
root CN=motleys1.castle.fyre.ibm.com, | FA:41:A0:62:8C:54:08:B8:E1:06:65:AF:FA:C7:48:55:8F:26:38:EF | Valid from 02-
QOU=Root Certificate, Jul-2019 to 28-

OU=lazzSMNode0iCell, Jun-2034.
OU=]azzSMNode01, O=IBM, C=US

Total 2

Enter a name for the jazzsm certificate and sawe it.

General Properties

# File name

|jazzsrn.c:er

Cata type
| Basefd-encoded ASCII data | |

Apph,fl 0K I Reset | Cancel |

- Messages

[ The signer certificate, root, was successfully extracted to the file /Miha/opt/IBM/JazzSM/profile
Jetc/jazzsm.cern

/Miha/opt/IBM/JazzSM/profile/etc/jazzsm.cer

Import jazzsm.cer into trust.jks for the front and backend components (TBSM and ImpactlUl). One option
to perform this is by running:
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IMiha/opt/IBM/tivoli/impact/sdk/jre/bin/ikeyman

Open truststore location for TBSM:

File Name:

Miha/opt/IBMitivalifimpact/iwlp/usr/servers/TBSM/resources/security/trust.jks

Select “signer certificated” and add a new certificate:

ﬁ IBM Key Management - [/Miha/opt/IBM/tivoli/impact/wlp/usr/servers/TBSM/resources/security/trust.jks]
Key Database File Create View Help

Ne @ 2RE

Key database information

DB-Type: JKS
File Name: Mihajopt/IBMitivolifimpactwip/usriservers/TBSM/resources/securitytrust.jks
Token Label:

Key database content

Signer Certificates

default | I Delete ]
localimpactcert
| view/Edit... |
| Extract... ‘
[ ]
Add jazzsm certificate that was copied from JazzSM server:
E Open
File Name: 'jazzsm.cer Browse...
Location: /tmpcer
oK Cancel
¥ Enter a Label X
? Enter a label for the certificate:
jazsm
OK . Cancel
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DB-Type: JKS
File Name:
Token Label:

Key database miormation

Miha/opt/IBM/tivolifimpact/wip/usrfservers/TBSM/resources/security/trust.jks

Key database content

Signer Certificates ‘VI | Add.. ‘
default | [ Delete ]
jazzsm
localimpactcert | View/Edit... ‘
I 1
Key database information
DB-Type: JKS
File Name: Jopt/IBM/tivolifimpact/wlp/usr/servers/impactUl/resources/security/trust.jks
Token Label:
Key database content
Signer Certificates b Add...
\g— E Open % ‘ ‘ [ = ]
default i 3 Delete -
localimpactcert File Name: jazcert.cer Browse... l = I
Location: Jopt/IBM/JazSM/profile/etc | View/Edit... |
(o] [ gance —T—
I Populate... |
[ Rename l
Add the same jazzsm certificate into ImpactUI truststore location as well.
Key Database File Create View Help
4
D WEE R
Key database information
DB-Type: JKS
File Name: I fMiHa.’opUlEMftiuo i/impact/wip/usr/servers/impactUliresources/securitytrust. ks 1
Token Label:
Key database content
[———— [y
ISigner Certificates I |7‘ ‘ I Add. I ‘
default l [ Balate ]
localimpactcert
\ View/Edit... |
‘ Extract... |

E‘E Open

File Name:

Location:

‘]EIZZSITI.CET'

jtrnpcer

OK

Cancel
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D &% RE

Key database information

DB-Type: JKS
File Name: Mihafopt/IBM/tivolifimpactlp/usr/servers/impactUlfresources/security/trust.jks
Token Label:
Key database content
Signer Certificates | - I Add.
jazzsm

localimpactcert

View/Edit...

|

default | Ralata
|
|

Extract...

4.2.From TBSM Ul and backend to DASH

Go to WAS -> SSL certificate and key management > Key stores and certificates >
NodeDefaultTrustStore > Signer certificates > Retrieve from port

As SSO has been configured already within this guide the TBSM Ul certificate is already present:

TOU ATt gurTI=TeT e TOMo W TESUOT CES,

D Impactulicert CN=DUSY I.Casle.yre.IDMm.com, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:69:16:33:65:36:9E:39 | Valid from 03-
O=IBM, OU=ImpactUl, C=US Jul-2019 to 30-

Jun-2029.
|:| root CN=motleysl.castle.fyre.ibm.com, | FA:41:A0:62:8C:54:0B:B8:E1:06:65: AF:FA:C7:48:55:8F:26:38:EF | Walid from 02-
QOU=Root Certificate, Jul-2019 to 28-

OU=JazzSMNode01Cell, Jun-2034.

OU=]azzSMNode01, O=IBM, C=US

The nameserver 9081 certificate for TBSM backend is also required.

S5L certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port
Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the handshake.

General Properties

# Host
|busyl.castle.fyre.ibm.com

# Port
[s081

S5L configuration for outbound connection
| NodeDefaultSSLSettings V|

+ Alias
[TBSMBackend|

[ Retrieve signer information | ]

Apply || OK || Reset || Cancel |
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SSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port

Males a test connection to a Secure Sockets Layer (SSL) port and retrieves the signer from the server during the handshale.

General Properties

# Host

|bu5y]..c:astle.fyre.ibrn.corn

# Port
[s081

S5L configuration for outbound connection
| NodeDefaultSSLSettings V|

# Alias
[TBSMBackend

Retrieve signer information |

Retrieved signer information

Serial number

|?3825? 142 |

Issued to

|C['-J=L‘,us‘_v-1..castle.F'y-re.ibm.cc:m.. 0O=IBM, OU=TBSM, C=US |

Issued by
[cN=busy1.castle.fyre.ibm.com, O=IBM, OU=TBSM, C=US |

Fingerprint (SHA digest)
|5C:3I3:91:3C:E3:4D:E5:1.2:21:93:86:05:(:0:i-—"\:SC:D.T:15:32:2D:1F |

Validity period

[30-3un-2029 |

Apply 0K Reset | Cancel |

- Messages

&Changes have been made to your local configuration. You can:
irectl\,r to the master configuration.

= Review changes before saving or discarding.

&% The server may need to be restarted for these changes to take effect.

|:| impactuicert CN=busyl.castle.fyre.ibm.com, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:B9:16:33:65:36:9E:39 walid from 03-
CO=IBM, CU=ImpactUI, C=US Jul-2019 to 30-

Jun-2029.
|:| root CN=motleysl.castle.fyre.ilbm.com, | FA:41:A0:62:8C;54:08:B8:E1:06:65:AF;FA:C7:48:55:8F:26:38:EF | Valid from 02-
OU=Root Certificate, Jul-2019 to 28-

OU=J]azzSMNode01Cell, Jun-2034.

OU=lazzSMNode01, O=IBM, C=US

|:| thembackend CN=busyl.castle.fyre.ilbm.com, 5C:3B:91:3C:E3:4D:E5:12:21:93:86:05:C0:4A:5C:D7:1B:32: 2D: 1F | Valid from 03-
0O=IBM, OU=TBSM, C=US Jul-2019 to 30-
Jun-2029.

The following steps are also required to perform all the changes needed for SSL to be configured.
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For DASH:

1. Update the chart services:

Go to JazzSM_home/ui/bin directory:

linux]# cd /Miha/opt/IBM/Jaz 1/ui/bin

and run the following commands after changing hostname/port, user/password parameters where
needed.

Jconsolecli.sh ChartConnection --action delete --name TBSMChartService --username smadmin
--password netcool

Jconsolecli.sh ChartConnection --action create --name TBSMChartService --protocol https --

hostname motleysl.castle.fyre.ibom.com --port 16311 --serviceName ibm/sla/rad --renderFormat
BIRT --credentialType SSO --username smadmin --password netcool

h ChartConnection --actic e —-name TBSMChart ice —--username

2. Update the following 3 files locate under:

/Miha/opt/IBM/JazzSM/profile/installedApps/JazzSMNode01Cell/isc.ear/sla.war/etc/

nameserver.props

impact.nameserver.0.port=9080 -> change to: impact.nameserver.0.port=9081
impact.nameserver.ssl_enabled=false ->change to: impact.nameserver.ssl_enabled=true
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RAD_server.props

impact.server.http.port=9080 -> impact.server.http.port=9081
impact.server.http.protocol=http -> impact.server.http.protocol=https
impact.replication.replicationhttpport=9080 -> impact.replication.replicationhttpport=9081
impact.server.ssl_enabled=false -> true

RAD_sla.props

impact.sla.serverhttpport=9080 -> impact.sla.serverhttpport=9081
impact.sla.serverhttpport.backup=9080 -> impact.sla.serverhttpport.backup=9081
impact.sla.serverhttpprotocol=http ~ -> impact.sla.serverhttpprotocol=https
impact.rad.birtcharts.service.protocol=http ->impact.rad.birtcharts.service.protocol=https
impact.sla.dashboard.redirect.protocol=http -> impact.sla.dashboard.redirect.protocol=https

rtcharts.s

For DATAserver:
Update the following 2 files under the below location:

/Miha/opt/IBM/tivoli/impact/etc
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:':.-:':.?[Eﬂ_ busyl etc]# pwd

/Miha/opt/IBM/tivoli/impact/etc

TBSM_server.props

impact.server.http.port=9080->impact.server.http.port=9081
impact.server.http.protocol=http ->impact.server.http.protocol=https

TBSM _sla.props

impact.rad.birtcharts.service.protocol=http ->impact.rad.birtcharts.service.protocol=https

and add all these as well as they are not present, can be placed anywhere within the
TBSM _sla.props file:

impact.sla.serverhttpport=9081
impact.sla.serverhttpport.backup=9081
impact.sla.serverhttpprotocol=https
impact.sla.dashboard.redirect.protocol=https

Stop DASH and Impact server and apply the test fix received from IBM for APAR 1J17100.
This is created based on the Impact version used for TBSM. If you don’t already have the
test fix raise acase with IBM and ask for a test fix for 1J17100 for your Impact version.

Go to the location where you have extracted the zip file:

Replace those 3 jar files under the below directory with the ones from the test fix.
/Miha/opt/IBM/JazzSM/profile/installedA pps/JazzSMNode01Cell/isc.ear/sla.war/WEB-INF/lib
Take a backup of the following jar files outside this directory:
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ncCommon.jar
nciClient.jar
nci.jar

Replace the jar files with the ones from the test fix:

Restart DASH and Impact and make sure everything works fine.

TBSM features:

90% e 9 Search

Cc ® @ & httpsy//motleys1.castle.fyre.ibm.com:16311/ibm/console/navigation.d

Service Configuration

Service Navigation Service Editor
2 - 2
Services ~ *® o 9 ol | &
Service - State Time Events
- - Service Name: ~[[mpor vices_OOB_Anchor
€ mported Business Senices f a -] Display Name:
Description:

Service Level: | Standard
Maintenance Schedule Edit | New...

Templates  Identification Fields ~ Dependents = Additional | Security
Available Templates: Selected Templates|
BSM_AppLegicalGrouping | 55 [SCR_TopLevelagar]
BSM_AppServer
BSM_AppServerCluster =

BSM_AppServerGroup

BSM_Application

BSM_ApplicationCluster

BSM_Batchlob

BSM_BizTalkHost

BSM_BizTalkHostInstance
BSM_BizTalkMessageBox v

Primary Template:| SCR_TopLevelAggregateTemplate
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Configure SSL between TBSM 6.2 and OMNIbus

There is a limitation in TBSM 6.2 related to the rad_sendevent utility which does not currently
support connecting to the Netcoo/lOMNIBus ObjectServer over SSL. As a result, if the
ObjectServer is configured to only accept SSL connections, then rad_sendevent will fail. To work
around this limitation, the ObjectServer needs to be configured to accept connections on an
additional, non-SSL port.

Configure OMNIbus 8.1 in SSL. mode

Edit omni.dat file and seta SSL port for the object server definition.

4
m
4
m
4
m
4
™
4
m
Tw

le.fyre.ibm.com 4100

Run nco_igen script to generate the interfaces and afterwards re-start the object server

cd /Miha/opt/IBM/T ivoli/netcool/bin
./nco_igen

[roo 14 ; _JfHEt:ﬂﬂ;fjinfn:ﬂ_igEHI

fomnibus/bin/nco objserv

Create OMNIbus certificate for SSL

1.1.Create CMS key database (Acting as Issuing CA):
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.Inc_gskemd -keydb -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb"” -pw
netcool -stash -expire 3660

/nc_gskendl]-keydb -create -db "/Miha/opt/IBN/tivoli/netcool/etc/security/keys/omi.kdb" -pw netcool

1.2. Create self-signed CA certificate:

.Inc_gskemd -cert -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb™ -pw
netcool -label "CA" -size 1024 -ca true -dn
"CN=CA,0=I1BM,0OU=Support,L=IBMRO,ST=Bucharest” -expire 3660 -x509version 3

1.3. Export the CA Certificate for distribution:

.Inc_gskemd -cert -extract -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb" -pw
netcool -label "CA™ -target "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/cacert.arm™

yl bin]# ./nc

"CA" -target "/M

1.4. Create certificate request for primary ObjectServer:
Note: Label is same as the server name in omni.dat file as is the Common Name (CN)

.Inc_gskemd -certreq -create -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb"” -pw
netcool -label "NCOMS" -size 2048 -dn
"CN=NCOMS,0=IBM,0U=Support,L=IBMRO ,ST=Bucharest" -file
"/Miha/opt/IBM/tivoli/netcool/etc/security/keyssNCOMS_req.arm™

eate -db "/Miha/opt/IBM/tivoli/n
0=IBN, QU=test, L=I

1.5. Sign the certificate requests using above created signer certificate label CA:

.Inc_gskemd -cert -sign -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb™ -pw
netcool -label "CA" -target "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_reg.arm” -
expire 3660 -file "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/NCOMS_reg.arm™
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1.6. Receive the signed certificate in omni.kdb file:

.Inc_gskemd -cert -receive -db "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/omni.kdb” -pw
netcool -file "/Miha/opt/IBM/tivoli/netcool/etc/security/keys/INCOMS _reqg.arm™

1.7. Restart Object server and test SSL for OMNI

Run nco_xigen:

Server $ NCOMS, busyl,castle.fyre,ibm,com, 4100
Status ¢ Test Complete,

Result ¢ Server available,

Close and Test SSL Port

Select close and Test SSL Port:

M Test Status s

Server 3 NCOMS, busyl,castle,fure,ibm,com, 5100 (SSL)
Status : Test Complete.

Result : Server available,

Import Object Serversigner's certificates into trust stores of TBSM servers
The object server certificate that will need to be imported is:
/Miha/opt/IBM/tivoli/netcool/etc/security/keys/cacert.arm

Import the certificate into the TBSM Impact Server and GUI trust-store.

Run ikeyman from /opt/IBM/Tivoli/impact/sdk/jre/bin directory:

Add the cacert.arm certificate from omnibus into ImpactUI truststore:
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Key database information
DB-Type: JKS
File Name: [1M\ha.'opUIEM,'twolmmpactmlplusrfsewersflmpaclUUresourcesisecumty.'trust‘lks ]
Token Label:
Key database content
1
Signer Certificates ] |v| Add...
default | BDalate |
jazzsm
localimpactcert I view/Edit. .. I
[
Extract...
ﬁ Open = } xtra |
File Name: :Cacert.arm [ Browse... Populate... |
Location: ;IM\hafoptflEMftivolimetcoo\;‘etc;‘securxty}kevs Rename |
0K Cancel Validate I
Add the cacert.arm certificate from omnibus into TBSM truststore:
Key database information
DB-Type: JKS
File Name: [ Mihafopt/IBM/tivolifimpact/wip/usr/servers/TBSM/resources/security/trust. jks l
Token Label:
Key database content
Signer Certificates ‘ - | Add...
default | BDaloks ‘
jazzsm
localimpactcert | View/Edit... ‘
E Open X
. | Extract... |
File Name: cacert.arm Browse...
Location: Miha/opt/IEMtivoliinetcooliatc/securityikeys | Populate... ‘
Cancel | [ neneme |
‘ I Validate ‘

Configure ObjectServer datasources on Dataserver

Take a backup of these files:

SIMPACT_HOME/etc/TBSM_ObjectServer_DS.ds
SIMPACT_HOME/etc/TBSM_OutputObjectServer_DS.ds
SIMPACT_HOME/etc/TBSM_eventbroker.props

Update the following files with change the values of the following properties from FALSE to
TRUE and if the secure ObjectServer channel was configured over a different port than the
typical 4100, change these port number properties accordingly.
TBSM_ObjectServer_DS.ds:

USESSLPRIMARY=TRUE
USESSLBACKUP=TRUE
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PRIMARYPORT
BACKUPPORT

TBSM_OutputObjectServer_DS.ds:

USESSLPRIMARY=TRUE
USESSLBACKUP=TRUE
PRIMARYPORT
BACKUPPORT

Restart data server after all these changes.

/Miha/opt/IBM/tivoli/impact/bin/stopl mpactServer.sh
/Miha/opt/IBM/tivoli/impact/bin/stopGUIServer.sh

/Miha/opt/IBM/tivoli/impact/bin/startimpactServer.sh
/Miha/opt/IBM/tivoli/impact/bin/startGUIServer.sh
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o) https://busy1.castle fyre.ibm.com:16311/ibm/console/

e @ 7| Q search

NCL.TBSMCLUSTER (172.20.20.12:17542:TBSM) ~ Global ~ Options ~

ﬁ IBM Tivoli Netcool/lmpact 7.1.0.16

Welcome Data Medel Policies Services Operator View Event Isolation and Correlation Maintenance Window Reports

ObjectServer_DS

@ 2 & | E

L
v [l FIC_alertsdb ~
L

EventrulesDB

N EL FlatFile DS Select what action to take if Impact cannot connect to the database
- Fail over

v [ ImpactDB Fail back

> E] Internal @ Disable Backup

« [y ObijectServer DS &
[l ObjectServer
& ObjectServer_Classes

Primary Source

Provide information on the pi .

m ObjectServer_Conversions | TeStmg
& ObjectServer_ServiceDeps
[l OutputObjectServer Poril

& QutputObjectServer_DS

& ReceiveFromWBE

» [ Scr._DB

=]

Host Name:

ﬂ Connection OK

Close

Configuring dashboard server secure connection to Netcool/OMNIbus as user repository

Follow these steps to establish a secure channel for communications between a TBSM dashboard
server and the ObjectServer when the ObjectServer is being used as a user registry.

Retrieve the ObjectServer certificate and save it into the trust store of the dashboard server.

Go to WebSphere Administrative Console -> Security -> SSL Certificate and key management -
> Key stores and certificate:

< Cc @

| WebSphere.

s @ {f Q Search

@ & https://motleys1.castle.fyre.ibm.com:16316/ibm/console/login.do? 90%

| View: | All tasks hed ‘

Welcame

SSL certificate and key management

4l Guided Activities
+] Servars

+ Applications . .
SSL configurations Related Items

& Services: The Secure Sockets Layer (SSL) protocol provides secure communications between remote server processes or

1R

esources

=0

Global sacurity

Security domains

Security suaiting

Bus security

+ Environment
+ Syst=m administration

= Users and Groups

Administrativa usar rolas
Administrative group roles
Manage Users

Manage Groups

endpoints. SSL security can be used for establishing communications inbound to and outbound from an endpoint.

To establish secure communications, a certificate and an SSL configuration must be specified for the endpaint.

In previous versions of this product, it was necessary to manually configure each endpoint for Secure Sockets

Layer (SSL). In this version, you can define a single configuration for the entire application-serving environment.

This capability enables you to centrally manage secure communications. In addition, trust zones can be

Administrative Authorization Groups established in multiple node environments by overriding the default, cell-level S5L configuration. certificates
| = sst certificat= and key managsment | If you have migrated a secured environment to this version using the migration utilities, the old Secure Sockets Key sets

Layer (SSL) configurations are restored for the various endpaints. However, it is necessary for you to re-
configure SSL to take advantage of the centralized management capability.

Configuration settings

Manage endpoint security configurations

Manage certificate expiration

Manage FIPS

Dynamically update the run time when SSL configuration changes occur

Apply Reset

SSL configurations

Dynamic outbound
endpoint S5L
configurations

Key stores and

Kev set groups
Kev managers
Trust managers

Certificate Authority (CA’
client configurations

Select NodeDefaultTrustStore:
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551 certificate and key > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

| SSL keystores ~ |

# Preferences

New... | Delete | Change password... Exchange signers...
o[
ERlks
Select Name % Description £ Management Scape £ Path £

Y¥ou can administer the following resources:

[] | hodeDefaultkeyStore Default key store for JazzSMNode01 | (cell):JazzSMNade01Cell: ${CONFIG_ROOT}cells
(node):lazzSMNode01 /lazzSMNode01Cell/nodes
flazzSMNode01/key.pl2

D ModeDefaultTrustStore Default trust store for {cell):JazzSMNoded1Cell: ${CONFIG_ROOT}/ cells
JazzSMNodeDl

(node):lazzSMNode0l /lazzSMNode01Cell/nodes
/lazzSMNode01/trust.p12

Total 2

Select Signer Certificate:

SsL certificate and key management > Key stores and certificates > NodeDefaultTrustStore

Defines keystore types, including cryptography, RACF(R), CM3, Java(TM), and all truststore types.

General Properties

Additional Properties

Mame
|Hcdstrau|tT-- Personal certificates
Description Personal certificate
|Defau\t trust store for JazzSMNode01 requests
Custom properties
Management scope

|(:s|lj :JazzSMNode01Cell ):JazzSMNode01

Path
|${CONFIG7ROOT}JCEHS;"JEZZSMNUdEU iCell/nodes/lazzSMNode01/trust.p12

* Password

Type

Click on Retrieve from port:

551 certificate and key > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

# Preferences

Add Delete | E)ctract!| Retrieve fram port | I

]

Select | Alias £ Issued to o Fingerprint (SHA Digest) £ Expiration 7}

You can administer the following rescurces:

|:| impactuicert CN=busyl.castle.fyre.ibm.com, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:B9:16:33:65:36:9E:39 walid from 03-
0=IBM, OU=ImpactUl, C=U3 Jul-2019 to 30-
Jun-20289.
|:| root CN=motleysl.castle.fyre.ibm.com, | FA:41:A0:62:8C:54:0B:88:E1:06:65:AF:FA:C7:48:55:8F:26:38:EF walid from 02-
OU=Root Certificate, Jul-2019 to 28-
OU=JazzSMNode01Cell, Jun-2034.
OU=1azz5MNode01, O=IBM, C=US
D tbsmbackend CN=busy1.castle.fyre.ibm.com, 5C:3B:91:3C:E3:4D:E5:12:21:93:86:05: C0:4A:5C:D7:1B:32:2D:1F | Valid from 03-
0=18M, OU=TBSM, C=US Jul-2019 to 30-
Jun-2029.
Total 3

Fill in with the object server hostname and SSL port details:
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SsSL certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port

Males a test connection to a Secure Sockets Layer (SSL) port and retrieves the signer from the server during the handshake.

General Properties

# Host
|bu5v1.castle.fvre.ibm.corn

# Port
[5100

S5L configuration for outbound connection

| NodeDefaultS5LSettings V|

# Alias
|0mnibu5cerﬂ

Retrieve signer infermation |

Apply | DK | Reset | Eancel|

Click on retrieve signer information and afterwards save the changes:

SSL certificate and key management

SSL certificate and key

General Properties

> Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve from port
Makes a test connection to a Secure Sockets Layer (SSL) port and retrieves the signer from the server during the handshake.

# Host

|busvl. castle.fyre.ibm.com

#* Port
[5200

S5L configuration for outbound connection
NodeDefaultSSLSettings | ™

# Alias

|ommbus:ert

Retrieve signer information | ]

Retrieved signer information

Serial number

|5163D‘3[956D819;29D1

Issued to

|cr-1=c_'-\‘ OU=test, O=IBM, L=IBMRO, ST=Bucharest

Issued by

[cn=Ca, DU=test, O=18M, L=IBMRO, ST=Bucharest

Fingerprint (SHA digest)

|7E:.-Z‘.2:DC:01:7E:52:26:3D:F9:-‘F:3C:9-‘:1D:E3:59:DC::‘.9:1F:C9:EE

Validity period

[15-2u-2025

Apply \I 0K \I Reset | Cancel |
| —

=| Me=zages

&Changes have been made to your local configuration. You can:
En::tlw,,-r to the master configuration.

m Review changes before =aving or dizcarding.

% The server may need to be restarted for these changes to take effect.
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551 certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores.

# Preferences

Add Delete | Extract | Retrieve from port

|5 5
Select| Alias & Issued to Fingerprint (SHA Digest) £ Expiration

You can administer the following resources:

D impactuicert CN=busyl.castle.fyre.ibm.com, 20:C1:87:32:74:86:3E:32:31:36:1E:00:76:B89:16:33:65:36:9E: 39 walid from 03-
0=I1BM, OU=ImpactUl, C=US Jul-2019 to 30-

Jun-2029.
D omnibuscert CN=CA, QU=test, O=IBM, 7B:A2:DC:01:76:52:26:30:F9:4F:3C:94:10:63:59:0C: A9: 1F:C9:56 | valid from 11-
L=IBMRO, ST=Bucharest Jul-2019 to 19-

Jul-2029.
D root CN=motleysl.castle.fyre.ibm.com, | FA:41:A0:62:8C:54:0B:B8:E1:06:65:AF:FA:C7:48:55:8F:26:38:EF | valid from 02-
OU=Root Certificate, Jul-2019 to 28-

OU=lazzSMNode01Cell, Jun-2034.

OU=JazzSMNode0l1, O=1BM, C=US

|:| tbsmbackend CN=busyl.castle.fyre.ibm.com, 5C:3B:91:3C:E3:4D:E5:12:21:93:86:05:C0:4A:5C:D7:1B:32:2D:1F | valid from 03-
0=I1BM, QU=TBSM, C=US Jul-2019 to 30-
Jun-2029.

Total 4

Make sure that SSL is enabled within the following file on the DASH server:

/Miha/opt/IBM/JazzSM/profile/installedApps/JazzSMNode01Cell/isc.ear/sla.war/etc/RAD _serve
r.props

The following property should be set to true:

impact.server.ssl_enabled=true

Restart DASH server.

Configuring DASH/WebGUI connection to Netcool/OMNIBus
Take a backup of the following files:
SNCHOME/omnibus_webgui/etc/server.init

$NCHOME/omnibus_webgui/etc/datasources/ncwDataSourceDefinitions.xml
$JazzSM_HOME/profile/config/ce lls/JazzSMNode 01Ce Il/wim/config/wimconfig.xml
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Edit server.init file and set the trust store password for the property:

webtop.ssl.trustStorePassword

The default password for WebSphere trust stores is WebAS, so the property would look as
follows:

webtop.ssl.trustStorePassword:WebAS

T O T g L | | O O e T g O T | g T gt | e T g 1 g 1 1 1 T

Edit ncwDataSourceDefinitions.xml file and change the value of the ssl attribute from false to
true and change the port to match the one configured for ssl:

00:14 PDT

Edit wimconfig.xml file and change the value of the object server port to use the ssl port that has
been configured within the com.ibm.tivoli.tip.vmma4ncos.ObjectServerAdapter section as bellow:

nl# vi /Miha/opt/IBM/JazzSM/profile/config/ce

imconfig.xml
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Restart DASH and afterwards make sure that everything works fine.

Test the connection to the object server in DASH (WebGUI -> Data Sources -> Select the
created data source and click on Test Server connection option):

Modify Existing Data Source

Primary ObjectSery
(1) The ObjectServer at host 'busy1_castle fyre.ibm.com' on port
'5100' is available.

Close i

Test server connection

Check SSO to Impact from DASH and also Object Server datasouce connection in Impact:

C @ @ https;//motleys.castle.fyreibm.com:16311/ibm/console/navigation.do?XsS=1 90% - O i Search

Impact

IBM Tivoli Netcool/lmpact 7.1.0.16 NCI:TBSMCLUSTER (172.20.20.12:17542:TBSM) ~

Data Model Services Operator View Event Isolation and Correlation Maintenance Window Reports

Objectserver_DS

RE & Ve O

9

%

Testing

8 Connection OK

Close
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Test TBSM features:

Impact Service Configuration

IBM Tivoli Netcool/impact 7.1.0.16

Configuration Documenter

Cluster Status for TBSMCLUSTER

‘ Primary Server

‘ TBSM (Current Instance)

@ & https://busy1.castle.fyre.ibm.com:16311/documenter/WebDoc jsp?clusterName=TBSMCLUSTER

+ v
Service Navigation Service Editor
sevies > 1) (R Q & @ & & )
Template Properties = required field
SOl — i pe] croats Template Name: “SCR_TopLevelAggregateTemplate
2 Imported Business Senvices > = Description: [Instances of this template will act as Edit Properties
Display Icon: € Browse...
Rules ~ Tagged Services | Output Expressions  SLA  Additional | Security
BRI &L &%
Select| Type Rule Name Rule Settings
O a4 ESDA_GetTapLeue\Aggregatedﬁemcelnstances;Ifl'z‘_‘ESDA_GetTupLevemggregatedSerwcelnstance
Any
O gk scctoplevelnext Bad When: SCR_RetrieveDependentObjectsTemplatc
child is in a Bad state or worse.
Impact Service Configuration + -
Service Navigation Service Editor
Services ~ |_J Bﬁ - é @‘ L)
* required field
Service B State Time Events
: Service Spy
¢ Imported Business Senices > = pisplaymame: [ ]
Description:
(Plain text or HTML permitted)
Service Level: | Standard ~
Maintenance Schedule: [[none] ~| Edit | New... @
Templates | Identification Fields = Dependents =~ Additional  Security
Available Templates Selected Templates
BSM_AppLogicalGrouping ~l o
BSM_AppServer
BSM_AppServerCluster -
BSM_AppServerGroup
BSM_Application
BSM_ApplicationCluster
BSM_Batchlob
BSM_BizTalkHost
BSM_BizTalkHostInstance
BSM_BizTalkMessageBox v
Primary Templates
e i . ‘ P - -
C @ & httpsi//motleys1.castle.fyre.ibm.com:16311/ibm/console/navigation.do?X55=777 0% Q_ search I @m =
System Status + -
TBSM System Status
Launch System Status Page |
‘ IBM Tivoli Netcool/Impact - Configuration Documenter - Mozilla Firefox — [m] X

Refresh

Server Name: TBSM Version: 7.1.0.16 (201906121032) Generated on: Mon Jul 15 22:13:20 PDT 2019

Host

busy1.castle fyre.ibbm.com

Status | Data Sources | Data Types | Policies | Services

Server Status
TBSM

‘ Memory Status

‘ Heap Memory Utilization

Current Usage (in MB)
735
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