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ServerCredentials

m server.conf.yaml| L TEMRIFBIRZER I D Z &N AJHEE
o WMITHED—/\—RIBTOMHMEAT]EE
m 127 F COIA—RT5—R=ZEE
+ Kubernetest>OpenShiftiRiZ T(d. server.conf.yamlZSecreti>ConfigMap UV —XXEUTERE U.
A>T FERMFICHRMAFTE TIER T D ENTIEE

server.conf.yaml ace-pod.yaml
kind: DeploymentConfig
apiVersion: apps.openshift.io/vl
ServerCredentials: spec:
http: (- SnlE -)
SecProfID: tegpei?e.
password: "password" pec: .
Wi _u containers:
username: - joe - name: aceserverl
Sggzgzgigj "drowssap" image: ibm/ibmace:latest
username: "alice" volumeMo?nts: .
rest: - name: servercon o .
reﬁoteA iID1: mountPath: "/home/aceuser/initial-config/serverconf"
P " " volumes:
username: "RestUser - name: serverconf
password: "RestPwd" secrét'
remoteApiID2: . . £ 1
apiKey: "RestApiKey" §ecretName. aceserverl-conf-yam
items:
- key: serverconf
path: server.conf.yaml




BIESA

n EIFREST API

o ENBIEIRDIERR(POST) & EER SNIZEARIBIROMESS(GET) LRI HE

o —HIDEMRIFIRTIFEST (PATCH). HIBf (DELETE)®GHIAEE

m web UI
+ credentialsd5IH5.

(mgsisetdbparms/vault/ServerCredentials) WWHEER TE D

ERBImRo—8E, FRY1T

GET /datav2/servers/{server}/business-transaction-definitio... &
GET /apiv2/servers/{server}/credentials
POST /apiv2/servers/{serverl/credentials/{credential Type}-c...

GET Japiv2/servers {server}/credentialsf{credentialType}-cr..

GET Japiv2/servers/{servert/credentialsfcradentialTyps}-cr.. il =E
PATCH [apiv2/servers/{server}/credentials A credentialType}-..
DELETE /apiv2/servers/{server}/credentials/{credentialType}.. e

GET Japiva/logs

GET /apiv2/servers/{server}/logs GET

GET /apiv2/logs/admin-log
GET Japiv2/servers/{servert/logs/admin-log i
GET Japiv2/servers/{server}/resource-managers

GET /apiv2/servers/{server}/resource-managers/http-conne... BB~
PATCH /apiv2/servers/iserverlfresource-managers/http-con...
GET /apiv2/servers/{server}/resource-managers/https-conn...
PATCH /apiv2/servers/{server}/resource-managers/https-co... U —
POST /apiv2/servers/{server}/resource-managers/ https-con... '

GET /apiv2/servers/{server}/resource-managers/database-c...
PATCH /apiv2/servers/server}/resource-managers/databas...
GET Japiv2/servers/{server}/resource-managers/parser-man..
PATCH [apiv2/serversf{server}fresource-managers/parser-... JISA—4—

GET /apiv2/servers/{server}/rasource-managers/activity-log.

PATCH /apiv2/serversfiserverlfresource-managers/activity-l.. v

Get the Credentials object

COAPLICPIERT Bl EPF1YF —BEBHNFIBETT.

Node: BK1210V [/ Servers [

EGO1

< s Properties Policy projects

http://localhost:4426/apiv2/servers/{ser

Get the Credentials object Q  Search

@ started

Credentials

™ v

Flow statistics Resource statistics Data
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WL E Y — /) \—"CTOERk

s ValutdfER (mgsivault I~ > )

o WIS —/)\—DOBER (CIER TE/RVZH. BIFORIB(ICIENR T RIHE(HMEILE L TH <
« N> RS> TVault keyZEIFIETE L THEKR T D55

mgsivault --work-dir /home/aceuser/ace-server/ --create --vault-key <my_vaultkey>

.mgsivaultrc(Valut keyZ & 93T 7 1)L)Z{EA LU THERK I %S (.mgsivaultrcdzFll(LP. 16S8R)

v .mgsivaultrcz{ER I3 ET. Vault keyMmER IV RERITIDECF—DEDZANTBIRNDDICT 7))L
AZIBEI DT TED

# H5HMU8 . .mgsivaultrcA\Vault keyZEERUL TH<

mgsivault --work-dir /home/aceuser/ace-server/ --vaultrc-store-key ¥
--vault-key <my_vaultkey> --vaultrc-location /home/aceuser/

# VaultDVERK
mgsivault --work-dir /home/aceuser/ace-server --create --vaultrc-location /home/aceuser/

o Tips
« Vault key(d8XFULDXFHTHDESHLHD

« Vault k(_ayb MBI D& BRIBIROEFVHIFEN TEDERZS5ZX D E(CRDEH. MDBWNWNIEFENBE

v magsicredentials 1> RDreportA7> 3> Tld, BRIEREYPIIT. 1—H—IDIFEUSTE DN, /X T — R{°API
F— OO EERFEIE TSR
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WL E Y — /) \—"CTOERk

n Vaultzigpk Uit aty —/ \—icEh
+ IntegrationServer1~ > RTOicHIEF (CVault keyh'.mgsivaultrcdd/ (R Z35E

IntegrationServer --work-dir <dir> --vault-key <key>
IntegrationServer --work-dir <dir> --vaultrc-location <dir>

o FCENEF(C--vault-key 7z (& --vaultrc-location TVault key & E S/QVNGE (S (CKMT B



S22 Miay—/\—E#MKFOIS —

i8> /=Vault key CHCE)

[aceadmin@ISEP20220119-1458-mysterious-01 work]$ IntegrationServer --work-dir /work/ace-server --
vault-key Wrongkey

2023-11-30 14:54:25.786580: BIP1990I: #i&aH —/\— ‘'ace-server' (F#JEA{LZRIEL CLEFT, /\—=3>
'12.0.10.0' (64 Ew ),

main checker destroyed before initialisation completed, latest stage was Creating credentials
manager , pid 288022, tid 2886022, attempted stage was 9 and 8 stages completed

2023-11-30 14:54:25.864416: BIP2117E: IBM App Connect Enterprise MOWEILS—. ZWrE#HR 'Fatal
Error; exception thrown before initialisation completed'. 'Creating credentials manager'. ''.
'288022'., '288022', '9'. '8',

2023-11-30 14:54:25.864496: BIP2203E: #iat—/\—1' FERICEEZRE UF U,

2023-11-30 14:54:25.864560: BIP7219E: IEfffenic/\XIJL —XZEALT. O —>3> '/work/ace-
server/config/vault' (CHBESIELARTZHSZENTETEFEAT Ul

2023-11-30 14:54:25.864606: BIP7229E: TSN/ \RIL—XZFEAL TNy J7 —ZES{LEEIRTEHEE A
2023-11-30 14:54:25.864690: BIP1992I: #iaH —/\— ‘ace-server' MMELULFUT.
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.mqgsivaultrc

n RIS —/—HiE — RDVault keyz BRI T 7 1)L

o BROMIIFEY—/\—/HE ) — ROF—=EE D]
o D054 LU NJRHREY—/)\—DIEE). £EHRE /) — R&AICHE WL TVault keyhbase6dT>1—F+ >4

SNTIREETREFEEND
« HB—)\—EEF>. mgsicredential ¥ > R, Vault key"WEROAY > RETDE(CF—HE AN T DINENAE
v ROVUTRETH-/N\—%EFHITDIHSIC. Vault keyz X0 UT MAICEEIR T DB RSB

S 7AILDIN—=v 3 (F600(FBEEDHiiHESHEIEE) TERR SN D
. msmvaultrc(df%%l’@léﬂf Vault keyldbase64 TI > I— RENTWLBREIFRDT. BH(CSTI— RO\ ATEE
v J7AINDIN—=Zv S 3 >DWMNTEENNE

$ cat .mgsivaultrc
Server=/home/aceuser/work/SIS4=bX12YXVsdGtleQ==
Node=ACEBROKER2=bX12YXVsdGtleQ==

n SHROETIEAL
o N> R®D --vaultrc-location AT 3 ABEDMIC, LU TFDIEET.mgsivaultrcez &89 %

« --vaultrc-locationA=> 3>
o IRIBZE: MQSI_VAULTRC_LOCATION
- IRIEZ#: HOME/HOMEPATH

\
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e/ — R COEK

m VaultdOER(mgsivault I~ > R)
o #E ) — RMEKEF(CVaultEIERR T D

OX > BSA > TVault keyZEIFIEE U TER I D155

mgsicreatebroker ACEBROKER1 --vault-key <my_ vaultkey>

.mgsivalultrczER9 3155

# HSH U .mgsivaultrcA\Vault keyZZEERL TH<

mgsivault --vaultrc-store-key --vault-key myvaultkey --vaultrc-location ¥
/home/aceuser/ ACEBROKER2

mgsicreatebroker ACEBROKER2 --vaultrc-location <dir>

o &/ — PMERAR(ICERN T D (RS J—I*‘(J%JJ:L/"CEB(LIZ\ED“@%)

OYX> RS> TVault keyZ EFHEE L CTHEK T D55

mgsivault ACEBROKER3 --create --vault-key myvaultkey

.mgsivalultrcz{ER 9 3155

mgsivault ACEBROKER4 --vaultrc-store-key --vault-key myvaultkey --vaultrc-location ¥
/home/aceuser/
mgsivault ACEBROKER4 --create --vaultrc-location <dir>
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e/ — R COERk

m S — RDicE)
o Vault keyigxE CTVaultz{Epk UTiZa (FESRF (CEVault keyZi8E I D

mgsistart ACEBROKER1 --vault-key <my_vaultkey>

o .mgsivaultrczZfERIT DR D ICHERR UEIZBEIE T 7 1ILDI\RXZIEET D

mgsistart ACEBROKER2 --vaultrc-location /home/aceuser/

n EY—/{—TVaultZfEAT 3D

o VaulthiBrk=Nriziia / — R T THE I HEaY —/\— B SNz Vault(T77 Otz X h' el &

e/ — Rovault keyhiiad—/NCBEHBEND
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B D) — RIERRES ICVaultEfERk

m —-vault-key AT 3> TFHx—%=EITHE

# e/ — ROER

$ mgsicreatebroker ACEBK1 --vault-key myvaultkey

BIP8071I: N> NIEHKRT UKL, )

# Vault keyEEUTIFEEARE] (TIAILBNTR—LA - T LT MIZSRUCUL)

$ mgsistart ACEBK1

BIP8873I: I 7R—>Z b 'ACEBK1' DI /R—R> MEBEZMIBLET .

BIP15162I: T JAILbEULT. A—H—-DiR—A - T LT RJ—ATR=ILE rc T 7AILZIRELET.

BIP15163I: /R—J)L b rc J7-JL '/home/aceadmin/.mgsivaultrc' M SHU E§*1ZL7R L - F—,

BIP15152E: IEEN/=F—(E. O —=>3> '/var/mqsi/components/ACEBK1/config/vault' DR—)L ~DI7> 0w I(CFEA
TEFEA.

BESNZF—TCEESItSNEA NFZ7> Oy oTESRMNo e, Ov—>3>

' /var/mqsi/components/ACEBK1/config/vault' DR—ILMNIFITRTIEKRIIEHML FU.

IEULVLVR—=IL b - F—ZFERALTCOV> RZEFITLTIZE0,

# Vault keyZEUTE#TD

$ mgsistart ACEBK1 --vault-key myvaultkey

BIP8873I: I 7R—> b 'ACEBK1' DA /R—F> MEBZMIBLET.

BIP15293I: Node or workdir vault key obtained from --vault-key command line argument

BIP8R96I: N> RAEE(CEMMENE LU, AT A - OJZRANRT, MR- MEER<HIGESNECE. BXU. FiT
NIRRT TVND L ZMERL TIZE0 N,
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27 fiia/ — FMEKR(CVaultz/ERk

m —-vault-key AT 3> TFHx—%=EITHE

# Ha ) — ROVERL

$ mgsicreatebroker ACEBK1

BIP8071I: N> RFIEEMRTLFEULI.

# & — R ACEBK1(CH 9 BVaultDIERL

$ mgsivault ACEBK1 --create --vault-key myvaultkey

BIP15293I: Node or workdir vault key obtained from --vault-key command line argument.
BIP8071I: N> RFIEEMRTULFULI,

# #a/ — REBEF(C(EVault/ERkIF (CERTE UTcVault keyZiEET D

$ mgsistart ACEBK1 --vault-key myvaultke

BIP8873I: I /R—=FR> b 'ACEBK1' DIAZR—FR MEEZEMIALET .

BIP15293I: Node or workdir vault key obtained from --vault-key command line argument

HRER TSN TLD T 2R LT IESLN,

BIP8O96I: V> RNEE(CREEINE UL, SXFTA - OJZRANRT, OAR—2R> MHBERLKHIEESNEC E. DR, FE17
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27 fiia/ — FMEKR(CVaultz/ERk

m --vaultrc-location©.mgsivaultrcJ 7 1 LG ZIEE I D4

# .mgsivaultrcOT—> 3> ZIBELTHRE ./ — RZ/ERK

$ mgsicreatebroker ACEBK2 --vaultrc-location /home/aceadmin

BIP15296I: Using the .mgsivaultrc file in the directory explicitly passed in.

BIP8O71I: v NIFIEBHRT L L7

# VaultZ{ERk

$ mgsivault ACEBK2 --vaultrc-store-key --vault-key myvaultkey

BIP15170I: 1 —H#—DK—LAL - T4 L2 kU — '/home/aceadmin' WDKR—IL bk rc 7 7AILEBFLTWLWET,
BIP8O71I: O~ ¥ NIZIEERT L E L7

# mgsivault N> RT.mgsivaultrc I 71 ILAMERR SN D

$ cat .mgsivaultrc

Node=ACEBK2=bX12YXVsdGtleQ==

# 1—Y—0DR—LF 472 hU(C.mgsivaulrcZER UTZi5E (. --vaultrc-locationfEL CEILEN T D
$ mgsistart ACEBK2

BIP8873I: J ¥ /R—%> b 'ACEBK2' DA VR—%> MEEAFHKL E£T,

BIP8096I: O~ FAERBICHIEINE L, Y AT L - AV ZRANT, avFR—3 v bAPMELLFBIN I & BLU, E1T
HEBR TSN TWE Z EZ R LTLZE 0,
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SREBT« LD U TORER

m VaultdOER(mgsivault I~ > R)
o B LU MUICVaultZz/ERR 9 5

ON> RS> TVault keyZ BIFIEE L CIBK T DG

mgsivault --ext-vault-dir <extvault_dir> --create --ext-vault-key <ext_my_ vaultkey>

.mgsivaultrcz{EA 9 2155

# HSMUSH . .mgsivaultrc "IN« LU hUvault keyZZEiIRULTH<

mgsivault --vaultrc-store-ext-key --ext-vault-dir <extvault_dir> --ext-vault-key ¥
<ext_my_vaultkey> --vaultrc-location <dir>

# VaultDIERK

mgsivault --ext-vault-dir <extvault_dir> --create --ext-vault-key <ext_my_ vaultkey>

20



=& mat—

JN—="THEBT LD bUVaultZzZ{EF:

m —-ext-vault-key AT 23> TF—=EITHE

# MEaY—/ICTO—07 4 LT hJUZ/ERK

$ mgsicreateworkdir IS1

mgsicreateworkdir: Copying sample server.config.yaml to work directory

1 file(s) copied.
AV FREBRTLE L,
# server.conf.yaml%&iREE

(directory(lHMEB7« L hUvaultdDpPathZzsC&k)

Credentials:

ExternalDirectoryVault:
directory: '/work/vault_test/extdir'

# AMEB vault keyZmEUTE#HITD

$ IntegrationServer --work-dir /work/IS1 --ext-vault-key extmykey

2023-12-01 16:50:46.652184:
t\\‘y l\)o

2023-12-01 16:50:46.734788:
2023-12-01 16:50:46.741476:
2023-12-01 16:50:47.513584:
2023-12-01 16:50:50.961208:
2023-12-01 16:50:51.508272:
2023-12-01 16:50:51.524732:
L7

2023-12-01 16:50:51.526028:

BIP1990I: et —/N— 'IS1' (IMHEMbZFAMBL TLWE 4, N—T 3> '12.0.10.0' (64

BIP10104I: Using external directory vault '/work/vault_test/extdir'.

BIP9905I: UV —R - ¥ x—Y ¥ — %Mt TT,

BIP9398I: I[mgsicdc.par] oD U Y —=XAO—KIN TLWEHA,

BIP9906I: 7 7/ O A FHDY Y — A& ZHAHEY AT,

BIP2866I: IBM App Connect Enterprise B¥t ¥ 21U 7T 1 —Id inactive TY,
BIP3132I: HTTP U X F—7H7R—F '7600' T 'RestAdmin http' D listen ZFAL X

BIP1991I: et —NN—1 Wz T L L7

21



=Z: e/ — RTHET« LU hUVaultZz{ERE

m --vaultrc-location©.maqsivaultrcJ 7 1 JLDIBFEIETE I D
+ mgsicreatebroker 1< > RTld--ext-vault-keyA T = 3 > AR esD. e/ — RIERRBF(CHEES
L2 M UVaultz#8ak 9 B (C(E.mgsivaultrc D 7 1 )LOIBTENNE

# Vault& .mgsivaultrc D 7 -1)LZ/ERK

$ mgsivault --vaultrc-store-ext-key --ext-vault-dir /work/vault test/extdir2 --ext-vault-key ext2mykey --va
ultrc-location /work/vault test

BIP8Q71I: A~ ¥ FIFIEEKRT L L7

$ mgsivault --ext-vault-dir /work/vault_test/extdir2 --create --ext-vault-key ext2mykey

BIP15294I: The external directory vault key has been obtained from the --ext-vault-key command line parameter.
BIP8O71I: O~ NIFEBRKRT L £ L7,

#.mgsivaultrc J 7 1 JLIMERREND

$ cat .mgsivaultrc

ExtDir=/work/vault_test/extdir2=ZXheMmi5a2V5

# .mgsivaultrcDOT—> 3> ZEELTHE ./ — RZ/ER & TS

$ mgsicreatebroker ACEBK3 --ext-vault-dir /work/vault_test/extdir2 --vaultrc-location /work/vault_test
BIP15296I: Using the .mgsivaultrc file in the dlrectory explicitly passed in.

BIP15165I: Kh—JL k « F—H7R—JL b rc 7 74/ '/work/vault_test/.mgsivaultrc' TROA Y FHA,

BIP8071I: A~ ¥ FIFIEBHRT L L7

$ mgsistart ACEBK3 --vaultrc-location /work/vault_test

BIP8873I: 1> /RK—% > b 'ACEBK3' D IAViK—3% > MEEARIAL ET,

BIP15296I: Using the .mgsivaultrc file in the directory explicitly passed in.

BIP15297I: The external directory vault key has been obtained from the vault rc file
'/work/vault_test/.mqsivaultrc'.

BIP8Q96I: J~v ¥ FAIERBICHIMENE L, Y AT L - AV ZHANT, IvFR—2» bPMELGCHABINZ L. BLU, £1T
HEBELGCHFEINTNE I EZERL TSI,




Connector Discovery WizardZ{£F U fzVaultdi&Rk

m Connector Discovery WizardZ £/ L 7=VaultDEak
+ Connector Discovery WizardZz{ER Uz / — REERRIF(C. T RRA> b - 70U —2 3 > (T
I RIZHDEIRIBHRZFRE T DI2H(CVaultzisE
o IBER(CVaultiMERR SN TULVRIFTNIEVERL
o TIAILNEIEBT LT KU— - 7RIV BMTRE
o MIHEY—/)\DOMIL N2 ERT DZEE. FRICY—ILFY FOFRENKE (RR—)
. &/ — ROMNIL NMIIBEAHT]

Oo—>3 \/1’% ;&}EE A Select the external directory vault location X

LT TSelect] %3&R

The external directory vault can be located in a toolkit workspace project or a file system dire 9*%55‘_,( I/O '\ Vault

DREBFAZIEET D

‘ © Use a workspace project
: Project name TEST_EXT DIR_VAULT

() Use a file system directory

Directory

23



Connector Discovery Wizard%z{£FE

o RIS

B —)(—

Vaultz{EH 9 355

(FEFICERTENE

L /=VaultEak

+ ToolkitT [Window] > [Preferences] > [Integration Development] > [Vault Settings| T&TE

v [Enable use of an integration server vault] Z&RU.

A Preferences

type filter text

Build BAR
Connection Settings

> Data Analysis
Database Definition
Debug
> EsaL
Flow Exerciser
Impact Analysis
Java Debug Channel
Map Editor
Message Flow Editor
> Message Sets
Patterns and Tutorials
Policy
Policy Set Editor
Policy Settings

REST API

Convert Message Map fror

Vault Settings

Defauit external directory vault project
Defauit external directory vauit key
Enable use of an integration server vai
Defauit work directory

Default integration server vault key

Project Dependency Valida
Read-Only Message Map F

in 0
Vault Settings

'WEI Adapter Migration

o X
ICR SR
Select

Test Vault Access

Browse

Test Vault Access

Restore Defaults Apply

‘ Applyand Close| ) Cancel

[Apply and Close] T&E

Launch Connector Discovery

@ Provide a policy project

Policy Project

Use an extemal directory vault

The policy project is used to store policies that are created during connector discovery

Credentials that are used during connector discavery are stored in the vault. Use either an external directory vault or an independent integration server vault.

O Use anintegration server vault Work directory

Browse

Z Vault Key
Save invallt preferences

HwaY—/(—Vaultd
BIRAZ 3 —HNENN
=Nz

Cancel
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SHERY — AN S DOERFEHIROEYS

= V12.0.3.0B4F%. HMEBY —AN'SERBHZTHIS T S Z EEHIHEE
o BEY—)\ORBEHCIT RERTL. SHEPY—ID SEB UEEREREREY —/UCRDIAD T
ENVETHE
- ERDIEIDVaulty —/(— & D@ #EN E] §E
o FHADDIA—TY MIRESN TN, FAET=17ILESIR

https://www.ibm.com/docs/en/app-connect/12.0?topic=cis-configuring-integration-server-use-security-credentials-from-external-source
A

+ server.conf.yaml®ExternalCredentialsProvidersdI > U TEEIE

ExternalCredentialsProviders:
MyExternalCredentialProviderl: @
loadAllCredentialsCommand: '/home/aceuserl/ace-serverl/read-external-credentials.sh' * | @
loadAllCredentialsFormat: 'xml' cocoe
loadAllCredentialsCodepage: 1208 @
loadAllCredentialsDirectErrorToCommandOutput: true - ®
loadAllCredentialsIncludeCommandOutputInLogs: false ®

@ SMEPEIRIBIRT O/ (5 —% (A=—T713%&H) \
@ O— R IERBEREIUS T DEHICEITIDRAIUT MRERIBTE
@ ONY RICKDTRENDEIDI A -V hZIEE
IBTEATRE/ME(L. xml. json. yamlDuL\gnh
@ N> RCEOTRENDHEHDI— R - R=—Z&IEE
O®F>/\wIBRTODIHMER (AFRE TIETHE LAV
® stderritb )& stdout A NU—AICUSA LT RITZNEDH
® EtgiEHREOJICHENTDINEDH .



SRBIROEEK - BFr - HIBR

m mgsicredential <>

L 2

BEigiEHmxiES{t U CTVaultiC&SR - =88 - 37 - HIBgZ TS O R
. H—)\—REPOEL - HIBRERT]
BIRIBIROBICL DO TIETETDRIATIa UIEERDIDOT., FHEIT=1 7))L =S

N Z=177)l: https://www.ibm.com/docs/ja/app-connect/12.0?topic=commands-mgsicredentials-command

m N> RMERZ%R

mgsicredentials
--create | --report |--update | --delete # 1Epk. =&, Fif. HIRZIEE
--workdir <work_dir>| <integration_node_name> -e <integration_server_name>
| --ext-vault-dir <ext_dir>
# WY EY —)\—Dwork> « LU KU ZFEIF. 7 / R, e —/\—ZFreE. 87 Lo KU
--credential-type <type> # Ei&|EHRDT 1 T =IETE
--credential-name <cred _name> # EiZIEHEA (T — 9‘/ — %) ZIETE
<credentials_options> # EIZFRDY A T(CLo>TELD
--vault-key | --ext-vault-key | --vaultrc-location
# Vault keyZE/zld. &5« L2 bUvault keyZE/zld. .mgsivaultrc®DF« L2 KNUZEIBE
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W

Z: AN > RETHI

e/ — FICODBCOER B Z ER

# &) — RACEBK1MDVaultlC 3 U ToDBCOEIRIBHREER

C:¥Program Files¥IBM¥ACE¥12.0.10.0>mgsicredentials --create ACEBK1 -e EGOl1l --credential-
type odbc --credential-name TEST --username db2instl --password db2instl

BIP15119I: 5 ‘'odbc' DEIKIEHSZ 'TEST' D 'create’ VI3 @FIERBCHKTULEUR,

BIP8071I: N> RIFEEERTUEU.

# e UcEIgIRHaS R ‘

# BERUERE/ —Rvault&, ERUTVWBAEIT 1 LY bUvaultDEERHBH#ND

C:¥Program Files¥IBMY¥ACE¥12.0.10.0>mgsicredentials --report ACEBK1 -e EGO1

BIP15110I: -1 'odbc' DEMRIBEIRE 'TEST' (ClE. TO/\AF— 'servervault' DI1—H—%F
"db2admin' AEFENTHHD. UTDTONF o —HEESNTLET : 'password’

BIP15121I: JO/\A 45— ‘extdirvault' DA 'salesforce' DEIEIBEIRE
'SFPolicy_Salesforcel' (Cld. UTDTO/N\F o —MNEZESNTULET: 'clientld, clientSecret,
accessToken, refreshToken'

BIP8071I: AN RIFEEERTUELU,
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BI8EHRD1 > h— N IO XR—

= V12.0.10.0CTVault® 5%z 1 > Rk— b/ T XR— RaJBEIC
+ mgsivaultd--export A>3 >, --import A>3 > % EH
« -—-export AT 3> Tvaultmdh =7 —hH-1T - T 71 ILICHE S (ZipF)
v HBEF7-Hha7 - F-THESIt
s -—-import AT 3> TF—H+AT - T7AILOHREREFEIOVault(C1 > R— b

m 1IN > RMER%R

mgsivault
--work-dir <work_dir>| <integration_node_name> -e <integration_server_name>
| --ext-vault-dir <ext_dir>
# MY EY—/)\—Dwork> « LU NU XKL, HE/ . REY—/\—&F=E 8T Lo KU
--vault-key | --ext-vault-key
# Vault keyZE/z(d. 8B« LU hUvault key
--export | --import # - /R— B LO R~ MVEIEE
--archive-location <location> # /35677 —70+1JJ71)L
--archive-key # J7—71- Jkey
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Java Computen S ERIEEHRADI7 Tt X

s V12.0.9.0h"5Java Compute CEEIBER(IC 7Ttz AN O] RE
o MbCredentialXVwv R&EFERLTILY O77v THa]gE
o LY OTYVTDINAF—->2Z DY T)LI— RIFUTZEE

https://www.ibm.com/docs/en/app-connect/12.0?topic=java-accessing-credentials-from-user- code

- (BE) ISECOIRHER :
. B> )L 0— RTldmyCred = MbCredential.getCredential(“ODBC”, “myDSN”);&EWLVDKDIC

. MbCredential.getCredential CIEE 9 DEMIBIRGETANFEREE ("0DBC”) L TLIDM
TR SBEBH D (“odbe”)
| AXFRELIZE Credential cannot be found"MIS—I(C12D

..........................

« server.conf.yaml| CHE TﬁE@é’f%’laﬁE%%‘Jﬁﬂ_J
Credentials®userRetrievableCredential Types TiEE

v SIRAJHEE

IRERRIBIRY 1 T2 H > REY)D THEEIEE DT

v 'ALL'ZIEET D EEERIBIRND I Iz R & 0]
v "ZIETET D EERERBBRNDT O ZEIE
server.conf.yamln Sk

Credentials:

#userRetrievableCredentialTypes: ‘'userdefined’

# Sets the comma separated list of credential types that user code is allowed to reference.

Default is 'userdefined'.

# The list can be empty to disallow credential lookups from user code.
# Set the value to 'ALL' to allow access to credentials of any type from user code.
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ServerCredentials
m setdbparms. mgsicredentials & R D@k Z server.conf.yam| CH&Rk B §E

+ server.conf.yam|T®Dzgih

ServerCredentials: # Server*Cr*edentlals—F(c_ub&lﬁﬁ&@@’l’jﬂi(uﬂ gD
http: # MIEIaﬂ?(OD/S’/rj’&}
SecProfID1: # SELIBHRBZIEE (R— @947?@‘@12—’7‘@355%\%350)

password: "password"
username: "joe"
SecProfID2:
password: "drowssap"
username: "alice"
rest:
remoteApiID1:
username: "RestUser"
password: "RestPwd"
remoteApiID2:
apiKey: "RestApiKey"

o ERTIREIAY A T2, &Y AT TEERRIIERIIN -1 7L 2SR

https://www.ibm.com/docs/en/app-connect/12.0?topic=cis-configuring-security-credentials-independent-integration-server-in-
serverconfyaml-file
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ServerCredentials

s 2RI TOE C(EHRF(CIRILD

+ Kubernetes/OpenShiftiRiET(d. ConfigMapt>Secret& U Cserver.conf.yamlZEfU Y —X & U
TEEIDCET, A—DATFHAA=—h5., RIEBOWEKZE U127 Zile#H 3 25 h 0l6E

o 1B
#£4i5 U f=server.conf.yaml%Z 7t (COpenShiftdSercret' ) Y — X & U THERR 9 D

$ oc create secret generic aceserverl-conf-yaml --from-file ./server.conf.yaml
secret/aceserverl-conf-yaml created
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ServerCredentials

« Rk UTzSecretzVolumeX D> hU. 2T FAT/ADLDICTD
v CP4ImCertified Container Imaget>. DockerHub®dDeveloperif 1> 771 X—=(F,

/home/aceuser/initial-config/serverconf >« L7 KU (CECE SN 7zyaml T 7 1 )LZserver.conf.yaml & U TERAFHAA

EETHREY —/(—HEE I IR ER DTS
o Y —X{ERHI(DeploymentConfig)

kind: DeploymentConfig
apiVersion: apps.openshift.io/vl
spec:
(- snip -)
template:
spec:
containers:
- name: aceserverl
image: ibm/ibmace:latest
volumeMounts:
- name: serverconf
mountPath: "/home/aceuser/initial-config/serverconf"”

volumes:
- name: serverconf
secret:
secretName: aceserverl-conf-yaml
items:

- key: serverconf
path: server.conf.yaml
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REST API

n BIBIBEROVERK « SHBZREST APINS{1TS Z &ENHVA]EE
+ REST APIRRHTYERR SN EIBHRIIVaultiCFRFEEND
o —EPOEIRIEIRTIL. REST API{REHTES - HIBRH BIEE
. BISEHRETETZEHIC. HA ) — ROBILSERERBREHRIN

m URI
o BIRIBGIRDSY A TBDOURIDHER
GET http://localhost:4414/apiv2/servers/{server}/credentials

- RTOERBREZBETEIEOTREVDOTIR
Y V11.0.0.1031E. —_}E‘C‘HR%‘C‘%5API(J}E1#\3TL‘CM@L\
o BIREHREBOERDER

GET http://localhost:4414/apiv2/servers/{server}/credentials/<cred_type>-credentials

«  <cred_type> (C(FERIBHRDT 1 T@NAD



REST API

+ ERIBIMOERDIER

| | http://localhost:4414/apiv2/servers/{server}/credentials/<cred_type>-credentials

<cred_type>: EigIBHRDI 1T

=2

Credential Type: jdbcDiHE
v BIRIBEIRICK D THERBMEEERDDTHFMIIAPI DocszHERR
— API Docs: http://localhost:4414/apidocs/ (FRR b, R— MIZNZNDIRBEDIPEZ(E R X1 >%)

{

"name": "jdbc-credential”,

"type": "jdbc-credential”,

"properties": {
"authType": "basic",
"name": "jdbc-api",
"password": "jdbcapi",
"type": "Credential”,
"username": "jdbcapi”

}

}
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REST API

L 2 'ﬂﬁlgu O):gf*g |ﬁ$ﬁ@n¥%ﬂ]@ﬁﬁmu

GET http://localhost:4414/apiv2/servers/{server}/credentials/<cred_type>-credentials/<credential>

«  <cred_type>: BIgIBI®RDY AT
+ <credential>: &SR 9 3&&IEH%. F£/(EID

o LR B

code: 200 OK

header:

connection: keep-alive

Content-Length: 391

Content-Type: application/json; charset=utf-8
Vary: Accept-Encoding

Date: Tue, 12 Dec 2023 07:36:22 GMT
Connection: keep-alive

{"hasChildren":false,"name":"jdbc-api","type":"jdbc-
credentlal","url"°"/ap1v2/servers/EGOl/credentials/jdbc—
credentlals/Jdbc-

api","properties":{"authType":"basic",
vault","name":"jdbc-

api", "password":"¥¥*xxx" MpregdOnly"”:false, "type":"Credential”,"user

name" :"jdbcapi"}, "descriptiveProperties"”:{"className":"jdbc-
credentlal"},"active":{},"actions":{},"children":{},"links":[]}

credentialsProvider":"server




Web UI

s Web UIDCredentials 7 I 5H—/)\— A TEE NI ERIGERZ SIE0IEE

o ETCOERIBIROIERMT(Mgsisetdbparms, Vault, ServerCredentials)DIGEHRMN—ETESND
o FTZIREARIBIROIERAHIBR(ZARE]

Node: BK1210V / Servers /

EGO1

Policy projects Flow statistics

Node: BK1210V | Servers | Server: EGD1 / Credentials /
~» TEST
Property

SFPolicy_Salesforcel TEST

Salesforce credential ODBC credential

Credential type

Credentials provider

I

1/ ¢ ntials /

. SFPolicy_Salesforcel

| Ba/— RVault

MBS+ L U Vault

|
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VaultiR E DREIE G RZ{EFH U /=BasiciRalE - i

n VaultiCRE SN /EFREEBiRZ A U=Basiciz:

o HTTPUOTZ MRECI—H—£ &)X T— REERT SBH A4
. VaultlofRE LT BHgISIRE FL\ = SRaE Ve A
. ERTILDAPR EOME S 1 U — T 1) {5 — %
v TelzU. BRI CHIR I BRUS —TClF—Hoa1—g—ID//\XTJ—RUM
TEHE TSRS, /Z?‘A%LL“C@*UFHD‘TE%H"J
. THRA T —) \— TOMBARTAE
o BDEROBREEDEEN e
. RTHAY —) — 2k Z 8 A3
e BFEOAVtL—T70—2/K

a2 ?u%

U’

HTTP Input HTTP Reply HTTP Reguest

- FEOAYE—TTIO-J—R le 8] g
v J,/(—F@J |\ (LDREEJJE\E MQ Input MQ Output MQ Reply
CICSRequest o g
=  HTTPInput, HTTPRequest, HTTPAsyncRequest
_ IMSRequest REST Reguest  REST Async Request
- MQInput, MQOutput, MQReply P2 5 >
- RESTRequeSt, RESTAsynCRequeSt SAP Request Security PEP Siebel Reguest
— SAPRequest =
-~ SecurityPEP I3 Pa 3 R
- S|eb|eRequeSt SOAP Input SOAP Reply SOAP Request  SOAP Async Request

SOAPInput, SOAPReply, SOAPRequest, SOAPAsyncRequest
¢ V12. O O.0LABF. BasiciRElDERsLIFHRMDEE Z J O —DHBIEH /R U (CEIRY (C IR EE



VaultiR B s

a CFa2VUSTTOT7AILIRU S —DERK
o Toolkit(CT. $&RfER > /RUS

- RUZ—

7D910h%ﬁﬁ$t@%ﬁﬁmb\7D9IOFEWW?5ﬁU>—

ZIEIR

g Import.
| & Export...

s Refresh

f0

Source
M Validate

Details

>

Convert Message Map from .msgmap to .map

ol e T

Message Flow
Subflow

Message Model ...
Message Map

ESQL File

Broker Schema
Adapter Connection
Database Definition
Data Lineage Documents
BAR file

Message Assembly

Eq  Policy

Discovery ~~==~~* ~nd credentials

- Create a new pohc
Ea WS PUlI(ymﬂu’mﬂmﬂgrj

MQ Service

Database Service

Sl Gz {EFH UT=BasicsRal - Haak

“EAN

A' New Policy

Create a policy

Policy Project: Basic_Auth_Test

Policy name: Basic,Authjesd

A
@

[m] X
_—'%
=
New...
Cancel
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VaulR B DR IEHRZAER U/zBasiciR:EE - 15k

m RS —DIERK
o Typell(ESecurity Profiles=ig8E
o UTDOTO/\G o [CENZENBEZIEET D

» Propagation: true
- Identifier to propagate: STATIC ID (EIE)

Transport propagation configuration: EEDE&IEHRE(C

Policy
Set the attributes for a Policy

Name Basic_Auth_Test

Type Security Profiles

Template Security Profiles

Transport propagation configuration
Key store

Trust store

Password value

Reject blank passwords

Alternate server list

Property Value
Authentication NONE
Authentication configuration

Mapping NONE
Mapping configuration

Authorization NONE
Authorization configuration

Propagation true
Identifier to propagate STATIC ID

basic_auth_cred
Reserved for future use
Reserved for future use
PLAIN

false

CCld basic_auth_cred &UT

G IERSY
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VaulR B DR IEHRZAER U/zBasiciR:EE - 15k

m VaultdDERk

o HERESR

munElﬁ*EODl_bu

N L,("Fd)lﬁﬁli_c S1%1FEHRZ Vault(OEN9 B (mgsicredentials 1< > )
credential type: http

+ credential name: basic_auth_cred (7RU = —® Transport propagation configuration T8 L /=%&Ha1)
+ username: 2

« password: &

mgsicredentials --work-dir /home/aceuser/ace-server/ --create ¥
--vault-key myvaultkey ¥
--credential-type http ¥
--credential-name basic_auth_cred ¥
--username SecUserName ¥
--password SecPassword
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VaultiRE Dsalt ¥ &

-t¢1U747D714w% BAI3
o WFED ) — RIGERYT 3%

L /7=BasiciR:IE - ¥&hk

« JO—/—R--ZJONF+ G)Security@?“CSecurity profile(ZE&7E

HTTP Request Node Properties - HTTP Request

Description

Basic Security profile | {Basic_Auth_Test}:Basic_Auth_Test

HTTP Settings

SSL

Response Message Parsing
Parser Opticns

Error Handling

Advanced

Validation

| Security

| Monitoring

o WYIFEY—/\—2RKIGERY 355
+ server.conf.yaml(CM{F&EINT D

v ZENZrRUS OO ha,. tFaUTOI7AIL&ICHET D

forceServerHTTPSecurityProfile: '{Basic_Auth_Test}:Basic_Auth_Test'

- BUEY-/N\—ZBEBHUCEEZTERITD



VaulR B DR IEHRZAER U/zBasiciR:EE - 15k

o JO—2K, FLEEFEOAVE—>T0— ) —RIGERAY 3555
« magsiapplybaroverride N> RZEFEALT. Xvtz—JO—/Avt—J0O0—-_/—ROTJONFs=ZLEXTS
v -mATSIAZTIONY ROBSEBEEIT DN, -p AT a>TcrIONFazR8&8 LTI 7ILEIBE

# JO—2KCERT %S

# Syntax:message flow_name#SecurityProfileName={policy project _name}:security profile name
MyService.msgflow#SecurityProfileName={Basic_Auth_Test}:Basic_Auth_Test

# JEDOAVE—TJ0O—/— RCERT %S

# J—RAICHEWTCTEUA RXYIDTITO/\F« & (SecurityProfileName) ZiCih 9D
MyService.msgflowi SecurityProfileName={Basic_Auth_Test}:Basic_Auth Test

« magsiapplybaroverride 1< > RDEFT

$ mgsiapplybaroverride -b Microservicel.bar ¥
-0 Microservicel-basic.bar ¥
-p override.properties ¥
-k Microservicel
BIP1138I: Applying overrides using runtime mqgsiapplybaroverride...
BIP1140I: Overriding property MyService.msgflow#HTTP Input.SecurityProfileName with
"{BasicAuthPolicy}:BasicAuthPolicyl' in 'Microservicel.appzip/META-INF/broker.xml’
BIP1143I: Saving Bar file Microservicel-basic.bar...
BIP8071I: Successful command completion.

o ERESNIEBART 7 )L% magsibar' O > RETT IO 9D
. WA Y—-/\—EBEHITD
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