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d1—5—HIPER— MSDIBEIRT YU ITR heziBiig D/ (CERT 3,
Add IIB suffix to client ID FIvoEANDE, IS5A7> RIDICHET—/\—REME) — REERBEREEE U TENT B,
Acks O %(‘yt—§73“IET%“(Z/ T UwSasniz & Hrg 37z (CKafkah B5iIRESNBACKZ FHE T 2 h\VEIEE T

0: ACKZRFIZ/RALY (T AILK)
1: Kafkah'5D1DDACKTIERIC/\T Uy > asnfe E¥IiIsD
All: REYIDETDOL T IHINSDACKZRFD

Timeout (sec) O UOIRXSDEA LTI MEZIBET D. (TTA4JL 60

Advanced Properties file KafkaZS-1 77> b « FOJ/\F+ =& E 9 Dkafka.properties 7 7 1 )LD ) A 2% I8ET B
TG« - T7 AL EEREITBTET. KafkaProducer/ — ROT /G« THRE T2 Kafka
Producerd 0/ &E&ERIBE,



Kafka Producer./ — R

m Kafka Producer./ — RDOERT0O/\G~

Security Security identity VaultlC&EFReNic1—5 —ID&E/\RT— RZEUE I D Izh DEIRIBIRZZIEE T Do

Security protocol O FERIZILEFIUTsTOLILEUTNSERT S,
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# KafkaProducer Node Properties - KafkaProducer

Description

[ Basic ][Topic name* ] MyTopict

aciznced IBootstrap servers* l localhost:9092

< 5
ecurity e.g. bootstrap.servercom:9092 (multiple servers can be specified and delimited using a )

Validation X
Client ID

Policy .

o Add server name suffix to client ID

Monitoring
Acks* 0 ~
Timeout (sec)* 60
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# KafkaConsumer Node Properties - KafkaConsumer

Description
i WwIE \ — \

[Basm ] [ Topic name*] MyTopicT .—a }\j w19 AvE—>0Kafka hE W OREIEE
Advanced N ) ":.'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::'.::: """"
Securty I Bootstrap servers l localhost:9092 ._| i .T; hﬁEODKafkaﬂ —) ( 0)/_1_\} |\% é_’_/—ﬁ i

e.g. bootstrap.servercom:9092 (multiple servers can be specified and delimited Using 8 |} e e e e e m e e e e —————————————— H
Input Message Parsing == = .
« ID* SubGl 1 .ﬁ

Parser Options ersumergrou LDmreuP : E@'%Consumerﬁ)b j;&; i
Validation Default message offset* latest S H
Instances Commit message offset in Kafka
Policy Wait for message offset commit to complete

Moanitoring Client ID

Add server name suffix to client ID
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unavailable » no match: No match¥—=FJLIC/E (ZTIAILK)

earliest: /\—F 4 > 3a>HOBYIDATLY hEFDODAvVEZ—%EUE

latest: /\—5« =3 >ADRFOATLY hZEFDOAVE-—ZEUS

Bootstrap servers
Partition number
Message offset

O O O O

Client ID IS5AT7 > NIDZEIBETD. 517> NDEFREFZ TS —> 324 & U TKatkaOJ ICESHDZ ET.
I—H—HIPER— RS DIBEBRTYU I IR MBI B 12ICFERT B,
Add server name suffix to client FIVIEANDE. IS 7> NDICHED—/I\—R2EME ) — REGEBEE S U THNT 3.
ID
Timeout (sec) O UOTRSDIA LTI MEZIBET D. (T IAILKSH
Advanced Properties file KafkaZ S5 77> b - 0O/« &5%E 9 Dkafka.properties 7 7 1 )L DHEFT ) \RE & I8ET Do

T/« - T AILEERATBTET. KafkaConsumer/ — RO O/« THETE%1L0 Kafka
Consumer® 7O/ \F« =% EDJRE.
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Security Security identity VaultlCEFENie1—5 —ID&E/\RDT— RZEEE T B2 DERIEREZIZE S Do

Security protocol O FERIZILEFIUTsTOLILEUTNSERT S,
« PLAINTEXT (ZJAJLK)
+ SSL
e SASL_PLAINTEXT
« SASL_SSL
IBM Event Streams(CiE#t 9 D% & (ESASL_SSLZEIBE T D2MENH B,

SSL Protocol O Security protocol CSSLE/z(ESASL_SSLZIEET Dima. FRATBISSLTO ML ZEIBET B,
Policy Policy A9 BKafkarRU > —2&B8ET B.
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* Kafka Read Node Properties - Kafka Read

Descnption e e e e e e e e e e
1 ' N > ] =1
e MyTopict o /TJUvSa9BAYvt—TdKafka NEw IBEIEE
Result r : [y atutia il mmmmm e m s L m———— 1
v spss ok REROR I e L #ESEDKafkat —/\—DRZ R ER— K
e e.g. bootstrap.server.com9092 (multiple servers can be specified and delimited using @ ;) “====m==m= == ———————— e —————— H

— . . ST ey
ecurity 0 ‘1 Kafkath—/\—D/(—F« >3 > B SZIEE '

Input Message Parsing

i

Parser Options Message offset* 2 o | "':' ----’-E---------------:-:---------------::-é- '''' .b'_ :':T‘":
Validation [Actnon when message unavanlable‘] no match o— T HR{F}?%X‘J‘E—/@jjt‘J I\'f_lfl:_?_;i)_?:__i
Poicy  Cdiemld ! TTEs T T N T

o Casatio L EELEATEY ROXA Y E—SHMERRE]

Monitoring Add server name suffix to clientID (@ @1%@@70:/ 3 \/#E}E'E

1
1
Timeout (s)* 5 o— T g
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m Kafka /RUS—DFERTO/ G+

sm

bootstrapServers
securityProtocol
saslMechanism

ssIProtocol

securityIdentity

saslConfig
sslKeystorelLocation
ssIKeystoreType
ssIKeystoreSecurityldentity
ssIKeySecurityldentity
ssITruststorelLocation
ssITruststoreType
ssITruststoreSecurityldentity
sslEnableCertificateHostnameChecking

Kafka_/ — Ra [Bootstrap servers] ZFO0/\F« ZA—/\—51 R
Kafka_/ — RaD [Security protocoll 0/« ZA—/)\—51 R
Kafkat—/\—(CHHi 9 D E S (CEASNDSASLA D Z X LZRTE
Kafka/ — K@ [SSL Protocoll ZO0/\F« ZA—)\—F+1 R
Kafka_/ — R [Security identity] 00/« ZA—/\—51 R

SASLIBRZ1EE
SSL #EHROERRFICEMASN IR 7005 —2 3 > \DTEER (RZ1EE
B N7 DA TEISE

BRABNT(CT7OCRTBIEHICFERENDZZF1 YT 1 — ID ZIEE

R NTFADE(CTIOTZATBEHICEREND 1S+ — ID Z56E

SSL #EHROERRFICEMASNS S M MO0 —2 3 >ADOTREM/ (X Z2HEE
RSX R KTFDYA T=IEE

RSRABART(EFOCRTBHIEREND TFIUST v — ID ZEE

Kafka B —/\—D/RR b&%& Kafka B —/\—DIFIAERNDRR b EBETDINESHEIEE
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Policy
Set the attributes for a Policy

 The property "Bootstrap servers” requires a value to be specified.

Name KafkaPolicy

Type Kafka

Template Kafka

Property

Bootstrap servers*

Security protocol*

SASL Mechanism

SSL protocol*

Security identity (DSN)

SASL config

SSL keystore location

SSL keystore type

SSL keystore security identity
SSL key security identity

SSL truststore location

SSL truststore type

SSL truststore security identity
Enable SSL certificate hostname checking
Kerberos service name

Value

PLAINTEXT

TLSv1.2

JKS

JKS

true
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m Kafkah X P Ls - N5
159D &N alEE
o T=HIDITA—=IY NEHR (RF—TRB) ZHRIL -~NVF— - TONFTa(CEREDIRE
o name:valuedRF7HERX Tty ~
o XAv—2DNTVYS A CAVE—Z(CY b, Xv -0 TR OS54 TREFICEISENS
+ LocalEnvironment®KafkaHeader J A )5 — ([CAR$F
KafkaProducer_/ — I : LocalEnvironment.Destination.Kafka.Output.KafkaHeader

KafkaConsumer_/ — X : LocalEnvironment.Kafka.Input.KafkaHeader
KafkaRead_/ — I~ : LocalEnvironment.Kafka.Read.KafkaHeader
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+ KafkaProducer/ — RTKafka D RS L « NS — - TO)\F =tzw NI B4

- )\~

 LocalEnvironment.Destination.Kafka.Output.KafkaHeaderd®F (CAEEDOTO/\F+ Ztzwv b

# ‘Occupation’ &’Country’ EUVSKafka IR AL - AWAH— - TOINF1-%=2ttwv b9 3
SET OutputLocalEnvironment.Destination.Kafka.Output.KafkaHeader.Occupation = 'Student’;
SET OutputLocalEnvironment.Destination.Kafka.Output.KafkaHeader.Country = 'USA';

+ KafkaConsumer./— RTHBIDE

« LocalEnvironment.Kafka.Input.KafkaHeader®F (C

BINSNd

+ KafkaRead/— RTEUET B &

« LocalEnvironment.Kafka.Read.KafkaHeader® T (C

BINENDd

(0x01000000:Name) :Kafka = (
(0x01000000:Name) : Input = (

(0x03000000:NameValue) :Country
(0x03000000:NameValue) :Occupation

(0x03000000:NameValue):partition
(0x03000000:NameValue):topicName
(0x03000000:NameValue):offset

(0x01000000 : Name ) :KafkaHeader = (

= 'USA' (CHARACTER)
= 'Student’ (CHARACTER)

'@' (CHARACTER)
"MyTopicl' (CHARACTER)
'6' (CHARACTER)

(0x01000000:Name) : Kafka = (
(0x01000000:Name) :Read = (

(0x03000000:NameValue) : Country
(0x03000000:NameValue):partition

(0x03000000:NameValue):topicName
(0x03000000:NameValue):offset

(0x01000000 : Name ) :KafkaHeader = (

= 'USA' (CHARACTER)

(0x03000000:NameValue) :Occupation = 'Student' (CHARACTER)

'@ (CHARACTER)
"MyTopicl' (CHARACTER)
'6' (CHARACTER)
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m Apache KafkaT(dTJO—H—RE*Lt>. U>477> b(Producer/Consumer),
W— LS DiEftaeeE [CSSLE TC(ESASLZ{EH ] §E
o Apache KafkaTIESASLOARE L TUTFZEYR— K
SASL/GSSAPI(Kerberos) 0.9.0.0L4F%

SASL/PLAIN 0.10.0.0LAB%
SASL/SCRAM-SHA-256, SASL/SCRAM-SHA-512 0.10.2.0B4p%

+ SASL/OAUTHBEARER 2.024F%
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