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InfoSphere DataStage

Information Server DataStage engine running as a
non-root user

© 2011 BM Corporation

This presentation will discuss how to run the DataStage® engine as a non-root user for all
versions of InfoSphere® DataStage.
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* What is impersonation mode
* How does impersonation mode effect DataStage when off
* How to turn impersonation mode off

* How to turn impersonation mode on

Information Server DataStage engine running as a non-root user

© 2011 IBM Corporation

The objectives of this presentation are to discuss what impersonation mode is, and what
the differences are in your environment when turning impersonation mode off. This
presentation also describes how to turn impersonation mode off and how to turn it back on

if needed.
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= |Impersonation
— UNIX/Linux only
— Set in DSEngine/uvconfig file
— Specifies way in which UNIX DSEngine operates
* 0 = Non-impersonation
— Administration executables are not root setuid
—dsrpcd runs as non-root user
— All users processes will run under DataStage admin user id
* 1 = Impersonation
— Administration executables are root setuid enabled
—dsrpcd runs as root
— User processes will run under own user id

= dsadm
— Default name for DataStage Administrative user
— Used in presentation as the DataStage Administrative user

Information Server DataStage engine running as a non-root user © 2011 BM Corporation

Impersonation mode specifies the way in which the DSEngine operates under UNIX and
Linux. Impersonation mode is not applicable to Windows. When this value is set to 0, the
engine will run in 'non-impersonation’ mode, administration executables are not root
setuid, and the dsrpcd will run as a non-root user. All users logging in will execute using
the permissions and identification of the owner of the dsrpc connection daemon and will
have DataStage administration privileges.

When this value is set to 1, which is the default, the engine will run in 'Impersonation’
mode, administration executables are root setuid enabled, and the dsrpcd will run as root.
All users logging in will execute using their own permissions and identification. Only the
designated administrator and root will have DataStage administration privileges.

The default user ID for the DataStage administrative user is dsadm. For simplicity, the
remainder of this presentation will use “dsadm” to represent the DataStage admin user.
The name may vary on your server.
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= All connections made through dsrpcd daemon

= dsprcd daemon
— Runs as dsadm user
— Responsible for authentication
» dsadm user must have read permissions to system files
— All client processes will run as DataStage Administrative user
*» Client processes created by dsrpcd process
* Non-root users cannot create processes as other users

— All client processes will therefore run as DataStage administrative user
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Before turning off impersonation mode, there are a few points that are important to be
aware of. When impersonation mode is turned off, the dsrpcd process runs as the dsadm
user instead of running as root. The dsrpcd is responsible for authentication of the
DataStage user. Since this process is now running as dsadm and not root, permissions on
certain system files will need to be changed to allow the dsadm user to complete the
authentication. The next slide displays the exact files that need changing for each
platform.

Another thing to understand is that when DataStage establishes client connections by way
of the gui clients or when a job runs, the client connection is established through the
dsrpcd daemon process. The dsrpcd will clone itself to create the client processes. On
UNIX and Linux, when a non-root user creates a new process, the process is owned by
that user. A non-root user cannot start a process up as a different user, only root is allowed
to do this. When the clients connect or a job runs, all of the processes will therefore be
owned by dsadm and not by the user that started the gui client or started the job. Since
the processes are running as dsadm, the processes will have all the operating system
privileges that the dsadm user has.
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= All platforms - Version 7 and earlier
— Read and write $DSHOME/.DBsetup.log

= Solaris/Linux
— Required permissions for dsadm
* Read for /etc/shadow

= AIX®
— Required permissions for dsadm
* Execute on /etc/security
* Read on /etc/passwd

* HPUX — Trusted mode off
— No Additional permissions required

» HPUX — Trusted Mode On
— Execute on /tch/files/auth/x
+ x = first letter of username
* Must be set for all DataStage users
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This slide displays the files that will need permission changes so that the dsadm user can
authenticate the DataStage users. At version 7 and earlier, the .DBsetup.log file in
DSEngine was owned by root with no write permissions for dsadm. Version 8 of
DataStage changed the ownership of that file to dsadm so there is no longer a permission
issue with that file at version 8 of DataStage.

NonRootUser.ppt Page 5 of 9



= Linux/Sun/HPUX
— Configure PAM on DataStage server
— Configure DataStage to use PAM authentication
— IBM Education Assistant module — Configuring DataStage for PAM authentication:

= AIX
— Cannot have impersonation mode off and PAM authentication
» pam_aix libraries require process to be owned by root
» Possible workaround
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If it is not possible to change permission on the required files due to security policies, there
is an alternative solution. You can configure PAM on your DataStage server and then
configure DataStage to authenticate using PAM. For more information on how to configure
this, see the IBM Education Assistant module on Configuring DataStage for PAM
authentication. This module assumes that the DataStage server already has PAM
configured properly and will go through the steps necessary to configure DataStage to use
PAM authentication.

Changing DataStage to use PAM authentication with impersonation mode off will work for
all platforms except AIX. On AlX, the pam_aix library can only be accessed by a process
running as root. Since the dsrpcd daemon will run as dsadm with impersonation mode off,
the PAM authentication will fail. There is a possible alternative of using a different library
that does not have this restriction, such as the Kerberos libraries. See the technote
referenced on this slide for more details.
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= Impersonation must be fully enabled or disabled
— Do NOT change file permission/ownership in DSEngine/bin only

= Login to DataStage server as root

cd DSEngine
. ./dsenv
bin/uv —admin —stop
scripts/DSEdisable_impersonation.sh
— Must be run from DSEngine directory

= Exit root shell

= Login as dsadm
cd DSEngine
. ./Jdsenv
bin/uv —admin —start
ps —ef|grep dsrpc
dsadm 15368 1 0 Apr 23 - 0:00
/opt/IBM/InformationServer/Server/DSEngine/bin/dsrpcd
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Once the system has been configured as described in the previous slides, the last step is
to turn impersonation mode off. It is important that the impersonation be fully enabled or
disabled using the supplied scripts. It is not acceptable to manually modify DataStage to
be have impersonation mode partially turned off. If this is done by only changing the
permissions and ownership of the files in the DSEngine/bin directory for example, the
engine will not run properly.

To turn impersonation mode off, login to the DataStage server as the root user. Change
directories to the DSEngine directory. Source the dsenv file to set up your environment
and then stop the DataStage engine. Next, run:

scripts/DSEdisable_impersonation.sh

This script must be run from within the DSEngine directory and not from the scripts
directory. Once the script completes, logout of your root window and log back in as the
dsadm user and restart DataStage. Check to be sure that the dsrpcd is now running as the
dsadm user.
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* Login to DataStage server as root

cd DSEngine
. ./dsenv
bin/uv —admin —stop
scripts/DSEenable_impersonation.sh
— Must be run from DSEngine directory

= Exit root shell

* Login as dsadm
cd DSEngine
. ./dsenv
bin/uv —admin —start
ps —ef|grep dsrpc
root 14576 1 0 Apr 23 - 0:00 /opt/IBM/InformationServer/Server/DSEngine/bin/dsrpcd
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If you want to turn impersonation mode back on, login to the system as the root user.
Change directories to the DSEngine directory. Source the dsenv file to set up your

environment and then stop the DataStage engine. Next, run:

scripts/DSEenable_impersonation.sh

This script must be run from within the DSEngine directory and not from the scripts
directory. Once the script completes, exit the root shell, login as the dsadm user and
restart DataStage. Check to be sure that the dsrpcd is now running as the root user.
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Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, AlX, DataStage, and InfoSph are trad ks or regi d trad ks of | ional Busi Machines Corp.,
registered in many jurisdictions worldwide. 01her product and senvice names m:ght be trademarks of IBM or other companies. A current list of other
IBM trademarks is available on the web at "Copyright and trademark information™ at http://www.ibm.com/legal/copytrade_shtml

THE INFORMATION CONTAINED IN THIS F’RESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY.
Windows, and the Windows logo are reg rks of Microsoft C: ion in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries
Other company. product, or service names may be trademarks or service marks of others

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE

© Copyright | ional Busi Machines Corporation 2012. All rights reserved
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