ISVG AND SAP —A TECHNICAL
OVERVIEW

This paper is a technical exploration of the integrations between IBM Security Verify
Governance (ISVG) and SAP. The focus is on the native ISVG SAP Connector not the IM SAP
Provisioning Adapters that can work with the ISVG Broker.

The paper presents an overview of the components and flow, and then explores the various
integration points and functions.
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Overview of ISVG and SAP Integration

IBM Security Verify Governance (ISVG) provides a number of identity-related functions working
with a SAP environment.

Identities are at the center of identity management and governance, and many
organizations use SAP as their HR system for employees, contractors and other people. A key
integration for ISVG is to consume identities and attributes from SAP HR and use this

information to drive provisioning.

Many SAP environments are large and complex, and the access control model supporting it
is often large and complex. ISVG provides visibility and governance to both coarse-grained

(accounts and roles) and fine-grained (roles, transactions and authorization objects)
entitlement in SAP, and can provision accounts and role memberships.

Finally, many organizations already have Separation of Duties policy implemented in SAP
GRC Access Control. ISVG can leverage this for its risk decisions.

The following figure summarizes the key components and integration points.
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The four integration points are:

1. The SAP Connector can consume identity information from the SAP HR system
The SAP Connector can collect SAP User and Role information from SAP for use in
enterprise-wide governance, and provision SAP User and Role membership changes back
to SAP.

3. The SAP Connector Agent (deployed into the SAP environment) can collect the fine-
grained SAP authorization objects, including transactions.

4. ISVG can leverage an existing SAP GRC Access Control installation as an external SoD
engine.

Each of these integrations will be explored in detail in later sections of this document.

ISVG uses a data warehouse to hold all objects and this warehouse is leveraged by the
various ISVG modules. So, whilst all identities (people in SAP HR), accounts (SAP Users),
permissions (SAP Roles) and fine-grained entitlements (SAP Transactions and other SAP AQOs)
are held in the warehouse, the Core (AGC) and ARC modules present identities, accounts
and permissions, and the ARCS module presents the fine-grained entitlements. This is
discussed in later sections of the document.

Note that there are also currently four SAP-related (ISIM) Provisioning Adapters that are
supported with ISVG via the Identity Broker in the ISVG Virtual Appliance: SAP HANA
Database,SAP NetWeaver, SAP Sybase DB, and SAP UME (Portal). From an ISVG perspective
they provide the same functions as the ISVG SAP Connector in coarse-grained mode (i.e.,
reconciliation and provisioning of accounts and permissions). We these modules briefly at
the end of the section looking at governance and provisioning.

|
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|Identities and the SAP Connector “HR Feed”

This section looks at identities in SAP HR and how the ISVG SAP Connector can act as a HR
Feed mechanism. The ISVG SAP (Enterprise) Connector is the only HR Feed mechanism
currently shipped with ISVG.

|dentities in SAP HR

Identities in SAP HR are Personnel Records. They are represented in a complex set of tables
managed by HR. The following figure shows some of the SAP Personnel information for
Martin Smith.

= = RS
PersNo. | €5002)  PersAssgn 00065002 Portfoko Manager Actve ~ %)
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@ wr Standard salary / MA10
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The SAP Personnel Record includes assignment to various other objects. For example, we
can see Martin as assigned to the Position of “Portfolio Manager / 50007424” and is in the
“Frankfurt Project Office / 50003235” Org Unit.

The SAP Connector will handle the complexity of the multiple connected pieces of
information and present it to ISVG.

The SAP Connector will consume all Personnel records and create ldentities (Users) in ISVG.
The following figure shows Martin Smith from SAP HR in ISVG.
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The assignments in SAP HR have been translated into User attributes. The Org Unit in SAP
has been used to define the Org Unit in ISVG that the user would belong to.

If there are assignments and these are tied to Attribute Groups in ISVG, then when the
attribute group rebuild task is run, changes to the attribute group hierarchies will also be
applied.

SAP Connector “HR Feed” Configuration

The SAP Connector for HR Feed is an ISVG Enterprise Connector in ReadFrom (RFROM)
mode. An example is shown below.

IBM Security

IHEmHGy SavEmEnER Enterprise Connectors

and Intelligence

Driver Configuration Driver Attributes List Channel-Read From
Fitter Actions: ~w- & Connector Details
APP - CSV - Recon - Multiple Permission types L] Channel Mode '/ Enable read from channel
APP - CSV - Recon - Simple Permissions /] Name [co 1R Feed
APP - JDBC - Recon - Permissions with multiple ) Description
rigths
HR - CSV - readFrom - Identities snapshot (/]
(/] RicondiliazioneG53 o Type C
SAPHR
SAP HR Feed L]
Driver Class Sap
Trace ON
Trace Level [
History ON
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When creating the connector, the key setting is Type. There are two SAP options — SAPR3
and SAPHR. Selecting SAP HR defines is as a HR mode connector. The only driver class
available is “Sap.”

The other connector details are the same as for any other Enterprise Connector.

The SAP Connector, when in SAPHR mode, consumes an IDOC file that has been produced by
the SAP HR system. It does not connect directly to SAP to pull data.

There are four settings that must be defined for the connector driver and two that are
optional.

Connector Details Driver Attributes List  Channel-Read From
& Driver
Events Marker [ .]
L3
Mandatory MName
9 sapldocFutureExtension
/] sapldocReadExtension
9 sapldocMetaPath
L] sapldocPath
fileOrder
sapldocInfoTypeToManage
Setting Description
sapldocMetaPath Location where SAP Metadata definition file resides
sapldocPath Directory where SAP HR Idoc files are placed

The Connector supports configuring the attribute mapping between the SAP HR system and
the ISVG User objects. This is the same as the attribute mapping available with the SAP
Connectors when used for reconciliation and provisioning of accounts.

Note that the connector will pull organizational structure (OU) records from SAP HR as well
as people (Personnel) records.

|
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ISVG and SAP Governance and Provisioning

This section looks at the governance and provisioning features in ISVG. As the SAP Security
model is complex, we provide an introduction to SAP Security before looking at how ISVG
can treat SAP security objects in an enterprise-wide context and also the fine-grained SAP-
specific features. The section also discusses provisioning with the SAP Connector.

Intro to SAP Security
The SAP Security model is complex and there have been many books written about it. This
section provides a brief overview to the depth needed for the ISVG-specific functions.

For users to be able to perform operations in SAP, the user in SAP must have a username,
password and a set of authorizations.

The authorization check in SAP has three levels:

1. User and Password: a unique user id and a valid password must be entered in the SAP
GUI start screen,

2. Transaction start: every new action is started using a transaction code. The user must be
authorized to start a specific transaction.

3. Once the transaction is started, many other authority checks are performed; data (for
example a company code) and action (for example view, modify, create).

The latter two are the authorizations.

The following sections provide a simplified view of the key SAP Security objects that will be
used in ISVG. It is not complete and may be over simplifying matters from a SAP perspective.

SAP Users (Accounts)

User accounts in SAP are similar to accounts in other systems. They have attributes and
operations that can be performed against them (create, change, display, delete, copy,
lock/unlock, change password).

|
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Maintain User
User TUSER-016
Last Changed On TUSER-016 22.03.2016/07:40:01 Status Saved
. Address |} Logon data | Defaults | Parameters | Roles | Profiles | Groups | P (][]
Parson -
I -
Title Ll'llr.
Last name Edwards
First name David
Academic Title Dr.
Format Dr. David Edwards
Function
Department
Room Number Floor Building iez]
Communication
Language English - Other communication...
Telephone Extension
Mohile Phone
Fax Extension
E-Mail
Comm. Meth Remote Mail -
Assign other company address... J [ Assign new company address... I -
Maintain User
User TUSER-016
Last Changed On TUSER-016 22.03.2016||07:40:01 Status Saved
Address - Logon data Defaults | Parameters | Roles | Profiles  Groups | P [[E]
' 5 =
Alias LDr.mmnDs _‘
User Type Dialog i
Password
System Differentiates Between Upper- and Lower-Case
InltEl password \\n( 1 E s R
Repeat DHSSWl}rd E s R
User Group for Authorization Check
User group APR Asia Pacific

Users are connected to Roles to provide authorizations.
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Display User
v &
User TUSER-016
Last Changed On USER-016 22.03.2016|/08:39:12 Status Saved
Address | Logon data | Defaults | Parameters .~ Roles | Profiles | Groups | P el
E R EE
Reference user for additional rights
Role Assignments
S... Role Type |Vald From Valid to Name E
r 1
(] l:I'OlG—ROLElFBOl _,) 22.03.2016 31.12.9999 New test role s

For example, David Edwards (User TUSER-016) is mapped to the Role T016-ROLE1FBO1.

Users are also mapped to Profiles (which are directly tied to Roles) and Groups (used for
bulk administration of users).

SAP Transactions and other Authorization Objects
A SAP Role is a collection of authorizations. It consists of authorization objects. These
authorization objects may be transactions, data values or operations.

Transaction, or TCODE, is one type of authorization object. A transaction is a function; a
page or set of pages in a SAP module. For example, FBO1 is a Post Document (i.e., add
financial document), FB02 is Change Document, and FBO3 is Display Document. So, all three
are SAP Financial transactions that relate to financial documents, each performing a
different function (e.g., Add, Modify and View).

Standard transactions are shipped with the different SAP modules. For example, FBO1, FB02,
and FBO3 all belong to SAP Financials (aka Fl or FICO). SAP environments may have custom
transactions. These tend to start with a “z.”

Other authorization objects define the data and actions that can be performed on the
transaction(s). For example, “company code (BUKRS)” is used to define one or more
companies that the SAP installation is for. An authorization object can restrict the data by
company code. This value may apply across all similar transactions. The following figure
shows the company code across the three FB01/02/03 transactions.

|
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Post Document: Header Data

Held document  Acct model (X Fast Data Entry  [{JPost with reference 2 Edeng Options
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Document Number :\ [ Transhatn Date
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Doc.Header Text

Tradng part.8A

Change Document: Initial Screen

flloocument Lst M Fsttem 2 Edeing Options

Change Document: Data Entry View

3 Bvaes  340spsy umency

FB02 — Change Document

Keys for Entry View Fscal Year 2000
Documant Humber "100000000 | Period

Company Code 1000

Fscal Year Ledger Group

S . L= (s |E

tion Amount  Curr.  Tx Cost Center - Order Profk Center Segment

c
® .| Display Document: Data Entry View
285 X3 Btaes AdDsoby Currency

1480

Data Entry View

Document Number AZ‘Z‘ Company Code 1000 Fecal Year 2000

Document Date Postng Date 05.01.2000) Period 3
Reference VETX. Cross-CC no H
FBO3 — Display Document

Currancy neM Ledger Group
(@) (&) F)[00) 5. (& 5% . (8] J@ j . (in) 1)
C. " Itm PK S Account Description Amount Cur, Tx Cost Center Order Proft Center Segmant Biing Doc.
10 1 50 154000 Input tax 17,93- DEM V

2 40 470900 Bxp. non-ded.inpt tx 17,93 DEM 1480

Other data values, like Business Area (GSBER), behave similarly.

Activities define the actions that can be performed on a transaction or set of transactions in
relation to data values. There are almost 200 activity codes in SAP, some very generic and
some very specific. For example, 01 (Create or generate), 02 (Change), 03 (Display), 04
(Print, edit messages), 05 (Lock), 06 (Delete), 07 (Activate, generate), 08 (Display change
documents), 09 (Display prices) and 10 (Post). For example, you may see that a company
code value is tied to an activity code of 02,03 meaning data for that company can be viewed
or modified.

The combinations of transactions and other authorization objects are used to define discrete
sets of access, mapped to Roles. The following figure shows the relationships.

Comp. Role

Generated Auth, - Auth. Field
Auth. Ohjeds soith Wl ues
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SAP Roles
The following example is for the role above — T016-ROLE1FBO1.

Display role: Authorizations
=] BH @ PFlopen PElchanged PH|Maintained Organizational levels... [El Information

Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
T016-ROLE1FBO1 COO Few test role
[~ CO@ Standard Cross-application Ruthorization Objects ARMB
& ©C@ 2 Standard Transaction Code Check at Transaction Start 5_TCODE
= COO standard Iransaction Code Check at Transaction Start T-G355100000
&+ Transaction Code FEO1l, FBO2, FBO3 TCD
[ CO@ Standard Controlling co
]
FLQJZI A% Standard Transfer Price Valuations K TP VALU
3 OO0 sStandard Transfer Price Valuations T-G355100000
&y Retivity 0z, 03 ACTVT
& Controlling Area * HOKRS
&y* Valuation View 0 VRALUTY
—03& CO@ Maintained Financial Accounting FI
—& ood A%Malm:alned Accounting Document: Account Authorization for Customers F_BEPF_BED
[—E €03 .2 Maintained Accounting Document: Account Buthorization for Vendors F_BHFF_BEK
—& ood A% Maintained Accounting Document: Account Ruthorization for G/L Accounts F_BKFF_BES
—E CO@ .2 Maintained Accounting Document: Authorization for Document Types F_BHEF_BLA
—= ooad A%Malm:alned Accounting Document: Authorization for Company Codes F_BEFF_BUK
= O0@ Standard Accounting Document: Authorization for Company Codes T-G355100001
G Aotivity 0z, 03 ACTVI
& Company Code * BUKRS
3 CO@ Maintained Accounting Document: Ruthorization for Company Codes T-E355100000

Ignoring the complexity of the SAP display and some levels that aren’t important to the
discussion, this shows the mapping of a role to the authorization objects.

This role defines a combination of transactions (S_TCODE, in this case FBO1, FB02, and
FBO03), a set of authorization objects for different data values and operations that relate to
those transactions.

Different roles with different combinations of transactions and other authorization objects.
For example, just looking at some transactions and data AOs (no activities):

Role Transactions Company Bus. Area
T016-ROLE-FBVAR-1 FBO1, 02, 03 1000 *
T016-ROLE-FBVAR-2 FBO2, 03 1000 *
T016-ROLE-FBVAR-3 FBO1, 02, 03 1000-2900 &
T016-ROLE-FBVAR-4 FBO1, 02,03 1000 6000, 7000
T016-ROLE-FBVAR-5 FBO3, 04, 05, 07 & &

These (fabricated) roles are examples to show overlap:

e The first role allows the user to post, change and view a financial document for company
1000 (and any business area).

e The second role is similar but without the ability to post (i.e., can view and change).

e The third role allows the user to post, change and view financial documents for any
company in the range 1000-2900.

|
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o The fourth role allows the user to post, change and view a financial document but only
for company 1000 and business areas of 6000 or 7000.
e The fifth role allows a number of transactions for any company and business area.

There is access overlap between these roles, and as we will see later, ISVG can highlight
issues within roles and between roles.

Note that you cannot map a transaction or other authorization object directly to a user, it
must be via a role.

In SAP roles can be:

e Direct Authorizations:

o Simple roles

o Imparting roles (Parent)

o Derived roles

o Exception roles (no transaction codes inside)
e Indirect Authorizations:

o Composite roles

There are significant differences in SAP between these. From an ISVG perspective we only
see roles (i.e., the direct authorizations) and composite roles (indirect authorizations).
Thecomposite role is intended to be a higher-level role, equating to a Job Role (whereas
rolesmay be job functions).

The next sections look at how ISVG can present and analyze these objects from a coarse-
grained (enterprise-wide) and fine-grained (SAP-specific) perspective.

Coarse-Grained (Enterprise) Governance

SAP objects loaded via connector reconciliation will contribute to enterprise-wide
governance. SAP Users are treated like other accounts and are connected to ISVG Users, SAP
Roles become permissions and can be mapped to Business Activities for SoD checks along
with other target permissions.

This section is focused on SAP objects pulled directly from SAP via the Connector. There is a
slight difference when objects are sync’d from ARCS into ARC which will be covered later.

SAP Objects Loaded

The connector reconcile will create accounts, attempt to match these to ISVG users, create
permissions (if not already there) and map them to ISVG users (if the user was found). This
uses the normal TARGET queue that all other adapters and connector use. The behavior of
the steps can be customized by Java rules associated with the Target queue.

SAP Users in ISVG are like all other accounts and can be viewed via the Manage -> Accounts
tab or the Manage -> Users tab.

|
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Ideas / admin
Filter | Actions =
Account Configuration | SAP
Last Code
55 Unmatched BLACKM Unmatched BLACKM  BLACKM (e B
& Steve Sopranos 00065012 Last Login Feb 27, 2016 Last Login E
PY Number of Login Errors 0 Last Password Chal
i David King 00065013
Master UID 00065011
& - First Name

A Victoria Carter 00065010 Surname
& Tim Jackson 00065009 Email
~ DN
£a Thomas Carey 00065008

Display Name
s Michael Lewis 00065007

Identity UID
Asa Susan Hill 00065006
A Udo Fischer 00065005
Sa Maria Porter 00065004
S Camy Marek 00001990 . User ID |PPM_DEVO
sa Friederike Vossen 00001981 Force Password Change
it Lo J000160 Account Expiration Date o
L, Charles Matthews 00100315

Account Details

[d41p Pl [mmess  [50 | &

Master UID  PPM_DEVO LastLogin Feb 27, 2016

Last Login Error Number of Login Errors 0
Last Password Change Feb 27, 2016 First Name
Surname Emall
DN Display Name

Identity UID

The SAP Roles are treated like all other roles.
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{(_ETYETSN Configure | Monitor | Tools | Settings Ideas [ admin
Users ‘ Groups Roles | Applications | Accounts Resources
M m Management Users Org Units Application Access  Rights  Analysis  Hig
Filter Actions & Details
th 5 _ASscoN [ Info
A Gs3 Version 0
£k apo_Lc G53 Owner
b TRALALL G53 Mame |APO_LC
5 LCT L0C_SHoW 53 Code |215ea6b6
&
i z1_sP_PROJ as53 Description ‘
4 IDES 93 @53
Type [ Permission
A IDES 92 G53
Application | G53
&b IDES. Www G53
Permission Type | PROFILO 3
4 IDES_TEST G53
= Families [ 1)
&b R3_RFC G53
w Expiration
u:{fa IDES_TRANSL G53
Last Review Date Feb 27, 2016
A R3_STRUST G53
4> Z_DEV_DOCBTH G53 . [ Business Info
" Business Name
b TRALALL 05 G53
5 RICATT_RUN a3 Business Pollcy
4 IDES SWITCHZ G53

ISVG users are connected to SAP Roles during the reconciliation process (or later when
unmapped accounts and mapped to users). For example, Maria Becker has a number of SAP
Roles (shown as ISVG Permissions — atom icon).

[PRWS Configure | Monitor | Tools | Settings 1deas / admin Help Logout
Users | Groups | Roles | Applications | Accounts | Resources
m Details User Resources  Accounts  Rights  Mitigation  Events
Filter Actions (SAssigned
= )
Filter
o & Maria Becker 00100356  Sales HiFi [50000777]
m = VV Name Application Group Name Group Code Hierarchy Start Date End Date Creation Date Originator
usiness to Business
& Cori Becke 00099067  Procurement D
& Formna Y il & ZUSESSMENU2 53 SalesHFi 50000777  ORGANIZATIONAL_UNIT War2totle  SentTamer
& cnarlene Becker 00070101 [C;D’gﬁ:gtf" and Benefiy &b T-000000044 Gs3 SalesHifi 50000777 ORGANIZATIONAL UNIT ek s D st
. Production Motorbikes (D] )
& Boris Becker 00001272 (o ey © 4 T-000000043 Gs3 SalesHiFi 50000777  ORGANIZATIONAL_UNIT ;’!"‘5;?;‘5}3,‘5 Sl
G Mortna  Becker 00500060. - Carteen (D) [50000001] & T000000042 Gs3 SolesHFi 50000777  ORGANIZATIONAL_UNIT ek e s
o Personnel Training (D) "
& Georg Heceg 00100416 150014178) &b T-000000041 Gs3 SalesHifi 50000777 ORGANIZATIONAL UNIT tazeotle  eTave
- Sales group 101 F2
& ka2 Becker 00900185 150011634) 4% T00000004 es3 SalesHiFi 50000777  ORGANIZATIONAL_UNIT Mar24,2016  Event Target
8:58:29 AM 21262
I Service & Support .
i | Robett SR Heckst 00200028 155000528 & 72 RFCAQL Gs3 SalesHifi 50000777 ORGANIZATIONAL UNIT fehzz. 200  DekTme
o ; ;
Py Lars Becker 11199100  00-Organisation [50003050] ’2‘2’ R3_BASIC 53 Sales HiFi 50000777 ORGANIZATIONAL_UNIT it;z;,glpo,:s 15/2:&1'3@2(
& s Becker 11199101 01-Organisation [50003051] o rr———
& z.IDES_ESs 53 SalesHFi 50000777  ORGANIZATIONAL_UNIT Hecas o Request:112
& tars Becker 11199102 02-Organisation [50003052]
&b IDESUS_HR_ESS_MENU GS3 SalesHiFi 50000777 ORGANIZATIONAL UNIT ?gs?gbzveww e
& s Becker 11199103 03-Organisation [50003053] =

These permissions can contribute to SoD and SA risks like any other permission.

Enterprise SoD

Enterprise risk is defined in the Access Risk Control (ARC). It contains the business activities,
BA to permission mapping (linking), the SoD and SA risk definitions and mitigations. This is
enterprise-wide, not SAP-specific.

Business activity trees need to be defined, but some are pre-built (like the Financials BAs
shown below).

|
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Ideas / admin

Business Activities | Business Activity Mapping | Mitigation Controls | Risk Definitions | Domains

EUPT M Search | MUM. issions Risk Membershi licable Domains
Actions -~ }eActivity details
- 4 crOO-C Parent Activity FI00 - Finance
B 4 EC00 - Consolidation Name |CCO1 - Maintain Cost Center Distributions
B 4 F100 - Finance 1D Code |CCO01
& s OC01 ~ Maintain Cost Center Distributions Description |CCO1 - Maintain Cost Center Distributions

Owner

4 C€CO2 - Maintain CC or CE Groups
4w CCO3 - Maintain Cost Centers
+

2
B 4 €C04 - Execute Cost Center Distributions

These BAs are linked to SAP permissions or other target system permissions.

Ideas / admin
i ctiviti Busir Activity Mapping | Mitigation Controls | Risk Definitions | Domains
Tree View 20000 Details REUCN LIV TY | Risk Memberships  Applicable Domains
Actions
I a» CROO-C Name Application
1" 4 EC00 - Cansolidation 4ib T_ADM950_SUPER_USER [21403f39] G33
= 5 ; .
. W FI00-Finatce B 5 7_pec_IMG [21404652) Gs3
| B o oot - Maintain Cost Center Distrbutions 2 s
= b ZBC400_TRAINER [214d8090] GS3
4 €CO2 - Maintain CC or CE Groups
& 4ib Z_HR_PROFESSIONAL [214ed160] G653
4w CCO3 - Maintain Cost Centers ks
i B 653
Bl 4 CCO4 - Execute Cost Center Distributions % 2.IDES_ESS [214ed6od]
Gl

The risk definitions will be either Separation of Duties (SoD) or Sensitive Access (SA).

Ideas / admin
Business Activities | Business Activity Mapping | Mitigation Controls | Risk Definitions | Domains
= [T sy s o cos s
Actions

& SoD s Feb 28, 2016 7:36:27 PM Home [l

& FO06 SoD ™ Feb 28, 2016 7:36:28 PM Deseription (9032 costs to tneuthorized cost centers

& FO07 SoD ] Feb 28, 2016 7:36:28 PM Type (5D

& FO08 SoD Y Feb 28, 2016 7:36:28 PM Level ((Figh

L F009 %D @ Feb 28, 2016 7:36:28 PM ‘ impeds

& FO10 SoD Y Feb 28, 2016 7:36:28 PM Likaithiaa

& FO11 SoD ® Feb 28, 2016 7:36:28 PM T

& Fo12 SoD e Feb 28, 2016 7:36:28 PM i

& FOI3 SoD <] Feb 28, 2016 7:36:28 PM Risk acceptance

rational
& FO14 SoD e Feb 28, 2016 7:36:28 PM o
di FO15 SoD ® Feb 28, 2016 7:36:29 PM Creation Date Feb 28, 2016 7:36:28 PM
EN1E [ VNal 2 Eah 28 018 7-36:-90 DM

They will map to Business Activities.

|
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LIPS Configure | Monitor | Tools Ideas / admin
Business Activities Business Activity Mapping Mitigation Controls | Risk Definitions | Domains
m Risk details m Applicable Mitigation Controls  Users

" Filter Actions ~

R e R e

& FO06 S0 ® £e0:26,2016:7-56:20. P 4 (CCO1 - Maintain Cost Center Distributions

Ak FOO7 SoD [ ] Feb 28, 2016 7:36:28 PM A (0004 - Execute Cost Center Distributions

A FOO8 SoD k=l Feb 28, 2016 7:36:28 PM

4k FOO9 SoD [ ] Feb 28, 2016 7:36:28 PM

A& FO10 SoD & Feb 28, 2016 7:36:28 PM

A ENnt Cal r Y Eah 90 IN4E£ 7.2£.90 DM

We can see the users associated with a risk and the details of the risks associated with a
user.

1deas / admin
= Risk details | Activty Applicable Mitgation Controls [T
Filter Actions Fiiter |
e
Risk First Name Last Name User ID ‘Ou Name [Ou Code]
FO06 SoD Feb 28, 2016 7:36:28 PM
& L ® ‘O‘ William Maclntosh 00070021 Warehouse [50012496]
A& FO07 SoD [ ] Feb 28, 2016 7:36:28 PM
) & varia Becker 00100356 Sales HiFi [50000777]
A Foo8 0 @ Feb 28, 2016 7:36:28 PM
) 2 Henry Miller 00010270 Marketing [50011001)
L F009 SD @ Feb 28, 2016 7:36:28 PM 8
o
& Fo10 w e Feb 26, 2016 7:36:28 PM ® Q taren Holzblatt 00010271 Marketing (50011001]
& FO11 SoD ) Feb 28, 2016 7:36:28 PM [ ] & Rhonda Ford 00070136 Training and Development [50012489)
& o1 D @ Feb 28, 2016 7:36:28 PM e Q sott Dillon 00070248 Maintenance [50012528]
da FO13 SoD ° Feb 28, 2016 7:36:28 PM ® Q Danic Weiss 00001718 Sales group 120 B1 [50011638]

Conflict Info

m Mitigation Controls

Actions

o
)

ALL

A SA||FIAC®

“> Manager check on Log - Weekly

LB 4w FI10 - Finance Archiving Actions

"> Z_HR_PROFESSIONAL || G53

A SA||Psac @

In this example we can see Wilson Maclntosh is carrying multiple risks that include a
Medium level sensitive access risk of “FIAC” which is tied to the “FI10 — Finance Archiving
Action” business activity. The FI10 business activity includes the Z HR_PROFESSIONAL SAP
Role which Wilson MaclIntosh has.

The risks may be across a single SAP Role, between SAP Roles, or between SAP Roles and
permissions for other target systems. Because many SAP roles contain a complex set of
permissions (transactions and other authorization objects) we need to use the fine-grained
SAP module (ARCS) to identify SAP Roles that contain risk within their definitions.

|
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Fine-Grained (SAP-Specific) Governance

The Access Risk Control for SAP (ARCS) module is dedicated to analyzing risk associated with
SAP Roles, the transactions and other authorization objects the roles contain. It is similar to
the enterprise-wide Access Risk Controls (ARC) module, and many of the concepts (business
activities, SoD/SA risk, BA mapping) are the same, but there are some differences. This
section explores the use of the ARCS module for understanding SAP risk.

The ARCS module will use users and SAP Roles loaded via the SAP Connector (or other
means like a bulk load or one of the ISIM Provisioning Adapters), business activities and risks
from ARC, and fine-grained objects collected from SAP via the SAP Connector Agent. We will
look at where the data comes from in a later section.

SAP Authorization Objects in ISVG

The Load process will consume all SAP Roles, transactions, authorization objects and
relationships. The following figure shows a SAP Role (“T_PCC_ACCT”) in ARCS.

User Violations | SAP Role Violati Sap izati i Role ings | Reports
 Roles | YT =™ Warming ConfiictInfo Activity ~Transaction Authorization Object | SAP Authorization
Filter Actions Name T_PCC_ACCT
+ @ pe TPCCCO w3
= Description |Product Cost Controlling Functions for Accounting
B @ %e reccior Gs3
3§ Role Type SAP Role
. g 653
e T_HREOI-USER Created by | BAZEMORE
e T_HRS80_CUSTOMERROLE 63

Creation Date |10/01/2003 21:34

ic]

e T_HRS40_HR_CM_BEN-COMP-MANAGER G653
so Modified by |BAZEMORE

{c]

e T_HRS40_DEMO )
¢ Last Mod Time |14/01/2003 04:58

-~

e T_HR305_PERSADMIN+CUSTOMIZING 653

The following figure shows the transactions mapped to the role.

m SAP Role details Warning  Conflict Info  Activity [Eriir i) Authorization Object SAP Authorization
Fllter Actions v Fllter
SO ke TPOCCO b
Transaction Group Name Description
- . 653
® s TPOCACCT FSIB FSIB
B %y T_HRBOL-USER 3 AEL P
%a T_HRS8D_CUSTOMERROLE 3 feeo e
. FKO1 FKO1
%ee T_HRS4D_HR_CM BEN-COMP-MANAGER G353
FKOG FKD6
] - G33
#= T_HRS540_DEMO S_ALR_§7012082 S_ALR_87012082
Bl* %e T_HR305_PERSADMIN+CUSTOMIZING &5 S_ALR_B7012086 S_ALR_87012086

(=2

T un & = S AIR 87012103 S AR 87012103

Similarly, we can see the authorization objects mapped to the role.
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User Violations | SAP Role i Sap izati iolatit Role Warnings | Reports
SAP Role details Warning Conflict Info  Activity ~Transaction _ D73 SAP Authorization
Actions v Filter
s
Auth Object AO description SAP Auth Field Name Min Max
.
o A_A_VIEW T-1355012100 VIEW *
e T_HREOL-USER 653 A_A_VIEW T-1355012101 VIEW 1 2
%o T HRS80 CUSTOMERROLE 653 A_B_ANLKL T-1355012100 ACTVT 01
. A_B_ANLKL T-1355012100 ACTVT 02
%o T_HRS40_HR_CM_BEN-COMP-MANAGER 653
A_B_ANLKL T-1355012100 ACTVT 03
BI" % T_HRS40_DEMO 3 cvT
. A_B_ANLKL T-1355012100 A 77
e T_HR305_PERSADMIN+CUSTOMIZING Gs3 A_BANLKL 11355012100 ANLKL .
%o T_HR250_SAP_LO_EMPLOYEE Gs3 A_B_ANLKL T-1355012101 ACTVT *
%o T_HRI50.SAP_HR_EMPLOVEEZA es3 A_B_ANLKL T-1355012101 ANLKL *
& B ) A_B_BWART T-1355012100 ANLKL =
e T_HR250_SAP_HR_EMPLOYEE_US 653
A_B_BWART T-1355012100 BWASL *
. 653
&o THR250_SAP_HR_EMPLOYEE_TW i A_B_BWART T1355012101 ANLKL .
e T_HR250_SAP_HR EMPLOYEE TH Gs3 A_B_BWART T-1355012101 BWASL 100
e T_HR250_SAP_HR_EMPLOYEE SG 653 A_PERI_BUK T-1355012100 AM_ACT_PER 30

Note that the authorization objects are not tied to specific transactions. The authorization
objects have their own fields and values that may apply to one or more transactions
depending on what AOs apply to each transaction.

For example, the A_A_VIEW AO has two set of values in the role; one that restricts values to
the range 1-2 (i.e., one or two) and one that has a wildcard. There is an obvious conflict here.

This role has 1067 transactions and 865 authorization objects mapped to it. It is a huge and
complex role has could have many conflicting accesses contained within it.

We can also see collective roles in ISVG, including the roles that make up the collective role.
For example:

Monitor

User Violations | SAP Role i SAP i i Role Warnings Reports.
m YT =) Waming Conflictinfo Activity Transaction Authorization Object SAP Authorizatil
-
Eittar Actions Name [2_SCM310
SoD Name Application Description
E‘ x Z ScM31e == Role Type Collective Role
. - Created by
e SAP_EPM_PLANT MANAGER Gs3
. _ Creation Date
e 2.5CM310_SFC Gs3
) . Modified by
ol cour-ross 6
Last Mod Time

8 2.5A°_AUDITOR Tax

B o

The user to permission (i.e., ISVG user to SAP Role) relationships are available in the identity
warehouse and accessed by the ARCS module. If you don’t load this information (e.g., bulk
load or using the SAP Connector) you won’t see the user-based information in ARCS.

ISVG SAP Authorization Patterns (or Risk Entitlements)

In ISVG we use the Business Activity model to define risk. Business activities (such as
“purchase order create” and “purchase order approve”) define job functions that may be
part of a job role. Risks may be separation of duties (or toxic combinations) between
business activities or sensitive access (like privileged access) for a specific business activity.

|
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As well as defining the risks (SoD and SA) we also need to define what permissions for a
specific deployment map to the business activities (e.g., what application
group/role/transaction implements the “purchase order create” function in Company XYZ).

The Problem with SAP Roles for BA Mapping

For SAP it’s natural to think we can use SAP Roles to map to business activities (in the same
way that we would map an AD Group or a RACF CICS Transaction to a BA). However, as we
saw in the previous section, SAP Roles may be large and complex, covering many
transactions and authorization objects with potential for overlap and unexpected access
decisions. This is fine if we want to identify users with risk through their roles, but not good
if we want to understand the risk inherent in a role and perform some role cleanup.

We need a more granular definition of access in SAP that we can tie to business activities.

In ISVG we have the construct of “SAP Authorizations” or “SAP Authorization Patterns”
(previously known as “SAP Risk Entitlements”).

SAP Authorization Patterns
A SAP Authorization Pattern is a combination of one or more AOs for a specific transaction
that are granular enough to map to a business activity.

If a SAP Role is tied to a single transaction with a small set of AOs, then the SAP
Authorization Pattern may be equal to the SAP Role. In most cases there may be many SAP
Authorization Patterns that cover part of a SAP Role.

SAP Roles and SAP Authorization Patterns
The following figure provides an example of data objects and how they come together to
provide the governance picture.

|
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Let’s start with the SAP Roles. There are four single roles shown with different combinations
of transactions and authorization objects.

[ SRolel (T1, 01, 02, 03)
. SRole2 (T2, 04, 05)

° SRole3 (T3, 01, 02)

° SRoled4 (T3, 05)

We have defined five SAP Authorization Patterns:

e Aznl (T1, O1)
e Azn2 (T1l, 04)

e Azn3 (T2, 05)

e Aznd (T3, Ol AND 02)
e Azn5 (T3, 05 OR 03)

These five Authorization Patterns may represent unique functions in SAP (combination of
transaction and authorization objects) that could be a potential risk in the SAP system or
granular functions we want to provide governance visibility to.

The figure shows how the SAP Authorization Patterns map to the SAP Roles. Authorization
Patterns Aznl, Azn2, Azn3 and Azn4 map to SRolel, SRole2, SRole3 and SRole4, respectively.
There could be multiple Authorization Patterns mapping to a single Role, or a single
Authorization Pattern could be found in multiple roles.
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The patterns Azn4 and Azn5 show how there may be a need to combine AOs for a
transaction to define the needed level of granularity. Azn4 has T3 and O1 AND 02, so for it
to be matched to a role, both AOs must be present (like in SRole3). Azn5 has T3 and O5 OR
03, so for it to be matched to a role either combination (T3+04 or T3+05) must be found
(like in SRole4).

Notice that the SAP Authorization Pattern Azn2 does not cover a role completely — the
transaction is in SRolel and the AO is in SRole2. So, a single role does not map to the
Authorization Pattern. However, if the roles are combined, either through a Composite Role
(like CRoleA) or because a user is connected to both SRolel and SRole2, SAP will merge the
transactions and authorization objects and so Azn2 will be valid. This is often referred to as
cross-contamination of roles — two roles when combined present unexpected access.

The diagram shows three business activities mapped to three of the SAP Authorization
Patterns:

. BAl -> Aznl (T1, O1)
. BA2 -> Azn2 (T1, 04)
. BA5 -> Azn5 (T3, 05)

These business activities are also tied to SoD Risks.

. R1 has BAl and BA2
o R2 has BAl and BAS

How does this affect users? If we have a user Fred who is in Role SRole5. The Authorization
Pattern Azn5 is found in role SRole5, so Fred has the business activity BA5 but no risk
violations. If we then add Fred to SRolel he then has business activity BA1 (through the
Authorization Pattern Azn1 in role SRolel). This triggers the SoD Risk R2.

How about user Joe. He’s in the composite role CRoleA. This consists of SRolel and SRole2.
The Authorization Patterns that apply to Joe are Azn1 (from SRolel), Azn3 (from SRole2) and
Azn2 (from SRolel+SRole2). Aznl is mapped to BA1, and Azn2 is mapped to BA2, and these
two BAs comprise SoD Risk R1. The composite role CRoleA contains the SoD violation, so any
user (like Joe) that is mapped to the role will also be in violation.

The ARCS module, using the SAP Authorization Patterns, allows both role- and user-based
risk to be identified.

|
Page 23 of 50



ISVG and SAP — A Technical Overview § IBM Security

An Example of SAP Roles and SAP Authorization Patterns in ISVG
The following figure shows a role (T_PCC_ACCT) and the SAP Authorizations mapped to it.

Ideas / admin
m SAP Role details Warning ConflictInfo Activity Transaction Mnmm
| Fiter | Actions Filter |
- I
Name Functionality Type Application
T_PCC_CO 653
o GLO3-FB41 SAP_AUTHORIZATION Gs3
T.PCC.ACCT 653
< = ok GLO3-F-42 SAP_AUTHORIZATION G53
“e T_HR60I-USER G33
GLO3-F-21 SAP_AUTHORIZATION G53
% e T_HRS80_CUSTOMERROLE 653 't z
e T_HRS40_HR_CM_BEN-COMP-MANAGER Gs3 ol GLO3-FI3E SAP_AUTHORIZATION Gs3
%o T HRS40_DEMO 653 o GLO3-F101 SAP_AUTHORIZATION G53
e T_HR305_PERSADMIN+CUSTOMIZING Gs3 o GLO3-F-05 SAP_AUTHORIZATION G53
%o T_HR250_SAP_LO_EMPLOYEE Gs3 ok GLO3-F38 SAP_AUTHORIZATION Gs3
. G53
e T_HR250 SAP_HR EMPLOYEE ZA o GLO3-F14 SAP_AUTHORIZATION Gs3
Yee T_HR250_SAP_HR_EMPLOYEE US 653 o GLO3-F13 SAP_AUTHORIZATION Gs3
=
#e T_HR250_SAP_HR_EMPLOYEE TW & ok GLO3-FOS SAP_AUTHORIZATION G53

There are actually 98 SAP Authorization Patterns found in the SAP Role T_PCC_ACCT. The
following figures show the SAP Authorization Patterns GL03-FB41, GLO3-F-42 and GLO3-F-21.

Ideas / admin G53 / Producti...

Business Activities | Business Activity Mapping

Ty e

: -
g b Actione Name |GLO3-FB41
/ Name Transaction Description Transaction m]

o GLO3-FBWE FBWE GLO3-FBWE

Description | GLO3-FB41

* GLO3-FBBCX FBBCX GLO3-FBBCX Auth Object Condition | AND

o GLO3-FBBI FBB1 GLO3-FBB1
Save | cancel
off GLO3-FBAL FBA1 .. e
off GLO3-FAGL FC VAL FAGLFCVAL  GLO3-FAGL_FC_VAL  Flter Actions =~ [ Fitter Actions =~
TET—
FAGLFC TRANS ~ PACLFCTRANS pagy e TRans
F_BKPF_BUK AND ACTVT Any From 01, 02
o} GLO3-FAGLF101 FAGLF101 GLO3-FAGLF101

Manage Configure Monitor Ideas / admin

Business Activities Business Activity Mapping Risk Definitions Domains

T T T Activity

Filter Actions

it ons Name |GLO3-F-42
Name Transaction Description Transaction 3

ot GLO3-F-05 F-05 GLO3-F-05

Description |GLO3-F-42

oAk cosra Fa GLas-F2 Auth Object Condition | AND

ol GLO3-F-42 F-42 GLO3-F-42

| save || Cancel
‘ GLO3-F.05 FO5 GLO3-F05 e —
lt GLO3-F13 F13 GLO3-F13 | Filter | Actions ™ | Filter | Actions
dosse e e ——
‘ GLO3-F.38 Fa8 GLO3-F38 F_BKPF_BUK AND ACTVT Any From 01,02
- minacens E1ny oA Eing

|
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Business Activities | Business Activity Mapping Risk Definitions Domains
SAP Authorization SAP Authorization dekails V.7"71.7
et Actions = Name |GLO3-F-21
fiame - . Transaction |F-21
o‘ GLO3-F-05 F-05 GLO3-F-05
Description |GLO3-F-21
o e =2l (Al Auth Object Condition | AND
ut GLO3-F-42 F-42 GLO3-F-42
Save Cancel
-‘ GLO3-F.05 FO5 GLO3-F.05
i GLO3-F13 F13 GLO3-F13 Filter Actions = Filter Actions =
dowm  m ane T
-‘ GLO3-F38 £38 GLO3-F38 F_BKPF_BUK AND ACTVT Any From 01,02

Each SAP Authorization Pattern maps to a single transaction (FB41, F-42, and F-21) and each
one has a single field for the F_BKPF_BUK (“Accounting Document: Authorization For
Company Codes”) AO with activity codes (operations) of 01, 02 (add, modify). They map to
the role because the role has those transactions and authorization objects.

User Violations | SAP Role Violatit Sap izati lati Role Warnings | Reports
m SAP Role details | Warning | ConflictInfo Activity Transaction it g SAP Authorizati
Filter Actions Filter
SoD Name Application Auth Object AO description SAP Auth Field Name Min  Max
&g %o T.PCC_LOGISTICS = F_BKPF_BUK T1355012100 ACTVT o1
. F_BKPF_BUK T-1355012100 ACTVT 02
B g %o T_PCCIMG 653 e
& F_BKPF_BUK T1355012100 ACTVT 03
& . %
T_PCC_CO 653
: hd Lad F_BKPF_BUK T1355012100 ACTVT 06
Be e TPCCACT o F_BKPF_BUK T1355012100 ACTVT 08
F_BKPF_BUK T1355012100 ACTVT 77
F_BKPF_BUK T1355012101 ACTVT
F_BKPF_BUK T1355012100 BUKRS
F_BKPF_BUK T1355012101 BUKRS

Each of these AOs is mapped to the business activity of “GLO3 — Post Journal Entry (misc
Tax/Currency).” This mapping and the risk analysis it allows is covered in the next section.

Defining SAP Risk in ARCS
Now that we understand the SAP Authorization Patterns that ISVG uses, and how they are
tied to SAP Roles from the SAP system, we can look at how we manage risk.

Business Activities and Mapping in ARCS
Whereas in the enterprise-wide risk module (ARC) we mapped business activities to
permissions, in ARCS we map business activities to SAP Authorization Patterns.

Thus, an ISVG User will belong to a business activity because their SAP account is mapped to
a SAP Role, and that role is mapped to a SAP Authorization Pattern, and that SAP
Authorization Pattern is mapped to a business activity.

The risk definitions are built on business activities as they are in ARC. SAP Authorization
Patterns mapped to business activities can be viewed/added/removed from the Business
Activities tab in ARCS.
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Business Activities | Business Activity Mapping | Risk Definitions | Domains

] [ Search Details Risk Memberships  Applicable Domains

Fiiter Actions
i Name Type SAP system
4w ECOO - Consolidation
E‘. ct CCO1-KSv2 SAP_AUTHORIZATION Gs3
4w FIOO - Finance
: Bl . oo0s - Maintain Cost Center Distrbutions o CCo1-Ksvi SAP_AUTHORIZATION Gs3
=

4 €CO2 - Maintain CC or CE Groups

4 CCO3 - Maintain Cost Centers

Bl- £004 - Evacute Cost Canter

Activities can also be added to/removed from the SAP Authorization from the Business
Activity Mapping tab in ARCS.

Manage Configure Monitor Ideas / admin

Business Activiies | Business Activity Mapping | Risk Definitions | Domains

SAP Authorization details m

| Filter | Actions = Actions |
Name Transaction Description Name ID Code

-t FI01-KB41 KB41 FI01-KB41 &= FI01 - Revenue Reposting FI01

-‘ FI01-KB41MN KB41N FI01-KBA1N

ol FI01-KB44 KB44 FI01-KB44

The Business Activity Mapping tab is also the place to manually define SAP Authorizations.
They can also be bulkloaded from XLS files under the Tools menu.

Risks in ARCS

Risks in ARCS are defined in exactly the same way as risks in ARC. The Risk Definitions tab in
ARCS allows for creation/modification/deletion of risks.

For example:

= sk deaits [T
. Fiter- Actions CXe Name [F001
A& E024 SoD e Feb 28, 2016 7:36:27 PM
Description Maintain fictitious GL account & hide activity via postings

s FOOL SoD o Feb 28, 2016 7:36:27 PM VA
& FO02 SoD ™ Feb 28, 2016 7:36:27 PM Type ((SoD o]
& FO03 SoD ) Feb 28, 2016 7:36:27 PM Level (_High )
A& FO04 SoD e Feb 28, 2016 7:36:27 PM Impact
4 FO0S SoD ® Feb 28, 2016 7:36:27 PM Likelihood
A FO06 SoD e Feb 28, 2016 7:36:28 PM Tolerance
& F007 SoD ) Feb 28, 2016 7:36:28 PM Trend
4 Fo08 SoD e Feb 28, 2016 7:36:28 PM Risk acceptance

rational
& F009 SoD ® Feb 28, 2016 7:36:28 PM promit
4k FO10 SoD @ Feb 28, 2016 7:36:28 PM Creation Date Feb 28, 2016 7:36:27 PM

Risk details m

Actions Actions
i E024 SaD * Feb 28, 2016 7:36:27 PM o P .
k. FOOL SoD L] Feb 28, 2016 7:36:27 PM a GLOI - Post Journal Entry GLo1
i, FOO2 SaD L] Feb 28, 2016 7:36:27 PM & GLO2 - Maintain GL Master Data GLO2
i, FOO3 SaD ® Feb 28, 2016 7:36:27 PM
A FO04 SoD Fel Feh 28 2016 7:36:27 PM
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This shows a High-level Sod Risk, FO01, that has two business activities: GLO1 — Post Journal
Entry and GLO2 — Maintain GL Master Data.

With the risks defined, we can look at the violations that ARCS can report on.

SAP Role Violations
The “SAP Role Violations” view shows SAP Roles that contain risks due to the SAP
Authorization Patterns corresponding.

The view shows all Roles and highlights the ones with risk (colored dot, as used throughout
ISVG). For example, the SAP Role FI:T_149_M contains a single SoD violation.

Monitor
User Violations | SAP Role Violations | SAP Authorization Violations | Role Warnings | Reports
m SAP Role details | Warning i st o] Activity Transi
Fllter Actions v
|
SoD Name Application it ALL
e e AT19M B & sop || F027 @
E. - -
7@ e Z.5AP_CA AUDITOR APPL 53 B 4 F108 - Create / Change Treasury Item
E ©®  re Z.AP AUDITOR BA ORGA o P B “e FI:T_149 M || G53
E’ ©® e Z_SAP_AUDITOR BA A G33 ot F108-TX06 || G53
& . ! G53
: ® o ziESESS ok Fr08-Tx01 || G53
®'@  %e 2 HR PROFESSIONAL Gs3 a
H 4w FI09 - Confirm a Treasury Trade
©® e 2BC400_TRAINER Gs3 e
! %e FLT_149_M || G53
©  ve ZBCA00_PARTICIPANTS Gs3
i o F109-X02 || G53
‘fj ® e TP G53

The SoD violation is “F027” which comprises the business activities of “FIO8 — Create /
Change Treasury ltem” and “FI09 — Confirm a Treasury Trade”. This means that someone
with this role could add a trade and approve it, an obvious SoD violation.

The “FIO8 — Create / Change Treasury Item” business activity is mapped to the FIO8-TX06 and
FI08-TX01 SAP Authorizations. The “FI09 — Confirm a Treasury Trade” business activity is
mapped to the FIO9-TX02 SAP Authorization.

As the SAP Role has transactions and AOs that correspond with these three SAP
Authorization Patterns, then the role contains the conflict. This is similar to having a
Business Role in ISVG that contains multiple permissions mapped to conflicting business
activities, thus the role itself contains conflicts.

SAP Authorization Violations

It may be that the SAP Authorization Patterns that have been defined represent conflict
themselves. For example, maybe the same SAP Authorization Pattern is mapped to two
different business activities that comprise a SoD rule. That may be unavoidable as the one
transaction could be used for conflicting activities.
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User Violations
The “User Violations” view shows users that have conflicts, due to the roles they have.

The following figure shows users that contain conflicts.

User Violations | SAP Role Violati SAP Authorization Violati Role Warnings | Reports
m m Assignment details SAP Roles SAP Authorizations
Filter Actions
FSoD SoD First Name Surname Identifier DN B oAl
® o J rx AC505 AC505-99 B A sob || Foo1 @
e o Jrx AC510 AC510-99 B 4 GLO1 - Post Journal Entry
® 3 admS50 ADM950-99 = 8 -6245468821177765196 | | G53
S priy i
@ [5} &a Prufer Wilhelm AUDITOR : * GLO1-FBCI | | G53
® a BC408_USER BC408_USER = 4w GLO2 - Maintain GL Master Data
~
® a Be920 USER BeA20 UaER = (\’ -6245468821177765196 | | G53
e o & BCA440 BC440 :
o8 GLO2-FS00 | | G53
e o 2 BC_GRMSEL BC_GRMSEL -
ok GLO2-Fss0 | | G53
& Uwe Blumoehr BLUMOEHR 2
A SoD || Fois @
e 2 CA611_USER CA611_USER &
i SA || FIMD
e o 3 CA940-MODEL CA940-MODEL
= aw FI12 - Finance Master Data Actions
® Q Chistan  Kupper D036514 &
(\’ -6245468821177765196 | | G53
@ Q i Schaefer D041017 4
ot F112-0B52 | | G53
& Particpant  Course DA7QM-99  D47QM-99 !
o F112-FB2P || G53
| & & 2 pcc Delta DERPPC-99

The highlighted user, Prufer Wilhelm, has two SoD and one SA risks. Notice that there are
two risk ratings shown and that the risks seem to have randomly generated negative
numbers instead of names.

The User Report shows two types of SoD violation:

e SOD (Traditional SoD) — business activities in conflict mapped to two SAP Authorization
Patterns within a SAP Role.

e FSOD (Cross-contamination), Full SoD — unintended overlap of AO between two roles
representing unexpected access

To determine cross-contamination risks, ARCS must build combined definitions and that is
what the collective roles (blue double-helix icon) with the negative random number labels
represent.

Let’s look at the FIMD SA violation. It is mapped to two SAP Authorization Patterns: FI12-
OB52 and FI12-FBZP. We can look at the SAP Roles mapped to Prufer Wilhelm, and the SAP
Authorization Patterns that correlate to them.
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User i SAP Role Violati SAP izati i Role Warnings | Reports
m RiskInfo  Assignment details SAP Authorizations
Filter Actions Filter
e o J rx AC510 AC510-89 H"%4 7.5AP_AUDITOR_BAORGA 6s3
C adm9s0 ADM950-99 o Fl06-0852 653
e o [ erifer Wilhelm AUDITOR ok Fez Gs3
e & BCA08_USER BC408_USER E"%e 2.5AP_AUDITOR 8A RE o3
® A?l BC420_USER BC420_USER = :.. Z_SAP_AUDITOR_BA _RE_A GS3
e o 2 BCA40 BC440 B4y 7_SAP_AUDITOR BA SD 653
® ® a BC_GRMSEL BC_GRMSEL & %e Z_SAP_AUDITOR BA SD_A G33
& Uwe Blumoehr BLUMOEHR E"%e 2.sap AUDITOR DS o3
e & CAG11_USER CA11_USER B4 4 7.5AP_AUDITOR DS_A Gs3
e o 3 CA940-MODEL CA940-MODEL =% 2.54p_AUDITOR 54 BC o5
® S Ovistan e DO36514 E“%, 7 5AP_AUDITOR_SA_BC_CCM_USR G53
B9 653
o 3 uin o S e Z_SAP_AUDITOR SA BC_CUS_TOL
S o Fi12-0852 653
& Participant ~ Course D47QM-99 D47QM-99
= ol GLO2-FS00 Gs3
e o J rx Delta DERPPC-99
o GLO2-FSSO &=
9. Participant _ Course DERPQM-99  DERPOM-99

The Z_SAP_AUDITOR_BA_ORGO role correlates to the FI12-FBZP SAP Authorization Pattern.
But no other SAP Roles correlate to FI12-OB52. However, it is listed at the bottom (not
belonging to any Role).

This means the ARCS module has determined that across a number of SAP Roles belonging
to this user, there is the right combination of transaction(s) and AOs that correspond to the
FI12-OB52 SAP Authorization Pattern, and this tied to the SA violation.

This Is very powerful and shows that even though a single role might not cause a violation,
there may be combinations of roles providing an unexpected cross-contamination of access.

How Well are the Roles Named?
One of the positive benefits of using the business activities model and mapping them to SAP
Authorization Patterns is that we can get a good view of how well the roles are named.

For example, we can look at a role cryptically named FI:T_801_M as follows.

Monitor

User Violations | SAP Role Violations | SAP Authorization Violations Role Warnings Reports

m SAP Role details  Warning  Conflict Info m Transaction  Author]

Fllter Actions
:Io FLT_801_ M S s FI04 - Maintain Bank Master Data
Yee FLT_794M G53 & FI12 - Finance Master Data Actions
e FLT 738.M G53

Because of the SAP Authorization Patterns found in the role definition, and because those
SAP Authorization Patterns are mapped to business activities, we can get a reasonable
understanding of what the role covers (e.g., Maintain Bank Master Data and Finance Master
Data Actions).
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ISVG ARCS could be used as a tool to help renaming of roles, or at least applying some sort of
description to the roles to make access requests and certification more business-user
friendly.

Role Warnings (Bad Practice Analysis for SAP Access Control Model)

The “Role Warnings” view is a result of analysis run against the authorization data pulled
from SAP. It does not involve the normal ARCS risk analysis and SAP Authorization Patterns —
it is merely looking for known bad practices in the authorization data.

The patterns it is looking for are:

e Roles without any transactions mapped,
e Roles without authorization objects mapped, and
e Roles with wildcarded (“starred”) transactions.

An example of this report is shown below.

Ideas / admin

JERPSOLUT/EXTERNAL_CANDIDATE External Candidate in E-Recruiting wfoT Low role without transaction
JERPSOLUT/UNREGISTERED_CAND Non Registered Candidate (Service User) in E-Recruiting wjoT Low role without transaction
AAA_ROLESWITCH The workplace and user settings are updated automatically. wfo AO  Low role without Auhtorizable Object
AUTOID21_ALL AUTOID21_ALL wjoT Low role without transaction
BC:E_801_M GRC - SPM - Admin wfoT Low role without transaction
BC:T_004_M e rielaborabile manualmente wfo AO Low role without Auhtorizable Object
BC:T_033_M Blocco transazioni - M w/fo AD Low role without Auhtorizable Object
BC:T_D40_M Monitor RFC - M wfo AO Low role without Auhtorizable Object
BC:T_048_E e rielaborabile manualmente w/fo AD Low role without Auhtorizable Object
BC:T_201_V Report per Certificatori e Focal Point w/fo AO Low role without Auhtorizable Object
CAS40_DISPLAY - PA*: HR transactions ™ High role with star transaction
CA:T_002_V Anagrafico delle Modifiche - V wfo AO Low role without Auhtorizable Object
CAT 801 M e wioAO  low role withot Ohiect

It is possible to add more Java code to this report to identify other bad practices.

SAP-specific Reporting in ISVG

ARCS provides a number of SAP-specific reports.
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User Violations | SAP Role Violations | SAP Authorization Violations | Role Wamings | Reports
e
E] a= ARCS - SAP and Collective Role Risk overview
E] a=s ARCS - SAP authorization Risk overview
[ == ARCS - User Risks
E’ a= ARCS - User with FSOD Risks
E] = SAP Authorization Definition
E ‘a= SAP Authorization and Business Activity Catalog
T == SAP Role Catalog
B == SAP Role and AuthObj Catalog =
E] = SAP Role and Business Activity Catalog .
B &  SAP Role and Transaction Catalog

The reporting mechanism is the same as for the other modules in ISVG — you select the
report, specify arguments and output format, and submit. The report is produced in the
background.

The following is an example of the ARCS — SAP and Collective Role Risk overview report in
XLS.

Risk | Risk
: | Type  Severity
G53 CO:T_043_M & rielaborabile manualmente SAP Role  [CCO1-KSV1 . CCO1 - Maintain Cost Center Distributons | 7 | FOD8 SeD HIGH
653 |T_ADM950_SUPER_USER] SAP Role |CCO1-KSVA || |CCO1 - Waintain Cost Center D = |Fo0a [SeD  [HIGH
G53 T_PCC_IMG Marually added OKG4, CPT1 and KZ82 SAP Role  [CCO1-KSV1 T‘ CCO1 - Maintain Cost Center Distributions ‘r‘n Foog SeD HIGH
553 ZBC400_TRAINER Berechligungen flir ABAP-Trainer BC400, ete SAP Role  [CCO1-KSW1 :‘ CCO1 - Maintain Cest Center D :n FO  [SeD HIGH
G53 Z_HR_PROFESSIONAL  |Human Resources Professional SAP Role  [CCO1-KSV1 T‘ CCO1 - Maintain Cost Center Distributions ‘r‘n Foog SeD HIGH
553 Z_IDES_ESS T 50013222 Standard IDES SAP Role  [CCO1-KSW1 :‘ CCO1 - Maintain Cest Center D :n FO  [SeD HIGH
G53 CO:T_043_M & rielaborabile manualmente SAP Role  [CCO1-KSV2 T‘ CCO1 - Maintain Cost Center Distributions ‘r‘n Foog SeD HIGH
653 |T_ADM950_SUPER_USER] SAP Role |CCO1-KSVZ || |CCOA - Waintain Cost Center D = |Fo0a [SeD  [HIGH
G653 T_PCC_IMG Marually added OKG4, CPT1 and KZ82 SAP Role  [CCO1-KSv2 T‘ ©CO1 - Maintain Cost Center Distributions ‘r‘n Foog Sel HIGH
553 ZBCADD_TRAINER Berechligungen flir ABAP-Trainer BC400, ete SAP Role  [CCO1-KSV2 :‘ CCO1 - Maintain Cost Center D :n FODE  |SeD HIGH
G653 Z_HR_PROFESSIONAL  |Human Resources Professional SAP Role  [CCO1-KSv2 T‘ ©CO1 - Maintain Cost Center Distributions ‘r‘n Foog Sel HIGH
553 2Z_IDES_ESS T 50013222 Standard IDES SAP Role  [CCO1-KSV2 :‘ CCO1 - Maintain Cost Center D :n FODE  |SeD HIGH
653 T_ADM950_SUPER_USER] SAP Role  |ceoakeadt || [ocoz- Maintain CC or CE Groups HEEEE HIGH
G53 | T_ADM950_SUPER_USER| SAPRole |CCO2KAH1 || |©CO2- Maintain CC or CE Groups = [F023 [seD  [HIGH
G653 T_PCC_CO object, 1o allow postings. SAP Role  |CCO2-KAHT T‘ CCO2 - Maintain CC or CE Groups ‘r‘n Foo4 Sel HIGH
et T PLAM410 Caurss PLMAI0 " Quality SAP Bala | 0COPKAH A Terns - Maintain 66 o CF Grouns © [Ennd Sl HIGH

As with the other modules custom reports can be developed, either from scratch or based

off an existing report.
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Where Does All the Data Come from?

There are many data sets that need to be present to use the SAP functionality discussed in
this section.

The following figure shows the key data objects and their relationships.

AGC
( % 1. ARC
e b a S i e ~
1 '
lr.‘)
People ¥ permissions e
(ISIGI Users) (SAP Roles) iR Business Activities
( i AOs ) 2 %
N F s
.‘ AuchﬁZation Shared between
Patterns ARC & ARCS
............................... G RRRNRRRRRR—
ARCS

Within Access Governance Core we focus on People, their Accounts and Permissions. When
an account is loaded, it is matched to a user and any account-permission membership
becomes a Person-Permission mapping.

In both Access Risk Control modules (ARC and ARCS) we define Business Activities and these
business activities are mapped to Risks (e.g., SoD or SA).

In ARC (sometimes called the “Enterprise Realm”) business activities are mapped to
permissions. In ARCS this is more complicated; SAP Authorization Patterns are associated
with the permissions (SAP Roles) where the transactions and authorization objects match,
and SAP Authorization patterns are mapped to business activities.

Thus, the data we need to load into ISVG for SAP-related functions consists of:

e People or identities

e SAP accounts (SAP Users), permissions (SAP Roles) and relationships

e SAP fine-grained authorization objects, such as transactions, fields and value, and the
mapping to SAP Roles

e SAP Authorization Patterns

e Business Activities

e Business Activity to SAP Authorization Pattern mapping

e Risk definitions

Note that the business activity to permission (SAP Role) mapping in ARC will be derived from
the business activity to SAP Authorization Pattern mapping in ARCS.

There are different approaches and tools to collect and consume these datasets.
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Loading Identities into ISVG

Identities will normally be stored in some form of HR system or some other identity store
(perhaps Active Directory is the store). The following mechanisms could be used to load
identities into ISVG

e For employees etc. stored in SAP HR, we can use the ISVG SAP Connector to
automatically load the identities into ISVG

e For other HR systems, you could build a custom HR Feed mechanism to automatically
push identities into ISVG. This has been done with Tivoli Directory Integrator in the past.

e There is a generic CSV-based identity connector in ISVG that could be used to load
identities.

o There are bulk load tools available with ISVG to load identities. These would need to be
extracted from an identity store somehow and massaged into ISVG’s format.

There are other options, but these are the common ones.

Loading SAP Accounts and Permissions
The ISVG SAP Connector will automatically pull the accounts (SAP Users) and permissions
(SAP Roles) and relationships into ISVG. The provisioning adapters will do the same.

There are also bulkload tools that can be used.

Loading SAP Fine-grained Authorization Objects
The fine-grained authorization objects must be collected and consumed via the SAP
Connector Agent directly into ARCS. There is no other mechanism to load them.

Loading SAP Authorization Patterns
Recall that SAP Authorization Patterns aren’t physical objects in SAP or elsewhere, they are
logical definitions that someone has to come up with. Where do they come from?

e The local SAP expert —someone who understands the SAP implementation and can
identify the granular transaction-based combinations of AO’s that are needed to
perform a function.

e An audit report — a recent audit may have identified the needed combinations of AOs for
a set of transactions

e  Our pre-canned definitions — due to recent work with a partner we have a set of
Authorization Pattern definitions for Financial (FI**) transactions that can be used. This
is a starter set; they may need to be tweaked to suit local AO values (e.g., company
codes), work is still required for the other SAP modules, and they will never cover local
transactions (z***).

There are two ways to load SAP Authorization Patterns; via the Ul or using the bulk load
tools. The Ul may be appropriate for a small environment but not for a large SAP
deployment,

There are bulk load tools for creating (inserting) and deleting (removing) SAP Authorization
Patterns, and to “Add a SAP Authorization” to a business activity, and “Remove a SAP
Authorization” from a business activity. There are no bulk load tools for SAP Roles, AO’s and
transactions.
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Loading Business Activities
The business activities, and business activity tree, may come from a number of sources:

e A company may already have a set of business activities defined.

e Arecent audit may have provided a set of business activities.

e They are using SAP GRC AC and it has a set of business activities defined.

e We provide a standard set of business activities for many of the functions related to SAP
modules

e We provide a standard set of business activities from the APQC initiative.

Business activities can be manually entered into ISVG via the Ul or bulk load tools are
available. There is no OOTB mechanism to pull business activities from SAP GRC AC.

Loading Business Activity to SAP Authorization Pattern Mapping

This data relies on the definition of both business activities and the SAP Authorization
Patterns. Thus, the mapping is unlikely to be pre-available anywhere and will need to be built
based on expert knowledge or any pre-canned definitions we can supply.

We have a set of business activities, SAP Authorization Patterns and the mapping between
them for SAP Financials and this will grow over time to include more data.

The mapping can be performed in the Ul or via the bulk load tools. There is a “Add SAP
Authorization to Activity” import and a “Remove SAP Authorization from Activity” import.

The data would need to be formatted for the XLS structure used.

Note that there is automatic synchronization from ARCS to ARC that will take the BA <-> SAP
Authorization <-> SAP Role relationship and convert it into a BA <-> SAP Role relationship.

Loading Risk Definitions
Risks are combinations of business activities with some other settings (like level). Risk
definitions will come from:

e The local SAP expert — someone who understands the SAP implementation and can
identify the SoD/SA risks.

e An audit report — a recent audit may have identified the needed combinations of BAs.

e SAP GRC AC — contains risk definitions that could be consumed.

e  Our pre-canned definitions from earlier work.

Risks are defined in the ARC module in the Ul or via the bulk load tools in ARC (not ARCS).
There is no OOTB mechanism to collect risk definitions from SAP GRC AC.

Technical Aspects of the SAP Connectors and Tasks

When talking about the ISVG SAP Connector we’re actually talking about two things; the SAP
Connector (JCo-based) that implements the HR Feed and course-grained
reconcile/provisioning and the SAP Connector Agent fine-grained governance.

Ignore the terminology, the SAP Connector and SAP Connector Agent are two independent
integrations used by different modules in ISVG
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ISVG SAP Connector (for AGC and ARC)

The SAP Connector includes server-side definitions and the SAP Java Connector libraries. For
working with SAP Users and SAP Roles in AGC/ARC, there is no agent to be deployed. The
SAP Connector is agentless, using the JCo calls.

Installing JCo and the SAP Connector
ISVG is pre-loaded with all the server-side components for the SAP Connector, except the
Java Connector libraries.

The SAP Java Connector is a standard remote Java-based API provided by SAP. It is used by
any vendors needing to remotely connect to SAP. Our (ISIM) Provisioning Adapters use it.

There are two files needed: libsapjco3.so and sapjco3.jar.

The files are packed in a platform specific download that the customer must obtain from SAP
for their SAP environment. For ISVG we need the Linux 64-bit files.

These files need to be imported into the ISVG Virtual Appliance. This is done using the Local
Management Interface. See SAP Libraries - IBM Documentation

Configuring a SAP Connector in Enterprise Connectors
With the JCo libraries loaded, the SAP Connector can be configured in ISVG. The SAP
Connector Agent is only used by the ARCS module and its setup will be discussed later.

Note that an Application and Account should be defined for the SAP system prior to
configuring the connector. The Events Marker will be needed in Connector configuration.

The connector is defined in the Enterprise Connectors function within the Admin Console.

When creating the connector, the Type must be “SAPR3” and the Driver Class “SAPR3”.

LIS Monitor | Settings Ideas
Connectors
e ot it
il Actions
. & Connector Detalls
Enabled Name WTO RFROM RECON. Enabled
APP - CSV - Recon - Multiple Permission - Channel Mode . Enable wrte to channel
types
Name (53 SAP Authorization
APP - CSV - Recon - Simple Permissions (-]
Description

APP - JDBC - Recon - Permissions with ° P Read/write users and authorizations

multiple rigths

SAP Authorization o o

G53 SAP HR Feed ] Type (CSApR3

HR - CSV - readFrom - Identities snapshot o Driver Class

o

(/] RicondiliazoneGs3
Trace ON

Trace Level (

History ON
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Once the connector is created, it can have either of both of the “write to channel” and

“reconciliation channel.” The first is for provisioning, the second is for reconciling the users,
roles and authorization objects.

The Driver Configuration tab is used to specify the connection settings. The following figure
shows a sample configuration and how the values are gleaned from SAP.

[ user System Heb

grH Cc@e DRR

User IDADMGN
Password  sessssssaess

Language

Connection . Network Code Page

COaN @AE @

1deas / admin

ctor Details LUV TTUT TN Driver Attrioctes List | Channel-Wrkte To  Channdg
yver

Events Marker I GS3-New :,:I

Information
H  welcome to IDES ECC 6.0

useridConnection IDADMIN

passwordConnection

hostnameConnection 192.168.0.112
cliont 800

anguage EN
systemNumber 00
repositoryName G53

Choose the connection type and change the system parameters as requined. Delete the
# you want the system 1o propose & description. Button DK is only active when &

has been enternd saplicoVerson 3
Attribute to denomariize
Connection Type Custom Applcation Server serDefaultPassword
System Connection Parameten l ogcalystem
— —a
Dascrption | Training '
Apphcation Server 192.168.0.112
Instance Number o
System 1D G53
SAProuter Stang:

KUy

The mandatory fields are:
Field
useridConnection
passwordConnection
hostnameConnection

client

language
systemNumber
repositoryName
isCua
sapJcoVersion

From

Unique SAP User created for the connection

Password for unique SAP User created for the connection

IP address or hostname for the SAP server being connected to
(System Entry Properties)

SAP client ID for the connection

System language

Instance Number for SAP system (System Entry Properties)
System ID for SAP system (System Entry Properties)

Whether SAP is using CUA (Central User Administration) or not
The version of the JCo libraries installed (probably 3, but depends
on what the customer has downloaded and provided for their SAP
installation).
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With these settings set, the connection to SAP can be tested.

The Driver Attributes List tab allows definition of the SAP schema. There is an Automatic Add
action (Actions menu) that will populate this list from SAP using the connector.

UL T Monitor | Settings Idea
Cannectors
== Comector etads_Oriver Configration. [T
Filter Actions
Bt s wio wrion sccon Sl ruavme o
APP - CSV - Recon - Multiple Permission o 0] > us
types
APP - CSV - Recon - Simple Permissions /] = ADDRESS:ADOR_NO
APP - JDBC - Recon - Permissions with o 23 ADDRESS:ADR NOTES
multiple rigths
G53 SAP Authorization 0 [+ ! ADDRESS:BIRTH_NAME
G53 SAP HR Feed ] ¥ ADDRESS: BUILDING
HR - CSV - readFrom - ldentities snapshot 7] W)
T ADDRESS:BUILDING P
e RiconciliazioneGs3 o

ADDRESS:BUILD_LONG

ADDRESS:CHCKSTATUS

ADDRESSCITY

ADDRESS:.CITY_NO

ADDRESS:.COMM _TYPE

ADDRESS:COUNTRY

= ADDRESS:COUNTRYISO

With the SAP attributes know, mapping can be configured for the Channel-Write To (ISVG
person to SAP account) and the Channel-Reconciliation (SAP account to ISVG person).

The connector configuration is complete, and a reconcile can be run to load the SAP data
into ISVG.

ISVG SAP Connector Agent (for ARCS)
The ARCS module uses a direct connection to SAP and a set of BAPI modules installed there,
called the SAP Connector Agent. This connection does not use the SAP Connector.

Installing the SAP Connector Agent
The Connector Agent is a series of BAPI modules that are installed on the SAP system and
collect the authorization objects to send to ISVG.

Details on the SAP Connector Agent (aka SAP Adapter Agent), including installation
instructions, can be found in the online product documentation:

Introduction to the ARCS-SAP adapter agent - IBM Documentation

The agent can be downloaded here: IBM Products

Note that this is not the normal provisioning adapter download mechanism.
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The agent consists of five jobs:

z_start_sync This feature creates a SAP job that makes mass extractions of SAP
authorization data and populates the relative data and log tables.

z_get_job_status  This function returns the status and log of the SAP job launched with
the z_start_synch command.

z_get_sync_data This command allows the ARCS module to receive packaged
authorization data from the tables in the queue.

z_get_single_role This function returns the authorization information to ARCS for an
individual role, provided as an Input (Import) parameter.

z_get_tcode This function returns to ARCS the existing transaction codes
associated to the Input (Import) data values.

The documentation describes the limited configuration required. This includes creating a
new role Z_ARCS_REMOTE.

Once the agent is installed, there should be no need for ongoing maintenance other than
patching the agent code.

Note that there’s currently an issue with the role needed for the agent:

ARCS-SAP Adapter Agent installation failure (ibm.com)

Configuring a SAP Instance in ARCS

Prior to loading the fine-grained authorization objects into the ARCS module, the SAP system
must be defined to ARCS. This is equivalent to defining the SAP Connector described earlier.

Manage [T Monitor | Tools Ideas [ admin
Configuration Set ‘ SAP System Rules
£ =0 et e
Filter Actions
Name G53
AR Hame Deocripéion Description |G53 - Sap Ides System
(/] G53 G52 - Sap Ides System
IAM Target G53
Realm |IDEAS
Edit
Name Value
USER_ID IDADMIN
SAP_CLIENT BOD
PASSWORD Tt password
PACKET_SIZE 1000
E VERSION ENSK911640
SYSTEM_NUMBER 00
LANGUAGE EN
HOST_MAME 152.168.0.112
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The fields are:

Field From

USER_ID Unique SAP User created for the connection

SAP_CLIENT SAP client ID for the connection

PASSWORD Password for unique SAP User created for the connection
PACKET_SIZE To control the size of packets flowing

VERSION This is a value built from the agent and SAP system
SYSTEM_NUMBER Instance Number for SAP system (System Entry Properties)
LANGUAGE Language of the SAP system

HOST_NAME IP address or hostname for the SAP server being connected to

(System Entry Properties)

There is an action to Verify the settings. Once the SAP System is defined, there is a Data
Refresh Tool to “Load from SAP” that must be run.

Synchronising Fine-Grained (ARCS) to Coarse-Grained (ARC)

Whilst the Access Risk Control for SAP (ARCS) module can operate independently for some
analysis and reporting, it works best when integrated with the other ISVG modules — the
core (AGC), Access Risk Control (ARC) and the warehouse.

ISVG Users, SAP Users and SAP Roles Between ISVG Modules

Users (ISVG Users), Accounts (SAP Users), Permissions (SAP Roles) and the relationship
between these are stored in the identity warehouse and made available to the different

modules, like ARCS. There is no “synchronization” that needs to take place.

Business Activity and Risk Mapping between ARC and ARCS

The risk definition in ARCS has SoD/SA rules containing business activities, business activities
mapped to SAP Authorization Patterns, and a correlation between SAP Authorization
Patterns and SAP Roles (and users).

The model in ARC is based on SoD/SA rules containing business activities, business activities
mapped to SAP Roles (permissions), and SAP Role mapped to users.

These relationships are shown in the following figure.

SAP Enterprise
Realm Realm
SAP Roles e . ixe “e
SAP Authorization * * * * SAP Roles
Links by SAP Expert Published by SAP realm
\ R - *
Tree and SOD \ = / . = 7 Tree and SOD
Risks S | s A7 Risks

To take the ARCS definitions and user them to define ARC definitions, the SAP Role <-> SAP
Authorization Pattern mapping + SAP Authorization Pattern <-> Business Activity mapping in
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ARCS must be translated into a SAP Role <-> Business Activity mapping in ARC. This is shown
by the yellow arrows in the figure above (the blue arrows show SAP Roles in ARCS to SAP
Roles in ARC).

There is a task that can be run to perform this migration. See for details:

Business Activity Mapping: ARCS to ARC - IBM Documentation

There is also a task (actually part of the same AccessRiskControls4SAPSync task) to
synchronize changes made to the business activity tree in ARC with ARCS. See for details:

Activity Tree: aligning ARC to ARCS - IBM Documentation

ARCS Data Refresh Tasks
ARCS includes some tasks found under the Tools -> Data Refresh -> Schedule Operations tab
in ARCS. They are listed at:

Data refresh - IBM Documentation

The tasks are:

Load Data from SAP This task connects to the SAP Connector Agent and collects all
the authorization objects and build the Role->Txn+AO mappings

SoD Analysis This is the main SoD analysis. Needs to be run after the Load.

SAP Role Analysis This will run through each role and identify the SAP
Authorizations that apply.

Collective Role This processes the collective roles - Collective roles are

Analysis association of SAP roles created in SAP.

User Analysis This is used for a deep SAP analysis. We consider all user's SAP

roles as a unique role (cluster) and perform analysis on it (like
SAP Role Analysis). Based on SAP authorization definition, we
can have a different result if we consider single user's roles
analysis and cluster analysis. It's possible cluster analysis to
discover association with SAP authorization not discovered
during single roles analysis.

Warning Analysis Runs the best-practices analysis. Warning analysis leverages on
Rule Engine capability and customer can define his best
practices. The best is run it after load and analysis

After any update related to SAP/Collective Roles or Users, the first operation that you have
always to run is the SoD Analysis. After the SoD Analysis, you can choose the operation that
you need. A best practice is to run this sequence:

SoD Analysis

SAP Role Analysis (if you need)
Collective Role Analysis (if you need)
User Analysis (if you need)

el
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Provisioning with the ISVG SAP Connector

Provisioning SAP accounts (SAP Users) and SAP Role membership changes from ISVG is no
different to any other system. After ISVG has processed the changes, they are written to the
Out queue, where they are picked up and processed by the SAP Connector and applied to
SAP.

The connector will not create SAP Roles, but it will create SAP accounts if the user does not
have one and a SAP Role is assigned to them.

Note that there are currently some technical challenges with provisioning using the SAP
Connector in some environments. It may mean needing to use the SAP Provisioning Agents.

SAP Provisioning Adapters

In addition to the legacy (from Crossldeas) SAP Enterprise Connector discussed in the
previous sections, ISVG can also use the various Provisioning Adapters that have come from
the IBM Security Identity Manager (ISIM) heritage.

The full list of supported provisioning adapters can be found in the ISVG product
documentation:

Identity Brokerage Adapters - IBM Documentation

At the time of writing the following SAP provisioning adapters are supported with ISVG:

e SAP HANA Database
e SAP NetWeaver

e SAP Sybase DB

e SAP UME (Portal)

Each of these adapters have their own deployment and configuration (summarized in the
following sections) but will all be configured in the Target Administration Ul, run from
Identity Brokerage component of ISVG, and present a set of accounts and permissions to
ISVGvia the Broker-Governance interface (i.e., the ISVG Out and Target queues).

Note that there is also some integration between IBM Security Identity Manager (ISIM) and
SAP GRC Access Control. This leverages SAP GRC AC for SoD checks and optionally for
provisioning. In its native form it can’t be used with ISVG as it involves extending the ISIM
workflows for account management, but there has been some services work done to
leverage it (discussed in the last section of this document). For more details see

SAP GRC integration scheme - IBM Documentation

SAP HANA Database Provisioning Adapter

SAP HANA is an in-memory, column-oriented, relational database management system
developed and marketed by SAP SE. It is the datastore used by many SAP modules. It can be
on-premise or cloud.
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The adapter automates these user account management tasks:

e Reconciling user accounts and other support data
e Adding user accounts

e Modifying user account attributes

e Modifying user account passwords

e Suspending, restoring, and deleting user accounts

It does not create/delete supporting data (groups).

The adapter is TDI-based. It needs the SAP HANA JDBC driver (called ngdbc.jar) which is
installed in the [TDI_HOME]/jars/3rdparty/others folder.

The adapter requires a SAP HANA admin account with the
sap.hana.admin.roles.Administrator privilege. It also needs the SAP HANA Service name and
URL.

Further adapter information can be found in the SAP HANA Database Adapter Installation
and Configuration Guide :

SAP HANA Database Adapter Installation and Configuration Guide - IBM Documentation

SAP NetWeaver

SAP NetWeaver is the primary technology computing platform of the software company SAP
SE, and the technical foundation for many SAP applications. It is a solution stack of SAP's
technology products. The SAP Web Application Server (sometimes referred to as WebAS) is
the runtime environment for the SAP applications, and all of the mySAP Business Suite
solutions (SRM, CRM, SCM, PLM, ERP) run on SAP WebAS.

This adapter is equivalent to the SAP Connector operating in a coarse-grained governance
and provisioning mode. It reconciles and provisions SAP Users, SAP Roles (reconcile only)
and role memberships.

The adapter automates several administrative and management tasks.

e Creating users and groups

e Modifying users' attributes

e Changing user account passwords

e Suspending, restoring, and deleting user accounts
e Reconciling users and user attributes

In some cases, the standard features and functionality of SAP may not satisfy business
requirements. The adapter supports configurable extension and customization for you to
map the adapter to your desired requirements. The primary mechanism enabling this is XSL
stylesheets, which can be installed with the adapter.

The adapter is TDI-based. The TDI AssemblyLines use the Tivoli Directory Integrator SAP User
connector and RFC functional component to enable user management-related tasks on the
SAP NetWeaver AS ABAP (via the SAP Java Connector, or JCo).
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The JCo libraries must be installed on the TDI server (ISVG VA or remote server running TDI).
The JCo libraries are provided by the customer as they need to be obtained from SAP
support for the customer’s specific SAP environment. There are some constraints on JCo
versions and TDI JVMs. See the documentation for details.

The adapter also needs some stylesheets and jars installed.

The adapter uses an administrator account to perform operations remotely by using the
login ID and password of a user that has administrator privileges. This administrator account
needs a role that has the SAP privileges of: S_RFC, S_RFCACL,S_TABU_DIS,S_USER_GRP,
S_USER_AGR, S_USER_PRO, and S_USER_SYS.

The adapter includes a Complex Attribute handler. Whilst it could be enabled in ISVG, there
is no way to manage the complex attributes given the current governance-broker
mechanism. Also, the ability to adjust the mapping of data using the stylesheets has limited
use in the current ISVG.

The SAP NetWeaver adapter supports an extensive list of SAP User attributes (over 40).
However, the governance-broker interface currently limits the attributes that can be passed
from an ISVG User (person) to a broker target account (e.g., SAP User) to userid, password,
firstname, surname, email and org unit. If you need to manage a wider set of attributes, you
should look at the SAP (Enterprise) Connector instead of the SAP (Provisioning) Adapter.

Further adapter information can be found in the Directory Integrator-based Adapter for
SAP NetWeaver Adapter Installation and Configuration Guide:

Directory Integrator-based Adapter for SAP NetWeaver Adapter Installation and
Configuration Guide - IBM Documentation

SAP Sybase DB

Sybase is an acquisition for SAP and not a core SAP product. Details of the adapter can be
found at:
Sybase Adapter Installation and Configuration Guide - IBM Documentation

SAP UME (Portal)

The user management engine (UME) provides a centralized user management for all Java
applications and can be configured to work with user management data from multiple data
sources. It is seamlessly integrated in the SAP NetWeaver Application Server (AS) Java as its
default user store and can be administrated using the administration tools of the AS Java.

The adapter automates administrative tasks on SAP User Management Engine Application
Server Java.

e Creating users

e Modifying users' attributes

e Changing user account passwords

e Suspending, restoring, and deleting user accounts
e Reconciling users and user attributes
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In some cases, the standard features and functionality of SAP might not satisfy business
requirements. The adapter supports configurable extension and customization for you to
map the adapter to your desired requirements.

The adapter uses a special TDI SAP User Management Engine Application Server Java
connector that ships with the adapter and must be installed into TDI (jar and a properties
file).

The adapter uses the SPML (Service Provisioning Markup Language) standard. SAP provides
out-of-the-box SPML provisioning link with SAP Application Server Java.

The adapter requires an administrator account on the managed resource that has
administrative rights and SPML provisioning rights. For example, you want to manage
Resourcel and the SAP User Management Engine Adapter is installed on Resourcel, then
Adminl account must have a Role containing the following SAP authorization objects:
spmlRole, Spml_Write_Action, Spml_Read_Action and SSAP_J2EE_Engine_Upload.

Further adapter information can be found in the Directory Integrator-based Adapter for
SAP User Management Engine Adapter Installation and Configuration Guide

Directory Integrator-based Adapter for SAP User Management Engine Adapter Installation
and Configuration Guide - IBM Documentation

|
Page 44 of 50


https://www.ibm.com/docs/en/sia?topic=z-sap-user-management-engine-3
https://www.ibm.com/docs/en/sia?topic=z-sap-user-management-engine-3

ISVG and SAP — A Technical Overview § IBM Security

ISVG and the SAP GRC Access Control for SoD Checking

With ISVG 10.0.1 some integration points were introduced to allow custom integration for
external SoD engines and calls out to a ticketing system. These can be used to build SAP-
related integration, such as:

e Calling SAP GRC AC for a SoD decision, and
e Aservices-developed integration to leverage SAP GRC AC

The following figure shows the components involved:
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ISVG is providing the governance and provisioning functionality (green boxes), including the
SoD engine for applications across the enterprise. This includes governance and provisioning
for many systems including SAP (blue sections at the bottom) as discussed earlier in this
document.

There is also the SAP Governance, Risk and Compliance (GRC) Access Control (AC) module
that contains its own SAP-specific SoD engine and Compliant User Provisioning (CUP) which
provides, access request self-service, approvals, compliance checks, proactive resolution of
access controls, and provisioning. It is an interface used by many provisioning solutions, like
ISIM, to provision into SAP and leverage the SoD checks,

Thanks to Marco Venuti for the images and deck I’'ve used to produce this section of the
document.

Note that some of the material here is services-based or work-in-progress. The interfaces
are there but some configuration/customization work is still required.
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Using SAP GRC AC for External SoD Checks

With this integration the external SoD engine, i.e., the one in SAP GRC Access Control, is used
instead of the ISVG SoD engine.

Overview of the Integration
The following figure shows the key components and integration.
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SoD Engine
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Automated Simple Auth. Manual Extended Auth.
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It involves an ability introduced into the ISVG ARM engine to invoke external SoD engines,
such as SAP GRC- AC RAR Module. At the appropriate point in the workflow, ISVG will make a
call out to the SoD engine in SAP GRC AC for a SoD check and use the response as if it had
been produced by the internal SoD engine.

A sample has been developed for a customer deployment, called the “SAP GRC AC SoD
Engine Wrapper for ISVG SoD Simulator.” It provides:

e The ability for ARM to call GRC SoD Simulator API
e The conversion of the result into the native ISVG format, including the extraction of the
violation description in terms of conflicting business activity and linked Roles

The integration uses the cl_grac_sod_risk_analysis ABAP function via RFC.

It is not shipped as an OOTB product function, it needs to be shared within the technical
community and would form the basis for local customization for a specific customer SAP
environment.

Sample Flow with External SoD Check
The following diagram shows a sample flow for an access request in ISVG with this
integration.
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After the user initiates the request, ARM would do its normal SoD/SA check. However, in this
case it’s making an external call out to SAP GRC AC for the SoD check. The result will flag a
violation or not.

If there is a violation, the request will be routed to the risk owner (“SoD Referent”) the same
as for any other ISVG access request. They can approve the request or reject it. If they reject

it, the request will stop.

With this flow the mitigation is not applied in ISVG. It is applied in GRC. This is why the
diagram shows the two blue lines going across the second SoD Referent box in the diagram.
The same person, the risk owner, approves the risk in ISVG and also applies the mitigation in
SAP GRC.

From here the flow continues as normal.

Violation Visibility in ISVG
With the SoD checks being performed in SAP GRC, how do we provide visibility into the
risks? There needs to be a bulk-load of business activities, risks and mapping from SAP GRC

into ISVG.

This will present a very SAP-like view of the risks. An example is shown below.
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4w Rule: 000R

4w Rule: 0005

®

ER23 - Preparation and dispatch of invoices to customers/Acquisition/entry of data in the
system (new contracts and variations)

®

ER22 - Preparation of invoices (periodical and cash on delivery)/Detect backlog and faults
solutions

®

A ER21 - Preparation of invoices (periodical and cash on delivery)/Execution of supply order

We see the SAP GRC risk definitions (name and description), rules comprising those risks and
the permissions to map to them.

Task Transfer — SAP GRC AC as a Step in Workflow

This second approach uses SAP GRC Access Control like a ticketing system called as part of
the ISVG access request workflow.

Overview of the Integration
The following figure shows the key components and integration.
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In this integration, ISVG is calling the Compliant User Provisioning (CUP) module using its
APIs to perform a step in the approval workflow.
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It is using a new capability in the ISVG Access Request Module (ARM) to call an external
ticketing system and await a response. In this case the external ticketing system is the SAP
GRC/CUP module.

The SAP GRC/CUP module adapter for Task Transfer provides:

e The ability for ARM to trigger a new workflow item into SAP GRC/CUP

e The ability to poll for the completion of the workflow request including the extraction of
the description of the Violation and mitigation control selected in SAP GRC AC, when
applicable

The integration approach involves an ISVG initiated - Web Services calls based on well
documented SAP GRC Access Control Web service interface. This integration is derived from
the existing ISIM GRC integration.

This was developed by professional services as part of a deployment and is currently not
OOTB product functionality.

Sample Flow with Task Transfer
The following diagram shows a sample flow for an access request in ISVG with this
integration.
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The Requestor performs the access request. The Access Request Module immediately hands
this off to SAP GRC AC (CUP) as if it was an external ticketing system.

The CUP module provides the violation check and mitigation options for the SoD Referent
(via the SAP Ul). The final action is to accept or reject the violation in SAP.

If the violation is approved, then the flow returns to ISVG and continues as normal.
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Whereas the external SoD check is configured across the board (AGC -> Settings -> General),
the ticketing integration is applied on a per-workflow instance and so can be enabled for a
subset of workflow scenarios.

Implications of the Task Transfer Approach
All SoD reviewer / mitigation occurs in SAP GRC AC (CUP). It is an asynchronous SoD check.
There will be no visibility of risks/violations/mitigations in ISVG as its being done in SAP.

The workflow involves two Uls, some persona’s will use ISVG, and others will use SAP.

The SoD Violation report will need to be generated in SAP, not ISVG.

Combining the Integrations
The two integration approaches can be combined. An example is shown below.
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In this example, the External SoD check is used during the Access Request process, so SoD
violations show up for the user. If there is a SoD violation, then the Task Transfer mechanism
is used to create a ticket in SAP GRC. When the risk is reviewed in SAP, and approved with
mitigation, flow returns to ISVG for approval and provisioning.

This combined approach provides the best of both mechanisms, with SoD
decisions/mitigation in SAP GRC, but also visibility into risk in ISVG.

This concludes the discussion of ISVG-SAP integration.

End of Document
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