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¥ (& Policy
&=l mq_policy.policyxml
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#= mq_policy.policyxml &2

Policy
Set the attributes for a Policy

Name mq_policy
Type MQEndpoint

Template | MQEndpoint Template

Property Value
Connection CLIENT
Queue manager name QM1

Queue manager host name mgservero1
Listener port number 1414

Channel name AP1.5VRCONN
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Request headers: "102' bytes,
request body: '0' bytes
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HTTP status code: '200', Response

headers: '150' bytes, response body:

"22' bytes, Total request time: '12'
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ResourceManagerstz27= 3> /ActivityLogManagerb o> 3>

+ activityLogEnabled /{5« TON/OFF%Z:XTE (true/false)
WERIRREDserver.conf.yamI TIEZOX > K7D RSNTAREEIEAY. T4 )L S TON

+ defaultLogSizePerThread 7/\F ¢ TXEVICHFEFIOY - T> MU —D¥=ZIBE (T T A4J)L ME1000)
EEEEBX =07 3EVWEDOh SHIBRENS

+ minSeverityLevel 7’0/« TIRIFITDOTDEEE (INFO<WARN<ERROR) Z187E
BEUEEEEM FOOIMRFEND

Bl

ResourceManagers:
ActivitylLogManager:
activitylLogEnabled: true
defaultLogSizePerThread: 1000
minSeveritylLevel: 'INFO' # choose one of INFO|WARN|ERROR
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s
enabled RUS—DFERAEE (T IAJL K true)

T IS —ZEBDRTTI I —RM&EE, BHEEOHBSFIEIOO>TER (T IAIL N BERRL)
5l : RM=IMS; MSGFLOW=myflow

HH%EnOy - T7AILDT« LI K - KRETF7AILE (TITAIL S BE720L)

Tag filter string

File name IJ7AIWNGETIOFTESq - O - RUS—TI1=—J(TI_E

BEO 7L 2EROJ E UTERT3BE. IJ71LA[Csuffix&Sh D<K (mylLog.1 7&&)
Number of log files BROJEUVTERIZII7AILER  (FIAILK4)

J7AINHBA R (CLBOTDO—FT— hEEMT DHBEC. 1T7 1)Lz DD LRMEZEIEE
Maximum log file size (MB) (4L 25MB)

EOICSRELIERE. J7 P AXCLBO00DO—F— MMFATHNRLY
Maximum age of log files BE(CLBO0J00—-7F7— hEET IHBEIC. DEATHEZEE (FIA4)LK0)
(minutes) fBOICERE LIEBE. BIC LD O0000—7— hMIfThnian
Format the entries JA—Y henizOd=zENITINEDINEIBE (T IA)L | false)

OJHNI DAY E—SOEBEZIEE (5 IJ4)L b INFOMATIONAL)

Minimum severity of log entries INFOMATIONAL / WARNING / ERROR

Enable logging to ELK ELK stack\DH DB (T TA)L | false)
Name of the ELK Connection ELK stack\DiEftiEI#RZ Y b UZELK ConnectionZ=18%E
for logging to ELK (B, ELK Connection®z%7E % server.conf.yaml|(Z3EhE)

% ELK ConnectionMEEICDWLWTIE O] OEESIB
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[Format the entries] Z’00/\F« =false(Z 7 #JL M) DHE

MessageNumber,Severity, Timestamp, ThreadID,FormattedMessage,Tags,Inserts

11501,1,"2021-01-03 0©6:12:25.767559",15662, , "MSGFLOW=httpreq@l,NODE=HTTP Input,NODETYPE=INPUT,",HTTP Input,httpreqel,
13072,1,"2021-01-03 06:12:26.060285",15662, , "MSGFLOW=httpreqol,NODE=HTTP Request,RM=WebService,",http://localhost:7800/httpel,102,0,
13073,1,"2021-01-03 06:12:26.072288",15662, , "MSGFLOW=httpreqdl,NODE=HTTP
Request,RM=WebService,",http://localhost:7800/httpeol,200,150,22,12,

11506,1,"2021-01-03 06:12:26.082049",15662, , "MSGFLOW=httpreqd1,NODE=HTTP Input,",

11302,1,"2021-01-03 06:12:26.082497",15662, , "RM=Parsers,MSGFLOW=httpreq@1,NODE=HTTP Input,",19,

[Format the entries] 00/« =trueDiz&

MessageNumber,Severity,Timestamp, ThreadID,FormattedMessage,Tags, Inserts

11501,1,"2021-01-83 06:22:04.581317",15662,"BIP11501I: AJ1/— R 'HTTP Input' W'BFT—HFEELZEUIE. ", "MSGFLOW=httpreq0l,NODE=HTTP
Input,NODETYPE=INPUT,",HTTP Input,httpreqol,

13072,1,"2021-01-03 06:22:04.590154",15662,"BIP13072I: Invoking a Web Service.","MSGFLOW=httpreq@l,NODE=HTTP
Request,RM=WebService,",http://localhost:7800/httpel,102,0,

13073,1,"2021-01-03 06:22:04.597632",15662,"BIP130731: Received reply from Web Server.","MSGFLOW=httpreq@l,NODE=HTTP
Request,RM=WebService,",http://localhost:7800/httpel,200,150,22,7,

11506,1,"2021-01-03 06:22:04.598764",15662,"BIP115061: —/JL « hS>H U2 3>%Z1=w hUFE U, ", "MSGFLOW=httpreqd1,NODE=HTTP Input,",
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NS>Hos3> - Transaction start JO—-YBHNRIELIEI A =20 TARY hath Input/ — RICDHEET]
AR~

Transaction end JO—YBNET UIed1 =20 TARY hath Input/ — RICDHFH&KTER]

Transaction rollback  ZJO—4UBEHAO—IL/\W DO UEAA =T TARY cMaHEH Input/ — RICDHEETER]

QUIBERTHINNAETEIO—AT/\> RUST UL TWVWRBES
(FZDANRY MEFHEHENRLY)

HF—=F)L - FREDI—=FIL BEULEY—ZFILZXAVvE—EBRULIEIAS I TAINY 2 —R(CKREA
AR~ NEH

HEUANRY MVBEEIAZTTAIRY b - Ay—HHhEns

request msg :3._ ?ﬁ- E' response msg
LT T Sy S S S

HTrP Input Compute HTTP Request Computel HTTP Reply
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AR AWTE—20TA4A—Y Y b

m EZS5— AR~ XF—T (MonitoringEventV2.xsd) (CEHLUEXMLI A —T W b~
o AR BDY—R., %Hl ERRER/S—0 > RES. BEIDREDERMNEEND
o EBEAVE-SHOTIUT—S3>-F—4, EvhRRU—A (RT/—8) 2ESHBCEBaH
+ IIB VI0E THRF—(FWMBEvent.xsd
. EREDES. [BIA—<Y NTHATBT 6T

AR~ - Awvt—26) (4R b - V=X : Transaction starti%s)

<mon:event xmins:mon="http://www.ibm.com/xmlIns/monitoring/event/v2">
<mon:eventPointData> —_ AN NELR
<mon:eventData mon:productVersion="11009" mon:profileVersion="11" mon:eventSourceAddress="HTTP Input.transaction.Start"> /
<mon:eventldentity mon:eventName="HTTP Input.TransactionStart"/><mon:eventSequence mon:creationTime="2020-09-
17T04:54:05.361147Z" mon:counter="1"/> -
<mon:eventCorrelation mon:localTransactionld="acd8f734-f88c-11ea-896d-7f0001010000-1" mon:parentTransactionld=""
mon:globalTransactionld=""/>
</mon:eventData>
<mon:messageFlowData> / >(J S T
S—

J\

TJUo—23>,

<mon:integrationServer mon:name="aceserverfp9" mon:hostName="shoheim-vb"/>

<mon:application mon:name="HTTP01"/>
<mon:messageFlow mon:uniqueFlowName="aceserverfp9.HTTP0O1.http01" mon:name="http01" mon:threadld="20776"/>

<mon:node mon:nodelLabel="HTTP Input" mon:nodeType="ComIbmWSInputNode"/>

</mon:messageFlowData> _ Awytr— - F—4
</mon:eventPointData>
<mon:bitstreamData> =
<mon:bitstream mon:serializationEncoding="base64Binary" mon:dataCCSID="1208"
mon:dataEncoding="546">UE9TVCBodHRwWOiI8vMTkyLjE20C450S4xMDA6NzgwMC90dHRWMDEgSFRUUC8XLjENCKkNvbnRIbnQtVHIWZTogYXBwbGIjYXR

pb24vanNvbg0KQ2FjaGUtQ29udHIvbDogbm8tY2FjaGUNCIVzZXItQWdIbnQ6IFBvc3RtYW5SdW50aW 11LzcuNi4wDQpBY2NIcHQ6ICovKg0KSG9zdDogMTk
yLjE20C450S4xMDAB6NzgwMAOKQWN;ZXBOLUVUY29kaW5n0iBnemIwLCBkZWZsYXRIDQpDb250ZW50LUxIbmd0aDogMTKNCKkNvbm5IY3Rpb246IGtIZX L
AtYWxpdmUNCIgtT3IpZ2luYWwtSFRUUC1Db2 1tYW5kOiBQT1NUIGhOdHAG6LY8XOTIuMTY4Ljk5LEwWMD0o30DAWL2h0dHAWMSBIVFRQLZEUMQOKWC1TZ
XJ2ZXItTmFtZTogMTkyLjE20C450S4xMDANCIgtU2VydmVyLVBvcnQ61Dc4MDANCIgtUmVtb3RILUFkZHIG6IDESMi4xNjguOTkuMQOKWC1SZW 1vdGUtSG9
zdDogMTkyLjE20C450S4xDQpYLVNjaGVtZTogaHROcCAOKDQp7InJIcXVIc3QiOiJoZWxsbyl9
</mon:bitstream>
</mon:bitstreamData>
</mon:event>
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v JSONATR : MonitoringEvents_<#{&H—/(>.json
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AMEBADELK stack(Elasticsearch. Kibana. Beats. Logstash)
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v XML . $SYS/Broker/integrationNodeName/Monitoring/integrationServerName/application_name/flow_name
v JSON :  $SYS/Broker/integrationNodeName/MonitoringEvents/JSON/integrationServerName/flow_name

« MQTThEWVZD
v XML . IBM/IntegrationBus/integrationNodeName/Monitoring/integrationServerName/application_name/flow_name
v JSON . IBM/IntegrationBus/integrationNodeName/MonitoringEvents/JSON/integrationServerName/flow_name

o RIS D —)\—1ERK
. MQ ~ to w7/ : $SYS/Broker/integration_server/Monitoring/integrationServerName/application_name/flow_name
° MQTT I\ to % 0 . IBM/IntegrationBus/integration_server/Monitoring/integrationServerName/application _name/flow_name

o BIROSATIBRE. DAILEA—R (+. #) ZERALUTEEHTEIER]
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$SYS/Broker/+/Monitoring/ #
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Add event

\Basid Correlation | Transaction

Event Source EI’D?% ’(/\\/ I\ODL?R
Select the source of the event.

| Transaction start

Event Source Address

The integration node identifies an event source using an event source address.
Use this value when you enable and disable event sources using runtime
commands.

[HTTP Input.transaction.start |

Event Name

Provide the name by which events emitted from this source are to be known.
Specify either a literal name, or the location of a character field in the message
tree or elsewherein the L

Event Source Addres Event Name Event Filter

| Add.. |

Error Handling
Validation

i

Monitoring

AR CDENEMAZT 1 ILF—T

XPathN THEE

F AL & Ttrue()d

XPathCTXwtz—
HADEEZIETE

(XPathEJ)LY —T Ay tz—

FHlcAYvE—>

SREFEFHEEU TSR
https://www.ibm.co

Transaction start

@ Literal |HTTP Input.Transactionstart |

HTTP Input.transacti HTrPInput.Transactilé true() Tt

Delete

S IE B HE

\

(F(CHH)

SV —DFEDIEB DEZ RS

E < s
SERZFRSEBICE
EEZIERN L THEBENSD D)

_) Data location Edit..

Event Filter

Provide an expression to control whether the event is emitted. The expression

must evaluate to true or false, and can reference fields in the message tree or
lsewherein the bl

Ifyou do not specify a value, the value true() is used.

true()

XPath Expression Bullder

Select the target from the Schema viewer, Function viewer or Operator viewer and drag and drop
the nodes in the source viewer below.

Data Types Viewer XPath Functions Operators
¥ & Data Types > G string |
v [ req_data » % Boolean /
» G4 Numeric "
&l elem2:string > G Nodeset <
8 elem3: string > & Axes <
¥ o SRoot alt;

&2 (Add Data Type...)
* [ MQMD : MQMD_TYPE
& SourceQueue:: string

alt=

Show XML Schema groups
XPath Expression

?topic=cmmf-configuring

nitoring-event-sources-by-using

itoring-properties
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Event Payload

Most events need to contain data taken From fields in the message tree or from ® SVl =DIE = = NTT4E

—=3 = 5]
elsewherein the message assembly. Data taken from simple fields or complex / Ay =YV -—DERDRBEZEEY S N6
fields appears in the event in XML character format. An event can also contain
bitstream data, which appears in the event as hexadecimal bytes.

Data location Add...

Edit
Delete
& Include bitstream data in payload

Content | All : | Encoding | base64Binary 2

EFAYE—2DEY h - ARNU—AEBEHDENTED

Headers. Body. All(Headers+Body)h'5iEiR
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Add event

Add eve

Bas ransa(tion Basic Correlatio
Event Correlation Event Unit OF Work

Amonitoring application uses event correlators to match events emitted by the Choose whether the emission of monitoring events by a message flow is

same, or related, business transactions. A local transaction correlator links the
events emitted by a single invocation of a message flow. A parent transaction
correlator links the events from a message flow to a parent message flow or an
external application. A global transaction correlator links events from a message
flow to one or more related message flows or external applications. An event
must contain a local transaction correlator, but need not contain a parent
transaction correlator or global transaction correlator.

Local transaction correlator:
@® Automatic () Specify location of correlator

Description

The local correlator used by the most recent event for this message flow
invocation will be used. If no local correlator exists yet, a new unique value
will be generated.

Parent transaction correlator:
® Automatic ) Specifylocation of correlator

Description

The parent correlator used by the most recent event for this message flow
invocation will be used. If no correlator exists yet, no parent correlator will
be used. =

coordinated with the message flow transaction, or is in an independent unit of
work, oris not in a unit of work. In general, if you want an event to be emitted
onlyif the message flow transaction commits, select '"Message Flow'; if you want
an event to be emitted regardless of whether the message flow transaction
commits or rolls back, select "None'; if you want a group of events to be emitted
together regardless of whether the message flow transaction commits or rolls
back, select 'Independent’.

@® Message flow ) Independent () None

DescriRtion

The eve\t, and all other events with this setting, will be emitted only if the
messageXlow commits its unit of work successfully.
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v Install_root/server/sample/Monitoring/MonitoringProfile.xsd

. EZAHUYD - TJOT7AILIIRUS— - O T MNI8HR
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v magsireportflowmonitoring 1< > RE L < (FEIEREST APIZFIH
- mgsireportflowmonitoring I~ > RICDWTIE T > OS5

https://www.ibm.com/docs/en/app-connect/12.0?topic=commands-mgsichangeflowmonitoring-command
- EIEREST APID/ (X

/apiv2/servers/{server}/applications/{application}/messageflows/{ messageflow}/extract-monitoring-profile
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<profile:monitoringProfile xmins:profile="http://www.ibm.com/xmlns/monitoring/11/profile" profile:version="2.0">
<profile:eventSource profile:eventSourceAddress="HTTP Input.transaction.Start" profile:enabled="true"> =
<profile:eventPointDataQuery >
<profile:eventldentity >
<profile:eventName profile:literal="HTTP Input.TransactionStart" > </profile:eventName>
</profile:eventldentity>
<profile:eventCorrelation> "
<profile:localTransactionld profile:sourceOfld="automatic"></profile:localTransactionld> HTTP Input./— |\‘,03
<profile:parentTransactionId profile:sourceOfld="automatic"> </profile:parentTransactionld > transaction.Start-f/X>
<profile:globalTransactionld profile:sourceOfld="automatic"></profile:globalTransactionId>
</profile:eventCorrelation>
<profile:eventFilter profile:queryText="true()"> </profile:eventFilter>
</profile:eventPointDataQuery>
<profile:applicationDataQuery > </profile:applicationDataQuery>
<profile:bitstreamDataQuery profile:bitstreamContent="all" profile:encoding="base64Binary"> </profile:bitstreamDataQuery>
</profile:eventSource>
<profile:eventSource profile:eventSourceAddress="Compute.terminal.out" profile:enabled="true">
<profile:eventPointDataQuery >
<profile:eventldentity >
<profile:eventName profile:literal="Compute.OutTerminal"></profile:eventName>
</profile:eventldentity>
<profile:eventCorrelation>
<profile:localTransactionld profile:sourceOfld="automatic" > </profile:localTransactionId>
<profile:parentTransactionId profile:sourceOfId="automatic"></profile: parentTransactionld>
<profile:globalTransactionId profile:sourceOfld="automatic"></profile:globalTransactionId>
</profile:eventCorrelation>
<profile:eventFilter profile:queryText="true()"> </profile:eventFilter>
</profile:eventPointDataQuery>
<profile:applicationDataQuery> </profile:applicationDataQuery>
<profile:bitstreamDataQuery profile:bitstreamContent="none" profile:encoding="none"> </profile:bitstreamDataQuery>
</profile:eventSource> -
</profile:monitoringProfile>

|
W

Compute/ — RdD

terminal.out-f X2 ~
DIETE
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MQTTServer:
#enabled: true # Enables the MQTT server
#port: 11883 # Sets the port for the MQTT server

o SEBOMQTTIO—-H—ZFAT %S
- EROMQTTIO—H—Z0—1)b. EULEYE— MNIEBHRT D
- MQTTIO—A—\DEHIBIREHE LIEMQTTPUblishiRU S — &R L. 5> AICT IO+ LTHL
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n BT 71IL(.yamDDOLLTDOE o> 3> TEHE
+ EventstzZ7= 3 >/BusinessEventsbJtzo> 3>
« HHFEDto 3> dDenabled O/ G+ Ztruells%TE
o SMEBOMQ/MQTTICH N T BDIHZE(E. BRIICIER./ 7 0O ULIEMQEndpoint/RU = —, F/z(EMQTTPublish/RU = —Z%policy
JOINF A ([CERET D
+ ELK stack(CH19B3%5&. ELK connectionZRIi&E:E (RR—2)

FRERI
Events:
BusinessEvents: # Monitoring events

MQ:
#policy: " # Specify a {policy project}:policy if not using 'defaultQueueManager’
enabled: true # Set true or false, default false
#format: " # Set string or none
#outputFormat: 'xml' # Set comma separated list of one or more of : json,xml. Defaults to 'xml’
#publishRetryInterval: 0 # Set the retry interval (in milliseconds), to pause all publications and retry, when publication failures are causing serious delay to the transaction.

MQTT:
#policy: " # Specify a {policy project}:policy if not using 'default MQTTServer’
enabled: true # Set true or false, default false
#outputFormat: 'xml' # Set comma separated list of one or more of : json,xml. Defaults to 'xml’

#publishRetryInterval: 0 # Set the retry interval (in milliseconds), to pause all publications and retry, when publication failures are causing serious delay to the transaction.
ELK:

#enabled: false # Set true or false, default false

#outputFormat: 'json'  # Set json

#elkConnections: " # Name of the ELK connection to use, for example 'elkConnection1', must be defined in the ELKConnections section below.
File:

enabled: true # Set true or false, default false

#outputFormat: 'json'  # Set comma separated list of one or more of : json,xml. Defaults to 'json’

RETTEFEU TSR
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m ELK stack(CH 19 BiEE. ELK connectionzi%7E

+ Logstash®inputZ 0O bJLE U T F&IEIRDIEE
« beats. beatsTls. http. https
o BHRBIRCUEICISU TZEOMDTOINGT « Z5RTE

FRERI
ELKConnections:
# Description for ELK Connections.
elkConnection1i:
elkProtocol: 'beats' # Logstash input protocol. Valid values are: 'beats', 'beatsTIs', 'http', or 'https'.
hostname: ‘localhost’ # Hostname for the elkProtocol endpoint.
port: 5044 # Port for the elkProtocol endpoint.
uploadIntervalMilliSecs: 60000 # Interval between uploading cached data, set in milliseconds.
# elkCredential: " # Set an 'elk' credential alias name to enable basic authentication, if it is required by the Logstash input protocol.
# keystoreFile: '/path/to/keystore.jks' # Set the path to the keystore to be used, if it is required by the Logstash input protocol.
# keystorePass: 'P4s5w0rd' # Set the password, or 'keystore' credential alias to the password, of the keystore.
# keyAlias: " # Set the alias name of the private key, if mutual authentication is required by the Logstash input protocol.
# keyPass: " # Set the password, or 'keystorekey' credential alias to the password, for accessing the private mutual authentication key.
# truststoreFile: '/path/tp/truststore.jks' # Set the path to the truststore to be used, if it is required by the Logstash input protocol.
# truststorePass: 'P4s5wOrd’ # Set the password, or 'truststore' credential alias to the password, for accessing the truststore.

RETTEFEU TSR
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mgsichangeproperties integrationNode -b pubsub -o BusinessEvents/MQTT -n enabled -v true
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+ Monitoringtt7> 3> /MessageFlowt Tt 2= 3> ® [publicationOnl Z'0/\F « Zactive(Z5%TE

Monitoring:

MessageFlow:
publicationOn: active # choose 1 of : activel|inactive
eventFormat: MonitoringEventV2  # choose 1 of : MonitoringEventV2|WMB

WebUI/EIEREST APIN S &M (Cactive/inactivellFRE I D2 &H0]
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app01 7 U —23>Dflow0l Ay —TO—DFEZF IO TO7+4 T (RES DIBE
mgsichangeflowmonitoring integrationNode -e integrationServer -c active -k app01 -f flow01
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"type": "ace_monitoring_event",

"ibm_product": "IBM App Connect Enterprise",

"ibm_recordtype": "monitor",

"host": "ISEP20220119-1458-mysterious-01.jp-ise.com",

"module": "SBK@2.is@1",

"ibm_serverName": "ise1l",

"productVersion": "120100",

"profileVersion": "11",

"eventSourceAddress": "HTTP Input.transaction.Start",
"eventName": "HTTP Input.TransactionStart",

"ibm_datetime": "2023-12-28T08:28:45.013253Z",
"localTransactionId": "f@calc7e-a55a-1lee-afdl-7f0000010000-1",
"parentTransactionId": "",

"globalTransactionId": "",

"applicationName": "HTTPRequest@l",

"messageFlowUniqueName": "SBK@2.is@1l.HTTPRequest@l.httprequestol”,
"messageFlowName": "httprequestel”,

"messageFlowNodeName": "HTTP Input"”,

"messageFlowNodeType": "ComIbmWSInputNode",

"bitstreamData": {

"bitstream":
"ROVUIGhOdHAG6LY9sb2NhbGhvc3Q6NzgwMS9odHRwemVxdWVzdDAXIEhUVFAVMSAXDQpIb3N@0iBsb2NhbGhvc3Q6NzgwMQBKVXN1cilBZ2VudDogY3VybC83LjYXLFENCKFjY2VwdDogKi8qDQpYLU9yal
dpbmFsLUhUVFAtQ29tbWFuZDogROVUIGhOdHA6LY9sb2NhbGhvc3Q6NzgwMS9odHRwemVxdWVzdDAXIEhUVFAVMS4xXDQpYLVN1cnZ1cilO0YW110iBsb2NhbGhvc3QNC1lgtU2VydmVyLVBvcnQ6IDcAMDENC
1gtUmVtb3R1LUFkZHI6IDEYNy4wL jAUMQOKWC1SZW1vdGUtSG9zdDoghGOjYWxob3N@DQpYLVNjaGVtZTogaHRAOCABKDQo=",

"serializationEncoding": "base64Binary",

"dataCCSID": "1208",

"dataEncoding": "546"

¥,

"ibm_sequence": "1"

¥ISONZEEFLTERR (ERICIELEABTH T TEASIND)
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Web UIICKDFER. B3

s BHAAX->

18M App Connec!

f:

IBM App Connect

INOL / H—/t—exl /

J= 7: MBRECORD_stare | %

£4 2020-09-03 13:07:42.380 (UTC)

. o o ~ oo —
/= EiINOL f H—/i—exl | & - 7: MBRECORD.store FRir EEAVTT—ORNBRR
¢ = S\ —7= N
A FUF—HZEVHEEFFRR TS
I=PAN - =)
= MBRECORD_store WB&HB 0. I 7 JLICDLETEE)
MD HR@@Oe HOHMQSTR AMOISQM  oBP BH9% 1M shoheim  #100088 Hamasput
Awg— B5Y 2020090313074237 H@@GPaaaaa
~ -
DB(CA&ISNIEA v E—2D— &
M Awt—z
[J Eventtime urc Local transaction 1D Parent transaction ID Global transaction ID Data Errors Event name
[ 2020-09-0313:07:42.380  631e255c-edeé-11ea-96fb-7f0001010000-1 - - & MQ Input.TransactionStart
O 2020-09-03 4def9aca-edea-11ea-beca-710001010000-1 - - ] MO Inpul.TransactionStart
[0 2020-09-0322:50:49.159  4defJaea-edea-11ea-beca-710001010000-2 - - R N -
J—R:IN0L | H—ri—re | RIS AR 7: MBRECORD_store
O 2020-09-0322:51:13.772 4def9aea-edea-1lea-beca-7f0001010000-3 - - & @ MBRECORD_StOre
e ~u s N
\ f— ol
[0 2020-09-0322:53:04.399  4def%aca-edea-1lea-beca-7100010:10000-4 - - & U FEEDAYVEZ—FERLU, BIRTED
— (MQAYtE—=03)
[ 2020-09-1701:54:30.331  7e115274-88B-11ea-962b-70001010000-1 - - i
[ @42 MoDestination -
[0 2020-09-1702:08:31.189  2dccc9bB-BBa-11ea-adb1-710001010000-1 - - i =01
s Cancel
[0 2020-09-1702:16:48.340  caScl306-f88b-11ea-adb1-7f0001010000-1 _ B L O Eventtime ute Replay statug/  Local transaction 1D Parenttransaction 10 Globaltransaction D Data  Emors  Eventname
& O 2020-09-0313:07:42.380 & Ry 631e255¢c-ede6-11ea-96fb-7f0001010000-1 - - i MQ InputTransactior
O 2020-09-03 13:35:44.790 © 23 4def9aea-edea-11ea-beca-7{0001010000-1 - - i MQ InputTransactior
2020-09-03 22:50:49.159  HEREET 4def%aea-edea-11ea-beca-710001010000-2 - - R MQ InputTransactior
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v IBM Db2. Microsoft SQL Server. OracleztR—
v T—IR-ERDIZHDRA I T N i
o HREY—I/\—H\BiEHEIT DIHDODBCEREN I LT > v VBHRDEEHITD

3. X —REDITHDHETE
Wk T 7 -7 )L(.yaml)MDRecordReplaytt 7> 3 > (LT — IR — ADIEHRF 7 TF ¥ —WRDA N> hDIBEIHREZHTE
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1. XAwte—>7 - BEZH Y D DR

s AVET—20F v ITFv—Z7570—-(CXvt—=>T0— - EZAYUDIDEREEITD
o AIRIUKNCI, EEAVE—240DEY ~ - AN -—LAZBEHITDILIOKETD
MQXvwt—OERZITDHES. Content(FAI(MQMD + body ) Z &R
v MQMDA'EENTWLD E. BEINBAYVE—Z(CEFEDOMQMDORBNA Y hansd
v MQMDA'EEMNTL VAL (Content=Body)15E&. BIXESNDIAVEZ—OMQMDIEHRE Y —/\—HF T A4 )L MBEZFETE

S —

n AR MOHDEEFE. MQEL., 21— YR —2v—DREEMITZITD
o Xwtt—2T0— - EZTHYUITMEES UTIEF 1 —YR—2 v —DEEM IFIEBETIZRVN,. Record&Replay Tl&
AEBR (CSYSTEMF 1 —ZFH I D/=HBER T U TH K EN D D

» BRNRERRE [ XAyvt—2>70— - EZHUT ] SR
o FA-RF—Sr—OBIEMIE [AHRER] OB [F1-IR—Sv—OBERMITTE] 221



2. T—INR—ZADKERK

n XV T—REHDT —IR— A ZERK
. Record&RepIay*%!zﬁb CEBRT —AINR=AT—J)LZIER T DIzODRA D) T ~ i
<install_ d/r>/server/ddI/db2/DataCaputureSchema sql
o ERENDT—IR—-XTE
v F=HIR-X :MBRECORD

v AF—-Y T IAIDS  RF—-VY
v =2 : WMB_ MSGS WMB_BINARY_DATA. WMB EVENT_TYPES\ WMB_EVENT_FIELDS
v XG'J?’I\%‘:{I"IE?TU; —AINR—REEXAF—NDEE(IP]EE

R UBEURBa st oms T 7 (DRECEBNDE
RETEDEBAYTZ—2DYAXEFT T AL N TESMBA LR
- BAXZIERY DHEF. AOUT SDOWMB_BINARY_DATAT—J)LODATAIHE DY A X% ZE

o ROUTbZFEITU. T—IR=X, T=TILZEHTSD

db2 -tvf DataCaptureSchema.sql

\

o TERRULTET —HNR—XDODBCIEHEEDIER
« FERTDIT—AIR-IBRIRCHEU T, ODBCHEHGERZ/ERK

MEFEFHRSU TSR



2. T—HINR—ZADIERK,

o TAR—RIBHEDI LTI v)VIBIRERTE
« mgsisetdbparms N> RTOLF > v ) VIBIRZRTE

Record & Replay

5 —4Y—XMBRECORDD:&ES!

mgsisetdbparms INO1 -n odbc::MBRECORD -u db2instl -p 1gazxsw?2

ERICVaultzgk U, BBS{tLTOL T > 2 vIVIBRZEREIT D60
v &/ — R (EFixpack11.0.0.705, MIrHE Y — ) \—#@Rk(dFixpack 11.0.0.6H 5 VaultZzFIF=]EE
Ha /) — RiEglsns —4 Y — XMBRECORDDREHI

magsicredentials INO1 --create --integration-server ex1 --credential-type odbc --credential-name MBRECORD --username
db2instl --password 1gazxsw2

VaultDsFilE LU 288

https://www.ibm.com/docs/en/app-connect/12.0?topic=enterprise-configuring-encrypted-security-credentials
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n FRET— )-8 T 7 1 )L(server.conf.yamD(C AWV T —ZHRE T DIEODEEEITD
o B — R THD CTERREY —/\—Dserver.conf.yaml(CFRET D
+ RecordReplaytzZ7= 3 > drecordReplayEnabled 7 0/ \F « & truell5%5E

RecordReplay:
recordReplayEnabled: true # Set to true to enable all Record and Replay functionality. Default is true.

o StoresBH It 3>(CHBFT>TL — KStoreTemplatezx IE— U T, EFEDZEI CStore = T
s CCTRAYVE—ZIEMITDIEHICHABR LT —INR—ADPF 1 —DIEHRZREITD
o He2T0O/\F+ DEKE. T>TL— MMIRZHE N TV DERAEHER

HIEH

Stores:

MBRECORD_store:

dataSource: 'MBRECORD’

schema: 'db2inst1’

storeMode: 'all’

gueue: 'SYSTEM.BROKER.DC.RECORD'
backoutQueue: 'SYSTEM.BROKER.DC.BACKOUT’
useCoordinatedTransaction: false
commitCount: 10

threadPoolSize: 10
commitIntervalSecs: 5




3. Xw T —REDZHDELTE

+ SourcesH It o> 3> (CHd5T>T L — hSourceTemplatez IE— LT, EEDZEI TSourcez E&
«  CZCTIFRecordReplayBBE TH v TF v —F 31X D ME W IIEREAREFDStorelBEiR (AR )2 TET D
o BenT0ONFT1DRKE. T L — MMIEHINTUVDRAEER

HIEH

Sources:
MBRECORD_source:
#topic: '$SYS/Broker/[nodename]/Monitoring/[servername]/[applicationname]/[flowname]’
topic: '$SYS/Broker/INO1/Monitoring/IS01/#’
store: 'MBRECORD_store'

v CCTHEELEREYD - ZNUOTAYVE—T0— - EZAY DO HEETPUblishanNd 1R & Subscribed 3
v DAILRD—REFEALT. RO NMeFESHTHFv IF—olit



4. Ay E—SEROLHORE(ATS I )

n MQAYET—OBEERZITOBAIIUTOEEZITD
+ RecordReplaytzZ7= 3 > dDestinationsB 710> 3> (CH 35> L — kMQDestinationTemplatez 1E— U T.
EE DI CDestination® &9 D
CCTHEEDF 1%, F1—XR—Zv—RZBEITD
BenT0)\F+«DEKE. 2T L — MMIEHINTUVDRAEER

HIEH

Destinations:
MQ_destination:
endpointType: 'WMQDestination’
endpoint: 'wmgq:/msg/queue/INPUTQ@INO1QM'
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s Web UIICT7 AL, RESNEA Y T—INRRSND Z &R
o TTETOBREENE. WROAYE—STO-DWBERTL. Ay - SHRESIZREBICLTH L

o EBDISTHMNSWeb UIICT7OTEX
URLA!
http://localhost:4414/

¥Web UIDHERE (TS U T, 00 R)L(http or https)to/R— S EERD

IBM App Connect

IEM App Connect

/= KUINGL f H—/T—exl | BES

Z b 7: MBRECORD_store

J— - INo1 5 MBRECORD_store

E INOI Aye— B DB(C*%%I*]ETL‘CM%’(/\‘) I\ *

Avt—>n—8

REOBIER: 2020-09-2516:07:17 BHIRR

4

Event time UTC Local transaction ID Parent transaction ID Global transaction 1D Data Errors Event name
2020-09-0313:07:42.380  631e255¢-ede6-11ea-96fb-7¢0001010000-1 - - & MQ Input TransactionStart

adef9aea-edea-11ea-beca-7f0001010000-1 - - & MQ Input TransactionStart

MBRECORD_store 2020-09-03 22:50:49.15% ddef9aea-edea-11ea-beca-7f0001010000-2 - - b MQ InputTransactionStart

O
O
O
O
[] 2020-09-0322:51:13.772  4def9aea-edea-11ea-beca-7/0001010000-3
O
O
O
O

Record and replaystare |
J— . . L MQ Input.TransactionStart
i el _ = = &
ST T, BRI 7L
s = g
K LJTT_StOI‘e%f IJ v ,)_ 2020-09-03 22:53:04.399 adef9aea-edea-11ea-beca-7f0001010000-4 X MQ Input.TransactionStart
2020-09-1701:54:34.331  7e115274-888-11ea-962b-70001010000-1 & HTTP Input TransactionStart
2020-09-17 02:08:31.189  2dccc9bB-fBBa-11ea-adb1-7{0001010000-1 & MQ Input TransactionStart
2020-09-17 02:16:48.340  ca9d3016-188b-11sa-adb1-7f0001010000-1 - - L MQ Input.TransactionStart
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s AV TZ—SREFOMHEER

HIDEH C. EBIDAwvtz— Event time®

BiFi OV w9 3D EFlNER TED

1BM App Connect

S—FUINOL { H—ri—rex1 | GAfE Ak 7: MBRECORD_store | ' £—3

4d51204953514d202

IEM App Connect

&4 2020-09-03 13:07:42.380 (UTC)

A—FiINOL f H—)i—exl | RBESUEEA L7 MBRECORD store [ A wt—i/:414d51204953514d202...

7 & 2020-09-03 13:07:42.380 (UT I S e

FONF 1 — Persisted value . _
FoiT g — T=5

D 414d51204953514d20202020202020203919505f06113925:414d512049535 14

Application name MQo1

Application UUID

MO BHG000 HeRMosTR AMQISOM  9fiP_HH9% I1SQM shoheim  M1000% Framasput
baa 2020090313074237 (i @@@Paaaaa

Detall 01 \

Errors - MQX Y tE—>0Ba, I\ UF—45DMQMDES

[«

FENDEH. —BXFAEITLTND LS (CRRSND

Event name MQ Input.TransactionStart
- r

Event source MQ Input.transaction.Start

Event time (local) 2020-09-03 22:07:42.380

Event time (UTC) 2020-09-03 13:07:42.380

Event type MQ Input.TransactionStart

Flow name mgo1

Flow node name MQ Input
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n MQAYt—0HIX

J—FIINDL f H—/T—rexl | F PB4 2 k7 MBRECORD store
rﬁf(g%\%yf L- 9%?011 \ygalﬁ 2
; - E
&) MBRECORD_store EREEHTF LY T8

AwyE—i BE

ik O BFER: 2020-09-25 16:48:09 BWIFRFR

B Awt—3

1item selected

O Event time UTC Local transaction ID Parent transaction ID Global transaction ID Data Errors Event name \

D © 2020-09-03 13:07:42.380 631e255¢c-edeb-11ea-96th-7f0001010000-1 = - if_ MQ Input TransactionStart \
Ny o ~
(RR—=2N)
2020-09-03 13:35:44.790 Adef9aea-edea-11lea-beca-7f0001010000-1 = = .\l’. MQ InputTransactionStart
2020-09-03 22:50:49.159 Adef9asa-edea-11lea-beca-7f0001010000-2 = - 3 MQ Input.TransactionStart

|:| 2020-09-03 22:51:13.772 4Adef9aea-edea-1lea-beca-7f0001010000-3 = - i MQ Input.TransactionStart
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n MQAYt—0HIX

IEM App Connect

A—FUINOL f H—/T—rexl | RER&E LUEEA 7 MBRECORD store

E] MBRECORD_store
18Rk J 7 1 )LICTEZR U TzDestination%Z1%#3R
B4l #0UvoU,
Ayt —OBERZEET
BiXNREIN 9 B &Replay status
DFIC TRkIN] EFRREND

|:| Event time uTC Replay status Local transaction ID Parent transaction ID Global transaction ID Data Errors Event name

D 2020-09-03 13:07:42.380 @ E® 631e255c-edeb-11ea-96ib-70001010000-1 .”]_'. MQ Input Transactior

[0 2020-09-03 13:35:44.790 @ HIh ddef9aea-edea-11ea-beca-7f0001010000-1 .\]_f M@ Input Transactior
N3 MG Input.Transactior

2020-09-03 22:50:49.159 BEEERET ddeffaea-edea-1lea-beca-7f0001010000-2
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o EEOIO-ZFLNZ—EOLSRR - MS2HIS 3R EDBETRE T LTNSH
o BRTIS—HFEELTLVRVND IRE

oy — BB

WebUI T
(ZIAILK)
SYSTEM.BROKER.DC.RECORD
T subscribe
MQKhEwo
Transaction Start Transaction End
Progress Progress
msg AXytz—=7J0- A Xwyvtz—=7J0—B Awvtz—=7J0-C Awyvtz—=7J0—D msg
[~ [N SN ok o o SRS e tctiondcl WSS Wit NSRS Wbt >
(i)FrEY—/(—




ESRX - S22 3> c EZHUSY

HEREEER

s RS —&server.conf.yam THERBIRZ T
o BRI MSIHOIIUICEFNBZRIO-—CEZIUIDHREEEML
o BESHX RS2 HO23> - RUS—TESRR - RS2HIS 3> EULTEZYIULITTRANY MEESE
FRANRD MEUTIEREIA. 87T, &7, KBURE
WebUIT/RU S —FEEZ/EKR T D EEAJHEE
o server.conf.yaml T/RUS—ZWOEHT BT -5 Y — AR EDEBRRIFHRE EH

s J0-/)0Ub- bS5 0232IDZFEALT. 1DDOEZRXR - S0 3> ADEA

N MeBEER T, AIEDOER ZEE
o AVE—T  YU—HOEBDT« —)LREIO—/UL - RSP0 32IDE L TEERRE

m WebUIN'SEZRR - NS5 0 3> DGR ZMHE0IEE
+ Configure’d 7 « o EBZAHYUS DI DEEENER
+ Monitorg > - - EBEDXRX - NSIYO2I3CDRAT—HIREEZS —



1. £ IO—TEHUSDRELEMN, T

n ZFIJO—TCTEZAUDDFREZBNE
o WINHDFEETHEMEN BIRE
« Xyt—=.J0O— - J—R® [Monitoring] 0/«
- EBEZHUYD -TOTFAI
o J0O—-)VUL - bS2H02 3> - IDZHABAL. HEEHRATTY RENTLIREND S

A Edit even: x|
Basic Comelation Transaction A
- - Event Correlation
T Properties 2 [ Problems E= Outline &1 Tasks & Console [ Deployment Log % 8 it
* MQ Input Node Properties - MQ Input
-
3 - ~
Reatemer] Configure monitoring events.
Local wransaction carrelator
Validation Events @ Avtomatic (O Specify location of comelator
Security Enabled Event Source Event Source Address Event Name Event Filter Add... Descnption
The local correlator used by the most recent event for this message flow Ivocation will be used. ~
Instances 1| Transaction start MQ Input.transaction.Start MQ Input.TransactionStart true()

1f 1o local Comelator exists yet, a new Unique value will be generated

Polj - -
B

v Parent transaction comelator

® Awtomatic (O Specify location of comelator

Description

(O Automatic 1@ Specify location of conrelator
Description

The global correlatar will be read from the specified location in the message tree. Ensure the
specified location cantains a suitable global correlator value.

$RooyMQMD/Msgla




2. E=5 U Emt

s REY—/I\TEZA V> TR BIME
o server.conf.yaml TU T DREZBINICT D

server.conf.yamlf3!
Monitoring:
MessageFlow:
publicationOn: 'active’ # choose 1 of : active|inactive, default is inactive

# Ensure Events.BusinessEvents.MQ|MQTT is set
eventFormat: 'MonitoringEventVvV2’ # choose 1 of : MonitoringEventV2|WMB

n e — RERIERIIFRET—/I\TEDSRX - EZHAVUT - AR hEBEZME
+ node.conf.yamlZ/z(dserver.conf.yaml CTLL T DEEEZBRNCT S
o AR E)NTUvYS193F1— - YR—> v —%&defaultQueueManager 7 0/\F« £/2(ZRU S —TIBE
s AR MNEHRZEREITDF1— ¥R —Zv—<¢EEA—DF1— - ¥R—Zv—%IEE

node.conf.yaml45!

Events:
BusinessEvents: # Monitoring events
MQ:
policy: " # Specify a {policy project}:policy if not using 'defaultQueueManager"
enabled: true # Set true or false, default false
format: " # Set string or none
outputFormat: 'xml' # Set comma separated list of one or more of : json,xml. Defaults to 'xml'
publishRetryInterval: 0 # Set the retry interval (in milliseconds), to pause all publications and retry,
when publication failures are causing serious delay to the transaction.




ESRX - S22 3> c EZHUSY

3. T —AINR—APMQD%ESH

n ETHUSY AR MPESRR - NS HIS Y - PSR RET BEHDT Y
N—RzHAE
o LO—RIVUTLAHEEER—DT—T )L = {ERT]EE
+ DataCaptureSchema.sqlz®E{TUT. BEBRT—JILE/ERK

+ BusinessCaptureSchema.sqlZ=TLUT. ERT—T)LZVERK
WINB<BREAST v LU hU>/server/ddl/B2 T (CdIIHFEHR

n RE /) —RFEFLERET—I/INTFIAILS - F1— - IRX—Dv—Z®_E
+ node.conf.yaml E£7z(& server.conf.yaml TFIAJ)L b - F1— - IR—Z v —&KTE
o WET—/)\DFEEF. UE—bDFTIAIDS - F1— - XRX—Zv—DIEELOIHEE
node.conf.yam|4l

defaultQueueManager: 'BTMQM'

n MBIRS AT A - FA—PMERSNTLD C & =HERR
o ESRX - RS2HYUT 3> - EZHUSITE. SYSTEM.BROKER.DC.RECORDF1—&

SYSTEM.BROKER.DC.BACKOUT+H 1 —Z M
o <BREAS LU KYU>/server/sample/wmgq/iib_createqueues XU T ~EEIT U TIERRATAE



ESRX - S22 3> c EZHUSY

3. T —AINR—APMQD%ESH

n ESXRX - NS YOT3Y - BZAUJIERTR Y —XERENTE
+ server.conf.yaml DL 11— R&UTL A DStorestt V> 3> TF—HFY—AWF 1 —DIERZETE

server.conf.yamlfl

RecordReplay:

Stores:

BTMDataStore:
dataSource: ‘"MBRECORD’
schema: *’
storeMode: ‘all’
queue: 'SYSTEM.BROKER.DC.RECORD'
backoutQueue: 'SYSTEM.BROKER.DC.BACKOUT'
useCoordinatedTransaction: false
commitCount: 10
threadPoolSize: 10
commitIntervalSecs: 5

s LO—-RIVUTL1#eEZ=BRL
+ server.conf.yaml TLO—R&UTFL A =BT S

server.conf.yamlfl

RecordReplay:
recordReplayEnabled: true

s BEEUTFIUSTAZENELTVDGRER. BERMERZNERI—Y—(CMH5




ESRX - S22 3> c EZHUSY

o) ~ e
4, N> —ODES
s Web UIEEALTES®RZ - RS>H553> - KUS —EEZER

Create a business transaction definition X

IEM App Connect

A business transaction definition requires an associated business
sl=] . . . . -
oo transaction policy that defines the business events that comprise a

= business transaction. This may be a new policy or an existing policy.
"D =l ACE1202 ¥be anew polcy
N '».’\'V Integration server
s m — \ C . . EGO1 v
ESFRR - hS2HI2 3> + & Business transactions
FAARI I \
Name
Monitor \ OrderProcess_Maonl
Policy project
@nsadion definition +
Select a policy project... ~

Create new policy project... Jt'l‘
[Configure] & [Create a
. s N
transaction definition] =2 w2 t;/ﬁgg/_,\ RS HAS IS RS —
by,




SRR hS2YUS 3> - EZHUSY

it

4, IRU>—DFE

Create a business event %

OrderProcl

Type

Start v
QO Stopped

Start monitoring

o Stop monitoringi Start monitorlng]
Select a monitoring event

Integration server E%%{’FEE'?%\ rStar‘t monitoringJ —C =
EGO1 v EZAYUDZRIA

Integration & Business transactions
BMT_TEST 4
Monitor Configure

Library

. Create a transaction definition + Business events for Orderpfocess_Moni O Stoppe:
one T

o
Message flow

OrderProcess_Mon1

Event name Event type Message flow Event source
RECEIVE_ORDER v
OrderProct Start RECEIVE_ORDER MQ Input transaction.Start 2 l
Menitering event source OrderProc2 Progress PROC_ORDER MQ Input.transaction.Start 2 m
MQ Input.transaction.Start W | OrderProc3 End COMPLETE_ORDER MQ Input transaction.End V|

Cancel Create

ESRX - RS5O 3> DStart1 ">
EndA > bR EDEERZIERN



— ESRX - hS>HYO2 3> - E
e m— S

[Monitor| 40 TERITIR TR

& Business transactions

( Monitor Configure
- Transactions for OrderProcess_Monl O stared | sEmwmEns O O
I OrderProcess_Mon1
W mprogres 76,95 (10) v | Last 30 minutes ~
231%
W complste 23.1% (3)

Inconsistent  0.0% (0)

B Feiles 0.0% (0)

76.9%

<]

Transaction ID Tstl:trfsaction ;‘?;{‘ time E:ﬂ updated Duration
414d5120544553543031202020202020aa86836124772d03 In progress 32_3221;;22_?2 5222197?22_21 Szcrnin d
414d5120544553543031202020202020aa86836124773202 In progress 32_32215;15152_21 igzzj;j;ljgg_gg zscrnin =
414d5120544553543031202020202020aa86836124773203 In progress 522215;1416_%39 igzzj;j;l]é.-ggQ S:Cmin 2
414d5120544553543031202020202020aa86836124773204 In progress igilg-ilﬁ-gzg igzzl&)-ile-?afns E:xcmin *
414d5120544553543031202020202020aa86836124773205 In progress 32-32219-%:7-[;33 532219-%1}7-0525 §:cmin =5

2021-11-05 2021-11-05 26 min 35

414d51205445535430312020202020202a86536124773206  In progress e oan aam A
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HEREAER

m OpenTelemetryDAHRICELC TAVE—T0-DA NI O XZ=H 0]EE
o RXwtt—2T0O—H50penTelemetrydCollectorlCX MU= A
o JO—IBDRRER R UIEDRKRE . UUE ) — ROBRER MR E

«  MQ/HTTP/REST/SOAP/Callable_) — R THIFEET4E OpenTelemtry & (&

https://opentelemetry.io/

s ACEICBRS9. OpenTelemetryZzH/R— ML TWDS AT L% CNCF Incubating 1= 7 012
EEH DT hS2H U3 D—EDA MU IR ESIRAEE A o Ty T S s E TN
o UTFOTSY hTA—LTHR—K I BT RE

e Linux x86-64. Linux zSeries. Windows B
+ OpenTelemetry(ZtRTH D=8, Collectort®EZ4S —(&
OpenTelemetry(CXISUTeRG - W—ILZFHITIHNENHD D -

13Traces

“' OpenTelemetry _/—' — S ———————

Telemetry Collector N B
ARJTR
A BUDR ARUOR
— . HTTP Input Compute KTIP  HTTP Request
F/E AP B/E AP
:‘ HTTP Reply Computel 4_ N o
' ° rS>H053>DT> RoT> RTDEISK—R ~
DUIBEFRINFER TED

Awytz—=TJ0—


https://opentelemetry.io/

[£%£] OpenTelemetryd 1>t 7 k
= (AN

TLARY - F—HZRELTI\YIIUR - TSV hITA—AICERX T DI2HDFHEZR

RS —IHMKIFOAT T —)\EU 7+ ZFIR
OpenTelemetry T(E3fEREDT L A KU - 7—HZRTE
o ML= : RSHUS I O—EDIMERKEIET. NS> P 3 DROME L DIEER) (> EIFR,
ARUDR : SAF LTI UL —S 3> OBWEICET ZMEME (CPUPATUDBAR, 7TUT—S3 hRMELRET—4 - HAXRE)

L 4
O : SRFAPTITVT—2 3> hdz00

*

OpenTelemetry(CH1TD bL—RERX/CDA A=

time ' ‘ T {

am e racelD:xxx, spanlD:333, (CHILD_OF traceID:xxx, spanID:222) , startTime:t3, duration:6296

OpenTelemetry collector

span span

trace (ID:xxx)

span

_— _—
F/E AP Integration AP B/E AP




dlnl
1]
—i
[

ACE(CHITB0penTelemetryd=E%. #l§

s OpenTelemetry® kL —X/ X/ DI HE]EE

m AN/ — RO
o Input/— RFERFEIGE EBICRIZERL. WBTTELLEFZO-IL\YTFTDHETEIT
o ANT—HIDAYHEH—(C hL—X/Z)\>DIEER(Identifier) WFET DHBEF. TDRIDFRIN EUTER

n B3R/ — ROFE
o FRICINZERKRL. UIOTRDEE/L AR ADFEERIT
o HTTPRequest./ — RDizE, UIT A MDHTTPAY A —DTraceparent(Cc cL—XIDEX/\IDZELZY U TXE(E
+ MQOutput/— RMDiZE. MQRFH2A\wW & —DusrJ # JL4 (Ctrace parant idztzw



s IE 17

s HEY—/)(— (X L TOpenTelemetry traceDHHEEEZEITD
m 1T 7 )L(server.conf.yam DL TFDOTIZ 3> THRE
+ ResourceManagerstzZ7= 3> /OpenTelemetryManagerd o> 3>
o« FRTO/Ga
« openTelemetryEnabled 0/~ : OpenTelemetry \MDHHEFEEISE (true | false)
« exporterOtlpGrpcEndpointZ /{7« : OpenTelemetry collectordGRPCI > Rk > hN&EIETE
« exporterOtlpHttpUrlZ’0/\Z~« : OpenTelemetry collectordHTTP URL%ZIETE
XGRPCIL> R/RA > MMHTTP URLOWI NN L DZEIEE

==

SR TEI

ResourceManagers:
OpenTelemetryManager:
openTelemetryEnabled: true # Enable or disable OpenTelemetry tracing. OpenTelemetry is only available on the Linux/x86-64 platform
#openTelemetryServiceName: " # Override the Service Name attribute for telemetry spans. Defaults to integration server name.
#openTelemetryHostName: " # Override the value of the Hostname attribute for telemetry spans.
exporterOtlpGrpcEndpoint: ‘localhost:4317' # Specify a GRPC endpoint to which OpenTelemetry span data is sent. For example, '<hostname>:4317'.
#exporterOtlpHttpUrl: " # Specify a HTTP Url to which OpenTelemetry span data (json) is sent. For example, 'http://<hostname>:<port>/v1/traces’.
#openTelemetryTruststoreType: " # The type of the open telemetry truststore [PKCS12, PEM or JKS]. Only used for the GRPC exporter.
#openTelemetryTruststoreFile: " # The location of the open telemetry truststore. Only used for the GRPC exporter.
#openTelemetryTruststorePass: " # Credential or resource alias containing the truststore password. Only used for the GRPC exporter.
#openTelemetryTrustAlias: " # The alias of the trust certificate in the PKCS12 or JKS truststore.
#openTelemetrySpanProcessor: 'batch' # Specify the OpenTelemetry span processor ['batch' or 'simple’].
#openTelemetryBatchSpanOptions: " # Specify the OpenTelemetry batch span processor options. For example,
# 'max_queue_size=4096:schedule_delay_millis=5000:max_export_batch_size=4096'

RETTEFEU TSR
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n XAwt—TJO—BfiI(COpenTelemetry traceDH HZERNCT DS ENTES
o BIEREST APIZFIFALT. MRODOIO—IZX L TopenTelemetryEnabled 7’0/ %ZfalselCERET D

HmaY—/\—1S010O7T U —23 2 ApplDA Y Z—=TO—Flowl(C3d U TERNC T DIHEDRES

curl -X PATCH --header 'content-type: application/json’ ¥
--data "{ ¥"properties¥": { ¥"openTelemetryEnabled¥": ¥"false¥" } }" ¥
localhost:4414/apiv2/servers/1S01/applications/App1/messageflows/Flow1

B (CREREND

o BRMCRIIZBEIE, inheritZi&ET D (true TIEIRLY)



m OpenTelemetry(CX G UCEZS —Y —JLJaegerzF A UCIZEDHE DA X -

neoenu [NERMERN Compre  System Achitsctrs Ml O o

frat— /) \BEAI(CServicelZ
FRESNDEH. WROHBE
H—)(ZiEiR

Search Upload

\ Service
[ IN1210-1S01 ]

Operation

e
Togs 5 Traces Sort: Most Recent Download Results ~ Deep Dependency Graph L —REf] (TJO—0D

15> H502329))
[CFRRSND

Lookback Compare traces by selecting result items /

Last Hour
IN1210-1S01: HTTPRequest01.httprequest01 rou1i 10.82ms
Max Duration Min Duration
3 Spans W wiz1041501 (2) IN1210-1502 (1) day 12:34:48 p
Limit Results
IN1210-1S01: HTTPRequestO1.httprequest01 racsi2d 5.15ms
20
3 Spans IN1210-1S01 (2) IN1210-1S02 (1) Today

IN1210-1S01: HTTPRequest01.httprequest01 «1d0c0s 6.78ms
3 Spans i IN1210-1S01 (2) IN1210-1S02 (1) oday 12

IN1210-1S01: HTTPRequestO1.httprequest01 s:naa2 39.41ms
3Spans | 3Erors B omiziosor(2) @ Ni210-1502 (1) T

IN1210-1S01: HTTPRequest01.httprequest01 « 21.07ms

3 Spans B 21011501 (2) IN1210-1S02 (1) Today



L —XADER) > OIIRRE
&1 LS TERR

Ay tz—=TJO—OHTTPInput
J— RTHERENERIC

JAEGER UL

Search

Compare  System Architecture  Monitor

< v IN1210-IS01: HTTPRequestO1.httprequest01

December 12 2023, 12:34:48 10.82ms 2 8 Tot 3

Aytz JO—MHTTPRequest

J— RTHERENZX/I>

Service & Operation v > Y » ous 271ms 10.82ms J\woT> '\0)77 Ug—3>

| IN1210-1501

- - TERENZRI>
© | IN1210-1S01 1TTPRaquestoLhttprequestot HTTP Reaus (CoflTEFalnIO—TER)
IN1210-1502 777 toprovi

< v IN1210-1S01: HTTPRequest01.httprequest01 3 Trace Timeline v
: Decomber 12 2023, 12:34:48 10.82ms 2 3 ans 3
Service & Operation vy ¥ N Ous 27ms 5.41ms B.A2ms 10.82ms

* | IN1210-1501 7o
~ | IN1210-1501 77

HTTPRequest01.httprequestO1.HTTP Request IN1210-1501 - 4.98ms 4.45ms
~ Tags
spplicationNam HTTPReq

httprequest01
POST
39

essed 39

/)T O) T+

ttp.scheme htp

200
ttp.target /ttpproviderd

IN1210

1501
internal.span format otip

heinoMacBook-Pro.local

net.pe me Iocathost

> Process: otel[brary.name - IBM App Connect Enterprise  otel lbraryversion - 12010 service.instance.id - ShoheinoMacBook-Pro.local-43440  service.namespace - comibm  service. platform - Mac O..

MBag2eassIonan
IN1210-IS02 HTTPPravidrc it







HeEE A

8 S LDIR—F MHIRENRT U7 1 EF+ [BR(BIPA Y Z—)&20O0 (CH S
o IS—BEIFTTRSIEER (E8). FEIE»TO00/038/8E) D707« ESF v BEREES
o FALRITOAR—FR N, ALY RES, VIOT4EST4Z2RI AV E
+ TRACE. — I*“\’DESQL LOGRFT—hX> I\b‘BE%@XW‘E—ﬁ’&tﬂb@“%ZtBEjﬁE
n X774 EFTBERICIEBIPO— RAEIDHTSNTLD
o BIPO—RI(&. §BEXZF [BIP] &4HIDES. EREZRI 1XF CTHEAK
¢ BIPnnnnX
« BEKXKEZRIX(E I(Information). W(Warning). E(Error). S(Severe)Mu\d 11hH
o BIPO— REEE(COVERIMEE(C KD TEERAN TIEE

s ESRAC[EERER ORI (CFIA
o OVERMEECHEHEDETUTILG A LER, BEROEBHRE R

e/ — REgoOd

Sep 17 20:58:55 shoheim-vb ACE[22476]: IBM App Connect Enterprise v11009 (INO1) [Thread 22476] (Msg 1/1) BIP2001I: IBM App Connect Enterprise H—EX (&, /\—=3
> 11009;. Ot X ID 22481 TRltASNE LI,
Sep 17 20:;8:59 shoheim-vb ACE[22481]: IBM App Connect Enterprise v11009 (INO1) [Thread 224817 (Msg 1/1) BIP28661: IBM App Connect Enterprise BItz+1 U7 1 —(&
inactive C9,
Sep 17 20:58:59 shoheim-vb ACE[22481]: IBM App Connect Enterprise v11009 (INO1) [Thread 22489] (Msg 1/1) BIP3132I: HTTP UXF—H7R— k ‘4414' T 'RestAdmin http'
D listen ZRIIBLE LT,
Sep 17 20:59:02 shoheim-vb ACE[22500]: IBM App Connect Enterprise v11009 (INO1.ex1) [Thread 22500] (Msg 1/1) BIP2208I: gt —/\— (64) W'BAE=NE Lz TOEX
'22500'. AL-w R '22500'. BHNIETR: integrationNodeName ‘INO1' (E1FE— K 'advanced'). integrationServerUUID '00000000-0000-0000-0000-000000000000',
integrationServerLabel 'ex1'. queueManagerName ‘INO1QM', trusted 'false'. userld 'shoheim'. migrationNeeded 'false'. integrationNodeUUID 'c2100d84-f4al-11ea-9724-
7f0001010000'. filePath '/opt/IBM/ace-11.0.0.9/server'. workPath '/var/mgsi'. ICU Converter Path ". ordinality '1',
Sep 17 20:59:22 shoheim-vb ACE[22500]: IBM App Connect Enterprise v11009 (INO1.ex1) [Thread 22500] (Msg 1/1) BIP2152I: #mMX v z—hHSESTNFE LI,
Sep 17 20:59:22 shoheim-vb ACE[22500]: IBM App Connect Enterprise v11009 (INO1.ex1) [Thread 22500] (Msg 1/1) BIP21531: fiab—/\—%&F£H67x< 'Start' UE Y,
Sep 17 20:59:22 shoheim-vb ACE[22500]: IBM App Connect Enterprise v11009 (INO1.ex1) [Thread 22500] (Msg 1/1) BIP21551: &~ 'Application' > O FHU Y —X
'HTTPO1' ZFE7&< 'Initialize' UE T,

(AT, &B8)




BIPXAwLZz—=0DH 15k

n e/ — RERDIZS
o O—HIDZRFLA-0O0
Linux/UNIX : syslog
«  Windows : Windows event log
s JHIIE Y —/\—1BRD5E
o BEHD
« BIPO—RPAL v RESRREFHI SR
o« OU-T7AIL
<workdir>/log/integration_server. <&t —/{—%& > .events.txt

EEDEICHLWLNOY - T7AIL=EERK
v BmW\WOY - J7AIUIH T4 v IR (1~9)&DIFTREFESND (integration_server.<ffi&H —/{—%& > .events.txt.n)

m Elastic StacklCcHHHITBZEET]
o FHEY—I)\— (RE)— RIEBROFEEY—/\—. B IFEEY—/\—) oOTDH
- REJ/—RBEAoOJFE N0
o EFRIEBOOIE—TTHICEIEI D &N BIEE

Elastic Stack & (. Elastictth'igft 9. O DURE. D, pIR{b=EIR I 2RMEIDBIN. D « IRRIT > > T DElasticsearch.
F—HUNE)\1A TS+ > TdhBLogstash, T—H DRIt ZITSKibanadEEXF & E > TLEIEELK Stack EMFATWLWWERY, Frfz(CT—4iX
EFRADBeatsH' Il D . IRIE(LElastic StackZz I/,

sHil(XElastictt DB hE&EE,

https://www.elastic.co/jp/what-is/elk-stack




syslog\DHJIEETE

m Linux/UNIXIRIBOFRES /) — RIBK(EIBIPA Wt —2%syslogH T S X F AITX(E
¢ BIPXYVT—DEM
facility . user
priority s err. warn, info (RECIECTLWI NI Y hand)

m syslogT—E> DR T 7 1 )LICH D Z18TE
o BAERNERTE(IMEREINB0SDH 1 RaESHg
o BHEITFZ7AILDIN—Zv 3> (F-rw-rw-rw(666) (CFETE

syslog.conf F&EHI

user.info  /var/log/user.log

CDERTE CuserJ 7> UF 4 Dinfoldl E(err,warnED) DX v -8 ELE T 71ILICHE N3
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m BT A—

e .

o HEY—/— | —— ' O
v | = 2 e A g

YT IR —)\— . .
SRaEY — =T | Logstash Elasticsearch Kibana e e
A ] OJ%ZIREL. OJ%=&H% Elasticserch(Cig#e
ey /\_\*ODEDOE Elasticsearch (&4 LDl EySIFC
LogstashlCiX{= T L — o B e 570 C I
EETORLIE N FHEIHAD T & 6] )
beats/beatsTls/http/https
DVS3ERT] Y
m .
— Elastic Stack

Elastic StackDt&mk (1 — —H' BRI INEN DD
SaaShRZFAI D &60



Elastic Stack \DH1IEETE

m BT 71I)L(.yam)DUTDEoOS 3> (CEE
o HRE)— REBRDBE. e/ — RdO(EElastic Stack N\ (EHEASNRWHY, FEE (Enode.conf.yaml(CSEhER]

+ ELKConnectionstzo>3>
. BRI 7AILOHZESE(C. FRODZFITHI IS 3> #ENML. BERIO/IN\F 1 ZEE
SR TEH
ELKConnections:

# Description for ELK Connections.
# elkConnectionl:

# elkProtocol: 'beats’ # Logstash input protocol. Valid values are: 'beats', 'beatsTIs', 'http', or 'https’.
# hostname: 'myhost.domain.com' # Hostname for the elkProtocol endpoint.
# port: O # Port for the elkProtocol endpoint.
# uploadIntervalMilliSecs: 60000 # Interval between uploading cached data, set in milliseconds.
# elkCredential: " # Set an 'elk' credential alias name to enable basic authentication, if it is required by the Logstash input protocol.
# keystoreFile: '/path/to/keystore.jks' # Set the path to the keystore to be used, if it is required by the Logstash input protocol.
# keystorePass: 'P4s5w0rd’ # Set the password, or 'keystore' credential alias to the password, of the keystore.
# keyAlias: " # Set the alias name of the private key, if mutual authentication is required by the Logstash input protocol.
# keyPass: ” # Set the password, or 'keystorekey' credential alias to the password, for accessing the private mutual authentication key.
# truststoreFile: '/path/tp/truststore.jks' # Set the path to the truststore to be used, if it is required by the Logstash input protocol.
# truststorePass: 'P4s5w0rd’ # Set the password, or 'truststore' credential alias to the password, for accessing the truststore.
elkConnection1:
elkProtocol: 'beats’ [ s — A o e
hostname: “logstashsvr’ Logstashflld#&ERk(c&HE T O hJLA27R— hNZEIETE
port: 5044

REF AU TSR

https://www.ibm.com/docs/en/app-connect/12.0?topic=pmwm-configuring-integration-servers-send-logs-events-logstash-in-elk-stack



Elastic Stack\DiH /15%7E

o Logtzo>3>
« elkLogZ0O/\F« Ztrue(lCtzw bU. ELKConnectionsZZ> 3> ICEELIEYIII 3> &%IEE

= TES

Log:
#elkLog: false # Control the publication of BIP messages to an ELK (Elasticsearch, Logstash, Kibana) stack. Set to true or false, default is false.
#elkConnections: " # Name of the ELK connection to use, for example 'elkConnectionl’
# Each named ELK Connection must be defined in the ELKConnections section below.

elkLog: true
elkConnections: 'elkConnection1’

m NTER. S 1 LAZES
+ Elastic Stack \OE AT D E. UTFOAvE—hHO—A)loOdicEhEsns

BIP6503I: (INO1.ex1) The integration server successfully sent data to ELK connection “elkConnection1" using elkProtocol "beats", hostname "logstashsvr' and
port “5044".




KibanalC K3 E]8HAL

s KibanadD%5 v 1/h— RICFZOTCR L. OD =S

K . Discover B @
New Save Open Share Inspect
B~ KaL ~  Last 15 minutes Show dates
& — + Add filter
113
logstash-* 11 hits
) Q Sep 30, 2020 @ 07:55:45.170 - Sep 30, 2020 @ 08:10:45.170 —  Auto ~
0
& Filter by type 0 .
e .
Selected fields £ ¢
0 8 a
o «» _source
2
/3 Available fields ., I
0 @timestamp 07:56:00 07:57:00 07:58:00 07:55:00 08:00:00 080100 080200 080300 08:04:00 08:05:00 08:06:00 08:07:00 0B:DB:00 08:09:00 0B:10:00
t @version @timestamp per 30 seconds
= ) Time « _source
t _id
) ¢ _index > Sep 30, 2020 @ ©8:1@:35.856  ipm_processName: DataFlowEngine host: shoheim-vb module: IN®T.ex
A ibm_sequence: 1681420970422 8000A2EEEABAT @version: 1 ibm_serverName: ex1
o]
S scord ibm_recordtype: log ibm_threadId: 5347 type: ace_message ibm_datetime: Sep 38, 2820 @
© t _type 86:09:30.422 ibm_product: IBM App Connect Enterprise ibm_message detail: 2154I: #&4—/{—a%E
HAyE—JOIEERT LELK, @timestamp: Sep 38, 2828 @ B88:18:35.856 ibm_processId: 5347
o @ headers.conten...
&
o T > Sep 3B, 2020 @ 88:18:35.855  iphm_processhame: DataFlowEngine host: shoheim-vb module: INBT.ex
{3} ibm_sequence: 1681428978410_BAGRBREERABAT Eversion: 1 ibm_serverName: ex1
@ headers.http_ac... B B R .
ibm_recordtype: log ibm_threadId: 5347 type: ace_message ibm_datetime: Sep 38, 2828 @
@ headers.http_host 88:89:38.418 ibm_product: IBM App Connect Enterprise ibm_message_detail: 22691: 77O Fa ')
_ Y—2Z 'httpel’ (uuid="http@l'. ¥ 7F="MessageFlow') HERICEBLELk. etimestamp: Sep 38,
= @ headers.http_us...
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s AFvITS3v MMt &7 —H1 THist
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n BAEETA TV MMEIEUFH 5:EIRATEE
+ MQRKEwWZ(XML/ISON)
e MQTTHAE W (XML/ISON)

o J7A)L(CSV) Ay t—ST0O0—#EH (JO—8(CHEtT —s%=Hh)
o 1—Y—-hL—-X P J— RifiEt (J— REORE T — 5z 1HN)
s Web UI/REST APIICT . v 7 v T
JL== - e - - - e 4
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%)lu:l-l- > QODtjj] 5‘6 B

n ym,:.JrT SDHADFEFLUATHS:1EIRBIGE (BHUSER])

MQ(XML/ISON)
« FTIAIDL - -F1-IR—v— (FE/— R Mgy —/\—(CEEfFrsnNizcF1—~YR%—>v—)
o AERDF1—THR—Z v — (MQEndpointRU S —TiRELEF1—IHR—Zv—)

+ MQTT(XML/ISON)
o HAHAAMQTTIO—H— (REJ — REBRICEETHMHAENTWLBMQTT I O—H—., MIfEEY —/\—TEFBEAR)
o AEBOMQTTIO—H— (MQTTPublish/RUS—TIEELIEMQTTIO—H—)

o T71)L(CSV)
. e — RiEk

FALIKY /var/mgsi/common/stats

J71)% <#HE ) —R>_<#Hay—/\—>_ flowStats.csv (TJO—#iEt)
<#HE ) —R>_<#HaHY—/{—>_ nodeStats.csv (J— R#fist)
<#E ) —R>_<#HaHY—/{—>__ threadStats.csv (XL R#ist)

o WIHED—/ (1K
T LIKY /<D—55 1 L% kYU >/config/common/stats

J71)% integration_server_<#&t—/\—>__ flowStats.csv (TJO—#i51)
integration_server_<#&tY—/{—>_ nodeStats.csv (J — Rfist)
integration_server_<#&t—/{—>__ threadStats.csv (XL Rffst)

. l —H— . rL—X
JJ_F@BIPX vtt—=THh

v BIP2380I : Awvt—2J0-—#HEt
v BIP2381I : AL v RiRst

v BIP2382I : J— RiREt

v BIP2383I : H—=F)UARET



Awvt—=TJ0O0—FEt

NEw o
MQB LUMQTTDOE A%k RE W 2
« MQKhEWSH

JSON

$SYS/Broker/integrationNodeName/Statistics/JSON/statsType/integrationServerName/applications/applicationName/messageflows/messageflowName

+ XML

$SYS/Broker/integrationNodeName/StatisticsAccounting/statsType/integrationServerName/messageflowName

s+ MQTThEWD
+ JSON

IBM/IntegrationBus/integrationNodeName/Statistics/JSON/statsType/integrationServerName/applications/applicationName/messageflows/messageflowName

+ XML

IBM/IntegrationBus/integrationNodeName/StatisticsAccounting/statsType/integrationServerName/messageflowName

XintegrationNodeName : JIZfEE Y — /(-1 DIHZE (L. “integration_server”(EE(E) £712D
statsType : XF v T 3w MESDIHBE "SnapShot”. 77—H- THEtDIBEE "Archive”
XMLERDBE. PTUT—23>&lF MEYOCASIRN
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AR

F1 VR —>v—0D%H
o WET—AHEMQrEYOICHEATRIHEEEFFTF1—IR—v—20—7)L. BLLEVE—-NIHE
+ Pub/SubT>Z>ZBRCLTHLK (F1—IR—> v+ —DPSMODEEMHZCOMPAT, U < (ZENABLEDICEXTE)
o TSIAAMLEDEEMTETDS. BULIEIMQEndpoint/RU > —Z18%E
MQENndpoint/RU S —THE I BB FRY S —1ERE. et —/\—(C>O+

MQTT O—H— D%

o BEF—AEMQTT REY AN T BEAEMQTTIO—H—%0—H)L. EULZUE— MNCAE
hE/) — RIBROBEET IAIL N TEMER D TLWBEAHFAHMQTT I O—H—=F|Hake
v HYREY—/I\—DOBEEHBICMQTT I O—H—%=BE I 30ESHD
HAHAHAAMQTT I O—H—Ls=FEBI 3HE(E. MQTTPublishiRU > —ZEm L. HEaEY—/\—(CFF0O+

n HSCEETE
¢« MQREYO/MQTThREYOICHNTDIHEEE. BT 7 )LDEventstz27> 3> /OperationalEventsH J o> 3
S TCRIE
n AV E—2TJ0O-fETDON/OFFZ#iE /) — R, BUL([FHEY—/\—(TEE

o UTFOWINHDAETIKE
« Rk 7 )L (StatisticstzZ73 3> /SnapShot|Archiveb o> 3>) (EL)/Bicg TriR)
Web Ul (BIMRER, et —/\—iCEiFDHEETER])
REST API (BIMIRBR, et —/\—iCEiFDHEETER])
mgsichangeresourcestats (BIFIRIR, HFET—/\—iCHIFDH%TED])
o I —2 3>/ TJO—BAIDOON/OFFEEIETERRLY



Xyt—=70- - EZHUZD

/]S CERTE

s MQhEY O /MQTThEY TICH N T DIBE (BN T 7 LD T OIS 3 > THE

+ EventstzZZ7= 3> /OperationalEvents 7o 3>

o HBAKEULTERIBIMQE L L (EMQTTDenabled 7 /5« Ztruells%7E
v S LDBRHRICED TR TITAILNTHAFENONERD TWLWDIHEEHD
BEM TeF 1 TR —2 v —B UL (FEAFHAHFMQTT I O—H—AEHITBLUIME. FaIICERR,/ > 7O LIEMQEndpoint

RUS— FZ(EMQTTPublish/RU S —Zpolicy 70/« (CERTET D

S ACBEEFIFTEMQ (ZIAID « F21 IR —) AHH T DIHEDHES

Events:
OperationalEvents: # Message flow and Resource statistics plus Workload management

MQ:
#policy: " # Specify a {policy project}:policy if not using 'defaultQueueManager’
enabled: true # Set true or false, default false

#format: " # Set string or none
#publishRetryInterval: 0 #Set the retry interval (in milliseconds), to pause all publications and retry,

when publication failures are causing serious delay to the transaction.
MQTT:
#policy: " # Specify a {policy project}:policy if not using 'default MQTTServer’
enabled: true # Set true or false, default false

#format: " # Set string or none
#publishRetryInterval: 0 #Set the retry interval (in milliseconds), to pause all publications and retry,

when publication failures are causing serious delay to the transaction.

RETTEFEU TSR



\\\ = = Xvt—TJ0-—#Et
Ay— —HtaT DEXTE

n BT 71IL(.yamDDOLLTDOE o> 3> TEHE
N Stat|st|cst0/5| >~ /Snapshot|Archivebr o> 3>
publicationOnZ' /G« TXA v —TJ 0Ot HBEEZEE (active | inactive)
« nodeDatalevel7O/\F« T/ — Riftst &5 — ISt OE N BRZRTE
v none : BHRL. basic: J— Rifst=EH . advanced : J — Rt &5 —=F )Lt =
+ threadDatalLevel 70/« TR L v R#ETDOHHBEEEELTE (none | basic)
« outputFormatZ’0/\F« THAOES LUV T A - WV I\%n’“”ﬂ

v xml/jsonZIBE UIEHEEMQB LUMQTTICH . csvDIZ&E(ET 7 1)LICH . usertraceDiH&(E1—H— kL —XI(CHD
v RO TEEIEETRE

AFwTT a3y MiEtOXvE—T0—#Et & — RETETZISONER TMQB KUMQTTICH 19 D& ELH!
Statistics:

Snapshot:
publicationOn: 'active' # choose 1 of : active|inactive, explictly set 'active'. If unset will default to 'inactive’
#accountingOrigin: 'none' # choose 1 of : none|basic, default none
nodeDatalevel: 'basic' # choose 1 of : none|basic|advanced, explictly set 'basic'. If unset will default to 'none’
outputFormat: 'json' # choose comma separated list of one or more of : csv,json,xml,usertrace. Explictly set to 'json' for WebUI. If unset will default to ”
#threadDatalevel: 'none' # choose 1 of : none|basic. If unset will default to 'none’

Archive:
#archivalOn: 'inactive' # choose 1 of : active|inactive, default inactive
# Also set Events.OperationalEvents.MQ|MQTT for outputFormat xml to be published to MQ/MQTT
#accountingOrigin: 'none' # choose 1 of : none|basic
#majorlnterval: 60 # Sets the interval in minutes at which archive statistics are published
#nodeDatalevel: 'none' # choose 1 of : none|basic|advanced
#outputFormat: 'usertrace' # comma separated list of : csv,xml,usertrace
#threadDatalevel: 'none' # choose 1 of : none|basic
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1 7351 (JSON)

{"WMQIStatisticsAccounting": {

"RecordType": "SnapShot",

"RecordCode": "SnapShot",

"MessageFlow": {
"BrokerLabel": "INO1",
"BrokerUUID": "5eb081f6 ac4e 11ea-8860-7f0001010000",
"ExecutionGroupName":
"ExecutionGroupUUID": "00000000 0000-0000-0000-000000000000",
"MessageFlowName": "http01"
"MessageFlowURI": "/appllcatlons/H'I'I'PO1/messageflows/http01"
"ApplicationName": "HTTPO1",
"StartDate": "2021-02-21",
"StartTime": "15:15:37. 182469"
"GMTStartTime": "2021-02-21T06:15:37.182+00: 00",
"EndDate": "2021-02-21",
"EndTime": "15:15:56. 624939"
"GMTEndTime": "2021-02-21T06:15:56.624+00: 00",
"TotalElapsedTime": 28969,
"MaximumEIapsedTime": 4562,
"MinimumElapsedTime": 478, Ntz
"TotalCPUTime": 27027,
"MaximumCPUTime": 3957,
"MinimumCPUTime": 476,

"NumberOfNodes": 3,
"Nodes": [

"Label": "Compute",

"TotalElapsedTime":

"TotalCPUTime":

e": "ComputeNode",

"MaximumCPUTime": 2643

"MinimumCPUTim

"CountOﬂnvocations": 33,

"NumberOfInputTerminals": 1
"NumberOfOutputTerminals": 6

"TerminalStatistics": [

"Label": "failure",
"Type": "Output”,

"CountOfInvocations": 0

’

"Label": "in",

{
"Label": "HTTP Input",
"Type": "WSInputNode",
"TotalElapsedTime": 2710,
"MaximumEIapsedTime": 682,
"MinimumElapsedTime": 43,
"TotalCPUTime": 2697,
"MaximumCPUTime": 679,
"MinimumCPUTime": 43,
"CountOfInvocations": 33,
"NumberOfInputTerminals": 0,
"NumberOfOutputTerminals": 4
"TerminalStatistics": [

"Label": "catch",
"Type": "Output”,
"CountOfInvocations": 0

1

"Label": "failure",
"Type": "Output”,

{
"Label": "HTTP Reply",

"Type": "WSReplyNode",
"TotalElapsedTime": 7910,

"MaximumElapsedTime": 966,

"MinimumElapsedTime": 124,
"TotalCPUTime": 6451,
"MaximumCPUTime": 635,
"MinimumCPUTime": 124,
"CountOfInvocations": 33,

"NumberOfInputTerminals": 1

"NumberOfOutputTerminals":
"TerminalStatistics": [

"Label": "failure",
"Type": "Output",
"CountOfInvocations": 0

r

“CPUTlmeWa|t|ngForInputMessage" 18974, ::Type": "Input", . "CountOfInvocations": 0 "Labelu.: tin",
"ElapsedTimeWaitingForInputMessage": 19397958, CountOfInvocations": 33 b "Type -Oﬂlnput tons™ 33
"TotalInputMessages": 33, , . I CountOfInvocations":
"TotaISlzeOfInputMessages 13464, . R "Labelu_. Jout”, 7
"MaximumSizeOfinputMessages": 408, 'Label": "out", "Type": "Output”, . e
"MinimumSizeOfInputMessages": 408, "Type": "Output”, CountOfInvocations": 33 "Label": "out",
"NumberOfThreadsInPool": 1, "CountOfInvocations": 33 o "Type : "Output”, .
"TimesMaximumNumberOfThreadsReached": 33, ' . _— . CountOfInvocations": 0
"TotalNumberOfMQErrors": 0, . . . "LabeI":” tlmeou"t ,
"TotalNumberOfMessagesWithErrors": 0, iLabel": "outl", "Type": "Output’, ]
"TotalNumberOfErrorsProcessingMessages": 0, »Type': "Output”, CountOfInvocations": 0
"TotalNumberOfTimeOutsWaitingForRepliesToAggregateMessages": 0, CountOfInvocations": 0
"TotalNumberOfCommits": O, , ]
"TotalNumberOfBackouts": 0, {"Label"' "out2" Yo
) AccountingOrigin": "Anonymous "Type": "OUtpUL",
"NumberOfThreads": 1 "CountOfInvocations": 0
"ThreadStatistics": [ {,
{ " wn "
"Number": 26076, 8 iLabel": "out3",
"TotalNumberOfInputMessages": 33, W "Type": "Output”,
"TotalElapsedTime": 28969 CountOfInvocations": 0
"TotalCPUTime": 27027, ’
"CPUTimeWaitingForlnputMessage": 18974 {, .
"ElapsedTimeWaitingForInputMessage": 19397958, 'Label": "out4",
"TotalSizeOfInputMessages": 13464, Type": "Output”,
"CountOfInvocations": 0

"MaximumSizeOfInputMessages": 408,
"MinimumSizeOfInputMessages": 408

i

h

r

2,
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<WMQIStatisticsAccounting RecordType="SnapShot" RecordCode="SnapShot">
<MessageFlow
BrokerLabel="IN01"
BrokerUUID="5eb081f6-ac4e-11ea-8860-7f0001010000"
ExecutionGroupName="ex1"
ExecutionGroupUUID="00000000-0000-0000-0000-000000000000"
MessageFlowName="http01”
ApplicationName="HTTP01"
StartDate="2021-02-21"
StartTime="17:34:51.965018"
GMTStartTime="2021-02-21T08:34:51.965+00:00"
EndDate="2021-02-21"
EndTime="17:35:09.022215"
GMTEndTime="2021-02-21T08:35:09.022+00:00"
TotalElapsedTime="5626"
MaximumElapsedTime="2927"
MinimumElapsedTime="509"
TotalCPUTime="4848" et
MaximumCPUTime="2333"
MinimumCPUTime="508"
CPUTimeWaitingForInputMessage="3219"
ElapsedTimeWaitingForInputMessage="17051001"
TotalInputMessages="4"
TotalSizeOfInputMessages="1632"
MaximumSizeOfInputMessages="408"
MinimumSizeOfInputMessages="408"
NumberOfThreadsInPool="1"
TimesMaximumNumberOfThreadsReached="4"
TotalNumberOfMQErrors="0"
TotalNumberOfMessagesWithErrors="0"
TotalNumberOfErrorsProcessingMessages="0"
TotalNumberOfTimeOutsWaitingForRepliesToAggregateMessages="0"
TotalNumberOfCommits="0"
TotalNumberOfBackouts="0"
AccountingOrigin="Anonymous" />
<Threads Number="1">
<ThreadStatistics Number="26076"
TotalNumberOfInputMessages="4"
TotalElapsedTime="5626"
TotalCPUTime="4848"
CPUTimeWaitingForInputMessage="3219"
ElapsedTimeWaitingForInputMessage="17051001"
TotalSizeOfInputMessages="1632"
MaximumSizeOfInputMessages="408"
MinimumSizeOfInputMessages="408" />
</Threads>

Xytz—>7J0—

<Nodes Number="3">

<NodeStatistics Label="Compute" Type="ComputeNode”
TotalElapsedTime="2913" MaximumElapsedTime="1188" o
MinimumElapsedTime="331" TotalCPUTime="2891" J—R&rst
MaximumCPUTime="1170" MinimumCPUTime="331"
CountOfInvocations="4" NumberOfInputTerminals="1"
NumberOfOutputTerminals="6">
<TerminalStatistics Label="failure" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="in" Type="Input" CountOfInvocations="4" />
<TerminalStatistics Label="out" Type="Output" CountOflInvocations="4" />
<TerminalStatistics Label="out1" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="out2" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="out3" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="out4" Type="Output" CountOfInvocations="0" />

</NodeStatistics>

Avt—=TJ70—4%

<NodeStatistics Label="HTTP Input" Type="WSInputNode”
TotalElapsedTime="1045" MaximumElapsedTime="867"

MinimumElapsedTime="48" TotalCPUTime="895"
MaximumCPUTime="719" MinimumCPUTime="47"
CountOfInvocations="4" NumberOfInputTerminals="0"
NumberOfOutputTerminals="4">
<TerminalStatistics Label="catch" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="failure" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="out" Type="Output" CountOfInvocations="4" />
<TerminalStatistics Label="timeout" Type="Output" CountOfInvocations="0" />
</NodeStatistics>
<NodeStatistics Label="HTTP Reply" Type="WSReplyNode”
TotalElapsedTime="1668" MaximumElapsedTime="1010"
MinimumElapsedTime="130" TotalCPUTime="1062"
MaximumCPUTime="567" MinimumCPUTime="130"
CountOfInvocations="4" NumberOfInputTerminals="1"
NumberOfOutputTerminals="2">
<TerminalStatistics Label="failure" Type="Output" CountOfInvocations="0" />
<TerminalStatistics Label="in" Type="Input" CountOfInvocations="4" />
<TerminalStatistics Label="out" Type="Output" CountOfInvocations="0" />
</NodeStatistics>

</Nodes>
</WMQIStatisticsAccounting>
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Xwt—=J0—#5ET (INO1_ex1  flowStats.csv) X I 71 ILDIUTEIEAY S —

"Record Type","Record Code","Broker Name","Broker UUID","EG Name","EG UUID","Message Flow Name","Message Flow UUID","Application Name","Application UUID","Library
Name","Library UUID","Record Start Date","Record Start Time","Record GMT Start Timestamp","Record End Date","Record End Time","Record GMT End Timestamp","Total
Elapsed Time","Maximum Elapsed Time","Minimum Elapsed Time","Total CPU Time","Maximum CPU Time","Minimum CPU Time","CPU Time Waiting for Input
Messages","Elapsed Time Waiting for Input Messages","Total Number of Input Messages","Total Size of Input Messages","Maximum Size of Input Messages","Minimum Size of
Input Messages","Number of Threads in Pool","Time Maximum Number of Threads reached","Total Number of MQ Errors","Total Number of Messages with Errors","Total
Number of Errors Processing Messages","Total Number of Time Outs Waiting for Replies to Aggregate Messages","Total Number of Commits","Total Number of
Backouts","Accounting Origin"

"SnapShot","SnapShot","IN01","5eb081f6-ac4e-11ea-8860-7f0001010000","ex1","00000000-0000-0000-0000-
000000000000","http01","httpO1","HTTPO1","HTTPO1","","","2021-02-21","21:45:19.852747","2021-02-21 12:45:19.852747","2021-02-21","21:45:46.290653","2021-02-
21 12:45:46.290653","42990","5383","432“,"36173","3989","430","23852","26391894","38","15504","408“,"408","1","38",“0“,"0","0",“0",I‘O“,“O“,"AnonymOUS"
"SnapShot","SnapShot","IN01","5eb081f6-ac4e-11ea-8860-7f0001010000","ex1","00000000-0000-0000-0000-

000000000000","http01","http01","HTTPO1","HTTPO1","" ,"","2021-02-21""21:45:46.290718","2021-02-21 12:45:46.290718","2021-02-21","21:46:06.292006","2021-02-
21 12 :46:06.292006"’"0","0"’IIOII,IIOIIII|0I|’|I0|I,II429H’Il20000694|l,IIOIIIIIOHIIIOH’IIOII,H1ll’Ilol|lll0lllIloll,llOll,llO",IIOIIIIIOIIII|Anonym0usll
"SnapShot","SnapShot","IN01","5eb081f6-ac4e-11ea-8860-7f0001010000","ex1","00000000-0000-0000-0000-

000000000000","http01","http01","HTTPO1","HTTPO1","" ,"","2021-02-21","21:46:06.292114","2021-02-21 12:46:06.292114","2021-02-21","21:46:26.294804","2021-02-
21 12 :46:26.294804"’"0","0"’IIOII,IIOIIII|0I|’|I0|I,II374H’Il20001668",IIOIIIIIOHIIIOH’IIOII,H1ll’Ilol|lll0lllIloll,llOll,llO",IIOIIIIIOIIII|Anonym0usll

J— R#st (INO1_exl  nodeStats.csv) X I 7AILDITEREAY S —

"Record Type","Record Code","Broker Name","EG Name","Message Flow Name","Application Name","Library Name","Record Start Date","Record Start Time","Record GMT Start
Timestamp","Record End Date","Record End Time","Record GMT End Timestamp","Node Name","Node Type","Total Elapsed Time","Maximum Elapsed Time","Minimum Elapsed
Time","Total CPU Time","Maximum CPU Time","Minimum CPU Time","Total Number of Invocations","Number of Input Terminals","Number of Output Terminals","Total Number
of Terminals"

"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:45:19.852747","2021-02-21 12:45:19.852747","2021-02-21","21:45:46.290653","2021-02-21
12:45:46.290653","Compute"”,"ComputeNode","20409","3504","272","19873","3331","271","38","1","6" " 7"
"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:45:19.852747","2021-02-21 12:45:19.852747","2021-02-21","21:45:46.290653","2021-02-21
12:45:46.290653","HTTP Input","WSInputNode","9958","2967","42","8543","2775","42","38","0","4","4"
"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:45:19.852747","2021-02-21 12:45:19.852747","2021-02-21","21:45:46.290653","2021-02-21
12:45:46.290653","HTTP Reply","WSReplyNode","12623","3867","117","7757","754","117","38","1","2" "3"
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ZLw RfFEst (INO1_exl  threadStats.csv) X I 71 ILDLTREAY S —

"Record Type","Record Code","Broker Name","EG Name","Message Flow Name","Application Name","Library Name","Record Start Date","Record Start Time","Record GMT Start
Timestamp","Record End Date","Record End Time","Record GMT End Timestamp","Thread Number (ID)","Total Number of Input Messages","Total Elapsed Time","Total CPU
Time","CPU Time Waiting for Input Messages","Elapsed Time Waiting for Input Messages","Total Size of Input Messages","Maximum Size of Input Messages","Minimum Size of
Input Messages"

"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:45:19.852747","2021-02-21 12:45:19.852747","2021-02-21","21:45:46.290653","2021-02-21
12:45:46.290653","28220","38","42990","36173","23852","26391894","15504","408","408"
"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:45:46.290718","2021-02-21 12:45:46.290718","2021-02-21","21:46:06.292006","2021-02-21
12:46:06.292006","28220","0" "0" "0" "429" "20000694",%0","0","0"
"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:46:06.292114","2021-02-21 12:46:06.292114","2021-02-21","21:46:26.294804","2021-02-21
12:46:26.294804","28220","0" "0" "0" "374" "20001668",%0","0","0"
"SnapShot","SnapShot","IN01","ex1","http01","HTTPO1","","2021-02-21","21:46:26.294901","2021-02-21 12:46:26.294901","2021-02-21","21:46:45.264000","2021-02-21
12:46:45.264000","28220","27","39979","32647","18540","18921904","11016","408","408"
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2021-02-21 23:14:18.263324 28646 UserTrace BIP2380I: ACE message flow statistics. ProcessID='28385', Key='0'", Type='SnapShot', Reason='SnapShot',
integrationNodelLabel="IN01', integrationNodeUUID='5eb081f6-ac4e-11ea-8860-7f0001010000', integrationServerName='ex1', integrationServerUUID='00000000-0000-0000-
0000-000000000000', MessageFlowName="http01', StartDate='2021-02-21', StartTime='23:13:56.566137', GMTStartTime="'2021-02-21T14:13:56.566+00:00',
EndDate='2021-02-21', GMTEndTime="'2021-02-21T14:14:17.851+00:00', EndTime="'23:14:17.851122', TotalElapsedTime="'26367', MaximumElapsedTime="'14173",
MinimumElapsedTime='12194', TotalCPUTime="'18907', MaximumCPUTime="'13735"', MinimumCPUTime='5172', CPUTimeWaitingForInputMessage="'2374',
ElapsedTimeWaitingForInputMessage='21257791', TotallnputMessages='2", TotalSizeOfInputMessages='816', MaximumSizeOfInputMessages='408',
MinimumSizeOfInputMessages='408', NumberOfThreadsInPool="1", TimesMaximumNumberOfThreadsReached="'2', TotaINumberOfMQErrors='0',
TotalNumberOfMessagesWithErrors='0', TotaINumberOfErrorsProcessingMessages="'0', TotalNumberOfTimeOuts="'0', TotalNumberOfCommits='0', TotaINumberOfBackouts='0",
AccountingOrigin="Anonymous'.

2021-02-21 23:14:18.263516 28646 UserTrace BIP2381I: ACE thread statistics. ProcessID="'28385', Key='0", Number='28692', TotalNumberOfInputMessages='2',
TotalElapsedTime='26367', TotalCPUTime="'18907', CPUTimeWaitingForInputMessage="'2374', ElapsedTimeWaitingForInputMessage='21257791",
TotalSizeOfInputMessages='816', MaximumSizeOfInputMessages='408', MinimumSizeOfInputMessages="'408".

2021-02-21 23:14:18.263598 28646 UserTrace BIP2382I: ACE node statistics. ProcessID='28385', Key="'0'", Label='"Compute', Type='ComputeNode',
TotalElapsedTime='12558', MaximumElapsedTime='9238', MinimumElapsedTime="'3320", TotalCPUTime="'5983"', MaximumCPUTime='3154', MinimumCPUTime="'2829',
CountOfInvocations='2', NumberOfInputTerminals="'1', NumberOfOutputTerminals='6".

2021-02-21 23:14:18.263664 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="failure', Type="'Output', CountOfInvocations='0",
2021-02-21 23:14:18.263706 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="in', Type='Input’', CountOfInvocations="2',
2021-02-21 23:14:18.298760 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="out', Type='Output’', CountOfInvocations='2',
2021-02-21 23:14:18.298820 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="'outl', Type='Output', CountOfInvocations='0’,
2021-02-21 23:14:18.298858 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="out2', Type='Output', CountOfInvocations='0’,
2021-02-21 23:14:18.298894 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="'out3', Type='Output', CountOfInvocations='0’,
2021-02-21 23:14:18.298928 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID="'28385', Key='0', Label="out4', Type='Output', CountOfInvocations="'0’,
2021-02-21 23:14:18.300334 28646 UserTrace BIP2382I: ACE node statistics. ProcessID="'28385', Key='0', Label="HTTP Input', Type='WSInputNode',
TotalElapsedTime='11021", MaximumElapsedTime="'10309', MinimumElapsedTime="'712", TotalCPUTime="'10876', MaximumCPUTime="'10165', MinimumCPUTime="'711",
CountOfInvocations='2", NumberOfInputTerminals='0', NumberOfOutputTerminals='4".

2021-02-21 23:14:18.300418 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="catch’, Type="'0Output', CountOfInvocations='0",
2021-02-21 23:14:18.300458 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="failure', Type="'Output', CountOfInvocations='0",
2021-02-21 23:14:18.300492 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="out', Type='Output’', CountOfInvocations='2',
2021-02-21 23:14:18.300526 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="timeout', Type="Output’', CountOfInvocations='0’,
2021-02-21 23:14:18.300556 28646 UserTrace BIP2382I: ACE node statistics. ProcessID='28385', Key='0', Label="HTTP Reply', Type="WSReplyNode',
TotalElapsedTime='2788', MaximumElapsedTime='2244"', MinimumElapsedTime='544"', TotalCPUTime="'2048', MaximumCPUTime="'1632', MinimumCPUTime="416',
CountOfInvocations='2", NumberOfInputTerminals="'1', NumberOfOutputTerminals='2".

2021-02-21 23:14:18.300600 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="failure', Type="'Output', CountOfInvocations='0",
2021-02-21 23:14:18.300636 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="in', Type='Input', CountOfInvocations="2',
2021-02-21 23:14:18.300668 28646 UserTrace BIP2383I: ACE terminal statistics. ProcessID='28385', Key='0', Label="out', Type='Output', CountOfInvocations='0’,







BT ER

n BEY—/\—WMERT IS RXAT AUV —XOFARRPOAE O > R—R > MOIRIR %
et dO— REULTHE T DHEE
o IVMADATEUERENLGCRESEE
o I\—H—DUY—CHBEN®)C—Z(read),/ > U 7S5 X (write) 424
. SOAPth—?@ﬁ%Eiﬁi\ BIh/ TS —[EER 7R &
m B> —)0LIE208 (EFE) -
m HHGEETA Y MILATFHS:1ERT]
+ MQKEWZ(XML/ISON) B i i e T 5
+ MQTT ~E w2 (XML/ISON)
o T7AJL(CSV) - |
s Web UICTEZSH -9 EERRE g
o REST APIN'5SEEUSH] 5 o
m T JA)LNTON

Eril

HEBESFHIIILU TSR



JY=Z - 5T =

« UY—BEHTRETEZ UV - B

NET 7FUH5—>3> - NETZFUS—23> « RAAIHFIEIDH—RYS - DAL 3 VEICHERAUTWEXEY - X BRI Y > SNEXEUDEETY

RX1> <X

NET H—ARw= - LD WEPER(C K> TEFINICEITINEA—RYS - LTS3 >0EE. S1RL—>320/1/2TERITSNEH—RYS - LIS 3> mE. O

>3> v hENEb—2ILDE—TBA X FHENEE—FILDE—THA X RE

Connect Direct Connect:Directt—/)\—ADIEHEIER. S UARLEY/S—9H 1 X, ZEUEMUBSNRN D ZEER. HH LB REE/>—45 51X

CICS CICS ([CHUTRITUEHCE LDD 5. RINUEFFUH U SR UEFUH LD, KBUEERDS S, RIEEREOTF1 VT —RIEIC
BB L TR UEERDE, BRI TH R U TSEE

CORBA CORBA H—/\—ZMUH I EE. SRUTNSDFCE UH'AIN T BEIE &< CORBA FI4H /2B EER

J7A)L HBEPBRIEIATDIT7AI + J—RICKDTRITSNIETF7AIL - 7o>3a>pO—H)L - T7AIL - SAFTAICEITIENZRR. [EFICHRHE
BNIEIT7AIVE/ L O— RE/JNA M. EE(CERSNZEDI 7 1)U/ L O— RE1/J\A hY

FTP FERE=N3I0OMIIL: FTP E£/z(& SFTP. UE—b - B—/\—h5J0-H—DI7AIL - ZXATLNDERXDE//)\« Y. TJO—-H—DI 7+
U SRAFLANBUE— - —)\—ADEREDE//\1 R

FTETL—>x> b FTE T—>1 > MASERHME UTcEmiisk

20-/)UL - Fvrwv>a F v S I NADIEGRRII/RBEL. < v TDOEHE/READ/WRITE/REMOVE/RBEL. 12&

JavaiRiB~<=> VM DAEY—ERE. ETIIL—TARATOH—RYS - QLTS 3> OFREEE

IDBCH#ER T —IL EBH T —ILNDEGL. RIS, ERERE. EESNEERE. BIEUERARR. 91 A7 ~N15s) UIEERER

MS BEA—ToRsGR/tyS 3> v0—XSNiziER/ty >3 > 8. IMSInput/JMSReceiveh'S{E LTz X wz—=#8. IMSOutputhBi{E LTz

Awtz—=#1, IMSReceiveh' T SOXUEXAvT—8, BRI S 2K



JY=Z - 5T =

s UV B TRETEZUY—Z—8 (F)

MQTT REA—TUREGRE. fEY—/\—EEBUEIO—-XSNEROGE. ZE/RELEXAYE—S8/AvE—JH X ki

ODM I/ RERUTERITER. IL—ILICER LT

FIRINDI> R SOAP, SCA. ZFE/E(F HTTP DWLWITNHDENR ) — RZEREL TAYE—SERMETD LS (CEITIIL-—THMERIT DV Y hEind Ay tz—

YTy b T F—HOBAXERY 1A

IN—H— =B —MEx B2 AYE— - WU—¢EBy b - ARNU—AICKBRVY-RHESE

SOAP SOAPInput J — RHZELTWLDAINDI R - Awtz—Td#. SOAPReply J — RANEEL TV BIEEDE. TNSDIFUE UL KRING B
#1& SOAP Fault(C/RBEIR

tFa1UFo TFIUFT 0 —FERERE. TOSEORIIUIEE. BLOCF1UFTr— - FryvSa1&2FIRELE

TCPIPClientNodes ;F_‘(:;EloF;C/I\ientJ — REBFDA—T A5G, BIRBELIR(COO-XSNHERHN. ZE/XEAY T8 2MEXMET . KEUTITER
A TR

TCPIPServerNodes TCPIPServer.) — RICHIFDA—T > 55, BIABIFLUEICOO—XSNITiERE. RE/XEXA VT8 ZEXET—FE. kMU (B

BEN) SSLEFERITDHE
ODBC DSN (CX U TAISH DR T — b A MIETSNZHBY/ KM U, REA—T > /00—-XEN T\ BHEFHR



o
NEw D

s MQ/MQTTICHAN T BBEDETERD NEY D
o e — RIS
« MQhEwVZH
v XMLITA—Ywv b

$SYS/Broker/integrationNodeName/ResourceStatistics/integrationServerName

v JSONT#—Ywv

$SYS/Broker/integrationNodeName/Statistics/JSON/Resource/integrationServerName

« MQTThEWD
v XMLIA—Xv b

IBM/IntegrationBus/integrationNodeName/ResourceStatistics/integrationServerName

v JSONTA—Xwv b
IBM/IntegrationBus/integrationNodeName/Statistics/JSON/Resource/integrationServerName KRR B OE LS

o WA —/I\—1BRDIBE(E. LEC lintegrationNodeName] DOEFIHEEME [integration_server] &7

o BIROSATIBRE. DAILRA—R (+. #) ZERALTEEHTEIST]
- Bl

$SYS/Broker/+/ResourceStatistics/ #




et L J1— R

n EY /B TA>25—/)ULB(CHETL O— ReE Dk bEY OICHES
o ILO-REIRTOUY—X - F1TOFEHERIEFENS

DY —Xffst L O— Rl (XMLT A —<Xw bDIHE)

<ResourceStatistics brokerLabel="IN01" brokerUUID="5eb081f6-ac4e-11ea-8860-7f0001010000" executionGroupName="ex1" executionGroupUUID="00000000-0000-
0000-0000-000000000000" collectionStartDate="2020-10-01" collectionStartTime="22:42:12" startDate="2020-10-08" startTime="13:30:50" endDate="2020-10-08"
endTime="13:31:10" timezone="Asia/Tokyo">
<ResourceType name="Security">
<resourceldentifier name="summary" TotalCacheEntries="0" TotalOperations="0" TotalSuccessfulOperations="0" TotalOperationsServicedByCache="0" />
</ResourceType>
<ResourceType name="Kafka">
<resourceldentifier name="summary" />
</ResourceType>
<ResourceType name="MQTT">
<resourceldentifier name="summary" BytesReceived="0" BytesSent="57981888" ClosedConnections="0" FailedConnections="0" MessagesReceived="0"
MessagesSent="29047" OpenConnections="1" />
<resourceldentifier name="tcp://localhost:11883" BytesReceived="0" BytesSent="57981888" ClosedConnections="0" FailedConnections="0" MessagesReceived="0"
MessagesSent="29047" OpenConnections="1" />
</ResourceType>
<ResourceType name="GlobalCache">
<resourceldentifier name="summary" TotalMapActions="0" MapReads="0" MapWrites="0" MapRemoves="0" FailedActions="0" MapsUsed="0" ConnectionFailures="0"
Connects="0" />
</ResourceType>
<ResourceType name="JMS">
<resourceldentifier name="summary" NumberOfOpenJMSConnections="0" NumberOfClosedJMSConnections="0" NumberOfOpenJMSSessions="0"
NumberOfClosedJMSSessions="0" NumberOfMessagesReceived="0" NumberOfMessagesSent="0" NumberOfMessagesBrowsed="0" NumberOfJMSConnectionFailures="0"
/>
</ResourceType>

</ResourceStatistics>
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"ResourceStatistics": {
"brokerLabel": "INO1",
"brokerUUID": "5eb081f6-ac4e-11ea-8860-7f0001010000",
"executionGroupName": "ex1",
"executionGroupUUID": "00000000-0000-0000-0000-000000000000",
"collectionStartDate": "2020-10-08",
"collectionStartTime": "16:19:50",
"startDate": "2020-10-08",
"startTime": "16:20:35",
"endDate": "2020-10-08",
"endTime": "16:20:55",
"timezone": "Asia/Tokyo",
"ResourceType": [

"name": "Security",
"resourceldentifier": [

"name": "summary",
"TotalCacheEntries": 0,
"TotalOperations": 0,
"TotalSuccessfulOperations": 0,
}"TotaIOperationsServicedByCache": 0
1
1o

"name": "FTP",
"resourceldentifier": [

"name": "summary",
"FTPGets": 0,
"BytesReceived": 0,
"FTPPuts": 0,
"BytesSent": 0,
"Protocol": "All"

}I.

DY —X#RET

"name": "JVM",
"resourceldentifier": [

"name": "summary",
"InitialMemoryInMB": 305,
"UsedMemoryInMB": 30,
"CommittedMemoryInMB": 311,
"MaxMemoryInMB": -1,
"CumulativeGCTimelInSeconds": O,
}"CumuIativeNumberOfGCCoIIections": 14

"name": "Heap Memory",
"InitialMemoryInMB": 32,
"UsedMemoryInMB": 8,
"CommittedMemoryInMB": 32,
"MaxMemoryInMB": 256

}l

"name": "Non-Heap Memory",
"InitialMemoryInMB": 273,
"UsedMemoryInMB": 22,
"CommittedMemoryInMB": 279,
"MaxMemoryInMB": -1

3

"name": "Garbage Collection - scavenge",
"CumulativeGCTimeInSeconds": O,
"CumulativeNumberOfGCCollections": 13

}l
"name": "Garbage Collection - global",

"CumulativeGCTimelInSeconds": 0,
"CumulativeNumberOfGCCollections": 1

}’.
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ResourceName,IntegrationNodeName,IntegrationServerName,CollectionTimestamp,StartTimestamp,EndTimeStamp, InitialMemoryInMB,UsedMemoryInM
B,CommittedMemoryInMB,MaxMemoryInMB,CumulativeGCTimeInSeconds,CumulativeNumberOfGCCollections
summary,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,305,29,324,-1,0,12 A —JYBIC DS
Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,32,9,32,256 /

Non-Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,273,20,292,-1
Garbage Collection - scavenge,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,0,11
Garbage Collection - global,IN01,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,0,1
summary,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,305,30,325,-1,0,13
Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,32,10,32,256
Non-Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,273,20,293,-1
Garbage Collection - scavenge,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,0,12
Garbage Collection - global,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,0,1
summary,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,2021-03-07 11:16:16.000,305,30,309,-1,0,13
Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,2021-03-07 11:16:16.000,32,10,32,256
Non-Heap Memory,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,2021-03-07 11:16:16.000,273,20,277,-1
Garbage Collection - scavenge,INO1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,2021-03-07 11:16:16.000,0,12
Garbage Collection - global, IN0O1,ex1,2021-03-07 11:15:34.000,2021-03-07 11:15:56.000,2021-03-07 11:16:16.000,0,1

DL d— R AEND
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2021-03-28 09:25:57.967736 9508 UserTrace BIP115011: Received data from input node 'HTTP Input'.
The input node 'HTTP Input' has received data and has propagated it to the message flow 'http0O1'.
2021-03-28 09:25:57.967900 9508 UserTrace BIP6060I: Node 'http01.HTTP Input' used parser type 'Properties' to process a portion of the incoming mess
2021-03-28 09:25:57.968056 9508 UserTrace BIP60611: Node 'http01.HTTP Input' used parser type 'HTTPInputHeader' to process a portion of the inco
offset '0'. The parser type was selected based on value 'WSINPHDR' from the previous parser.
2021-03-28 09:25:57.968144 9508 UserTrace BIP3122I: Message received and propagated to 'out' terminal of HTTP input node 'http01.HTTP Input'.
2021-03-28 09:25:57.968308 9508 UserTrace BIP60611: Node 'http01.HTTP Input' used parser type 'BLOB' to process a portion of the incoming message of length '3' bytes beginning at offset '397'.
The parser type was selected based on value 'NONE' from the previous parser.
2021-03-28 09:25:57.968456 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'BEGIN ... END;" at (.http01_Compute.Main, 2.2). / ESQLOZRRFTwvW S
2021-03-28 09:25:57.970584 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'CALL CopyMessageHeaders();' at (.httpO1_Compute.Main, 3.3). HEHENDS
2021-03-28 09:25:57.970656 9508 UserTrace BIP25381: Node 'http01.Compute': Evaluating expression 'CopyMessageHeaders()' at (.http01_Compute.Main, 3.8).
2021-03-28 09:25:57.970808 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'BEGIN ... END;" at (.http01_Compute.CopyMessageHeaders, 1.40).
2021-03-28 09:25:57.970888 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'DECLARE I INTEGER 1;' at (.http01_Compute.CopyMessageHeaders, 2.3).
2021-03-28 09:25:57.970932 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'DECLARE J INTEGER;' at (.http01_Compute.CopyMessageHeaders, 3.3).
2021-03-28 09:25:57.970960 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'SET J = CARDINALITY (InputRoot.*:*[]);" at (.http01_Compute.CopyMessageHeaders, 4.3).
2021-03-28 09:25:57.971368 9508 UserTrace BIP25391: Node ": Evaluating expression 'InputRoot.*:*[]" at (.http01_Compute.CopyMessageHeaders, 4.23). This resolved to 'InputRoot.*:*[]'. The
result was 'LIST... First Element Type=16777216 NameSpace=" Name='Properties' Value=NULL".
2021-03-28 09:25:57.971456 9508 UserTrace BIP2540I: Node ": Finished evaluating expression 'CARDINALITY (InputRoot.*:*[])" at (.http01_Compute.CopyMessageHeaders, 4.11). The result was '3'".
2021-03-28 09:25:57.971504 9508 UserTrace BIP2537I: Node 'http01.Compute': Executing statement 'WHILE I < J DO ... END WHILE;" at (.http01_Compute.CopyMessageHeaders, 5.3).
2021-03-28 09:25:57.971540 9508 UserTrace BIP25391: Node ": Evaluating expression 'T' at (.http01_Compute.CopyMessageHeaders, 5.9). This resolved to 'T'. The result was '1".
2021-03-28 09:25:57.971560 9508 UserTrace BIP2539I: Node ": Evaluating expression 'J' at (.http01_Compute.CopyMessageHeaders, 5.13). This resolved to 'J'. The result was '3'".
2021-03-28 09:25:57.971604 9508 UserTrace BIP25391: Node ": Evaluating expression 'I < J" at (.http01_Compute.CopyMessageHeaders, 5.9). This resolved to '1 < 3'. The result was 'TRUE'.
2021-03-28 09:25:57.971652 9508 UserTrace BIP2537I: Node 'http01.Compute': Executing statement 'SET OutputRoot.*:*[I] = InputRoot.*:*[I];' at (.http01_Compute.CopyMessageHeaders, 6.4).
2021-03-28 09:25:57.971688 9508 UserTrace BIP25391: Node ": Evaluating expression 'T' at (.http01_Compute.CopyMessageHeaders, 6.38). This resolved to 'T'. The result was '1".
2021-03-28 09:25:57.971724 9508 UserTrace BIP2539I: Node ": Evaluating expression 'I' at (.http01_Compute.CopyMessageHeaders, 6.38). This resolved to 'I'. The result was '1".
2021-03-28 09:25:57.971748 9508 UserTrace BIP25391: Node ": Evaluating expression 'InputRoot.*:*[I]" at (.http01_Compute.CopyMessageHeaders, 6.26). This resolved to 'InputRoot.*:*[1]". The
result was 'ROW... Root Element Type=16777216 NameSpace=" Name='Properties' Value=NULL'.
2021-03-28 09:25:57.971784 9508 UserTrace BIP2539I: Node ": Evaluating expression 'T' at (.http01_Compute.CopyMessageHeaders, 6.21). This resolved to 'T'. The result was '1".
2021-03-28 09:25:57.971904 9508 UserTrace BIP2568I: Node 'http01.Compute': Copying sub-tree from 'InputRoot.*:*[I]' to 'OutputRoot.*: *[I]".
2021-03-28 09:25:57.972028 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'SET I =1 + 1;' at (.http01_Compute.CopyMessageHeaders, 7.4).
2021-03-28 09:25:57.972068 9508 UserTrace BIP25391: Node ": Evaluating expression 'T' at (.http01_Compute.CopyMessageHeaders, 7.12). This resolved to 'I'. The result was '1".
2021-03-28 09:25:57.972100 9508 UserTrace BIP25391: Node ": Evaluating expression 'T + 1' at (.http01_Compute.CopyMessageHeaders, 7.14). This resolved to 'l + 1'. The result was '2'.
2021-03-28 09:25:57.972116 9508 UserTrace BIP25391: Node ": Evaluating expression 'I' at (.http01_Compute.CopyMessageHeaders, 5.9). This resolved to 'I'. The result was '2'.
2?;\%())3—28 09:25:57.972128 9508 UserTrace BIP2539I: Node ": Evaluating expression 'J' at (.http01_Compute.CopyMessageHeaders, 5.13). This resolved to 'J'. The result was '3’.
2021-03-28 09:25:57.973420 9508 UserTrace BIP2539I: Node ": Evaluating expression 'I < J' at (.http01_Compute.CopyMessageHeaders, 5.9). This resolved to '3 < 3'. The result was 'FALSE'.
2021-03-28 09:25:57.973532 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'SET OutputRoot.JSON.Data.res.datal = 'ok’;' at (.http01_Compute.Main, 6.3).
2021-03-28 09:25:57.973632 9508 UserTrace BIP25661: Node 'http01.Compute': Assigning value 'ok' to field / variable 'OutputRoot.JSON.Data.res.datal’.
2021-03-28 09:25:57.973688 9508 UserTrace BIP25371: Node 'http01.Compute': Executing statement 'RETURN TRUE;' at (.httpO1_Compute.Main, 8.3).
2021-03-28 09:25:57.973828 9508 UserTrace BIP4015I: Message propagated to the 'out' terminal of node 'http01.Compute' with the following message trees: InputLocalEnvironment, OutputRoot,
InputExceptionList.
2?;\%%)3-28 09:25:57.974488 9508 UserTrace BIP113051: The Parser of type '"MQROOT' at address '0x7f65a0166aa0' has been reset ready for re-use. ThiW‘ cached parsers.
2021-03-28 09:25:57.975836 9508 UserTrace BIP115061: Committed a local transaction. __— Compute/ — FDout
A local transaction has been committed for work done on the message flow thread. JO0—0BET HF—=F)L\EE

HTTP Input./— RdDout
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e of length '0' bytes beginning at offset '0'.
g message of length '397' bytes beginning at
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Description
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File path
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Message catalog

Message number

User Trace

===${CURRENT_TIMESTAMP}===
${Root}
${ExceptionList}
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- Trace/— R
== | Trace/—K
asZ AE

n T —R - JO)G+

Destination HAFELTATOVSNAEIETE
User Trace : 1—HY—- K~ —X(CHH
File : EEDI7(ILICHED
Local Error Log : O—hJL-I5—-0%(syslog/A~R>~0%)

File Path Destination CFileZiBELISE . BAKDT(LIN), J7(I&EIBTE
Pattern HEHANBSEERDOXFSTIETE
${ O TENN(SGGRIBYY - DiEZ 7y M B2EET] B
FRIR

-Root : Xytz—>9)—
‘Body : Xytz—>Y)—-0Body&Ep
-LocalEnvironment : LocalEnvironmentW!)—
-Environment : Environment¥!—
-ExceptionList : ExceptionList¥!U—
FEDIM - RZIEEITDLLTSED
{5 : ${Root.JSON.Data.elem01}
ESQLOREZIETET HIEHTED
5 : ${CURRENT_TIMESTAMP}
DAt F291 LIBIROE L ZIETE T LB O] HE
TEUSIEER
https://www.ibm.com/docs/en/app-connect/12.0?topic=er-integration-properties-that-are-accessible-from-esql-mapping-node-java
J—R - J0ONF 1 OFHBEU TSR
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H 2451
===2021-03-28 14:59:33.569562===
— R B ( ['WSRoot' : 0x7f658cc0d5e0]
Trace./ — ROPatternsiE (0x01000000:Name):Properties = ( ['WSPROPERTYPARSER' : 0x7f658c6b2890]

(0x03000000:NameValue):MessageSet =" (CHARACTER)

===${CURRENT_TIMESTAMP}=== (0x03000000:NameValue):MessageType =" (CHARACTER)

${R00t} (0x03000000:NameValue):MessageFormat =" (CHARACTER)
(0x03000000:NameValue):Encoding = 546 (INTEGER)
(0x03000000:NameValue):CodedCharSetId = 1208 (INTEGER)
(0x03000000:NameValue):Transactional = FALSE (BOOLEAN)
(0x03000000:NameValue):Persistence = FALSE (BOOLEAN)
(0x03000000:NameValue):CreationTime = GMTTIMESTAMP '2021-03-28 05:59:33.568911' (GMTTIMESTAMP)
(0x03000000:NameValue):ExpirationTime = -1 (INTEGER)
(0x03000000:NameValue):Priority = 0 (INTEGER)
(0x03000000:NameValue):Replyldentifier = X'000000000000000000000000000000000000000000000000" (BLOB)
(0x03000000:NameValue):ReplyProtocol = 'SOAP-HTTP' (CHARACTER)
(0x03000000:NameValue):Topic = NULL
(0x03000000:NameValue):ContentType = 'application/x-www-form-urlencoded' (CHARACTER)
(0x03000000:NameValue):IdentitySourceType =" (CHARACTER)
(0x03000000:NameValue):IdentitySourceToken = " (CHARACTER)

(0x03000000:NameValue):IdentitySourcePassword = " (CHARACTER)
(0x03000000:NameValue):IdentitySourcelssuedBy = " (CHARACTER)
(0x03000000:NameValue):IdentityMappedType =" (CHARACTER)
(0x03000000:NameValue):IdentityMappedToken =" (CHARACTER)
(0x03000000:NameValue):IdentityMappedPassword = " (CHARACTER)
(0x03000000:NameValue):IdentityMappedIssuedBy = " (CHARACTER)

)
(0x01000000:Name):HTTPInputHeader = ( ['WSINPHDR' : 0x7f658c2e65c0]

(0x03000000:NameValue):Host ='192.168.58.4:7800' (CHARACTER)
(0x03000000:NameValue):User-Agent = "curl/7.64.1' (CHARACTER)
(0x03000000:NameValue):Accept = "*/*' (CHARACTER)
(0x03000000:NameValue):Content-Length = '3' (CHARACTER)
(0x03000000:NameValue):Content-Type = "application/x-www-form-urlencoded' (CHARACTER)
(0x03000000:NameValue):X-Original-HTTP-Command = 'POST http://192.168.58.4:7800/http01 HTTP/1.1' (CHARACTER)
(0x03000000:NameValue):X-Query-String = 'aaa' (CHARACTER)
(0x03000000:NameValue):X-Server-Name ='192.168.58.4' (CHARACTER)
(0x03000000:NameValue):X-Server-Port = '7800' (CHARACTER)
(0x03000000:NameValue):X-Remote-Addr ='192.168.58.1' (CHARACTER)
(0x03000000:NameValue):X-Remote-Host ='192.168.58.1' (CHARACTER)

) (0x03000000:NameValue):X-Scheme = 'http' (CHARACTER)

(0x01000000:Name):BLOB = ( ['none' : 0x7f658cc0d250]

(0x03000000:NameValue):UnknownParserName = " (CHARACTER)
(0x03000000:NameValue):BLOB = X'616161' (BLOB)
)
)
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» node.conf.yamlZEz(dserver.conf.yam| TE&iE

2 DL

o TIAILETED
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PaRyy

e/ — Rk CEROJ Z2EE 3 BiHEDnode.conf.yamIz&EHS]

L 7]

E}'l_,l—'—l
asZ B

b9 DimE(E. enabled’0/ 5+ & falsel

B0 Y

AdminLog:
enabled: true

# Control logging admin log messages. Set to true or false, default is true.

# When enabled the maximum amount of disk space required for admin log files is

# fileLogRetentionPeriod * fileLogCountDaily * fileLogSize * (1 + number of integration servers
managed by the integration node)

#logServerStartStopDetail: true

#addNodeAndServerNameTags: false

# Control logging of detailed application and message flow messages during
integration server startup and shutdown, default is true.

# Control addition of integration node and integration server name tags to all admin
log messages, default is false.

FEU TSR
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+ node.conf.yamlZ/z(dserver.conf.yam| Ti&E
o T IJAILBEERD
. BT DHBEE. fileLogT /G« Ztruell5%E

WME /) — RER T I 7 1)Lt hEBME T DiEEDnode.conf.yamlIz&EH!

AdminLog:

fileLog: true # Control writing admin log messages to file. Set to true or false, default is false.
#fileLogRetentionPeriod: 30  # Sets the number of days to record admin log.

# After this, old files are deleted as new ones are created. Default is 30 days.
#fileLogCountDaily: 10 # Maximum number of admin log files to write per day, default is 10 per day.
#fileLogSize: 100 # Maximum size in MB for each admin log file. Maximum size is 2000MB, default size is 100MB.

s H5E

o UTDFa LUK/ T7AILICHSN
. A/ — RERDOBZS
v e/ =K LNL
- workDir/common/adminLog/<#t&_/ — B >/<#t&_/ — K>.adminLog.log.yyyymmdd
v fat—/U- LN
- workDir/common/adminLog/ <&/ — R>/<Eead—/\>/<iE /) — R>. <& P—/>.adminLog.log.yyyymmdd
o MITHEY—) BRDES
v workDir/adminLog
v V= )LICHPDITBDZEE0EE
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JDOMQ/MQTTH JIEHTE

s MQ/MQTTDHEETE

+ node.conf.yamlZ/z(dserver.conf.yaml®DEventsttZ7= 3> /AdminEventsB It 0> 3 > THE

o HBAKEULTERIBIMQE L L (EMQTTDenabled 7 /5« Ztruells%7E
o BB ITEF 1 YRS —E UL [FHEAAAFMQTT I O—H LN EFH T BIBE(E. FFIC/ER/> IO Uiz
MQEndpoint/RU = — £ 2(EMQTTPublish/RU = — % policy 70/ \F « (CERE

S NEEMFTEMQ(T IAI S - F21—IR—2v —)ANHH T BIBEDNnode.conf.yamlIz&EH!

B0 Y

Events:
AdminEvents: # Administration events — AdminLog
MQ:
enabled: true # Set true or false, default false
#policy: " # Specify a {policy project}:policy if not using 'defaultQueueManager’
#format: " # Set string or none

#publishRetryInterval: 0 # Set the retry interval (in milliseconds), to pause all publications and retry,

when publication failures are causing serious delay to the transaction.

MQTT:
enabled: true # Set true or false, default false
#policy: " # Specify a {policy project}:policy if not using 'defaultQueueManager’

#publishRetryInterval: 0 # Set the retry interval (in milliseconds), to pause all publications and retry,

when publication failures are causing serious delay to the transaction.

s MQ/MQTTOREHE RE WS

+ MQ: I $SYS/Broker/ <nodeName>/AdminLog/JSON/<serverName> |

« MQTT: I IBM/IntegrationBus/ <nodeName>/AdminLog/JSON/ <serverName> |
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IBM App Connect

ACE1210NODE

Servers Properties Flow statistics Data Admin log

Last updated: aminute ago @ C

© !
Timgstamp Message Message text User S e e Tags
local role
2023-12-22 REQUEST_ID:20231222062139331000-
e BIP200101 21—t —'aceadm' (FOF1 2 LELR. aceadm adminui-0
15:21:39.332
ROLES:<neo-auth-role>

2023-12-22 . #& ./ — I 'ACE1210NODE' B/ (T3> ! 19
15:20:35.153 BIP20002L 15 010.0' TRAtEENE L. R
Entries per page 20 ~ 1-2 of 2 items 1~ oflpage 4 4
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"message": {
"number": 20020,
"severityCode": "I",
"source": "BIPmsgs",
"timestamp": "2023-12-25T04:26:51.616304Z",
"localTimestamp": "2023-12-25T13:26:51.616304+09:00"
+

"detailedText": "",
"inserts": [
{"text": "POST"},
{"text": "/apiv2/servers/ACE1210SERVER/stop"}
1,
"tags": [
{"name": "REQUEST_ID",
"value": "20231225042651611241-toolkit-0"},
{"name": "USER",
"value": "aceadmin"},
{"name": "ROLES",
"value": "adminRole"},
{"name": "AUTHORIZED_ROLE",
"value": "adminRole"},
{"name": "HTTP_METHOD",
"value": "POST"},
{"name": "PATH",
"value": "/apiv2/servers/ACE1210SERVER/stop"}
1
¥

"text": "XV w R 'POST' &JKX '/apiv2/servers/ACE1210SERVER/stop' T REST ERkZZITERDFELIZ. ",

XISONZER LU THFRR (RRICELERARBHLT/IAYE—2EUTHAEND)
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