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Advanced Technology Group

Accelerate with ATG Technical Webinar Series

Advanced Technology Group experts cover a variety of technical topics.
Audience: Clients who have or are considering acquiring IBM Storage solutions. Business Partners and IBMers are also welcome.

To automatically receive announcements of upcoming Accelerate with IBM Storage webinars, Clients, Business Partners and IBMers are
welcome to send an email request to accelerate-join@hursley.ibm.com.

2023 Upcoming Webinars - click on the link to register for the live event:

June 27 - What’s New in IBM Storage Fusion 2.5!

LI

STREAMING

Important Links to bookmark:

“ ATG Accelerate Support Site: https://www.ibm.com/support/pages/node/1125513
ATG MediaCenter Channel: https://ibm.biz/BdfEgQ

© Copyright IBM Corporation 2023


mailto:accelerate-join@hursley.ibm.com
https://www.ibm.com/support/pages/node/6997651
https://www.ibm.com/support/pages/node/1125513
https://ibm.biz/BdfEgQ

|vnl)

Advanced Technology Group

ATG-Storage Offerings

IBM DS8900F Advanced Functions

IBM Storage Point of View on Cyber Resiliency

IBM FlashSystem and Storage Virtualize

IBM Storage for Data and Al

IBM FlashSystem 9500 Deep Dive & Advanced Functions — August 2-3, 2023, in Raleigh, NC
IBM Storage Fusion

CLIENT
WORKSHOPS

VVVYYVYYVY

Please reach out to your IBM Rep or Business Partner for future dates and to be nominated.

TEST DRIVE / DEMO’S

North America ATG Storage - IBM Storage Scale and Storage Scale System GUI

North America ATG Storage - IBM Storage Virtualize Test Drive

North America ATG Storage - IBM DS8900F Storage Management Test Drive

North America ATG Storage - Managing Copy Services on the DS8000 Using IBM Copy Services Manager Test Drive
North America ATG Storage - IBM DS8900F Safeguarded Copy (SGC) Test Drive

North America ATG Storage - IBM Cloud Object Storage Test Drive - (Appliance based)

North America ATG Storage - IBM Cloud Object Storage Test Drive - (VMware based)

North America ATG Storage - IBM Storage Protect Live Test Drive

North America ATG Storage - IBM Storage Protect Plus Live Test Drive

North America ATG Storage - IBM Storage Ceph Test Drive - (VMware based)

VVVVVVVVVYVYY

Please reach out to your IBM Rep or Business Partner for more information.
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Accelerate with ATG Technical Webinar Series - Survey

Please take a moment to share your feedback with our team!
You can access this 6-question survey via Menti.com with code 2243 3599 or

Direct link https://www.menti.com/albneqjl15g57

Or
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Meet the Speakers

Randy Blea is Senior Technical Staff Member and software architect at IBM with over 25 years of
experience in the field of copy services. His responsibilities include setting the strategic vision and technical
architecture for IBM Copy Services Manager, an enterprise data center management solution for copy
services and disaster recovery management on IBM storage devices.

In his role, Randy has gained experience in the agile development of Enterprise products using Java and
deploying solutions across multiple platforms, from Distributed Systems to z/OS Systems. Randy has
promoted innovation throughout his technical career earning the title of IBM Master Inventor for his
contributions to the IBM patent portfolio as well as his mentor ship of other IBM employees.

Recently, Randy has taken on an additional role in helping to deliver automation solutions using python and
Ansible RedHat for DS8000 and Copy Services Manager customers.
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Session objectives

* Quick Product overview
* What’s New in 6.3.6.0

 What’s New in 6.3.7.0

© Copyright IBM Corporation 2023 7



Simplify Your Replication

Provides Automation for Advanced Copy Services
Single Point of Control Across Environment

Designed to Scale For Thousands of Relationships

RPO Monitoring and Historical Reporting

Disaster Recovery and High Availability

Manages z Systems HyperSwap
and

supports Power HA HyperSwap
to create highly available

solutions in Metro Mirror and
Metro Global Mirror
Environments

* See your IBM Representative for further details.

Easy to install.

Easy to Setup. Easy to Manage.

One Step Recovery

Simplifies the recovery process in multi-site replication,
protecting customer data while keeping costs down

Provides support for both distributed and mainframe data
Supports DS8900F and Spectrum storage systems

Advanced Built in Scheduler

Schedule multiple actions
across multiple sessions!!
Advanced features such as
checking RPO, waiting for
states and now running
External Scripts

Installable across all major platforms:
Windows, Linux, AIX, z/OS, Linux for z Systems
And now pre-installed on the DS8000 HMC

¢

Protect Your Data

Warning Prompts

User Roles

Site Awareness

Dynamic Images

Event and Threshold Alerts
Dual Control Support
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What’s New in IBM Copy Services Manager V6.3.6 and v6.3.7

v6.3.6 v6.3.7
IDEA CSM-1-78 — CSM Operator should be able to IDEA CSM-1-130— New FlashCopy session options to
managed Scheduled Tasks better secure target data

IDEA CSM-1-89— New Dual Control mode for
Safeguarded Copy operations

IDEA CSM-1-85— Enhancements to DS8000
path viewing in CSM GUI

IDEA CSM-I-74— Define Operator roles with more action
IDEA CSM-1-107— Display number of good granularity
DS8000 paths on Topology Details panel

IDEA CSM-1-120— Support for z/OS PassTickets on
CSM to z/OS Host Connection

IDEA CSM-1-115— More granularity for email
addresses on email events

IDEA CSM-1-125— New console message when
FlashCopy background copy has completed

REST API Support for adding/removing z/OS Host

connections : :
Active/Standby server improvements

Enhancements for Spectrum Virtualize Snapshot

. DS8000 Safeguarded Copy improvements
sessions

Add z/TPF connections to CSM for faster FlashCopy/SGC

© Copyright IBM Corporation 2023 9
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IDEA CSM-I-78 — CSM Operator should be able to managed Scheduled Tasks

* In previous releases, only Administrators were
allowed to create and modify Scheduled Tasks View/Modify (operator)
Acoess Leve
« Starting in CSM 6.3.6, a user with the role of g:ms
Session Operator can now create or modify G D

(@ Select sessions to manage

Scheduled tasks for sessions they have

authority to manage.

Overview Sessions ®Storage Paths Notifications Console

4 Settings > Scheduled Tasks

. E Scheduled Tasks
[CJGMwBunker

» The Operator can create a Scheduled task and

choose an Action that is issued to a Session, but =
. . DM.I:MMGM45!.§.§
will only see those sessions they have access to Qasren
Name ID Affected Sessions A Status Schedule Next
« If a Scheduled Task has actions tied to sessions = . e
that they do not have access to, the task will not e e e

be visible and cannot be modified

« Any actions such as Run External Script are not
tied to a session and can be modifed by an
Operator

© Copyright IBM Corporation 2023 10
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IDEA CSM-I-85—- Enhancements to DS8000 path viewing in CSM GUI

« DS8000 path management requires
creating logical paths between all the Dy o Ot He Noteore Cornie Stines
necessary LSS to LSS mappings. This SRR - pemSR e Sy
can be difficult to manage

IBM Cop vices Manager & operator (®

Last Update: Mar 27, 2023, 3:19x

DS8000:BOX:2107.GXZ91 Paths
« CSM 6.3.6 adds a few enhancements to

the CSM GUI to make management showar @[301] x]
i
easler Normal DS8000:2107.GXZ91:LSS:00 DSB000:2107.GXZ91:LSS:01  0x0301 0x0241 No
Normal DS8000:2107.GXZ91:LSS:00 DS8000:2107.GXZ91:LSS:03  0x0301 0x0241 No
. . . Normal DS8000:2107.GXZ91:LSS:00 DSB000:2107.GXZ91:LSS:04  0x0301 0x0241 No
b F| Iterl ng Capabl I |t|eS on the path Normal DS8000:2107.GXZ91:LSS:00 DS8000:2107.GXZ91:LSS:02  0x0301 0x0241 No
t abl e Normal DS8000:2107.6XZ91:LSS:00 DS8000:2107.KMX61:LSS:00  0x0300 0x0301 No
Normal DS8000:2107.GXZ91:LSS:00 DSB000:2107.GXZ91:LSS:00  0x0301 0x0241 No
° C ustom |Ze COI umns and co I umn Normal DS8000:2107.GXZ91:LSS:01 DS8000:2107.GXZ91:LSS:01  0x0301 0x0241 No
Normal DS8000:2107.GXZ91:LSS:01  DSB000:2107.GXZ91:LSS:00  0x0301 0x0241 No
(0] rd ers Normal DSB000:2107.GXZ91:LSS:01 DSB000:2107.GXZ91:LSS:02  0x0301 0x0241 No
. . . Normal DS8000:2107.GXZ91:LS5:02 DSB000:2107.GXZ91:LSS:00  0x0301 0x0241 No
« Extended table to fix entire screen in N DSB000:2107.GXZ911LS5:02  DSBO00:Z107.GXZITLSS01 040301 0x0241 No
: Normal DS8000:2107.GXZ91:LS5:02 DSB000:2107.GXZ91:LSS:03  0x0301 0x0241 No
Order to See more paths WIthOUt Normal DS8000:2107.GXZ91:LSS:03 DS8000:2107.GXZ91:LSS:02  0x0301 0x0241 No
SCro I I | n g Normal DS8000:2107.GXZ91:LSS:03 DSB000:2107.GXZ91:LSS:00  0x0301 0x0241 No
Normal DS8000:2107.GXZ91:LS5:04 DSB000:2107.GXZ91:LSS:00  0x0301 0x0241 No
o Ta.ble EXpOI’t tO Csv Normal DS8000:2107.GXZ91:LS5:04 DSB000:2107.GXZ91:LSS:06  0x0301 0x0241 No
Normal DS8000:2107.GXZ91:LSS:05 DSB000:2107.GXZ91:LSS:06  0x0301 0x0241 No
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IDEA CSM-I-107- Display number of good DS8000 paths on Topology Details panel

|vnl)

Clicking on Storage -> Topology
Details will take you to a view of all
role to role mappings defined by
sessions managed on the CSM server

Starting with CSM 6.3.6 a new column
titled “Path Count” has been added to
display the number of good paths
currently established between two
DS8000 LSS pairings

This provides an at a glance view for
customers to help them ensure that
their replication has been setup with
the expected number of logical paths

© Copyright IBM Corporation 2023

4 Storage > Topology Details

Topology Details

O—

0000

Source Site: AN~

Source

CLUSTER:FAB3-DEV1...

2107.GXZ21:L55:60
2107.GXZ91:L55:C0
2107.GXZ21:L55:A0
2107.KMX61:L55:71
2107.GXZ21:L55:00
2107.GXZ91:L55:A2
2107.GXZ21:L55:60
2107.GXZ21:L55:00
2107 .KMX61:L55:70
2107.KMX61:L55:70
2107.GXZ21:L55:00
2107.GXZ21:L55:00
2107.KMX61:L55:72
2107.GXZ21:L55:D3
2107.GXZ21:L55:C0

Overview

Sessions

=+ Target Site: Al ~

Target

CLUSTER:FAB3-DEV1...

2107.GXZ21:L55:63
2107.GXZ91:L55:C2
2107.GXZ21:L55:A2
2107 KMX61:L55:72
2107.GXZ21:L55:D3
2107.GXZ91:L55:A4
2107.GXZ91:L55:61

2107.GXZ91:L55:01

2107 KMX61:L55:71
2107 KMX61:L55:71
2107.GXZ21:L55:D2
2107.GXZ91:L55:01

2107 KMX61:L55:70
2107.GXZ21:L55:D5
2107.GXZ21:L55:C2

A\Storage Paths

Role
H2

H2
HZ
H3
H3
H3
HZ
HZ
HZ
HZ
HZ
HZ
H1
H4

Session
SVCMM
MTMMGMwP
GMED
GMwBunker
MGM
MT-MMGM45ite
GMwBunker
MTMMGMwP
migration

MGM

MTMMGM
MT-MMGM45ite
BkMM

MTMMGM
MT-MMGM45ite
BkMMP

Notifications

Copy Type

8Bs8:z888888°¢

= | =
-

g 8

=
=

Console

Path Count

T R e T o L I VI

LB

Settings

CG Name

4c
T/
81
cl
cl
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IDEA CSM-I-115—- More granularity for email addresses on email events

 CSM has the ability to define email

alerts for dlfferent Ca‘tegorles to M Copy Services Manager Sessions A\Storage Paths Notifications Console Settings

. £ Settings > Alert Notifications
multiple users.

_ _ Alert Notification
@ \/ Email
* In previous releases, for each event, a m—
single group email would be sent
Contalnlng a” emall addresses to be Email server for sending alert notifications
alerted.

Enter one or more valid emalil addresses that are separated by a comma.

useri@ibm.com, user2@ibm.com, user3@ibm.com

 An RFE was opened indicating that

13 ” . . Select types of alerts for recipients to receive L 'Filrer...
the “group” email was preventing them Type 0
from performing some of their S
automation based off a single email ——
u S e r. Communication Failure
Active Standby Connected
Active Standby Disconnected
. . R .. Scheduled Task Completed
« Starting with CSM 6.3.6, an individual Scheduled Task Faed
email notification will be sent for each
alert thus allowing for automation Add

© Copyright IBM Corporation 2023 13
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REST API Support for adding/removing z/OS Host connections

Starting with the CSM 6.3.6
release you can now use the
REST API to add and remove
z/OS Host Connections

This is also available in the
pyCSM python library as well as
the CSM Ansible Collection

In CSM 6.3.7, we have also
added a get_zos_candidate
(retrieves all storage systems
seen through the z/OS Host
connection and an

add_zos device (adds that
storage system for CSM to
manage through the z/OS host
connection)

© Copyright IBM Corporation 2023

# pyCSM

Search docs

Hardware Client
Session Client
System Client
# pyCSM

Search docs

Hardware Client

Session Client
System Client

add_zos_host(host_ip, password, username, host_port)

This method will create a zos connection to the current IP

Parameters:

Returns:

¢ host_ip (str) - Primary IP address for the zos system.

e password (str) - Password for the zos system connection
¢ username (str) - Username for the zos system connection
¢ host_port (str) - Port for the zos system

JSON String representing the result of the command. ‘I’ = successful, ‘W’ =

warning, ‘E’ = error.

warning, ‘E’ = error.

remove_zos_host(host_ip, host_port)

This method will create a zos connection to the current IP

Parameters:

Returns:

¢ host_ip (str) - Primary IP address for the zos system.
¢ host_port (str) - Port for the zos system

JSON String representing the result of the command. ‘I’ = successful, ‘W’ =

warning, ‘E’ = error.

14
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Enhancements for Spectrum Virtualize Snapshot sessions

A couple of enhancements were made
to CSM 6.3.6 for Spectrum Virtualize
Snapshot sessions

When a Scheduled task create a
Snapshot, the task ID or task name
will be used as part of the snapshot
name created. This allows customers
to easily distinguish which CSM
scheduled task created the snapshot if
multiple tasks were created to provide
snaps at different frequencies,
retentions or Safeguarded state.

Customers can now specify the
Snapshot pool to use when creating a
snapshot in the Session properties

© Copyright IBM Corporation 2023

Overview Sessions & Storage Paths Notifications Console Settings

ﬂ Sesslons > volumegroup0 FAB3-DEV13

IBM Copy Services Manager Conscle Settings

4 Setiings > Scheduled Tasks

volumegroup0_FAB3-DEV13 Scheduled Tasks
Status Normal
State Protected
Session Type Snapshot Creale Task... m
LIl il VEL T -~ D Affected Sessions Status Schedule
Recoverable Yes
i CreateVolGroupSnap 18 volumegroupO_FAB3-DEV13 Disabled Every 2.0 hours

Description (modify)
Copy Sets 4 (view)
Group Name
Snapshot Schedule Every 2.0 hours
Last Recoverable Snapshot  2023-03-27 16:00:40 CDT
Volume Group volumegroup0
Snapshot Info | Thin Clone Snapshot Info
Total Number Snapshots: 1 Total 1 Total\ 0

Snapshot Time 4 Snapshot name Snapshot ID Recoverable Copy Sets Last Result

2023-03-27 16:00:40 CDT csm_TaskiD18_1679953165 1679953165 Yes 4 IWNR2870I

View / Modify Properties for session volumegroup0_FAB3-DEV13

Session Options | Snapshot Options
Retention Period (will be rolled up to the next day for Safeguarded Snapshots):

Days: |p | Hours: |o

Snapshot Pool
[-source pool- v |

Clone or Thin Clone Pool

OK Cancel

15
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IDEA CSM-I-130 — New FlashCopy session options to better secure target data

In CSM 6.3.7 a couple of new options are now
provided on the H1-T1 Options tab for
FlashCopy session properties.

“Inhibit target writes” — If this option is
selected, on the next Flash, the session will tell
the DS8000 storage system that the target of
the FlashCopy should not allow writes. This
prevents any manipulation of the data on the
target volume.

“Minimum Time Frame per Flash (mins)” —

This option is similar to the option on

Safeguarded Copy sessions in that it sets a

minimum amount of time between Flash

commands. This prevents a malicious or

accidental overwrite of the target data.

 NOTE: This option only prevents the Flash

command issued to CSM. Pairs can still
be flashed through native DS8000
interfaces.

© Copyright IBM Corporation 2023

View / Modify Properties for session BkFG

Session Options | H1-T1 Options

FlashCopy Options:

[ Jincremental
|_|Persistent
|_|No Copy
|_|Fail Flash if target is online (CKD only)

|_|Reset target reserves (FB only)
[v4Inhibit target writes

Minimum Time Frame per Flash (mins):

10

_[(JAllow FlashCopy target to be Metro Mirror or Global Mirror

Do not attempt to preserve consistency.

Attempt to preserve Metro Mirror consistency but allow FlashCopy even if Metro Mirror target
consistency can't be preserved. *

Attempt to preserve Metro Mirror consistency but fail FlashGCopy if Metro Mirror target
consistency can't be preserved. *

* Preserving the consistency of a Metro Mirror target is only available on DS8000 storage
devices with the required code levels installed.

oK Cancel
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IDEA CSM-I-89 — New Dual Control mode for Safeguarded Copy operations

» Dual Control mode was added to CSM with
Safeguarded Copy support in order to lock down
and require two users to approve any action that
could be malicious, but customers have stated
that they would like to primarily lock down
Safeguarded Copy actions.

« CSM 6.3.7 introduces a new Safeguarded Copy
Dual Control mode. This solution locks down any
potentially malicious actions against Safeguarded
Copy sessions, while leaving all other session
types in a normal single user mode.

» After choosing Safeguarded Copy Dual Control
mode two users are required for actions such as:

« Expire Backup

* Recover/Restore backup

* Modify Properties

* Modify Scheduled tasks related to the session

© Copyright IBM Corporation 2023

ﬂ Motifications = Dual Control Requests

Dual Control Requests

Dual Control: Enabled in Safeguarded Copy Mode (Modify)

Requesting User Time Requested Summary

Select Dual Control Mode

Full Protection Mode

Provides Full Dual Control protection from malicious acts against the server.

Safeguarded Copy Mode

Dual Control protection enabled for administrative and Safeguarded Copy related actions such as, but not
limited to, the following:

« Expire Backup, Terminate and Restore Backup to Production commands for SGC Sessions
« Modify Properties for SGC and Snapshot Sessions

« Remove Copy Sets for SGC Sessions

« Modify/Disable/Remove scheduled tasks tied to SGC and Snapshot sessions

Disable Dual Control

Dual Gontrol protection is disabled for all actions on the server.

OK Cancel
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IDEA CSM-I-74 — Define Operator roles with more action granularity

View/Modify Access for operator

View/Modify Access for operator

o Administrator
Administrators can perform all actions associated with IBM Copy Services
Manager.

. . . User Administrator
« Starting with CSM 6.3.7 you will now be able to © @ User Acinirators oan only manage other users anci ot anyof te
define not only which sessions an Operator can
manage but choose what actions on those

- @
Sessions the user can perform. What actions should the operator be allowed to perform?
¥
O 0 ODefauIt operator actions against managed sessions
A
- D

* In previous releases, a Session Operator could
be defined granting users access only to certain
session managed on the CSM server.

: View/Modify Access for operator

o Ch0|ces for ac“ons are broken down |n three @Selectwhichactlonﬁtnallowagalns‘tmanagedmsmons

. . . . owin, of tions 4, | Fitter...
categories: Remote Copy sessions, Point in — — 3
Time or Safeguarded Copy sessions or Misc. Create Remote Copy Relatonshps Remate Copy

Suspend Remote Copy Relationships Remote Copy
: Failover or HyperSwap Remote Co elationships emote Co|
. . . g Modify Remo:z Copprﬁection :r ::ro:u::tion Sri't: :emote EGE:
» This granularity varies from the ability to Start Terminate Remote Copy Relationships Remote Copy
SeSS I Ons to th e abl I Ity to S US pe n d Or term I n ate (F:I:ar:::r::i::?ns'el'isr::)r:elationships 2::11::: '{I?i(:::and Safeguarded Copy
SeSS I Ons Restore Point in Time Relationships Point in Time and Safeguarded Copy
) Terminate Point in Time Relationships Point in Time and Safeguarded Copy
Create Safeguarded Copy Backups Point in Time and Safeguarded Copy
* An example of usage might be to allow a user to
create a Safeguarded Copy backup but deny
them the authority to Expire a backup.
< Back Next b Close

© Copyright IBM Corporation 2023 18
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IDEA CSM-I-120 — Support for z/OS PassTickets on CSM to z/OS Host Connection

» CSM allows customers to create an IP
connection from the CSM server to a z/0OS

system.
» In previous releases this required both a PET T —
username and password, however, customers Gonnection Type: 2/0S
with strict security rules must modify passwords e S o .
after x days causing them to also have to modify User name Passwor o PassTicket Key
the value in the CSM connection. o 2= =

* In6.3.7, CSM will now support z/OS
PassTickets for the IP to z/OS connection.

Add Host Cancel

» With PassTickets, a “key” is created for a RACF
user on z/OS which can be input into CSM
instead of the password. Every time that CSM
attempts to connect to z/OS a new PassTicket is
generated using the key which is used by RACF
for authentication.

© Copyright IBM Corporation 2023 19
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IDEA CSM-I-125 — New console message when FlashCopy background copy has completed

» For FlashCopy relationships the target data is
available immediately after the Flash, however,
the data is only hardened on the target if full
copy was set on the session, or an Initiate
Background Copy command was issued.

« CSM provides a Status message on the session
indicating when the background copy is running
on an FlashCopy pair in a FlashCopy session,
Practice session or SGC recovery relationship.
However, when the copy completes the
message simply goes away and there’s no
history indicating when it completed.

« Starting with 6.3.7 a new IWNR2772] message
will be issued to the console when the
background copy completes. This can be used
by remote syslog processing to help determine
when the data is fully hardened on the target.

© Copyright IBM Corporation 2023

i
5% o
Status M normal / 0@ “\\
State Target Available o
Session Type  FlashCo | — T
S py - ]
ctive Host  H1 N 4

Recoverable Yes

Description  (modify)
Copy Sets 1 {view)

Group Name

Detailed Status:

«~ IWNRB0111 [Jun 13, 2023, 11:59:21 AM] Background copy is running for role pair H1-T1.

Participating Role Pairs:

Role Pair
H1=T1

Jun 13, 2023, 11:59:19 AM :
Jun 13, 2023, 11:59:15 AM :
Jun 13, 2023, 11:59:15 AM :
Jun 13, 2023, 11:59:49 AM :

Error Count Recoverable Copyi
0 1 1

csmadmin : IWNR1028I : The Initlate Background Copy command In the BKFC session was Issued.
csmadmin : IWNRGOL1I : Background copy Is running for role pair H1-T1.
csmadmin : IWNR10261 : The Initlate Background Copy command In the BkFC session completed.

Server : IWNR27721 : The background copy for role pair H1-T1 in session 8kFC has completed.

20
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Active/Standby server improvements

The 6.3.7 release brings significant improvements for
active/standby configurations between two Distributed
servers or CSM HMC installations.

In previous releases, session and storage system
connection information was all that got transferred to the
standby server. Users, properties and csv changes all had
to be manually updated on the standby server.

With CSM 6.3.7 the following files will be included in the
transfer to the standby server:
» All files under csmServer/properties
« All basic and LDAP user registries and definitions
» All certificates

NOTE: If either the active or standby server is running on
z/OS, then the behavior will be the same as in pre 6.3.7
releases.
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> M apps

B bootstrap.properties

> [ database

B derby.log

> @ diagnostics
> [ dropins

> M etc

> @ exportdir

B jvm.options

> @ license
> [ logs
v [ properties

B csm.conf

B csmclient.properties

B csmConnections.properties

B Diagnostics.properties

B essclient.properties

B essclientlogging.properties

B essServerConfig.properties

B logdj.properties

B logging.properties

B niClientLogging.properties

B NIFCCWCommandTimeout.properties
B portpairings.csv

B rmserver.properties

B svcclientlogging.properties

B xivclient.properties

B zosclient copy.properties

B zosclient.properties

R zosSysplexAlias-DEACTIVATED.csv
R zosSysplexAlias.csv

v [ registries

B basicregistry.xmil

> [ resources

Bl serverenv
B serverxml

> M temp
> @ workarea
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DS8000 Safeguarded Copy improvements

 The 6.3.7 release provides a couple new
options for added security on DS8000
Safeguarded Copy sessions.

« “Allow Backups to be Manually Expired” —
This option will be unchecked by default. When e T o
unchecked, even if Dual Control is enabled and P e
two people approve the expire, the expire will [JASow Beckeps 1 ;8 Saraseky Explred
fall. Minimum Time Frame per Backup (mins): 1]

Retention Period Since Last Recoverable Backup:

*  “Minimum Number of Backups Retention
Should Always Maintain” — This option
provides the customer the option to set a M M or of Eciups Retention Shouk! Abmsys Mensin |1
number of backups they must always maintain.

If a backup is older than the retention period, but
expiring the backup would put the customer
below that number, the expire will not be
performed.

Days: (g Hours: |4

OK Cancel
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Add z/TPF connections to CSM for faster Flashcopy/SGC

 In4Q 2021 CSM and z/OS released a solution
to provide faster FlashCopy and Safeguarded
Copy backups for mainframe environments.
This is documented in the following Hot Topic.
https://zos-hot-topics.com/2021/improving-
protection-against-logical-data-corruption/

Improving Protection against Logical " -
Data Corruption |

IBM has improved the DS8000 FlashCopy and Safeguarded Copy solutions managed by IBM Copy
Services Manager by significantly enhancing their performance and minimizing application impact for

» This support is now available for customers in a these solutions.
zTPF environment as well.

« This requires the zTPF APAR and an IP o | o
connection from CSM to the zZTPF system. ot oo 202 HOT
When setup, the Flash or Backup for a eadmessminites

F I as h COpy or Sa.feg u ard Ed COpy session wi I | The demand for storage continues to increase—but with this increase comes an increased risk of a Follow Hot Topics
. . . . cyber-attack. The news is full of stories about data corruption incidents, which range from Be the first to hear about
p I'OVId e IeSS appl ication Im paCt th an CS M ransomware attacks to internal malicious users corrupting data. When data is corrupted, multi-site new articles and Updates.
disaster recovery and high-availability solutions may end up not providing protection because the Subscribe to our RSS Feed
management through the DS8OOO H MC corrupted data is copied to all of the sites. And while traditional backup solutions, such as point-in- N

time renlication or hacking un to tane. offer some nrotection against data corruntion. those
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IBM System Storage Ideas Portal!!! -> New RFE Portal for CSM

https://ibm-sys-storage.ideas.ibm.com/ideas?project=CSM

The CSM RFE process has been converted to the new IBM System Storage Ideas Portal.

With the change, IBM is moving to a more common Aha! based process for customers to submit ideas across all IBM products.

All existing RFEs have been converted to Ideas. When you visit an RFE for status it will direct you to the Idea for that RFE in the Idea
Portal.

IBM System Storage Ideas Portal
Shape the future of IBM!

We invite you to shape the future of IBM, including product roadmaps, by submitting ideas that matter to you the most. Here's how it works:

Post your ideas

Start by posting ideas and requests to enhance a product or service. Take a look at ideas others have posted and upvote them if they matter to you,
1. Post an idea

2. Upvote ideas that matter most to you
3. Get feedback from the IBM team to refine your idea

Help IBM prioritize your ideas and requests

The IBM team may need your help to refine the ideas so they may ask for more information or feedback. The offering manager team will then decide if they can begin working on your idea. If they can start during the
next development cycle, they will put the idea on the priority list. Each team at IBM works on a different schedule, where some ideas can be implemented right away, others may be placed on a different schedule.

Receive notification on the decision

Some ideas can be implemented at IBM, while others may not fit within the development plans for the product. In either case, the team will let you know as socon as possible. In some cases, we may be able to find
alternatives for ideas which cannot be implemented in a reasonable time.
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Thank you!
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Accelerate with ATG Technical Webinar Series - Survey

Please take a moment to share your feedback with our team!
You can access this 6-question survey via Menti.com with code 2243 3599 or

Direct link https://www.menti.com/albneqjl15g57

Or
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