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Part 1. IBM Content Collector Version 4.0.1.9

Readme documentation for IBM® Content Collector Version 4.0.1.9 including installation-related instructions,
prerequisites and co-requisites, and information about fixes, changes, and limitations for IBM Content Collector for
Email, IBM Content Collector for File Systems and IBM Content Collector for Microsoft SharePoint.
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Download location

Download IBM Content Collector, Version 4.0.1 Fix Pack 9, from the following location:

http://www.ibm.com/support/docview.wss?uid=ibm10873288

The following deliverables are available for download.

Product/Component name File name Platform
IBM Content Collector VV4.0.1 FP009 readme 4.0.1.9-1BM-ICC-FP009.pdf NA
IBM Content Collector VV4.0.1 FP009 Server 4.0.1.9-IBM-ICC-Server-FP009.zip Windows



http://www.ibm.com/support/docview.wss?uid=ibm10873288

Product/Component name File name Platform
IBM Content Collector VV4.0.1 FP009 Outlook 4.0.1.9-IBM-ICC-OE-32Bit-FP009.zip Windows
Extension (32 Bit)
IBM Content Collector V4.0.1 FP009 Outlook 4.0.1.9-IBM-ICC-OE-64Bit-FP009.zip Windows
Extension (64 Bit)
IBM Content Collector VV4.0.1 FP009 for OWA 4.0.1.9-IBM-ICC-OWA-FP009.zip Windows
IBM Content Collector VV4.0.1 FPO09 CM8Text 4.0.1.9-1BM-ICC-CM8Text-WIN-FP009.zip Windows
Support
4.0.1.9-IBM-ICC-CM8Text-Linux32-FP009.tar.gz Linux
4.0.1.9-IBM-ICC-CM8Text-Linuxz-FP009.tar.gz zLinux
4.0.1.9-IBM-ICC-CM8Text-AlX-FP009.tar.gz AlX

Note: IBM Content Collector V4.0.1 FP009 CM8Text Support component not available for Solaris platform as IBM JAVA 8 32-Bit
JRE is not available.

Prerequisites and co-requisites

The server package of IBM Content Collector VV4.0.1 Fix Pack 9 beta release requires the IBM Content Collector V4.0.1
server package as a prerequisite.

Software pre-requisite to use Microsoft Exchange online as a source system:

1.

Install Microsoft Outlook 2016, including the latest service packs and patches on the IBM Content Collector
server.

Start Microsoft Outlook and verify its connection to the email server:

Create a profile with Exchange Online using the user ID that you intend to use as the user account for the IBM
Content Collector Email Connector configuration.

Make Microsoft Outlook the default email client.
Configure Microsoft Outlook o prompt for a profile every time Outlook is started.
Stop Microsoft Outlook before you install IBM Content Collector Server.

For the Exchange Online mail profile created by IBM Content Collector Server, reopen the profile and make sure
that the password is saved. Configure it as “Always use this profile”.

For other information about hardware and software compatibility, see the detailed system requirements document at:

http://www.ibm.com/support/docview.wss?uid=swg27042658



http://www.ibm.com/support/docview.wss?uid=swg27042658

Known issues / Limitations

CM 8.6 Support on IBM Content Collector Server

IBM Content Collector currently does not support CM 8.6 connector as a pre-requisite. Install CM 8.5 connector
on IBM Content Collector Server for setting up connection with CM 8.6.

IBM Content Collector CM8 Text Search Support

When you install using "<IBM Content Collector V4.0.1 FP009 CM8Text Support>", permission denied error
may occur on non-windows platforms (AlX, Linux, zLinux). This is because default permission for installer is
executable for any user in case of non-windows platforms.

To avoid the permission error, execute "< IBM Content Collector V4.0.1 FP0O09 CM8Text Support >" using
chmod 777 install.bin

Installation

“Installer User Interface Mode Not Supported” error pops-up while installing IBM Content Collector 4.0.1 FP009
Outlook Extension (32-Bit and 64-Bit) and IBM Content Collector 4.0.1 FP009 CM8 Text Search in GUI mode
on following platforms:

- Microsoft Windows Client operating systems later than Windows 8
- Microsoft Windows Server operating systems later than Windows Server 2008

To resolve the GUI installation error, run the installer in Windows 8 Compatibility mode.

Microsoft Exchange Online as a collection source

1. Microsoft Exchange Hybrid environment (Exchange On-premise + Exchange online configuration on single
ICC Server) is not supported in this release; it is planned for phase two.

2. ICC for OWA support is not available with Microsoft Exchange Online due to limitation from Microsoft on
supporting OWA custom plugins with Microsoft Exchange Online.

3. Collection source type “Journal” is not supported. In Microsoft Exchange online, you can't designate an
Exchange Online mailbox as a journaling mailbox. You can deliver journal reports to an on-premises
archiving system or a third-party archiving service. If you’re running Microsoft Exchange hybrid deployment
with your mailboxes split between on-premises servers and Exchange Online, you can designate an on-
premises mailbox as the journaling mailbox for your Exchange Online and on-premises mailboxes.

4. “All mailboxes on a server (except journals)” is not supported. In case of Microsoft Exchange on-premises,
ICC retrieves the required information from Active Directory. This information is currently unavailable in
case of Microsoft Exchange Online.

5. Following options are disabled in Email Connector Connection configuration:
a. Open mailboxes with privileged access
b. Open public folders with privileged access

6. Following option is disabled in Email Connector Processing options configuration when ICC for Microsoft
Exchange Online is configured with Azure Active Directory:

a. Retrieve user IDs of internal recipients and senders from Active Directory



7. Collection based on “Managed Exchange folders” is not supported when ICC for Microsoft Exchange Online
is configured with Azure Active Directory as the required information about retention policies and settings is
not exposed by Exchange Online.

8. Following features are not available with ICC for Microsoft Exchange Online.
a. Detect Litigation Hold (stubbing)
b. Detect Single Item Recovery (stubbing)

During stubbing task route, ICC needs to check whether a mailbox is on "Litigation hold" or has "Single-
item Recovery enabled"” using mailbox flags. In case of Microsoft Exchange on-premises, this information is
stored in Active Directory and the same is unavailable in case of Microsoft Exchange Online. It is
recommended to avoid the mailboxes with "Litigation hold" or "Single-item Recovery enabled" to be used
with Stubbing task route.

9. Stubbing: When ICC for Microsoft Exchange Online is configured with local Active Directory, ICC
successfully archives emails however, fails to create preview links. Use the following workaround to resolve
this issue:

Under Email Connector variables, add variable ‘ex.ad.IgnoreMailboxFlags” with the value of “true”.

10. PST Archiving may fail when collection source “PST file on a computer” or “PST files on computers in a
computer group” is used with ICC for Microsoft Exchange Online is configured with local Active Directory.
In this case, “All PST files in a folder tree” can be used as an alternative.

11. Localization: In Email Connector Configuration, some new tooltips will appear in English for locale.
Localization/translation for these will be included in next release.

12. IBM Content Collector encounters low performance in Microsoft Exchange Online environment, as
compared to IBM Content Collector in Microsoft Exchange On-premises environment. When IBM Content
Collector download mails from Exchange Online server which is on different domain through internet,
‘Network’ factor plays a major role. See documentation for more details.

Other known problems, restrictions, and solutions that affect administration and usage of fix packs are
documented as tech- docs in the product support knowledge database.

To review all known problems, restrictions, and solutions that affect Version 4.0.1 fix packs, use the following
link to query the product support knowledge database:

http://www.ibm.com/support/search.wss?tc=SSAE9L &atrn1=SWVersion&atrvl=4.0.1&rankprofile=8&dc=D A4
00&dtm

Installation information

Apply IBM Content Collector VV4.0.1 Fix Pack 9 to update IBM Content Collector V4.0.1 or VV4.0.1.1 or V4.0.1.2 or
V4.0.1.3 or V4.0.1.4 or V4.0.1.5 or V4.0.1.6 or V4.0.1.7 or VV4.0.1.8.

Prior to installation

Before you install the fix pack in a production environment, make sure that you have a complete backup or snapshot of
your system so that you can roll back the fix pack installation if a problem should arise. If you have modified any
configuration files, make a backup copy of the modified files including any configuration changes in the AFUWeb
directory such as afumessage.properties and custom_label.properties before installing the fix pack.

Installing
To update IBM Content Collector V4.0.1 or V4.0.1.1 or VV4.0.1.2 or V4.0.1.3 or V4.0.1.4 or V4.0.1.5 or VV4.0.1.6 or
V4.0.1.7 or V4.0.1.8 with IBM Content Collector V4.0.1 Fix Pack 9, complete the following steps:


http://www.ibm.com/support/search.wss?tc=SSAE9L&atrn1=SWVersion&atrv1=4.0.1&rankprofile=8&dc=DA400&dtm
http://www.ibm.com/support/search.wss?tc=SSAE9L&atrn1=SWVersion&atrv1=4.0.1&rankprofile=8&dc=DA400&dtm

For IBM Content Collector Server:
1. Back up your configuration store.
2. Make sure that all IBM Content Collector services are stopped.
3. Install IBM Content Collector Server V4.0.1.9.

Important: Do not change the host name of the IBM Content Collector Web Application
during installation. Changing the host name will make all previously created stub links
unusable. Do NOT run the Initial Configuration Wizard unless you want to change collection
source to Microsoft Exchange Online.

. If Lotus® Domino® is one of your source systems and your Domino template contains IBM Content

Collector functionality, re-enable the existing template. From the Windows start menu, select All
Programs > IBM Content Collector > Set-up Tools > Domino Template Enablement.

. Optional: If you use self-signed certificates, run the tool afu_ewas _exchange cert.bat from the

AFUWeb folder to replace the existing self-signed certificates with new self-signed certificates that use
a key size of 2048 bit.

. Adjust the Windows Service users for the IBM Content Collector services as described in the

documentation.

. Optional: If you deploy any of the IBM Content Collector web applications to an external web

application server, make sure that the afu.bootstrap.properties file exists in the AFUWeb subdirectory of
your web application server profile directory. Copy the SolidDriver2.0.jar file from the
ICCinstallDir\ctms directory to the directory
profile\installedApps\cell\afu_metadata_web.ear\afu_metadata_server. war\WEB-INF\  lib  of the
respective web application server instance.

. If you run IBM Content Collector in a cluster and used the Cluster Tool afuClusterTool.exe to

configure the cluster, please run afuClusterTool.exe with the appropriate options to make sure that the
cluster is configured to fit your environment, for example that the first and secondary configuration
hosts are set correctly. To verify whether IBM content Collector cluster is set up successfully, refer to
SolidDB Setup in an IBM Content Collector cluster.

. Restart the Task Routing Engine and the IBM Content Collector Web Application service.

Note: In case of Configuration issues during search, preview or for cluster setup you can perform
“Configuration Web Service” from the Configuration Manager->General Settings.

For all other components, install the respective IBM Content Collector V4.0.1 Fix Pack 9 package.

Notes:

o

During the installation on Windows platform Windows firewall might pop up blocking programs
warnings, in this case you should trust them and add them into the network access trust list.

Some Limited Availability APAR fixes may not be incorporated in the GA release. The same may get
overridden after the upgrade and needs to be re-applied. Contact IBM Support Helpdesk to confirm such
LA-fix compatibility with this FP release.

Fixes and changes made in version 4.0.1.9

New Features

1.

Microsoft Exchange Online Support

Starting with this release, Microsoft Exchange Online can now be configured and selected as Email
collection source with IBM Content Collector. It enables user to archive, stub, search, view, or restore
archived content for Exchange Online mailboxes. It also allows to search, preview and restore the already


http://www.ibm.com/support/docview.wss?uid=swg21882791

archived emails for the mailboxes that are migrated from Microsoft Exchange on-premises (Exchange 2013
or Exchange 2016) to Microsoft Exchange Online.

Microsoft Exchange Online can be configured with Azure Active Directory or Local Active Directory
(synchronized with Azure Active Directory). Supported features may differ based on how your Microsoft
Exchange Online is setup. Refer documentation for more details.

2. MAPI over HTTP Support

Prior to this release, IBM Content Collector Outlook Extension supported only RPC over HTTP protocol for
communicating with Microsoft Exchange Server. IBM Content Collector can now communicate to Microsoft
Exchange Server using MAPI over HTTP protocol.

3. CM 8.6 Support for IBM Content Collector CM8 Text Search

IBM Content Collector CM8 Text Search now supports CM 8.6. For the compatibility with CM8.6, this
component now uses Java 8.

Starting with this release, IBM Content Collector CM8 Text Search will deploy and use its own copy of
OIT/INSO libraries on CM8 Server.

Localization

In IBM Content Collector 4.0.1 FP0O08, following texts appeared in English for all locale. This release includes the
Localization/translation for the same:

e ICC for SharePoint: New metadata property: “Library PATH”

e |CC for Email: Following error message is displayed when user tries to install OE (64 Bit) on Outlook 2007.

“IBM Content Collector Outlook Extension (64-Bit) does not support Microsoft Outlook 2007. Install a later

1

version of Microsoft Outlook before you install IBM Content Collector Outlook Extension.’

e ICC for Email: Web Search Ul displays following warning message: “Searches default to email
sent/received in the last <No of months> month(s). Longer date range can produce a longer wait time for

”

results.

Fixed APARs

Following APARs are fixed in this release: HE12753, HE12771, HE12791, HE12836, HE12885, HE12395, and
HE12767

For the detail list of APARs that are included in IBM Content Collector VV4.0.1.9, refer to the IBM Content
Collector VV4.0.1 Fix Pack 9 download page at:

http://www.ibm.com/support/docview.wss?uid=ibm10873288

Note: IBM Content Collector V4.0.1 FP009 for OWA contains the HE12870 changes released with IBM Content Collector
4.0.1.8 Interim Fix 010.


http://www.ibm.com/support/docview.wss?uid=ibm10873288

Documentation

The following documentation is available:

Online documentation and updates to the documentation

The IBM Content Collector product documentation is available on the web at:

http://www.ibm.com/support/knowledgecenter/SSAE9L 4.0.1/contentcollector 4.0.1.htm

For product information that is missing or is incorrect in the IBM Content Collector documentation, see the technote
about corrections and updates to the documentation for IBM Content Collector VV4.0.1:

http://www.ibm.com/support/docview.wss?uid=swg27043841

New support documentation has been added to cover details regarding Microsoft Exchange Online as a collection
source with IBM Content Collector:

http://www.ibm.com/support/docview.wss?uid=ibm10874074

PDF documentation

The PDF documentation is at the level of IBM Content Collector VV4.0.1.

See the IBM Content Collector publication library for links to PDF documentation in English and other languages:
http://www.ibm.com/support/docview.wss?uid=swg27042659

Notices

This information was developed for products and services offered in the U.S.A. IBM may not offer the products, services,
or features discussed in this document in other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM product, program, or service is not
intended to state or imply that only that IBM product, program, or service may be used. Any functionally equivalent
product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is
the user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing
of this document does not give you any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property Department in
your country or send inquiries, in writing, to:

Legal and Intellectual Property Law

IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi

Kanagawa 242-8502 Japan


http://www.ibm.com/support/knowledgecenter/SSAE9L_4.0.1/contentcollector_4.0.1.htm
http://www.ibm.com/support/knowledgecenter/SSAE9L_4.0.1/contentcollector_4.0.1.htm
http://www.ibm.com/support/docview.wss?uid=swg27043841
http://www.ibm.com/support/docview.wss?uid=ibm10874074
http://www.ibm.com/support/docview.wss?uid=swg27042659

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use of
the information which has been exchanged, should contact:

IBM Deutschland GmbH

Department M358

IBM-Allee 1

71139 Ehningen

Germany

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of a
fee.

The licensed program described in this information and all licensed material available for it are provided by IBM under
terms of the IBM Customer Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the results obtained in
other operating environments may vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on generally available systems. Furthermore,
some measurement may have been estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal without notice, and represent
goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and
are subject to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the products described
become available.

This information contains examples of data and reports used in daily business operations. To illustrate them as completely
as possible, the examples include the names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business enterprise is entirely coincidental.



COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming techniques on
various operating platforms. You may copy, modify, and distribute these sample programs in any form without payment
to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs are written. These examples
have not been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability,
or function of these programs.

If you are viewing this information softcopy, the photographs and color illustrations may not appear.
A.1 Trademarks

IBM, the IBM logo, and ibm.com are trademarks of International Business Machines Corporation, registered in many
jurisdictions worldwide. A current list of IBM trademarks is available on the web at "Copyright and trademark
information" at http://www.ibm.com/legal/copytrade.shtml.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States,
other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

The Oracle Outside In Technology included herein is subject to a restricted use license and can only be used in
conjunction with this application.

Other product and service hames might be trademarks of IBM or other companies.
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