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Part 1. IBM Content Collector Version 4.0.1.10 Interim Fix 006

Readme documentation for IBM® Content Collector Version 4.0.1.10 Interim Fix 006 including installation-related
instructions, prerequisites and co-requisites, and information about fixes, changes, and limitations for IBM Content
Collectorfor Email, IBM Content Collector for File Systems and IBM Content Collector for Microsoft SharePoint.
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Download location

Download IBM Content Collector (ICC), version 4.0.1.10 Interim Fix 006, from the following location:

https://www.ibm.com/support/pages/node/1100259

The following deliverables are available for download. It includes steps to upgrade packages for Java Runtime

Environment (8.0.5.40) of IBM Content Collector.

Product/Component name Platform File name

IBM Content Collector VV4.0.1.10 IFO06 Readme Not 4.0.1.10-1BM-ICC-1F006 pdf
Applicable

IBM Content Collector V4.0.1.10 IF006 Server Windows 4.0.1.10-1BM-ICC-Server-1F006.zip
AIX 4.0.1.10-1BM-ICC-AIX-1F006.zip
Linux 4.0.1.10-1BM-ICC-Linux32-

IF006.zip
Linux for 4.0.1.10-1BM-ICC-Linuxz-
zSeries IF006.zip
Note:

IBM JAVA 8 32-bit JRE is unavailable for Solaris platform. Therefore, IBM ContentCollector 4.0.1.10 InterimFix

006 is not applicable for Solaris.

Prerequisites and co-requisites

The serverpackage of IBM Content Collector 4.0.1.10 Interim Fix 006 requires the IBM Content Collector 4.0.1.10 server

package as a prerequisite.

For information about hardware and software compatibility, see the detailed system requirements document at

https://www.ibm.comV/support/pages/node/614445

Known issues

With JRE 8.0.5.40, the following permission related may occur while running the ICC indexing commands on CM8

serverwith DB2 instance user:

Jafulndexer.sh: line 87: /opt/IBM/ICCIndexer/javaljre/bin/java: The file access permissions do not allowthe specified

action.

Solution

Run the following commands in the putty tool with root user:
a. sudosu

b. cd/opt/IBM/ICCIndexer/java



https://www.ibm.com/support/pages/node/1100259
https://www.ibm.com/support/pages/node/614445

c. chmod-R777*

Note: This erroris observedonly on AlX platform.

Installation information

Note: When following theinstructions, replace <icc_install_dir>with the name of your Content Collector installation
directory. Ifthe installation directory path contains space, you must use Windows short names while navigating.

Forexample: c:\progra~2\IBM\ContentCollector

You can find the short name for the directory by running “dir /x” command.

Installing the fix for IBM Content Collector server

IBM Runtime Environment Java Technology Edition

1. Closethe ICC Configuration Manager applicationand stop the following services in any sequence before
applying thefix

e Alltheserviceson ICCserver
e DB2EXT Service on CM8server

2. Takea backup ofthe respective Java / JRE directory underneath the ICC productdirectory. If you usedthe
default locationfor installation, the paths are as follows:

Component Platform Default Location

Server Windows <icc_install_dir >/java

CM8 Text Search Support | Windows C:/Program Files (x86)/IBM/ICClndexer/java
CM8 Text Search Support | Unix /opt/IBM/ICClndexer/java

3. Replacethe contents oftheaboveJava/JREdirectory by the contents of the corresponding fix file (4.0.1.10-
IBM-ICC-<PLATFORM?>-IF006) dependingon the platform.

4. Starttheservices stopped in Step 1.

Removing the fix for IBM Content Collector server

IBM Runtime Environment Java Technology Edition

1. Closethe ICC Configuration Manager applicationand stop the following services in any sequence before
applying thefix

e Alltheserviceson ICCserver
e DB2EXT Service on CM8Server

2. Navigate to therespective Java/JRE directory andreplace the files provided with this fix by the backup
copies you made before applyingthefixin the previous step.

3. Start the services whichwere stopped in Step 1.



Fixes and changes made in version 4.0.1.10 Interim Fix 006

This interim fix addresses the following vulnerabilities in IBM Runtime Environment Java Technology Edition,
Version 8 used by IBM Content Collector.

For IBM Runtime Environment Java Technology Edition

1. Aflaw in the java.utilcomponentallows an attacker to inflict a DoS via malicious serialized data which triggersan
OutOfMemoryError.

CVE-2019-2769 - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2769

2. Aflaw in the java.lang component allows an attacker to inflict a DoS via malicious serialized data which triggers
an OutOfMemoryError.
CVE-2019-2762 - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2762

3. Aflaw in the java.net APl incorrectly converts some Unicode characters when converting Internalized Domain

Name URLs into KC normalized form. As aresult, characters with syntactic significance (colon, slashetc.)can be
injected into URLs.

CVE-2019-2816 - https://cve.mitre.orag/cgi-bin/cvename.cqi?name=CVE-2019-2816

4. Aflaw in the java.security.AccessController APl allows untrusted code to elevate its privileges.
CVE-2019-2786 - https://cve.mitre.org/cai-bin/cvename.cai?name=CVE-2019-2786

5. Aflaw in the java.net component allows untrusted code to elevateits file access privileges.
CVE-2019-2766 - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2766

6. Aflawin OpenJ9's String.getBytes() implementationallows untrusted codeto elevate its privileges and execute
arbitrary code.

CVE-2019-11772 - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11772

7. Aflaw in OpenJ9's JIT compilerallows untrusted codeto elevate its privileges and executearbitrary code.
CVE-2019-11775 - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11775

8. Onthe AlXplatform, various binaries in the IBM JRE/SDK contain inappropriate absolute RPATHs, which may
allow localusers to inject code into JVM processes launched by other users with higher privileges.
CVE-2019-4473 - https://cve.mitre.ora/cgi-bin/cvename.cqi?name=CVE-2019-4473
CVE-2019-11771 - https://cve.mitre.org/cqi-bin/cvename.cgi?name=CVE-2019-11771

Documentation
Not applicable.

Notices

This information was developed for products and services offered in the U.S.A. IBM may not offer the products, services,
or features discussed in this document in other countries. Consult your local IBM representative forinformation on the
products and services currently available in your area. Any reference to an IBM product, program, or service is not
intendedto state or imply that only that IBM product, program, or service may be used. Any functionally equivalent
product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is
the user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patentapplications covering subject matter described in this document. Thefurnis hing
of this documentdoes notgive you any license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2769
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2762
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2816
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2786
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2766
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11772
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11775
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-4473
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11771

IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property Department in
your country orsendinquiries, in writing, to:

Legal and Intellectual Property Law

IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi

Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Some statesdonotallowdisclaimer of express orimplied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements
and/orchanges in the product(s) and/or the program(s) described in this publication at any time without notice.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including thisone) and (ii)the mutual use of
the information which has been exchanged, should contact:

IBM Deutschland GmbH

Department M358

IBM-Allee 1

71139 Ehningen

Germany

Such information may be available, subject to appropriate terms and conditions, includingin some cases, payment of a
fee.

The licensed programdescribed in this informationandall licensed material available for it are provided by IBM under
terms ofthe IBM Customer Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the results obtained in
otheroperating environments may vary significantly. Some measurements may have beenmade on development-level
systems andthere is no guarantee that these measurements will be the same on generally available systems. Furthermore,
some measurementmay have beenestimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable datafor their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannotconfirmthe accuracyof
performance, compatibility orany other claims related to non-1BM products. Questions onthe capabilities of non-1BM
products should be addressedto thesuppliers of those products.



All statements regarding IBM's future directionor intent are subjectto change or withdrawal without notice and represent
goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and
are subject to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the products described
become available.

This information contains examples of data and reports usedin daily business operations. To illustrate themas completely
as possible, the examples includethe names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual businessenterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming techniques on
various operating platforms. You may copy, modify, and distribute these sample programs in any formwithout pay ment
to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platformforwhich the sample programs are written. These examples
have not been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability,
or functionofthese programs.

If you are viewing this information softcopy, the photographs and color illus trations may not appear.
A.1 Trademarks

IBM, the IBM logo, and ibm.comare trademarks of International Business Machines Corporation, registered in many
jurisdictions worldwide. A current list of IBM trademarks is available on the web at "Copyright and trademark
information™ at http://Awww.ibm.convlegal/copytrade.shtml.

Javaand all Java-based trademarks andlogos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States,
othercountries, orboth.

UNIX is a registeredtrademark of The Open Group in the United States and other countries.

The Oracle Outside In Technology included herein is subject to a restricted use license and can only be used in
conjunctionwith this application.

Otherproduct andservice names might be trademarks of IBM or other companies.

Document change history

Date Description of change

1 November 2019 Original version published.
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