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IBM Data Risk Manager
Uncover; analyze and visualize data-related  
business risks

Highlights: 
•	 Identify specific, high-value 

business-sensitive information assets that 
are at risk from internal and external threats

•	 Provide earlier visibility into potential risks 
that may affect data and processes

•	 Conveys meaning and value to executives 
with a business-consumable data risk 
control center

In today’s information age, there are constant threats to business- 
critical data. You must proactively address potential data security  
risks and manage ever-changing regulatory and industry requirements. 
These threats may affect intellectual property; strategic plans; financial 
data; or information about customers, associates and suppliers. If this 
data gets into the wrong hands, it could impact your company’s 
business processes, operations and competitive position. But without  
a clear view of organizations’ information assets and the potential 
vulnerabilities and risk they face throughout their lifecycle,  
implementing effective data measures can be a challenge. 

Gaining an understanding of the types of sensitive data assets, their 
value to the organization, how they are protected, what compliance 
requirements apply and their risk posture is fundamental to making 
strategic decisions and applying appropriate controls. Regulations  
such as the General Data Protection Directive (GDPR) specify that 
organizations need to adopt such a risk-based approach to protect 
personal data. IBM® Data Risk Manager helps build a bridge between 
security and the C-suite. It provides executives and their teams access 
to a business-consumable data risk control center, helping to uncover, 
analyze and visualize data-related business risks so they can take action 
to help protect their business.
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Figure 1: IBM Data Risk Manager delivers an end-to-end view of data in a unifying, single pane-of-glass that helps convey value and meaning  
to business executives.

Identifying specific, high-value  
business-sensitive information assets 
IBM Data Risk Manager is an integration platform for  
IBM Guardium®, Symantec DLP and IBM Information 
Governance Catalog that offers a programmatic process for 
ongoing discovery, classification and reporting of sensitive 
data and associated risks across the enterprise. It uses  
real-time information to efficiently discover sensitive  

information assets and yet-unidentified data stores. Helping 
you understand sensitive data access, activity and data flows, 
this offer is designed to determine threats, exposures and 
vulnerabilities. This discovery process provides an end-to-end 
view of all business metadata — applications, processes, 
policies and procedures, controls and ownership, and more 
— associated with sensitive information assets. 
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Providing earlier visibility into potential 
risks to data and processes
With the understanding of the business processes that are 
dependent upon critical data, you gain earlier visibility into 
potential risks. IBM Data Risk Manager analyzes identified 
risks, their type, affected information assets and additional 
elements to help deliver a robust view of potential breach 
probability and business impact. Based upon the analysis,  
IBM Data Risk Manager recommends mitigating actions  
to help avoid suffering information losses.

Informing executives with a business-
consumable data risk control center
IBM Data Risk Manager dashboard delivers data visualization 
and management in a unifying, single pane-of-glass view that 
helps convey value and meaning to business executives. The 
interactive dashboard correlates security metrics from point 
security solutions to provide an end-to-end view of your 
security posture, using the common language of risk to 
communicate with your C-suite and risk office. This view 
provides business context around data security information, 
enabling the right conversations between IT, security and  
the line of business to help improve business processes  
and manage risks. 

Figure 2: IBM Data Risk Manager provides a business-consumable data risk control center, helping to uncover, analyze and visualize data-related  
business risks.
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jurisdictions worldwide. Other product and service names might  
be trademarks of  IBM or other companies. A current list of IBM 
trademarks is available on the web at “Copyright and trademark 
information” at www.ibm.com/legal/copytrade.shtml.

This document is current as of the initial date of publication and may 
be changed by IBM at any time. Not all offerings are available in every 
country in which IBM operates.

It is the user’s responsibility to evaluate and verify the operation of any 
other products or programs with IBM products and programs.

THE INFORMATION IN THIS DOCUMENT IS PROVIDED 
“AS IS” WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED, 
INCLUDING WITHOUT ANY WARRANTIES OF 
MERCHANT-ABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND ANY WARRANTY OR CONDITION OF 
NON-INFRINGEMENT. IBM products are warranted according  
to the terms and conditions of the agreements under which they are 
provided.

The client is responsible for ensuring compliance with laws and 
regulations applicable to it. IBM does not provide legal advice or 
represent or warrant that its services or products will ensure that  
the client is in compliance with any law or regulation.

Statement of Good Security Practices: IT system security involves 
protecting systems and information through prevention, detection and 
response to improper access from within and outside your enterprise. 
Improper access can result in information being altered, destroyed, 
misappropriated or misused or can result in damage to or misuse of 
your systems, including for use in attacks on others. No IT system or 
product should be considered completely secure and no single product, 
service or security measure can be completely effective in preventing 
improper use or access. IBM systems, products and services are 
designed to be part of a lawful, comprehensive security approach, 
which will necessarily involve additional operational procedures, and 
may require other systems, products or services to be most effective. 
IBM DOES NOT WARRANT THAT ANY SYSTEMS, 
PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL 
MAKE YOUR ENTERPRISE IMMUNE FROM, THE 
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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Why IBM?
In February 2017, IBM acquired Agile 3 Solutions, LLC. to 
provide dynamic views of data-related business risk to executives. 
IBM Data Risk Manager uses these capabilities to help uncover, 
analyze, and visualize risks, so that the right action can be taken 
to proactively protect the business. IBM Data and Application 
Security Services offer delivery expertise to use Data Risk 
Manager as an integration platform to correlate threats,  
vulnerabilities, controls and business at-tributes with the value  
of the information asset. This information is then used to 
calculate a risk score that highlights the parts of the business  
that are at risk. 

For more information
To learn more about this offering, visit: www.ibm.com/us-en/
marketplace/data-risk-manager.


