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How IBM can help
Connecting systems that monitor and control physical 
environments to the internet without securing them 
adequately is risky and potentially expensive.  
A successful cyberattack in IoT-enabled travel 
operations can have catastrophic consequences. 
However, many of these risks can be addressed or 
mitigated. IBM helps travel industry executives 
manage the growing amount of attack surfaces.  
We bring our cognitive approach to security 
disciplines that help protect critical infrastructure 
assets and provide new services that support 
platforms and ecosystems. The depth of our  
global industry and security experts can address 
quality while helping protect assets and processes. 
IBM applies cognitive approaches to help reduce 
security risks. For more information, please visit  
ibm.com/industries/travel-transportation.

http://www.ibm.com/industries/travel-transportation


IIoT benefits can come at a high cost
Many travel providers rely on Industrial  
Internet of Things (IIoT) solutions to 
manage complex operations, yet one 
third of cybersecurity incidents at travel 
companies are IIoT related. Without 
adequate protection, travel operations  
are vulnerable to cyber attacks that can 
trigger catastrophic consequences.  

Unpatched vulnerabilities in legacy 
systems are a signicant risk 
Many travel companies are dependent on 
older industrial control systems, some  
with critical software vulnerabilities. 
Because they are difficult to update, 
these systems are inherently unsecure, 
yet firms connect IIoT devices to them for 
operational applications, including some 
used by travelers. 

Ten controls and practices help improve 
cyber resilience
Our research reveals specific security 
controls and AI-driven practices that 
help companies align their prevention, 
detection, and response capabilities, better 
positioning them to quickly respond to, 
mitigate, and recover from IIoT-related 
cyber attacks.  

By Lisa-Giane Fisher,  
Greg Land, Eric Maass,  
Julian Meyrick, Gerald Parham, 
and Steve Peterson 

Key takeaways While global travel and travel workforces have been 
reduced as a result of the COVID-19 crisis, threat activity 
against the aviation sector has not. A case in point is a 
March 2020 data breach disclosed by the San Francisco 
International Airport. Reportedly, the attack was 
perpetrated by Russia’s state-sponsored hacking group 
Dragonfly.1 This group typically targets organizations in 
critical infrastructure sectors with the objectives of 
reconnaissance, lateral movement, and cyber espionage.2 

Sustaining and securing critical infrastructures – such as 
those shared by travel and transportation companies 
– have always been challenges. The addition of COVID-
19-related concerns has strained companies’ security, 
resiliency, and continuity plans to their limits. While the 
industry will recover from COVID-19, it may never be 
immune to cyber attacks. Overcoming this global 
challenge requires adaptability and innovative security 
and risk management practices.

The travel industry is an attractive target for malicious 
actors. The reliance on information technology (IT) to 
facilitate operations, the ubiquitous need for integration of 
third-party vendors, and the global scope and integration 
of the travel supply chain represent a large, diversified 
attack surface. 

As the industry has become more dependent on IIoT 
platforms and data services that enable automation, new 
vulnerabilities have appeared. Use of these platforms and 
services increases the potential for unauthorized access 
to proprietary data and critical systems that can disrupt 
physical assets. Whether executed by financially 
motivated cybercriminals or politically motivated nation-
states, a successful attack on a segment of the travel 
industry can result in severe cascading effects that can 
influence aggregate travel demand and, thus, the entire 
global economy. 

As attack vectors multiply, and critical vulnerabilities are 
exploited in short order, risks grow exponentially — often 
rapidly and without precedent. One factor that made the 
9/11/2001 attacks in the United States so devastating 
was the assailants’ ability to evade multiple safety and 
security protocols, compounded by the orchestration of 
multiple attack vectors simultaneously. The property 
damage alone amounted to nearly USD 100 billion, and 
estimates of the total economic damage range up to  
USD 2 trillion.3 
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As ecosystems multiply, companies become even more 
vulnerable. And continued innovation across the industry 
makes it likely the travel ecosystem will continue to 
expand and evolve. To prepare for the future, travel 
organizations should focus on improving their cyber 
resilience today. 

Our research and analysis reveal ten security controls 
 and AI-driven practices that can positively impact IIoT 
cybersecurity performance. They are a combination  
of Center for Internet Security (CIS) Critical Security 
Controls and AI-driven practices from IBM IoT security 
research.6 In this report, we provide recommendations  
on how travel companies can implement them as part  
of a two-phase approach to help improve their IIoT 
cybersecurity postures and resilience:

Phase 1: Establish a strong defensive foundation by 
defining and implementing an IIoT cybersecurity strategy 
and program and then focusing on highly effective 
protection and prevention controls and practices.

Phase 2: Enable travel security automation at scale  
by applying highly effective detection, response, and 
recovery controls, as well as practices to build and test 
automated response capabilities.

68% 
of travel executives say  
DDoS attacks are their 
greatest IIoT-related threat 

59% 
of security leaders have 
adapted their incident 
response plans to address 
the course of action 
for compromised IIoT 
components compared to  
only 34% of other companies

2x  
Security leaders are able 
to detect, respond to, and 
recover from IIoT-related 
incidents and breaches at 
least 2X faster than other 
companies.
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IIoT technologies in travel:  
a mixed blessing 
Travel companies are applying IIoT technologies 
extensively throughout their operations. Examples 
abound, crossing virtually every aspect of airline and 
ground transportation operations, as well as the sales, 
marketing, and customer service aspects of many  
travel agencies, tour operators, and associated travel 
intermediaries. Less clear is how well these travel 
organizations understand the associated cybersecurity 
risks and the maturity – and effectiveness – of the 
capabilities in place to mitigate them. 

To better understand what makes some organizations 
more secure and cyber resilient than others, the IBM 
Institute for Business Value (IBV), in cooperation  
with Oxford Economics, surveyed IT and operational 
technology (OT) leaders from 300 travel and transpor-
tation organizations in 11 locations across the globe,  
75 of which are from the travel industry. Leaders 
interviewed are responsible for the security of their 
organizations’ IIoT deployments and environments  
(see the “Study approach and methodology” section).

Our findings confirm the rapid adoption of IIoT technolo-
gies in a wide variety of functional areas. Many companies 
are applying these technologies in their supply chain and 
logistics processes – for fleet management, predictive 
maintenance, and location management (see Figure 1).

The travel industry is  
an attractive target  
for malicious actors.

Figure 1
How IIoT technologies are applied in travel operations

 
Source: IBM Institute for Business Value benchmark study, 2019.
*For all figures, asterisk denotes low n-counts (n<20), which are 
statistically unreliable but can be considered directional when 
compared to remaining respondents.
Q: How is IoT technology being applied in your organization’s 
operations? Select all that apply.

Fleet management

Predictive maintenance

Location intelligence/management

Asset (e.g., material, product, container) tracking

Cargo handling

Asset/equipment monitoring

Warehouse and inventory management

Machine/industrial automation

Automated workflow

Facilities management (including security)

Energy management

71%

65%

57%

56%

49%

49%

48%

47%

41%

35%

21%*
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However, executives are apprehensive about the security 
of information flowing between their operational, 
corporate IT, and IIoT networks. Gateways and gateway-
related connectivity represent almost half of the most 
vulnerable IIoT components reported by travel companies 
(see Figure 2). 

Figure 2
Most vulnerable parts of travel IIoT deployments

 
Source: IBM Institute for Business Value benchmark study, 2019. 
Q: What is the most vulnerable part of the IoT solution that your 
company has deployed? Select one.

Gateways

Communications between devices and gateways

Communications between gateways and IoT platforms

Devices and sensors

IoT platforms

Data on the devices and sensors

Applications built on top of cloud solutions and IoT platforms

Data on the gateways

Data stored in the cloud

Mobile device applications used to interact with cloud solutions

Mobile devices used to interact with cloud solutions

20%

15%

12%

10%

9%

8%

7%

6%

5%

4%

4%

Connecting systems that monitor and control physical 
environments to public networks like the internet can 
introduce risks, especially when those systems are not 
secured in accordance with a broader security governance 
policy. Potential risks include impacts to individuals 
related to data leakage and erosion of consumer trust. 

While travel companies may be aware of the risks, many 
continue to deploy IIoT technologies faster than they can 
secure them. The resulting gaps in configuration and 
control can be exploited. Almost two thirds of surveyed 
executives say they have, at a minimum, the capabilities to 
provide new IIoT-enabled offerings and services, yet only 
half say they can do so in a secure manner. These findings 
underscore the risks that arise from gaps in securing 
operational infrastructure. 

We asked survey respondents to evaluate various 
cybersecurity risks with a rating based both on likelihood 
and potential impact (see Figure 3). The following sections 
explore some of the risks that most concern travel 
executives:

Exposure of traveler data 
Travel executives rate the exposure of traveler data as  
one of their top two IIoT cybersecurity risks. In addition  
to being a public relations liability, data breaches can be a 
significant financial liability. 

For example, in 2019, a large airline was fined USD 230 
million in connection with a data breach that violated the 
General Data Protection Regulation (GDPR) and affected 
500,000 customers. Due to poor security controls, a variety 
of personal information was compromised, including log in, 
payment card, and travel booking details, as well name  
and address information. The fine, which represented  
1.5 percent of the airline’s total annual revenue, was the 
highest that the UK Information Commissioner’s Office  
had ever levied on a company over a data breach.7 

Damage to travel brands and erosion of  
public confidence 
In addition to the potential for data exposure and 
operational disruption, a successful travel industry cyber 
attack can result in injury and loss of life. The negative 
impact to a company’s reputation could be irreversible. 

Many travel companies 
continue to deploy IIoT 
technologies faster than 
they can secure them.
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Not only is the credibility and trustworthiness of the brand 
undermined with current customers, prospective business 
and customer relationships are irreparably damaged. 
Perhaps unsurprisingly, respondents cite the impact on 
brand and public confidence as one of their two greatest 
IIoT-related risks.

Theft of intellectual property (IP) 
Many travel companies have invested heavily in building 
brand assets and proprietary intellectual property to 
 differentiate themselves. Trademarks, geographical  
indications (certification marks, collective marks, or sui 
generis system), industrial designs, and other forms of IP 

Very high    High

Figure 3
Highest-rated IIoT cybersecurity risks 

44%
24%

39%
24%

45%
16%

29%
15%

36%

37%
12%

13%

40%
11%

35%
9%

41%
7%

36%
5%

Exposure of traveler data

Damage to travel brands and erosion of public confidence

Intellectual property theft

Operational disruptions or shutdowns

Endangerment of individual traveler and employee safety

Reduced visibility/control due to complexity of connected IT and  
OT systems 

Violation of regulatory requirements and potential fines

Unauthenticated change of device configuration, change, or patching

Damage to equipment resulting from manipulation of physical 
outputs

Potential for environmental harm or disaster

Source: IBM Institute for Business Value benchmark study, 2019. Q. What is the probability that each of the following IoT cybersecurity  
risks will occur at your organization, as well as the impact it would have on your organization if it were to occur? Assign a probability and  
an impact of 1 to 5 to each risk, where 1 = Very low, 2 = Low, 3 = Moderate, 4 = High, 5 = Very high.

such as patents, copyrights, and trade secrets are sources 
of competitive advantage. Travel executives recognize the 
impact IP theft can have on their future growth, citing it as 
their third highest IIoT security risk.

Operational disruptions or shutdowns 
Fifteen percent of travel executives view operational 
disruptions as a very high risk. In 2016, the light rail 
system in San Francisco suffered a malware attack. 
Agency email and back-office computer systems  
were commandeered by hackers demanding bitcoin  
in exchange for captured agency data.8  
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The city of Atlanta’s department of transportation was 
also subject to a ransomware attack that disrupted 
services over a period of several months and cost USD 2.6 
million in recovery efforts.9 And for logistics operators, an 
entire fleet of trucks can be paralyzed by a virus attacking 
routing systems.

Endangerment of individual traveler and  
employee safety 
Thirteen percent of travel executives say traveler and 
employee exposure to danger is a very high risk. Altering 
the timing of a traffic light by even a few seconds could 
result in physical injury or fatalities. Similar consequences 
could stem from the tampering of mechanical or electrical 
devices such as those controlling railway signals. 

For example, a Polish 14-year-old in Lodz modified a TV 
remote control into a device he used to change railway 
track points. As a result, four vehicles were derailed, 
injuring twelve people.10   

A two-phase approach for 
improving IIoT security 
Using our survey data, we identified a group of companies 
we deem “security leaders” based on their IIoT cyber-
security budgets, known vulnerabilities addressed by 
security controls, and response and recovery times (see 
sidebar “Insight: Security leaders by the numbers”). We 
found security leaders more likely to have fully evaluated 
IIoT cybersecurity risks and to have a strong under-
standing of the cybersecurity capabilities required to 
mitigate them. 

These companies perform better on security KPIs and are 
more confident that their organizations’ vulnerability man-
agement capabilities protect them from the latest threats. 
They are also more likely to regard security controls as 
highly effective enablers and protectors.11 But what truly 
differentiates security leaders is their cyber resilience:  
they are able to detect, respond to, and recover from IIoT-
related incidents at least twice as fast as other companies.  

Insight: Security leaders by 
the numbers
Security leaders include companies across the travel 
and transport industries. Of the 300 companies 
surveyed, 59 fell within this group, including 23 from 
travel. They are defined as being, on average, the top 
20 percent of performers in three measures:

1. Percentage of cybersecurity budget represented by 
IIoT cybersecurity.

2. Percentage of known IIoT vulnerabilities addressed 
by security controls.

3. Cycle time to respond to and recover from IIoT 
cybersecurity incidents.

For the purposes of this study, the term “security 
leaders” refers to all 59 companies, including the  
23 travel companies. References to “all other  
companies” include the other 241 travel and  
transport companies.
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Establish a strong defensive foundation for IIoT
The first phase consists of three directives. The first 
facilitates the establishment of an IIoT cybersecurity 
strategy and plan that should be aligned with the 
organizations’ broader IT and OT risk and security 
frameworks. The second and third directives guide the 
application of highly effective protection and prevention 
controls and practices – and their associated technologies 
– to bolster defensive capabilities.

We recommend a two-phase 
approach to help improve  
IIoT cybersecurity postures 
and resilience.

Our research indicates that this performance is strongly 
influenced by adherence to a combination of Center for 
Internet Security (CIS) Critical Security Controls and more 
advanced, AI-driven practices that many travel companies 
are adopting.12 There are ten in total, and each relates to a 
security function: protection and prevention or detection, 
response, and recovery. We recommend implementing 
these highly effective controls and practices as part of a 
two-phase approach to help improve IIoT cybersecurity 
postures and resilience (see Figure 4).

Figure 4
A two-phase approach to help improve IIoT cybersecurity posture and resilience

Establish a strong defensive foundation

Formalize IIoT cybersecurity
Establish IIoT cybersecurity travel programs and  
form cross-functional travel security teams.

Limit access to travel provider networks and  
control the flow of data across them
1.	Focus on boundary defense.
2.	Limit and control network ports, protocols, services. 
3.	Implement malware defenses.

Limit access to devices and data
4.	Control the use of administrative privileges. 
5.	Inventory authorized and unauthorized assets 

(devices and other hardware).
6.	Perform continuous vulnerability assessment  

and remediation.

Improve continuously
Incorporate new knowledge, experience, and findings 
and adapt as needed. 

Establish, manage, and test travel incident 
response plans and processes
7.	Define and manage travel incident response plans 

as part of the security management plan.
8.	Perform travel penetration tests and red team 

exercises to find gaps in defenses and 
weaknesses in planned responses. 

Automate detection, remediation, response  
and recovery processes 
9.	Apply advanced cybersecurity monitoring and 

analytics for incident detection and remediation.
10. Applying advanced behavioral analytics for    

  endpoint attack/breach detection and response.

Enable travel security automation at scale

Source: IBM Institute for Business Value analysis.
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Figure 5
Formalize IIoT cybersecurity

Source: IBM Institute for Business Value benchmark study, 2019. 
Q: Which description best captures your organization’s under-
standing of IoT cybersecurity?
Q: To what degree is your organization implementing the following 
operational approaches to mitigate IoT cybersecurity risks?  
Note: Figures 5-9 display responses for companies that selected  
4 = Rolling out, 5 = Fully implemented.

Formal IIoT cybersecurity 
program in place

41%

Cross-functional security 
team formed

41%

15%
11%

Security leaders     All other companies

Insight: A framework to  
manage IIoT risk
A combination of security and governance  
frameworks, such as the National Institute of  
Standards and Technology (NIST) Framework for 
Critical Infrastructure Cybersecurity and ISO/IEC 
27000-1, can be used as foundations to:

	– Identify critical data, assets, and security 
boundaries.

	– Identify vulnerabilities in IIoT systems, connected 
production environments, and people assets.

	– Build and tailor a risk management framework.

	– Assess risks and then document and execute plans 
to mitigate them.

	– Secure investment and communicate progress for 
the most pressing security initiatives.

	– Balance acceptable risk levels with business 
objectives and compliance requirements.13

Formalize IIoT cybersecurity. 
An effective IIoT cybersecurity travel program enables 
travel companies to define, manage, and update required 
IIoT cybersecurity tools, processes, and skills. While 41 
percent of security leaders have established these pro-
grams, only 15 percent of other companies have done so 
(see Figure 5). IIoT-related risks should be addressed as 
part of a travel organization’s broader security risk manage-
ment framework (see sidebar “Insight: A framework to 
manage IIoT risk”). First evaluate and prioritize risks. Then 
make them visible to and managed at an enterprise level 
using a common risk approach across IT and OT disciplines. 
Perform regular risk assessments that identify vulnerabili-
ties in IIoT environments, including connected ICS. 
Document and execute plans to mitigate them.  
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Forty-one percent of security leaders appear to under-
stand that working cross functionally can help travel 
organizations develop a clearer understanding of the 
differences between IIoT systems, corporate IT systems, 
and operational equipment (see Figure 5). By forming cross-
functional travel security teams that have representation 
from IT security, engineering, operations, and control 
system and security vendors, travel companies can 
leverage IT and OT expertise to enable correct prioritization 
of security controls for optimal risk mitigation.14 

Limit access to travel provider networks and control 
the flow of data across them.
IIoT devices generate massive amounts of data that 
naturally flow across corporate and less protected IIoT 
networks. Defining roles and permissions, limiting access 
to these networks, and controlling the flow of data across 
them are essential to maintaining a consistent security 
posture. Three highly effective controls can help.

1. Focus on boundary defense. According to our research, 
this control has the highest impact on IIoT cybersecurity 
performance. It addresses the detection, prevention, and 
correction of the flow of information across networks of 
different trust levels – with a focus on security-damaging 
data. Compared to other companies, twice as many  
security leaders use segregation strategies to keep IIoT 
components operating in their own zones or on their own 
separate networks (see Figure 6).15 This practice helps  
mitigate the negative effect a less-trusted IIoT network 
could have on the more secure corporate IT network.  

2. Limit and control network ports, protocols, and 
services. Compared to other companies in our study, 
more than twice as many security leaders are actively 
defining and enforcing the ports, protocols, and services 
that may be used by IIoT devices in their operational 
environments (see Figure 6). Because some devices  
might implement communication protocols, such as 

Figure 6
Limit access to networks and control the flow of data 
across them

Source: IBM Institute for Business Value benchmark study, 2019. 
Q: To what extent are you applying the following critical security 
controls to mitigate IoT cybersecurity risks? 

Boundary defense implemented

Network ports, protocols, services limited and controlled

Malware defenses implemented

68%
45%

51%
23%

36%
15%

Security leaders     All other companies

Bluetooth, that do not ride on the corporate network,  
fully understanding the protocols employed by each 
device – namely which protocols are consistent with the 
organization’s security policies – can help significantly 
reduce windows of vulnerability. Test IIoT devices to 
assess their susceptibility to messaging that does not 
conform to expectations.16   

3. Implement malware defenses. Both malware and 
exploits are now tailored to affect IIoT devices and plat-
forms. Build a strategy to control the installation, spread, 
and execution of malicious code at multiple points through-
out the organization. Continuously monitor the gateways 
through which IIoT device information (updates and data) 
flows to help detect malware or correlate observed activity 
with known, legitimate, and planned activity.

Malware is now tailored 
to affect IIoT devices 
and platforms.
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Figure 7
Limit access to devices and data

Source: IBM Institute for Business Value benchmark study, 2019.
Q: To what extent are you applying the following critical security 
controls to mitigate IoT cybersecurity risks? 

Use of administrative privileges is controlled

Authorized and unauthorized assets (devices, other hardware) 
inventoried

Vulnerability assessment and remediation continuously 
performed

37%
10%

42%
16%

32%*
11%

Security leaders     All other companies

Limit access to devices and data. 
Managing access to networks and the flow of data is one half 
of the defensive equation. The other half is managing access 
to devices and data – in use, in motion, and at rest. Three 
highly effective security controls can help achieve this.

4. Control the use of administrative privileges. 
Employees with access to critical systems often present 
the single greatest threat to enterprise cybersecurity, 
whether through ill intent or inadvertent behaviors. 
Because they have much more access than external 
malicious hackers – to information and key infrastructures 
– these employees are often targeted. Security leaders 
stand apart in maintaining control frameworks around 
access to sensitive data to combat these types of attacks 
(see Figure 7). 

Effective security programs limit privileged access, 
document who has entitlements to access sensitive 
functions/data, and monitor the activity of all users  
across corporate networks. A particular risk for the travel 
industry is the use of shared accounts by technicians who 
administer IIoT devices. The deployment of IIoT assets 
in insecure areas constitutes another risk. To enhance 
control throughout the operations lifecycle, consider more 
adaptive methods, such as restricting physical access; 
limiting administrative privileges; and providing more 
granular, role-based permissions.17

5. Inventory authorized and unauthorized assets 
(devices and other hardware).  Twenty-eight percent of 
travel executives say visibility of unmanaged assets and 
devices is one of the greatest challenges to securing  
their IIoT deployments. Unauthorized IIoT devices and 
networks – examples of “shadow IIoT” – operate under 
the radar of organizations’ traditional security policies, 
making them difficult to detect.

Identifying and profiling all IIoT endpoints, adding them  
to asset inventories, and monitoring them are ways to 
address this. Only provide access to authorized devices, 
and prevent access for identified unauthorized and 
unmanaged devices.  

6. Perform continuous vulnerability assessment and 
remediation. Flaws and security holes in IIoT devices and 
industrial control systems – including supervisory control 
and data acquisition (SCADA) systems – leave travel 
companies vulnerable to botnets (for example, Mirai, 
Aidra, Wifatch, and Gafgyt) that spread distributed denial 
of service (DDoS) attack malware.18 Travel executives  
tell us that DDoS attacks account for 33 percent of total 
cybersecurity incidents at their companies. Sixty-eight 
percent of our respondents cite these attacks as their 
greatest IIoT-related threat. 

Regularly schedule vulnerability assessments to  
identify improperly configured IIoT devices, allowing 
administrators to remove or re-configure them. Active 
vulnerability scanning in operational environments can 
destabilize systems. If automated scanning is not 
applicable, perform passive monitoring.  

Employees with access to 
critical systems are often 
targets for malicious hackers.
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Enable travel security automation at scale
Once a defensive IIoT cybersecurity foundation is in place, 
you can build upon it in the next phase by following two 
directives. They include the remaining four highly effective 
detection, response, and recovery controls and practices 
that support the deployment of automated, adaptive 
responsive capabilities.

Establish, manage, and test travel incident response 
plans and processes.
Technologies and processes that enable a fast, dynamic, 
and orchestrated response to incidents and breaches are 
vital. The following highly effective organizational controls 
address the process side:

7. Define and manage travel incident response plans  
as part of the security management plan. Fifty-nine 
percent of security leaders have adapted their incident 
response plans (IR) to address the course of action for 
compromised IIoT components, compared to only  
34 percent of other companies (see Figure 8). IR teams 
that test the plan routinely strengthen the ability to  
respond further. 

Execute breach simulations to help identify which pro-
cesses, people, and tools to activate in the event of a 
breach. Use shared resources from within the ecosystem, 
such as ICS/ SCADA security experts who have specialized 
skills that are in short supply. Companies can also mitigate 
risk exposure via cyber insurance policies covering 
business interruption and extortion demands associated 
with mission critical IIoT platforms. However, our survey 
revealed few travel companies have purchased cyber 
insurance.

8. Perform travel penetration tests and red team 
exercises. Such exercises enable more detailed insights 
into the effectiveness of IR plans. Red teams are groups of 
ethical hackers that simulate cyber attacks, allowing 
security leaders to stress-test their IR plans, identify gaps, 
and adjust accordingly. Penetration tests help discover 
ad-hoc vulnerabilities and maintain compliance with 
security policies and data-privacy regulations. 

Figure 8
Establish, manage, and test travel incident response 
plans and processes

Source: IBM Institute for Business Value benchmark study, 2019. 
Q: To what extent are you applying the following critical security 
controls to mitigate IoT cybersecurity risks? 

Incident response plans 
defined and managed

59%

Penetration tests and red team 
exercises performed

19%*

34%

4%*

Security leaders   All other companies 

We found 19 percent of security leaders are implementing 
these offensive defense strategies versus only 4 percent 
of other companies (see Figure 8). In IIoT environments, 
errors in scanning may severely impact business 
operations, so this must be considered and addressed. 
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Automate detection, remediation, response, and 
recovery processes
Adopting better protection and prevention practices is not 
a guarantee of absolute protection. Bad actors continually 
develop new methods for infiltrating systems. Given 
critical cybersecurity skills are often in short supply, 
automated mechanisms must be in place to detect and 
remediate breaches. Following are two highly effective 
AI-enabled practices that can support this:

9. Apply advanced cybersecurity monitoring and 
analytics for incident detection and remediation.  
To keep up with IIoT information in real time across 
operational environments, 39 percent of security leaders 
(versus 7 percent of other companies) have established 
comprehensive security telemetry capabilities that 
automate the collection, integration, and analysis of data 
from all possible monitoring points. This includes system 
logs, network flows, endpoint data, cloud usage, and user 
behavior, allowing travel-industry security operations 
(SOC) teams to quickly understand the surrounding 
context of an alert and differentiate between false 
positives and genuine alerts. For a proactive approach, 
SOC teams can analyze the information extracted from 
internal IIoT data together with externally sourced threat 
intelligence data and apply machine learning to predict 
attackers’ next moves. 

10.Apply advanced behavioral analytics for endpoint 
breach detection and response. AI-enabled threat 
detection can be applied at an enterprise level to uncover 
anomalous user activities and prioritize risks. Twenty five 
percent of security leaders already possess user behavior 
analytics that leverage machine learning (see Figure 9). 
They are also ahead in applying machine learning to 
automate adaptive models of what is considered 
“normal,” allowing them to track these normal behavior 
signatures and flag anomalous activity that may signal 
new threats.

The IIoT represents the convergence of IT and OT solution 
sets, many of which were designed before cybersecurity 
was a consideration. This raises complexity and 
introduces a unique set of risks. With an IIoT security 
strategy that makes security an integral part of operations, 
travel companies can benefit from the use of these new 
technologies without placing their companies – or the 
well-being of employees and travelers – at risk.

Figure 9
Automate detection, remediation, response, and 
recovery processes

Source: IBM Institute for Business Value benchmark study, 2019. 
Q: To what degree has your organization implemented the  
following artificial intelligence (AI)- and analytics-based  
approaches to mitigate IoT cybersecurity risk? 

Using advanced  
cybersecurity monitoring/
analytics for incident  
detection and remediation

39%

Applying advanced  
behavioral analytics for 
endpoint attack/breach 
detection and response

25%*

6%* 5%*

Security leaders   All other companies
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Action guide 
A two-phased approach to boost your 
cyber resilience 

Establish a strong defensive foundation for IIoT. 

Incorporate IIoT cybersecurity controls and practices 
– and their associated technologies – into an overarching 
IIoT security strategy. Then focus on bolstering protection 
and prevention capabilities. 

Formalize IIoT cybersecurity.
	– Establish IIoT cybersecurity travel programs.
	– Form cross-functional travel security teams.

Can your travel organization 
protect critical infrastructure?

	– How have you aligned IIoT security practices with your 
organization’s enterprise risk management framework?

	– How are you integrating security tools and management 
processes into your organization’s security framework 
and operational processes? Is this being one in a way 
that maintains visibility, transparency, and 
accountability throughout the operational lifecycle?

	– How can you increase segregation to optimize the 
isolation of less secure IIoT networks?

	– How are you bolstering your incident response plan to 
make it easier to perform under pressure?

	– How are you preventing threat impacts, reducing 
disruption, and building capabilities to quickly recover 
from attacks?

Limit access to travel provider networks and control the 
flow of data across them.

	– Focus on boundary defense.
	– Limit and control network ports, protocols, and services.
	– Implement malware defenses.

Limit access to devices and data.
	– Control the use of administrative privileges. 
	– Inventory authorized and unauthorized assets (devices 
and other hardware). 

	– Perform continuous vulnerability assessment and 
remediation. 

Once the defensive foundation is in place, enable 
travel security automation at scale.

Integrate IIoT cybersecurity into travel security 
operations, allowing your organization to respond rapidly 
and effectively to IIoT-related incidents and breaches:

Establish, manage, and test travel IIoT incident response 
plans and processes.

	– Define and manage travel IIoT incident response plans 
as part of the security management plan.

	– Perform penetration tests and red team exercises to find 
gaps in defenses and weaknesses in planned responses. 

Bad actors continually develop new methods for 
infiltrating systems – and cybersecurity skills are often in 
short supply. Deploy automated, adaptive responsive 
capabilities – at scale: 

Automate detection, remediation, response, and recovery 
processes. 

	– Apply advanced cybersecurity monitoring and analytics 
for incident detection and remediation.

	– Apply advanced behavioral analytics for endpoint 
attack/breach detection and response.
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Methodology 
In cooperation with Oxford Economics, the IBV surveyed 
300 IT and OT leaders responsible for the security of their 
organizations’ IIoT environments and deployments, includ-
ing 75 from travel and 225 from transportation, all of which 
have deployed IIoT applications to support supply chain 
and logistics processes. Respondents include C-suite exec-
utives (CEOs, CTOs, CISOs, CSOs, COOs, and CROs), IT 
directors and vice presidents, and line of business and 
internal audit managers from all major geographies except 
the Middle Easter and Africa. Industries represented are 
deep sea, coastal, and great lakes water transportation; 
general freight trucking; rail transportation; non-scheduled 
air transportation; and scheduled air transportation. Each 
transport mode (land, air, water) represents a third of the 
total sample. 

To determine what makes some companies more secure 
and cyber resilient, we benchmarked their IIoT cybersecu-
rity performance and maturity using an online survey in two 
parts: 1) We asked about organizations’ capabilities to 
identify and protect themselves from IIoT-related cyberse-
curity risks and their ability to detect, respond to, and 
recover incidents. 2) We collected cost, cycle-time, quality, 
and efficiency metrics to measure the effectiveness of risk 
and incident management capabilities.

We analyzed the responses in two parts. First, we calcu-
lated an average score for each company across three key 
performance indicators (KPIs): percentage of cybersecurity 
budget represented by IIoT cybersecurity, percentage of 
known IIoT vulnerabilities addressed by security controls, 
and cycle time to respond to and recover from IIoT cyber-
security incidents. This allowed us to identify the security 
leaders as those performing in the 80th percentile. Second, 
to understand which of the 20 CIS Critical Security controls 
and 6 AI-driven practices have the greatest influence on 
KPIs, we performed regression analysis to create a list of all 
26 elements ranked in terms of influence. The top 10 are 
those with an above average influence. All data, financial or 
otherwise, is self-reported.
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