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Executive Report

Security

How IBM can help

IBM Security tackles the world’s most challenging security
problems. We continually look for new and better ways to
protect the faces behind the data — your customers. Our
strategy reflects the belief that today’s defenses will not suffice
tomorrow. It challenges us to approach our work, support our
clients and lead the industry with forward-thinking solutions
that leverage cloud, Al, orchestration and collaboration.

To get the latest GDPR insights from IBM Security, please visit
ibm.biz/PrepareForGDPR. To learn about IBM’s GDPR
capabilities, from data discovery to unified governance

visit ibm.com/gdpr.

In this report

Executives assess their readiness to
comply with GDPR

A leader group we call the “Sparked”
sees GDPR preparedness as a business
differentiator enabling transformational
opportunities

Recommendations for organizations in
every phase of their GDPR compliance
activities




A catalyst for change

It is said that innovation and creativity can flourish
under intense pressure and constraint — GDPR
compliance could present organizations with this
type of opportunity. For most, preparations are still
in motion, but as we move past the compliance
date, a new phase begins. One critical question:
can organizations turn a compliance challenge into
an occasion to advance their digital efforts? Our
research has identified a small group of leaders who
say they will be fully compliant with GDPR by the
enforcement date and view it as a catalyst for
change. This report explores how they are
approaching security, privacy, data and analytics,
and customer engagement, and how their efforts
could drive future success.

The next chapter

Amid a growing global conversation about security, privacy, and choice and control
regarding data, the European Union’s General Data Protection Regulation (GDPR) is
entering its enforcement phase (see sidebar, “What is GDPR?”). Over the years, privacy
and security are issues that have moved from back rooms to board rooms and now to
dining rooms around the world. Both the threats and responsibilities are greater, as are
the potential effects on business and society.

GDPR is significantly impacting organizations and individuals alike — granting data
subjects new rights and posing new regulatory challenges for businesses. During the last
few years as organizations have been preparing for GDPR, they have been tested by both
the effort involved and the cost of compliance. It is estimated that some organizations
have spent more than USD 1 million to become GDPR compliant. However, real costs are
difficult to estimate since they are often spread across many departments, and actions
can leverage existing tools and processes. Organizations have been busy changing
processes and developing new ones, creating new roles and building new relationships,
training employees, and deploying new tools and technologies.

GDPR is a reality, turning the management of privacy issues, data rights and security
breaches into standard business practices. Such transformation triggers a consequential
question: Can organizations turn a compliance challenge into an impetus for broader
transformation?
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Only 36%

of surveyed executives say they
will be fully compliant with GDPR
by the enforcement date

59%

of respondents see GDPR as
an occasion for transformation
or a spark for new data-led
business models

We identified

a group of leaders who see GDPR
as a catalyst for longer-term
transformation. Compared to the
rest of our study sample, 6X as
many GDPR leaders report very
strong internal collaboration

96%
of GDPR leaders agree that proof
of compliance with GDPR will be

viewed as a positive differentiator
by the public

What is GDPR??

Approved in April 2016, the European Union (EU) General Data Protection
Regulation (GDPR) replaces the minimum standards of the Data Protection
Directive. Organizations face new, uniform data protection requirements relating to
the information of EU subjects.? Potential administrative fines can total up to EUR 20
million or up to 4 percent of total worldwide annual turnover/revenue for the
preceding financial year, whichever is higher.

At minimum, the regulation demands:

— Data protection accountability.
— Data subjects’ consent, right to access, rectification, erasure and portability.

— Data breach notification.




GDPR - bane or boon?

To test this question, between February and April 2018 we surveyed 1,500 executives
responsible for their organizations’ GDPR preparations across 15 industries around the
world (for more information, see “Demographics and methodology” section). Looking
across the entire sample, we discovered interesting insights about the general approach
organizations were taking, as well as their overall levels of preparedness. For many, GDPR
preparations are still in motion — only 36 percent of respondents told us they will be fully
compliant by the enforcement date (see Figure 1).

Figure 1
Preparations for GDPR
Have begun
compliance efforts
_ Will be fully
’ compliant by
- May 2018
Have not
begun but
plan to before
May 2018 Expected timing of

compliance preparations

Not compliant Compliant
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Why are people waiting until the last minute, essentially cramming for a test? There could
be many reasons, including a lack of commitment from organizational leadership or a
desire to take a wait-and-see approach. It could also be a resource issue or maybe a
sense that preparations would disrupt business operations too much.

There is some good news in our respondents’ overall view of GDPR. Only 36 percent of
respondents regard GDPR as simply a mandatory regulation. The majority had a positive
view on the potential of the regulation and what it could do for their organizations.
Thirty-nine percent saw GDPR as a chance a transform their security, privacy and data
management efforts, and 20 percent said it could be a catalyst for new data-led business
models. This could mean that many organizations have finally accepted the regulation as
reality and are now looking for ways to benefit from the mandate.

The bad news is, despite focus and effort, overall preparedness is only moderate. What
respondents say they are focused on, they are also struggling with. We asked
respondents to look at 11 different GDPR-related components and tell us which they
were focusing on, which they were struggling with and how prepared they were (see
sidebar, “Components of GDPR tested”). One of the principal tasks of GDPR preparation,
performing data discovery and ensuring data accuracy, was the component that most of
the sample ranked as their number-one focus area. Most of the sample also ranked it as
their number-one struggle (tied with complying with data processing principles). In fact,
the top five preparation areas were also the top five areas of struggle (see Figure 2).

We can look at it two ways. Perhaps what they are struggling with is what they are putting
more effort toward. Or, what they are putting effort toward, they are also struggling with.
Either way, the results of their efforts aren’t paying off quickly enough. The top two areas
of preparedness were performing data discovery and ensuring data accuracy (60 percent



Figure 2
Priorities and struggles in preparation

Number-one focus area

Performing data discovery and
ensuring data accuracy

Complying with data
processing principles

Developing/updating privacy
policies and notices

Establishing a Data
Protection Officer (DPO)

Getting consent from
data subjects

Number-one struggle

Performing data discovery and
ensuring data accuracy

Complying with
data processing principles

Developing/updating privacy
policies and notices

Getting consent from
data subjects

Establishing a Data
Protection Officer (DPO)

said they were prepared), and implementing data subject rights, procedures and
controls (58 percent said they were prepared). The components with the lowest level
of preparedness were getting consent from data subjects (48 percent) and handling
cross-border data transfers (47 percent).

Along with their struggles, respondents are also facing several uncertainties and
concerns related to GDPR. The top uncertainties for respondents covered both the
theoretical and practical — 44 percent worried that GDPR could be modified or replaced in
the near future, and 43 percent worried about how much GDPR preparation would cost
their organizations. There were also concerns when it came to things like confirming

security controls at data processors and how organizations would fulfill an increased

number of data access requests.

The “GDPR-erequisites” -

Components tested

Data

— Complying with data-processing principles

— Performing data discovery and ensuring
data accuracy

— Managing the relationship between data
controllers and data processors

— Handling cross-border data transfers

Security

— Enhancing security capabilities

— Improving data incident/breach notifications
and response practices

Data subjects

— Getting consent from data subjects

— Developing/updating privacy policy and
notices

— Implementing data subject rights
procedures and controls

Organizational

— Establishing a Data Protection Officer (DPO)

— Promoting accountability measures
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Charging up for the future
Figure 3 To justify the large amount of effort and resource invested in GDPR preparation,

Using GDPR preparations to move beyond compliance

Security and
privacy

Data and Customer
analytics engagement

GDPR
preparations

- A strong overall digital strategy and improved cross-
organizational collaboration
- Better security through upgraded incident response

- Strong security and privacy, and closer customer
relationships as competitive differentiators

- New avenues for data-led business models

- New ways to operate with a streamlined approach
to data management

organizations want to get something more out of it than simple compliance. We can look
to a group of leaders that is taking a mature approach to security and privacy, data and
analytics, and customer engagement to propel themselves forward. Taking a
comprehensive and holistic approach to GDPR preparations can potentially improve a
number of factors in the longer term, including: better cross-organizational collaboration,
streamlined operations and data management, improved security and closer customer
relationships (see Figure 3).

To understand which organizations are best taking advantage of the opportunity, we
applied a set of criteria across the sample to identify a leader group. The GDPR leaders
who met the criteria comprised 22 percent of our sample — we call them the “Sparked,”
signifying that these organizations were motivated by their GDPR preparations. The rest
of sample, the “Squeezed,” are more constrained and less committed, which may be
preventing them from realizing their potential. The Sparked:

— State that they will be fully compliant with GDPR by the enforcement date in May 2018

— See GDPR as a chance to transform their privacy, security, and data management
efforts, or as a catalyst to create new data-led business models

— View GDPR as an opportunity to reexamine, and improve their security practices and
operations

— Say GDPR preparation is enabling them to develop data strategies that will improve
their business functions

— Anticipate that GDPR will strengthen relationships with customers/clients.



It is worth noting that Sparked organizations had higher annual revenue — 41 percent of
the Sparked were from organizations with an annual revenue of more than USD 5 billion,
compared to only 13 percent of the Squeezed.

What makes this group different and what can we learn from how they see GDPR enabling
them in the future? First, the Sparked have a greater level of organizational commitment
to the process (see Figure 4). Over three times as many of the Sparked than the Squeezed
said their organizations were fully committed to comply with the depth and breadth of
GDPR. In fact, 89 percent of the Sparked had a high level of commitment.

Figure 4
Commitment to providing needed resources and attention

Fully committed

Very committed

Moderately
committed

Slightly
committed

Sparked Static
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By contrast, those whose organizations were only slightly committed identified several
primary barriers to commitment, including a lack of funding, and GDPR being viewed as
just acompliance issue or as interfering with their business models.

The Sparked also have a higher level of organizational collaboration and they involve
other members of their organizations in preparations at a higher rate (see Figure 5).
Ninety-four percent of the Sparked report good collaboration (compared to 49 percent

of the Squeezed). The Sparked also involve security, their boards of directors, legal
departments and lines of business at a greater rate as well, among other enterprise roles.

Figure 5
Organizational collaboration and involvement

Level of organizational collaboration

63%

35%

31%

15%

7%
ml -

Moderate Some

5%
[

Very Good
strong

W Sparked
B Static

Who is involved?
70%

67%

0,
2% 49%
I 27%

Security Board of Legal
directors

21%

12%

9%

Lines of
business




What did respondents consider critical to their preparation for GDPR? The Sparked see a
broad, strategic approach as key; the rest of the Squeezed were more focused on tactical
measures (see Figure 6). The Sparked credited clearly defining responsibilities up front, a
strong overall digital strategy and a holistic approach as benefiting them the most. By
contrast, the Squeezed had an entirely different set of top enablers: getting the right
financial and human resources, receiving top-level executive and board support, and

utilizing maturity models or roadmaps.

Figure 6
Top enablers for preparation

Sparked

Clearly defining responsibilities up

Static

Securing the right financial and
human resources to prepare for

front in the compliance process 46% . ' 44% compliance
e oesy 420 @@ am | Secsvng s o hec e
Forvacy, procosses and securty 1% @ @ o oo CDPRpoumney
B o s 520 @ @) aa oty v reporsbiies o
i s oy 0% @@ sa | Taknga bolstc spproschacros
Securing the right financial and 239% . . 320, Having strong overall

human resources to prepare for
compliance

digital strategy
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As noted earlier, the total sample was only moderately prepared across eleven different
components of GDPR preparation. More of the Sparked were prepared across every
aspect than the Squeezed in all major areas: data preparedness, security preparedness
and data subject preparedness. For example, 79 percent of the Sparked said they were
prepared for performing data discovery and ensuring data accuracy, compared to

55 percent of the Squeezed.

This group was also far ahead of others in managing the relationship between data
controllers and data processors, handling cross-border data transfers and complying
with data-processing principles. In addition, more than two-thirds of them had enhanced
security capabilities and improved data incident/breach notifications and response
practices. The Sparked were also well ahead of others in getting consent from data
subjects and implementing data subject rights procedures and controls.

It is worth noting that even the Sparked have some areas to work on. Only 57 percent
of the Sparked said they were prepared for developing and updating privacy policy
and notices.

How can all their hard work today enable organizations to realize new value tomorrow
through their approaches to security and privacy, data and analytics, and customer
engagement?
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Sharpening security approaches

GDPR has a number of different security-specific requirements regarding breach
notification, data protection and accountability. Ideally, these measures will “lift all boats”
when it comes to cybersecurity awareness and preparedness. Our analysis showed that
83 percent of the Sparked see security and privacy as key business differentiators and
sources of competitive advantage, compared to just 65 percent of other respondents.
Most of the entire sample have modified how they handle incident response because of
GDPR (93 percent of the Sparked versus 70 percent of the Squeezed).

A key to longer-term success, seeing security and privacy as key business differentiators
and sources of competitive advantage, is also an area of agreement for a vast majority

of the Sparked. Finally, roughly three-quarters of the Sparked report that they have

fully implemented privacy and security by design for their new products and services.

In contrast, less than half of the Squeezed have. By making a leading practice mandatory,
GDPR is putting a focus on this important topic that will, optimistically, improve security
forall.

To understand how organizations are improving their approaches to incident response

and breach notification (as outlined in Article 33 of GDPR) we posed several questions.*
We found that the majority of the Sparked are engaging their leadership more, practicing
their response capabilities and enhancing communications — although, even the leaders
could use improvement in these areas. More of the Sparked said they have created new
responsibilities for executives related to incident response (63 percent versus 37 percent),
run incident response simulations with executives (58 percent versus 38 percent), and built
new processes and policies to notify data subjects (53 percent versus 49 percent). As the
cybersecurity threat landscape becomes more complex and challenging, improving these
practices is essential. Organizations need the confidence to exercise leadership and quick
thinking when a security crisis occurs, or risk losing control of an incident response.®
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Invigorating data strategies

Datais at the core of GDPR — how it is requested, provided, shared, processed and
utilized. Most everyone says they are making improvements to their data strategies
because of their preparations for GDPR, with the Sparked doing so to a slightly greater
extent. A large majority of our respondents have unified their data strategies to improve
performance and efficiency (97 percent of the Sparked versus 84 percent of the
Squeezed). Most respondents also report that they are treating all their data the same,
whether it is from data subjects in the European Union or not (79 percent of the Sparked
versus 66 percent of others).

Asignificant portion of the respondents view GDPR as a chance to streamline their data
management approaches. Eighty percent of the sample are cutting down on the amount
of personal data they keep, 78 percent are reducing the number of people who have
access to personal data and 70 percent are disposing of data that is no longer needed.
This “clean-up” process is setting up organizations for longer-term efficiency.

We wanted to understand how GDPR was impacting business models, products and
services reliant on data. The Sparked have greater confidence that GDPR will help in the
long run — creating new data-led prospects. Almost 30 percent said that GDPR will create
new opportunities for data-led business models and data monetization efforts, compared
to only 10 percent of the Squeezed. With permission, and following the tenets of GDPR,
organizations have the opportunity to create more personalized products and

services — fostering deeper relationships with their customers and clients.
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Data controllers and data processors must be intimately
in sync

The relationship between data controllers and data processors is a critical one that
shouldn’t be discounted. It is not only critical for compliance, but critical to
business’ data protection. A data controller determines the means of processing
personal data, and the data processor processes personal data on behalf of the
controller. This relationship is important for many reasons, the chief one being that
under GDPR, controllers and processors must be brought up to the same level of

responsibility and duty. Data controllers can’t simply outsource their responsibility.

Very few of our entire sample ranked managing the relationship between data
controllers and data processors as a key focus area — only 5 percent ranked it as their
number one. Like many other areas, the Sparked expressed that they are better
prepared for this component (76 percent versus 47 percent for all others).

All surveyed organizations cited challenges with the relationship that need to be
addressed. The top concerns included ensuring security (57 percent), developing

joint procedures (56 percent) and communication with data processors (51 percent).

Developing and maintaining transparency and accountability between processors
and controllers is not only right for data subjects, but could reduce costs and risk,
and improve overall trust in the long run.




14

The end of the beginning

Empowering relationships

Earlier, we stated that the majority of respondents held a positive view on the potential of
the GDPR and what it could do for their organization (versus just being a compliance
challenge). Nowhere is this more evident or important than in how relationships with data
subjects could potentially change. In arecent global online survey conducted by The
Harris Poll for IBM, they found that 75 percent (of over 8,500 respondents) agreed that if
they didn’t trust a company to protect their data, they wouldn’t buy from them, no matter
how great their products were.®

The vast majority of those surveyed agree that GDPR will improve their interactions with
data subjects and unlock new business opportunities. Over 90 percent of the Sparked agree
that proof of compliance will be seen as a positive differentiator, they will be able to create
more personalized experiences for data subjects, and that GDPR will enable more trusted
relationships and new business opportunities (see Figure 7). Building mutual trust with
data subjects through transparency and clear communication is expected to unleash
opportunity for organizations that can best take advantage of enhanced reciprocity.



Figure 7
Changes to relationships

Proof of compliance with Our organization will GDPR will enable more trusted
GDPR will be seen by the be able to provide more relationships with our data
public as a positive personalized experiences subjects/customers that will
differentiator for our data subjects/customers  create new business opportunities

96% | 81% 93% | 74% 91% | 72%

Sparked | Static Sparked | Static Sparked | Static



16

The end of the beginning

Sparking a new beginning

We have crossed a threshold and entered a new era for data, security, privacy and digital
customer interactions. While your organization may not have completed all GDPR
compliance activities by the enforcement deadline, it is vital to establish efforts to
address every aspect with a project plan or other type of roadmap. Those who are
prepared may now ask themselves how GDPR can help position them for success by
unlocking new opportunities.

No matter how the future unfolds, organizations in every phase of compliance should do a
few things to set themselves up for both near- and longer-term success.

Collaboration and commitment are essential for effective preparation and enable you to
tackle future challenges:

— Take a holistic approach across privacy, governance, people, processes, data
and security

— Expand beyond the “usual suspects” (for example, security, privacy and legal), and
involve a broader core team into your preparations — make sure to include lines of
business, HR and all groups that touch personal information

— Make everyone accountable for enabling rapid responses to answer inquiries,
defend personal data and conduct data processing activities for any regulatory
request or investigation

— Look for opportunities to leverage the broader team that you have established for
GDPR —including developing new data-led business strategies and products/services.
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Advance and leverage your incident response capabilities, building on what you have
already started for GDPR:

— Clearly define individual responsibilities for incident response and work to create new
responsibilities for key executives, supporting them with pertinent training

— Runincident response simulations and practice sessions with all involved executives
and teams

— With the foundations for GDPR established, make “security and privacy by design”
priority going forward

— Continue to look for ways to advance security and privacy as key business
differentiators and sources of competitive advantage.

Smaller organizations and those challenged by resource constraints should still build a
foundation for transformation:

— No matter the level of support or amount of resources you have, understand your
data and document related processes — focus your efforts on data mapping and
security controls

— Continue to focus on developing awareness and educating key executives, and as
enforcement begins, use news stories to start a conversation and spur action

— Ifyoucan’tinvest in new security and privacy tools, look for innovative ways to
enhance what you currently have

— Look for opportunities to link to broader digital transformation efforts in
your organization.

Demographics and methodology

To better understand how organizations were
preparing for GDPR and potentially using it as a
transformational opportunity, the IBM Institute for
Business Value (IBV) and Oxford Economics
surveyed 1,500 GDPR leaders in 34 countries,
representing 15 industries between February and
April of 2018.

We surveyed Chief Privacy Officers, Chief Data
Officers, General Counsels, Chief Information
Security Officers and Data Protection Officers. To
determine our GDPR leader group, we classified
respondents using specific criteria (how they
answered a select set of questions) and the GDPR
leaders who met the criteria comprised 22 percent
of the total sample.
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Related IBM publications

“IBM Cybersecurity and Privacy Research.”

The Harris Poll. April 13,2018.
http://newsroom.ibm.com/2018-04-16-New-Survey-
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Kelley, Diana, Vijay Dheap, David Jarvis and Carl
Nordman. “Cybersecurity in the cognitive era:
Priming your digitalimmune system.” IBM Institute
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https://www-935.ibm.com/services/us/ghs/
thoughtleadership/cyberimmunity/

Barlow, Caleb, Christopher Crummey and David
Jarvis. “Beyond the boom: Improving decision
making in a security crisis.” IBM Institute for
Business Value. January 2018. https://www-935.
ibm.com/services/us/ghs/thoughtleadership/
beyondboom/

How can you energize your efforts related to GDPR?

If you are already prepared for GDPR, how can you further advance your digital efforts? If
you aren’t prepared, how can you urge action within your organization to prepare for both
the short and long-term simultaneously?

How are you using your security and privacy efforts to protect your organization, data
processors and data subjects from threats? How can you involve your executive teamin
incident response at a deeper level?

What can you do to enact a streamlined approach toward personal data to create new
data-led business opportunities, as well as more personalized products and services?

With GDPR compliance seen as a positive differentiator by the public, how can you
empower your organization to build closer relationships with customers and clients?

Going forward, what will be needed to drive a cultural shift that enables both your GDPR
and digital transformation efforts concurrently? How can you enable your organization to
emphasize security, respect privacy, and responsibly nurture more intimate relationships
with customers and clients?


http://newsroom.ibm.com/2018-04-16-New-Survey-
https://www-935.ibm.com/services/us/gbs/thoughtleadership/cyberimmunity/
https://www-935.ibm.com/services/us/gbs/thoughtleadership/cyberimmunity/
https://www-935.ibm.com/services/us/gbs/thoughtleadership/beyondboom/
https://www-935.ibm.com/services/us/gbs/thoughtleadership/beyondboom/
https://www-935.ibm.com/services/us/gbs/thoughtleadership/beyondboom/
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