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Securing your data with pervasive encryption on IBM Z

The size and frequency of data breaches are growing at an alarming rate. The average data
breach now affects over 25 thousand records and costs almost $4 million*. Nearly eight billion
data records were breached in 2017 alone and 96% of them were not encrypted?. Had that data
been encrypted, and the encryption keys secured, the risk of exposure would have been vastly
diminished.

With the launch of IBM z14™in 2017, IBM announced that its hardware included additional
encryption features (CPACF) embedded in the processor chip, reducing the increase in CPU
utilization to the low single digits; on average, around 2.6%. This number was derived by
measuring the MIPS overhead for 23 different clients when encrypting their z/0S® datasets and
represents the average of all values measured. The ability to encrypt data, both at rest and in
flight, for a very low cost, was great news for customers concerned about data security.

Labeled pervasive encryption, the capability was designed to eliminate many “non-functional”
roles as potential sources of data loss. Non-functional roles are those that are not involved in the
primary function of workloads running on the system. A storage administrator, for example, is
such arole. The storage administrator needs to be able to move a database from one storage
device to another but does not need access to the data content inside the database. If the
database is encrypted and the administrator has no access to the encryption key, they cannot
access the data.

Combining compression with pervasive encryption

A side effect of encrypting the data on z14 is that it renders storage-level compression
ineffective, because once you've encrypted data, it is not readily compressed. A zEnterprise®
Data Compression (zEDC) card could be used to compress the data before encryption, but that is
an added expense.

On IBM z15", with the Integrated Accelerator for zEnterprise Data Compression, the industry
standard compression used by zEDC is now built into the z15 core, very much like encryption is
with CPACF. Now customers can have the best of both worlds with compression and encryption
(in that order) right on the processor cores. Encryption becomes even less expensive, since after
compression, there is much less data to encrypt.

Figure 1 illustrates the MIPS savings experienced when encrypting compressed data versus
uncompressed data. In this example, the red line shows the MIPS consumption of the
computational overhead of encrypting uncompressed data on a IBM z13°, and the blue line
shows the used MIPS for encrypting data that has been compressed using a zEDC card. Data is
shown for 3 phases during a day with different workload profiles. Phase 1 (midnight to 7 am) has
low almost no data to encrypt, phase 2 (8 am to 3 pm) has somewhat higher encryption activity,
whereas phase 3 (4 pm to 11pm) has a high amount of data to encrypt. Since measurements in
phase 3 are not taken every hour, only the spikes are relevant.

12019 Ponemon Cost of a Data Breach Study - https://www.ibm.com/security/data-breach
2 DarkReading 019 Smashed World’s Records for Most Data Breaches, Exposed Information - https://www.darkreading.com/attacks-breaches/2017-smashed-worlds-records-for-most-data-
breaches-exposed-information/d/d-id/1330987
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Figure 1: MIPS consumption comparison of encrypting uncompressed data (red line) versus zEDC compressed data (blue line)

Figure 2 gives an example for the financial cost savings, where the MSU cost for encryption of
data sets on z14 is measured for uncompressed data and zEDC compressed data, respectively.
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Figure 2: MSU cost comparing
encryption for uncompressed and zEDC
compressed z/0OS data sets in Euros
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The cost and benefits of Pervasive Encryption
The two major cost components of encryption are infrastructure (hardware, software) and labor,
namely the effort to implement and administer encryption features.

We have shown how compressing the data before encrypting it can reduce the infrastructure
cost on z14. This should be even more pronounced on z15 with Integrated Accelerator for
zEnterprise Data Compression. Combining Integrated Accelerator for zEDC compression with
BSAM/QSAM file encryption on z15 showed an improvement in elapsed time by up to 72% while
reducing CPU by up to 7% compared to not using compression and encryption®. zEDC
compression on z14 has an average compression ratio of around 6 to 1 or 7 to 14, and early
measurements on z15 show a compression ratio of around 8.5 to 1 on SMF data.

Potentially, there are four labor constituencies that could benefit from pervasive encryption,
namely security administrators, systems administrators and operations, application
programmers, and users. Our analysis focuses on the two middle groups.

Pervasive encryption, which requires no application changes, can result in a 3-5% savings in
administrative and application development labor costs based on an IBM internal study where it
was compared to hand coding a selective encryption solution, which requires a thorough
understanding of every data element and which must be considered sensitive and therefore
encrypted, and then generates significant DevOps effort for code, test and support, with the
resulting in administrative overhead®.

Figure 3 shows the incremental cost vs. the estimated benefit for enabling pervasive encryption
for z/OS data sets for different sizes of installed MIPS. The incremental cost is calculated using a
typical market basket of software products® and a 2.6% increase in MIPS when pervasive
encryption is enabled. The estimated benefit is based on labor savings when selective
encryption is hand coded.

The cost-benefit analysis shows a major return on investment (ROI) of Pervasive Encryption for
all customer sizes, driven by a reduction of the operational cost.

3 Measurements were conducted on both z14 and z15 using 2 CPs and executed using a batch job workload accessing BSAM and QSAM sequential files. This workload consists of 18 I/O intensive utility jobs
copying large amounts of data. Measurements completed in a controlled environment. Results may vary by customer based on individual workload, configuration and software levels.

4 https://www.intellimagic.com/resources/blog/good-zedc-card,

° Pervasive encryption on z/OS can result in approximate savings of 3-5% in administrative and programming labor costs, based on an IT Economics analysis. Pervasive Encryption relieves programmers and
system administrators from having to selectively implement encryption for their data and programs. Cost benefits ranging from 3- 5% are estimated based on a labor model of headcount derived from IT
Economics assessments for client environments. Results may vary by customer.

© Market basket products include z/0S, Db2, CICS, COBOL, Db2 QMF and WAS MQ.
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Figure 3: Estimated benefits vs. incremental cost for using pervasive encryption for different sizes of installed MIPS

Designed to protect your data at virtually no cost

When combined on z15, on-chip compression reduces the volume of data to be encrypted and
on-chip encryption reduces the overhead of encrypting what’s left, effectively reducing the cost
of encrypting your data to practically nothing, while overcoming the barrier of ineffective
storage-level compression of already encrypted data. Combine that with the labor savings
associated with pervasive encryption, and you really have the best of both worlds.

If your organization is interested in knowing more about the Integrated Accelerator for
zEnterprise Data Compression or Pervasive Encryption, contact IT.Economics@us.ibm.com.
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