X-Force

2021 IBM Security
X-Force

NEBELANM R =

IBM Security X-Force BiMER

BHERIRS (2021 £FE2FE)




Hx

[ M1y
FERRAR

-5

RSB A I 5 B N 4 2 TR

-5

JEERYERZ LUKz X-Force AR A EE

—_— ==

=8

RPN R S E IR 51 1A R

Bms
W B BRI E?

BRE
2y

IBM Security

03
04

05

07

08

09

13

)



EibA)

MEBRMBFZHEETIR EZ N, XBEERNRSKREEMBLEETHEANIRIEZES
EARETHITOIFMR, 2021 &F, SABWHNAN L2 HHE—FIENT 10%,
NRIPEFHBEAT RYSEMR IS H S, tiIESFERER SIS 600 ZETER. *

A HENENRLERMNSZTHERK—HOERTFRWINEKRE, MAZBEMNEER
2. LM ELREEW AR, FHIIHME, FZABEMETIFERN, X2
BINRENLER, BEHARRERRKNENGE, AARIMEANEIRES . MBSk,
AN ARGHEEME, Ponemon Institute £ 2020 £ —IIAERET, ATMH
WERMSEHRIME (TICSHREWME) , FEWTIFERLE 644,852 EjT, 2 XH
R EFET WA RN E TN, WA REREEHITIR. 8%, BRI
RERFEERAIAR 2o

EAHRE R, IBM Security X-Force EBERZBA B E X :
— BINEHABAR: RRABRNRIXRE=AHENE/EAEH, 3

ERASAR: FRILESEHERIIR TS = HNE/ AR,

1. https://www.infosecurity-magazine.com/news/global-cybersecurity-spending-to/

2. https://securityintelligence.com/posts/gaining-insight-into-the-ponemon-institutes-2020-cost-of-insider-threats-report/

3. BRBRARHNABARBIERIINSBEMHLRE, MM TEWRBHIBERRANNEY. TEEHATAENRBAR, XERFEE
WML E /e TIEEN.

IBM Security


https://www.infosecurity-magazine.com/news/global-cybersecurity-spending-to/
https://securityintelligence.com/posts/gaining-insight-into-the-ponemon-institutes-2020-cost-of-insider-threats-report/
https://www.ibm.com/security/xforce

5FIJ%M§EBTE’J$1¢UF]F‘W*qﬂﬂ&%ﬂﬁﬂ%ﬁ%ﬁ*ﬂ%, X-Force ¥f 2018 = 2020 &

BRI T EARE WA R RAS RN B (BERIMEBREYN #HI1TTO.
ﬁ%%yff&ﬁ%ﬂ%E’Jmﬁ.‘rﬁrﬁﬁfblﬂzﬁﬂﬂﬁ, ERTFEZHRIRE, MARSTRHESXE
B, MEPHIEEEHNERRIKIEITRE D

— REWABRE B UNEIR AT,
— HANRERS R G A ERNIER.
— EREREEDEIRIESS IR,

FEIHAER

40% BEHE BT AR mN TRERBNERK

N

& 40% NEH=EREMUN AR R =REFINE
v 1H|E_|$RIZEE’JJ'_‘\IO

E\_&' £ 100% BYEMF, HEXAEPA SHfSLE R REH

BEESUAENR, SRR R I0E
FHEBEHNLRE,

IBM Security



)
g
Z

N ERE I T 22 W {7
AR TLAY

NEEEE e IR~ RE—EWLRNRNESZRAF, AGEREIMFIA
Tz P RMREX SR GENR LS. XMERATERENERFER

T, thrlgesk BB =S A SRS HNE, t1AE AR ABRL SRR MRS AR
BIR R

RHBESIER

KB o
ATIIRS
20% ATENTER
40%
k@ X-Force
RS

31%

£13 X-Force B 2018 LSRN RS BIAEBEUEN T A DR &I, ILRHEHE 40%
BETNER N T REMNERCNEN, ATRS (WNRTHRERIEHEE
SERNER) BIMIRBES 20%, 5E 9% WEHERRALMAAPUIIER, REH
WE T £

IBM Security 5



Ponemon Institute 7£“WEBEANTE2020 FHLESHIH: 2IKIRS"

(IRE 4B 75:0Observel T # IBM)—X 15, AF1TA2HT(UBA). $5R Kk i4IR]
BIE(PAM). R EENEHEECIEMEZETAUNRENEREZ. BFE
MEIRE R, TR SEBRREX R S E A FITHET 300 HETT, *

429 300 UBA. PAM. SIEM & T B R EMMERLZ. AR5
e /3 HIREME, RO SERRSRG S EA L TIBET

7%7755/\]52/——\ 300 F7T. 4

4. https://securityintelligence.com/posts/gaining-insight-into-the-ponemon-institutes-2020-cost-of-insider-threats-report/

IBM Security 6


https://securityintelligence.com/posts/gaining-insight-into-the-ponemon-institutes-2020-cost-of-insider-threats-report/
https://www.ibm.com/security/security-intelligence
https://exchange.xforce.ibmcloud.com/
https://www.ibm.com/security/security-intelligence/qradar
https://exchange.xforce.ibmcloud.com/

UFHBRYTR = LAKZ X-Force JARA
YR AEZ=

NFEMAHN “RME X-Force IRE" 8¢ “RZIEHE" BIRERRLAFH 4, X-Force

S EAKRFIEBNERRAITHE, XBERENITFSEUHERR

BREETANRZAIMUEE, ATHNRENNREER, THRIESER

NRIEEXER, XEFRENSZEBETLIFEE. 2019 4, IBM 58]

T—I SANS FFTIR &5, HIREEEMRE WA E ISR M. ZH
KA

— 48% MR ALIN A, BEEMEMRZAMHKEERREAERESTEMNEER
BZ4k,

— 35% BBAIAA, WFATAIBMARBALERIIER, thiTRZEXE
Lonll[= =

— 47% BRAVAEIA, iR Z e T AR E NS AE B2 A R84,

5. https://www.ibm.com/account/reg/us-en/signup?formid=urx-39989

IBM Security

)



https://www.ibm.com/account/reg/us-en/signup?formid=urx-39989
https://www.ibm.com/account/reg/us-en/signup?formid=urx-39989

5
i
o

)

%Wé&iﬁ PINFRSE
Al IS

EDHRE R E4ES, X-Force X197 RAHREIZLEERAF,

AP E R RRESREIERRAREIA. L ERIEFTRER AR
BERBEIANFRERS. XEAFEAERAEHRERELESRS OHBEERE
A RIES) BIAENR,

HEEERBRNRNAR, UTEERINE, RIENMERN IT RFEHES
FAVHERAIA. Eie £ XMiFRINEARNIZES, M X-Force KM, &
%ﬁHFEE IT I$iﬁq:__r 1$1I/_~E%&11,-‘_J\Et$yﬂljjklu\o

REESEZNPNRIARAZAETHRER T%iﬂ’éﬂlmlﬁlﬂd‘WEE’JWﬁBAJ\o
I EPEERE R IT R RRIR, FEMERSRE ISR sEx ki
B E XA T, A SR/ E,

& =4

BRI ) AR PR Y a1 SE 51 AEEIE RN RA R L)

— ANHEBRRIL — REBVEER

— BREEAR — ITEER

— MBI — FEARLH

— EBR — B=HITHNE

— FPARERML — BEMERIT RAAB S /IR BNEMNAL

— ﬁ&lﬁlﬂmlkﬂ’ﬂﬂh AR, “TRAR T ALY
Ak 537 B P R R E At (i

IBM Security 8



FME (§
< AR W ulisy wall | Vo 74
NEEREREE?
B REEASA B S TS EAUR?
ERBETM,
REZBA RS

ARNANKIE R
SHIEIR?

43%

40%

X-Force ##E 217 RPA, ERBARSIRKHEHLETR, B 40% FSREINABHEE
FEERNEIAENRNR T, EXTMARE, X-Force FiBBIHEKRINRHY
ARIZ AT EIT. AADRR MSHLRLEITFHNARIEEAR.

EFRIN 17% BEAT, HNFBFREREA R RSB R NR SRR RNR,
XERERBINEII RN RA ARSI ZABNEAHHRERLIR LARERES RIS,

MBI ABRIAG, JWRBE™ (NMNBHE Z2IRE. BFEFRL.

RIFELPABDER(PID. AR S #4iE) ZE L5 THRNRE A
AR EESHIXE,

IBM Security 9



ML R R R R INEHREA G, BB NE LR RIENEFRBAR
SENEHRAZABIWHEREARRK, T—FBS5E#E T, TR IHRR
RESHEERMBALR, H3ANEHIEMEANRK, B RILERAPRKEAEE
ARALEEBIELE, FI0, 2018 F, —RZAHMMBPNYE TIERRAFIIT
FEEMTRLARAE, HEBHZIAZER RN ZESRIEENTFERMIL. &E4L
ANBEINBEZEPNEEHITRERBIRETBEHEENRTS, 1IN, ZE24E
AEHEGN, G ZHIREREY 200 2 EFIEREE -SRI, BFEKL
5o G XERREEHERENFNHMRET 3,000 HETHETTEM
FEHERK, ¢

ERSESIHRNRREXHN R ES, —MREFZSETHEFNRN, H#BHERAF
RFENEVERFIZENRRIGRNR. ERLLEIRRIREER(PAM) IR T 5

BIRZTURSENE, Z R R A RAZUEZTEERIANEM L. " 2R AETILRERA
KPS PABRGRARE DB, MTFRERERA RBIMA IR A =R AT e
. AnFEMEX—EIEMEE, RATEFEIMIEIEEEXR, ANMIEAN
BIEREFE IR R BUEA BEIEE B

£ “MEBEENTE 2020 FHIERAN: 2HIRE” —XFETR, RE 39% NI FEH
NERAT EMA S BORR SRR, ° 15, ZIREERER, A PAM F57AR]
TIE 310 HETHMA, LE T XERFRIE R IE,

O 39% MW EERNSIR AT EHAZ Y
3 9 /O PAM ESIZER, © R EIERBLT
310 HETTRI S,

. https://indaily.com.au/news/2018/10/23/harris-director-resigns-from-top-real-estate-post/
. https://www.ibm.com/security/identity-access-management/privileged-access-management

. https://www.ibm.com/security/zero-trust

o 0 N o

. https://www.ibm.com/security/digital-assets/services/cost-of-insider-threats/

IBM Security


https://us-cert.cisa.gov/bsi/articles/knowledge/principles/least-privilege
https://www.ibm.com/security/identity-access-management/privileged-access-management
https://www.ibm.com/security/zero-trust
https://www.ibm.com/products/cloud-pak-for-security
https://www.ibm.com/security/digital-assets/services/cost-of-insider-threats/

m AEEGIARNRE— TS BRI

EWRZRANERMNS, BIVABASEREEEARFEAIZHESEN, &
BIRE. RS BRF A LERES, 2020 & 2 B, #ifR 2N Volodymyr
Kvashuk #FI7E, HH B NEILRRRBEIZABMNESA 1,000 ZHETHF
RFMFERMIL, ° TR ZEY, Kvashuk ASREE—IMEETE, BHITHERHEF
AEEEZTE LNEERIFRNRIETTH, * Kvashuk WEKMERFIER, AR
ER R BN R FRVE RN IL K P ACR A M 18ER, SRS EHEMFAL
mTF, XELAFHMEMRER = RETERMN ERELERE MG, % T2
IBfESRF X LW mMET—ENE 160 HETHEEN—HNE 16 HETHNE
HrhDS%E, 2

B SIH R R R AR 2R

NBARREHEE
2 RN PR?

Hsesl ——
FIEEHA
BIR
40%

1£ X-Force M 2018 E| 2020 FEHA[E)[EINAY 40% BYEH, AEFA RHESeD rIaER
EMNZEERIANNR, EEFPHRBERFPEARMUMNERT, X-Force 2
RIBEMHIFBEHE TARIBASRIHIONRAIEE,

10. https://www.justice.gov/usao-wdwa/pr/former-microsoft-software-engineer-sentenced-nine-years-prison-stealing-more-10-million
11. https://apnews.com/article/seattle-retail-sales-james-robart-13f5a86053533b40034246ef37ecad8d

12. https://www.redmond-reporter.com/news/former-microsoft-employee-convicted-of-18-federal-felonies/

IBM Security

R ZIEHE
60%

11



XEEMESRBIESR. BUREIRRHEERAMER, U RERZZNEIRG

F. BAREMIEE, —ERWVHRSS[BERTETH1Z(petabyte) F TTHIEE.
EREESBNEAEYR, HERNEEEERGRNRNAIBARBAZIEE
MmERKNEROENEMN.

BESXIN—RE, TREA RHKH I ERE EE RN REES
B, 100% BWEHEERZ XML HRNRNM, (RTE)

SR AIBINLEH

IR EXTA BT4E
EREHHCE T B 20%
WER?

ZEE \

80%

MANRERE: NMRAEA KB EERRIFENR, B4, BHS RN
ARERIMEE, HEFSER TREMA IR E. X-Force BXZiERSEE
BB X BIHUEENESHBIBRAI A SN, MRASBARKEXLE
REMNEERHRNR, EHMAERE,

IBM Security

12



#
H
i

)

FEI

X-Force IN9, REBEHRBMERELE=HBIEPHRIRMG T, FIEEAESILEM
FRRVEA R B EASRIET, RO BEAEREHEERRMA L, 2

X-Force FUBRRGERMEIERE, B FXLESHRER IERNE M, BEN
NBEMREMANEER2ITY, WREFEENAMES. BEMS, IBM
Security $XTRIEREMR T AT ERIX:

| SURBEEERE AT AR 4TSS T R 2R RS

X AVAIRARFIRIZSENE S B EERIMOE, FARWINAR AT ISR Ao
A, X-Force MEARARKRRA, LI RMNIFST R (BELZ2EENEHER
(SIEM)fBRTZ) TERNAEREENE S A EH &2 T ERFR.

| TREsSFRFBHASEERN,

EMNMERRBEREENTEED, REFERTRIRIINSRILRRNE
B FIEEEH. WEAEMEURNT BEB TR RO NMN N FE1T
No —ER2RAFITADIT(UBA)BRRT R LR HXTINGE, i& 7] LAY 8]
BUHERS ME N IMEZ o

| EHREEEIRGHRNR.

X-Force £¥, HFEINERERHNANBEAFAIRERHTAFSNEAFIE ST
B, NESEERIHRNREETENIFARMIZES, CHRATXE
ESHRSZHZNFANR ZEEEARBRER, BIXMHERRERTHBRRS
RINBERVIREY B S35 R, HMEFHERIZR,

13. https://www.darkreading.com/edge/theedge/fbi-encounters-reporting-an-insider-security-incident-to-the-feds-/b/d-id/1340016

IBM Security 13


https://www.ibm.com/security/security-intelligence/qradar
https://www.ibm.com/security/security-intelligence/qradar
https://www.ibm.com/products/qradar-user-behavior-analytics
https://www.ibm.com/security/identity-access-management

| BEER2EM IT EERFANS T

X-Force BYZL0 KA, LIEEHI GRS AL 2HANE IR S B #ITIRIIMERE
BRENEE, BITHERe R, XMANTELEERANRESENT
EEMENES, UMUK EN MV REN LI, R AL RHFTIREE, MM
B AAE PR (B AR BY XU

| A pRsy sl (i 2 32 RS T AN E.

BT S5 HRRTE X-Force MM Z T ZREBEHREM TN, E LI
B, BARTAE EXN EAEHAE RS HIESURIH R R E E R IHRIRREY
RELEIXRTTNE, Kt —ERESSEEENWENS LR EEPAM) A
RARERE, BREEINENRER R RRE SRR KTE, MRS EAFRIR

e P2 22 B Ko

| EHREGHWESR, FRBRMEIEEN,

MFUEEMS, ERBYIRTBEN, RAKRSHEMAMNSRHYHNEINEEF

W E, EHRANYEERNBIER, FRINLEENAEMBIREFEN. 2
— NEIABEBHIE “SHMa R MBEN I H RN S (FFF, UEERMEIT
MR T AN T,

| #8ENRT,

STEENENE L SRR S N EEE I R it & T2,
X-Force MRS M S NBEHHEHEMR TR, MASBIHAFR,
U N EEERLEER LS TIREES PN RN B E IR EER,

SN, SHAB AR R TR 63 E R AR ST,

BN F A 13 E B HH B B — L St RS SR AR A S BR A IR

IBM Security

14


https://www.ibm.com/security/identity-access-management/privileged-access-management
https://www.ibm.com/security/services/incident-response-services

| ZHREEERIFHEMMERNGNRSEES.

EREERECIE. ERNERRMBHRS BB,
FR—MEERE. B RBESIRNE RS S, LR
AR A EIMEIRNFE,

| FERNMARIRS SR ES KRR,

HERNAMEL(MDR) B R 2 ARSI TR A2 AR E R
NAREMMEEXEE, RAM AV KAFRET
THANER. BENFRRIREE, BT SRR
BRI == RIBIK

THE IBM Security SNAIEMEFPRIFEE S 2
MEBEWIME, FEHRZZINBFINZBEL

T BB % IBM Security WEZE R

IBM Security

15


https://www.ibm.com/security/services/threat-intelligence
https://www.ibm.com/security/services/managed-detection-response
https://www.ibm.com/security

(X 1BM Security

~

© Copyright IBM Corporation 2021

ErrELE (RE) BRAE
IERMEPIX EMAREE 20 S 3 St
ERPLEE 12 R

HE4R: 100020

ZEEM
2021 %5 H

IBM. IBM 4%, ibm.com LA &z X-Force 2 International Business
Machines Corp. TE R EM B A EX B EMEIT. EM=miRSEA
MRATRER [BM B EAMABMIREMT. T Web ifisx_EAY"Copyright and
trademark information"#2FEE7T IBM EirlRHTIE:
ibm.com/legal/copytrade.htmlo

X ABRD AT APENRNRE, IBM FTERI W E#ITES.

IBM AR —EEF R SHAEE XX R HRE

FmERS. AXHERNER “RIR” =M, FREEAMEN (T
LRARHNERRTH) RIE, BEFHEXTEHEL. ERTEMS

EARNAERRIEUKRIEERBERRIESF . 1BM~RiREHR
AR IERI N F AR 4 IRGRIE.



http://ibm.com/legal/copytrade.html

