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Executive summary

Healthcare organizations can benefit from breaking down the 
barriers that currently divide the global healthcare ecosystem. When 
applications, devices, and systems are able to interact and exchange 
information in real time, organizations can operate more efficiently—
and patients can receive personalized care wherever they go. 

In addition, when organizations use open standards, they can share applications 
and data with reduced friction, transaction costs, and risks. This enables innovative 
solutions that rely on collaboration—and have the potential to revolutionize the 
healthcare sector. 

Zero trust security is a pathway to this kind of openness. As healthcare organizations 
become more connected, they need to adopt a holistic cybersecurity model that 
goes beyond perimeter-based controls, assumes breaches have occurred, and 
always verifies. The robustness of zero trust can ultimately be the most efficient 
way to facilitate trustworthy data exchange.  
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Personalized patient 
care is possible
We’re entering an era of ‘precision medicine.’1 By tapping into the droves of health 
data individuals generate over a lifetime, healthcare providers are now capable of 
delivering more customized care across the patient journey. 

Smart diagnostic solutions spot patterns that help doctors diagnose illnesses 
faster and more accurately. Wearable devices let providers remotely monitor 
patients and deliver better preventative care. And predictive analytics can assess 
an individual’s risk for developing genetic diseases, such as cancer.

As data becomes more accessible across systems, organizations can position 
themselves to offer more of the personalized healthcare experiences that patients 
increasingly demand.2 For example, globally connected health data could empower 
patients to travel across borders to receive better quality or more affordable care 
as they see fit.

Connected data promises to improve medical research, as well. If anonymous 
patient data is shared more openly, scientists can use aggregated information to 
develop new medications, vaccines, and procedures at a much faster pace. And 
when new public health threats emerge, hospitals could more easily share data  
to determine which treatments and protocols would be most effective at scale. 

However, most patient data is currently siloed in separate systems, making it 
difficult for organizations to share information—or even use it internally. That 
means providers and researchers can only see a small piece of the picture.  
To open the aperture, healthcare organizations need to create an ecosystem  
where applications, devices, and systems can interact and exchange information 
on demand. 

But that’s a complicated proposition. Making data sharable and secure requires  
a new way of thinking about healthcare systems. Rather than each healthcare 
organization building walls around its own closed system, the industry needs a 
shared set of rules that govern how patient data can be accessed, exchanged,  
and stored.

Making data sharable and secure 
requires a new way of thinking about 
healthcare systems.
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Many governments are already enabling this type of 
interoperability. For example, by 2025, the European 
Health Data Space aims to allow citizens across 
Europe to access their prescriptions and health 
records online.3 Yet, global interoperability is still a 
long way off. Many healthcare systems rely on 
outdated legacy technology, and some still keep 
records on paper. In BCG’s Digital Acceleration Index, 
healthcare scored low on the global digital maturity 
index—eighth place out of nine industries.4

At this point, regulatory mandates are driving much  
of the progress toward interoperability. For example, 
the No Surprises Act in the US restricts healthcare 
providers from charging patients more than what 
their insurance covers for most emergency and some 
non-emergency services, which used to happen when 
patients used out-of-network providers.5 This 
regulation can increase price transparency for 

patients—but compliance also requires providers and 
health plans to share large quantities of data quickly 
using common standards.

Healthcare providers that look beyond immediate 
regulatory mandates can also gain competitive and care 
advantages through interoperability. For example, while 
the European Commission was spurred to create its 
digital health exchange by the General Data Protection 
Regulation (GDPR), the European Commission estimates 
that, within 10 years, the health exchange could lead to 
savings of more than €10 billion.6

Overall, the opportunity on the horizon is enormous.  
The global electronic health records market, which was 
worth $29.4 billion in 2021, is estimated to grow to 
$42.2 billion by 2028 (See Figure 1).7 But delivering on 
this demand requires creating a connected global 
ecosystem—and supporting interoperability through 
standards, trust, and openness.

44% increase 

$29.4 
billion

$42.2 
billion

2021

2028

FIGURE 1

Digital demand is on the rise

The global electronic health 
records market is expected to 
grow by 44% between 2021 
and 2028

Source: “Global Demand of Electronic Health Records (EHR) Market Size & Share to Grow at a CAGR of 6.2%, 
Expected to Hit USD 42,203.5 Million Mark by 2028.” Zion Market Research. May 16, 2022.



6

Standardization builds bridges 

The recent pandemic highlighted how crucial 
collaboration can be—and healthcare leaders want to 
be prepared for whatever comes next. The IBM 
Institute for Business Value (IBV) 2022 CEO Study 
found that 3 in 4 healthcare provider CEOs cited public 
health incidents as the number one challenge they 
expect to face in the next 2 to 3 years (see Figure 2).8

However, when each healthcare organization uses its 
own standards and systems, sharing digital data is 
inefficient—and far less secure. The Philips Future 
Health Index 2021 found that difficulties with data 
management (44%) and lack of interoperability and 
data standards (37%) present the biggest barriers to 
adoption of digital health technology in hospitals and 
healthcare facilities.9

That’s why open data and transmission standards are  
at the heart of healthcare interoperability. They help 
ensure everyone uses the same language and takes the 
same approach to sharing, storing, and interpreting 
data. But it’s difficult to get organizations across 
functions, industries, and countries on the same page.

While a global standard for healthcare interoperability 
doesn’t yet exist, many players are working toward one. 
Government-to-government collaborations, such as 
The Global Digital Health Partnership, have helped 
develop a common understanding of challenges, 
strategy, and standards.10

FIGURE 2 

Crisis-ready leaders 

Healthcare provider CEOs  
are focused on future risks

Source: “The 2022 CEO Study. Own your impact: Practical pathways to transformational sustainability.” 
IBM Institute for Business Value. May 2022. Unpublished data.

73.6% 

cited public health incidents as 
the top challenge they expect to 
face in the next 2 to 3 years.
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Countries have started to adopt shared standards in 
several key areas, including:

	– Data format standards, such as Health Level  
Seven (HL7), which includes Fast Healthcare 
Interoperability Resources (FHIR) and others; 
Digital Imaging and Communications in Medicine 
(DICOM), and  Integrating the Healthcare Enterprise 
(IHE) guidelines

	– Data content standards, such as the United States 
Core Data for Interoperability (USCDI), Systemized 
Nomenclature of Medicine (SNOMED), International 
Classification of Diseases (ICD), National Drug 
Codes (NDCs), and Healthcare Common Procedures 
Coding System (HCPCS) codes

	– Data transmission methods, such as streaming 
interfaces and representational state transfer 
application programming interfaces (REST APIs)

Still, each health system has its own rules regarding what 
data should be captured and how it should be shared. To 
address individual needs, some countries have created 
local variations of these standards, such as the Da Vinci 
and CARIN Blue Button FHIR profile variations in the US. 

By creating a common language and a common approach 
to sharing healthcare data, standards open the door to 
partnerships that weren’t possible before. And broader 
collaboration can spark game-changing innovations that 
could reshape the healthcare landscape. 
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Enterprise open source 
solutions helped address 
COVID-related challenges.

Open source is as secure as or 
more secure than proprietary 
software.

We expect to increase our use of 
enterprise open source software 
for emerging technologies.

88% 87%

FIGURE 3 

Open source is vital

Healthcare IT leaders say it 
boosts responsiveness, security, 
and innovation 

Source: “The State of Enterprise Open Source: Key findings from the healthcare industry.” Red Hat. 2022.

74%

Openness enables innovation

Global healthcare ecosystems are enabled by an  
open hybrid cloud architecture. This openness lets 
organizations share applications and data with 
reduced friction, transaction costs, and risks— 
whether they’re based on the mainframe or in a  
public or private cloud. 

Traditionally, healthcare providers have purchased 
systems that perform individual functions and are built 
by individual vendors. Now many struggle with data 
silos that can’t be accessed by partners, regulatory 
agencies, or even other internal departments. Breaking 
down those silos promises to unleash new solutions 
that make precision medicine possible.

In Estonia, for example, a clinical decision support 
system helps providers make better decisions using 
private health data. It analyzes a patient’s past 
diagnoses, medications, recent test results, blood 
pressure readings, and lifestyle indicators to suggest 
targeted tests or treatments. The system also helps 
providers prioritize patients based on the urgency of 
their condition.11 

This tool is the first of its kind to be rolled out on a 
national scale, but it’s just the tip of the iceberg. 
According to Red Hat, 74% of healthcare IT leaders 
expect the use of enterprise open source for emerging 
tech to increase in the next 2 years. And nearly 9 in 10 
say enterprise open source is as secure as or more 
secure than proprietary software (see Figure 3).12
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This shift to open architecture and open source 
software is enabling greater collaboration, allowing 
innovators to develop healthcare applications faster 
and more cost-effectively. Providers around the world 
are forming partnerships to launch platforms to share 
health data and applications. 

For instance, 14 health systems recently came 
together to launch a new startup that aims to improve 
research and drug development by pooling and 
analyzing aggregate patient data. The new data 
platform will use AI and machine learning to help 
healthcare providers deliver more targeted, 
personalized care.13

Combining platforms and systems in a secure, 
seamless, and standardized way can help healthcare 
organizations make a bigger impact at scale. It can 
break down the walls between different segments of  
the sector, allowing organizations to address challenges 
more holistically. 

As part of an open ecosystem, healthcare leaders can 
build partnerships that weren’t possible in the past—and 
find innovative solutions to the world’s toughest health 
problems. But to enable the type of collaboration open 
innovation requires, all partners need to be confident 
that the ecosystem is secure. 
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Security starts with zero trust

In May 2022, a data breach at Choice Health, an 
independent insurance broker in the US, exposed 
more than 1.2 million private health records. A 
database’s security settings were misconfigured, 
which allowed a hacker to download private data—
including names, birth dates, and credit card 
numbers—and offer it for sale.14 

These types of breaches put patients at risk for 
identity theft and other types of fraud, and they can be 
financially devastating for healthcare organizations. 
While most data breaches are costly, healthcare  
has had the highest industry cost per breach for 12 
consecutive years, according to IBM Security’s annual 
Cost of a Data Breach Report. In 2022, that cost rose 
to an average of $10.10 million per incident, up from 
$9.23 million in 2021—and almost double the average 
of any other industry (see Figure 4).15 

And as healthcare organizations break down traditional 
boundaries between systems and organizations, attack 
surfaces are expected to expand. Protecting patient 
data in a connected global ecosystem requires a 
security model that is holistic, multilayered, and event 
driven. It requires a zero trust approach.16 

Zero trust is a dynamic framework for cybersecurity  
that assumes a breach has already occurred. It protects 
private data by going beyond perimeter-based controls, 
verifying users through a combination of access controls, 
identity management, and contextual data.

In 2022, the average cost of a healthcare data breach rose to 
$10.10 million per incident, up from $9.23 million in 2021—
and almost double the average of any other industry.
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Healthcare Pharmaceuticals Global average Research Public sector

$5.01 
million

$4.35 
million

$3.88 
million

$2.07 
million

FIGURE 4 

Skyrocketing risk 

Healthcare has the highest 
industry cost per data breach

Source: “Cost of a Data Breach Report 2022.” IBM Security and the Ponemon Institute. July 2022.  

$10.10
million per   
data breach



12

When organizations assume they’re always under 
attack, they put in robust monitoring and incident 
response practices that allow them to contain 
breaches faster. In fact, recent IBV research found 
that 55% of zero trust leaders were able to prevent 
malware propagation in the event of the breach, 
compared with 35% of all other security professionals 
surveyed. More than half (54%) also said that zero 
trust has helped them improve network visibility, 
breach detection, and vulnerability management  
(see Figure 5).17 

By creating microperimeters around specific assets and 
services, healthcare organizations can control access  
to networks and applications, as well as specific data 
elements. This enhances resilience by helping prevent 
unauthorized access to data. In fact, IBV research  
found that 59% of zero trust leaders had successfully 
prevented the exfiltration of sensitive data, compared 
with just 34% of all other security professionals.18

With zero trust, healthcare organizations can adjust 
permissions based on circumstance or context, which 
helps organizations to be more flexible, responsive,  
and open. And openness facilitates new forms of 
collaboration and exchanges that, in turn, could 
revolutionize the healthcare industry. 

Prevented 
malware 
propagation

Increased data awareness 
and insight into data and 
how it moves on the 
network

Improved network 
visibility, breach detection, 
and vulnerability 
management

32%

27%

35%

56%

54%

55%

FIGURE 5

Contain and control

Zero trust security helps organizations 
detect and address data breaches quickly

Q. To what extent has your organization realized each of the above benefits from its approach to security?  
Percentages reflect respondents selecting a significant or very great extent.

▲ 24 %

▲ 27 %

▲ 20 %

All other security leaders

Zero trust security leaders

Source:, “Getting started with zero trust security: A guide for building cyber resilience.” IBM Institute for 
Business Value. July 2021.
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Action guide

01
Align with key standards  
and adhere as they evolve.

	– Be aware of the emerging standards in 
interoperability, such as FHIR, Trusted Exchange 
Framework and Common Agreement (TEFCA), 
and International Patient Summary. 

	– Agree on key clinical pathways and protocols 
across organizations.

	– Establish consistent methods of identifying 
individuals and unifying data.

	– Define metrics for measuring outcomes and 
continuously track progress.

Connecting the  
global healthcare  
ecosystem

A more integrated global healthcare system could 
help the world tackle the next public health crisis.  
It could improve patient safety by helping ensure  
the accuracy of health data and combatting health 
inequities for underserved populations. 

But the path forward will be different for every 
organization. Targeting a desired solution, such as 
smart diagnostics, and then working backward can 
help organizations prioritize the standards, security 
practices, and architectures they need. 

Here are three key actions organizations can take 
now, regardless of where they choose to start their 
journey toward interoperability.
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02
Leverage an architecture that is both 
open and consistent to spur innovation.  

	– Leverage cross-industry and healthcare open 
standards to enable innovation and collaboration, 
and prevent lock-in.

	– Prioritize the use of open source software built  
by a community of developers and organizations 
over proprietary options.

	– Follow a data fabric model for integrating 
information across systems and breaking  
down silos.

	– Enable an open ecosystem of partners and vendors 
to foster innovation and allow for collaboration and 
competition. 

	– Integrate operational controls and auditability  
for consistent management.

	– Implement end-to-end security controls, 
protection of data, and compliance with applicable 
standards, including the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA), 
Health Information Trust Alliance (HITRUST),  
and GDPR.

03
Approach interoperability in the context 
of a holistic zero trust security strategy.

	– Recognize each party’s role and understand  
the rewards you can achieve through deep 
collaboration.

	– Audit your identity and access management 
platform to verify that it provides features to 
secure APIs and support workflows for the 
lifecycle of onboarding and offboarding 
interoperability partners.

	– Expand your network monitoring and intrusion 
detection systems to cover all components of your 
interoperability platform. Automate security 
operations using tools such as security incident 
and event management (SIEM) to improve the 
timeliness and consistency of responses. 
Establish pervasive encryption on the network 
and at rest, and ensure that updates and patches 
are installed quickly.

	– Include interoperability in security risk 
management, security controls, and data loss 
protection policies. Work with interoperability 
partners to elevate security controls outside the 
walls of your business to the health data exchange 
ecosystem. 

Action guide
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a changing world
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