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X-Force Exchange Commercial API includes new
Enterprise pricing options
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Overview

The IBM(R) X-Force(R) Exchange Commercial Application Programming Interface (API)
allows users to automate the consumption of threat intelligence from IBM X-Force
Exchange, the cloud-based threat intelligence sharing platform from IBM. The API
provides contextual information for a wide range of threat intelligence, including
synthesized collections of information focused on specific actors, threats, attacks,
and vulnerabilities. The API supports JSON documents through a RESTful API, and
STIX documents via the TAXII protocol.

The X-Force Exchange Commercial API Enterprise license offers access to published
threat intelligence feeds of X-Force Exchange. It is intended for clients needing
all current and actionable indicators, and may be used with firewalls, intrusion
prevention devices, web proxies, security monitors, and general purpose servers.
It provides full access to the X-Force Exchange platform for further research into
specific indicators, threat hunting, or other indicator-based security analysis. It is
suitable for integration in security operations centers (SOCs) and managed security
service provider (MSSP) use cases.

Key prerequisites

Use of the X-Force Exchange Commercial API GUI requires an internet connection
and a workstation with a browser.

Use of the X-Force Exchange Commercial API requires a compatible third-party client
application.

For specific browser requirements, refer to the Technical information section.

Planned availability date

February 13, 2018

Accessibility by people with disabilities

A US Section 508 Accessibility Compliance Report containing details on accessibility
compliance can be found on the Product accessibility information website.

https://able.ibm.com/request/
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Reference information

For information about X-Force Exchange Commercial API, see Software
Announcement LP16-0290, dated June 14, 2016.

Program number

Program number VRM Program name

5737-A31 Cloud Service IBM X-Force Exchange
Commercial API

Publications

No publications are shipped with this program.

For X-Force Exchange Commercial API documentation, see the  IBM X-Force
Exchange API Documentation website.

For the X-Force Exchange Commercial API datasheet, see the Sales Support
Information (SSI) website.

Technical information

Specified operating environment

Software requirements

X-Force Exchange Commercial API requires a compatible, third-party application.

The X-Force Exchange Commercial API GUI requires these minimum levels of one of
the following browsers:

• MicrosoftTM Internet Explorer, latest version for your operating system
• Mozilla Firefox, latest version for your operating system

• Google Chrome, latest version for your operating system

• Apple Safari, latest version for macOS

The program's specifications and specified operating environment information may
be found in documentation accompanying the program, if available, such as a
readme file, or other information published by IBM, such as an announcement letter.
Documentation and other program content may be supplied only in the English
language.

Such information is provided subject to the following terms. IT system security
involves protecting systems and information through prevention, detection, and
response to improper access from within and outside your enterprise. Improper
access can result in information being altered, destroyed, misappropriated, or
misused, or can result in damage to or misuse of your systems, including for use
in attacks on others. No IT system or product should be considered completely
secure and no single product, service, or security measure can be completely
effective in preventing improper use or access. IBM systems, products, and services
are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other
systems, products, or services to be most effective.

Important:  IBM does not warrant that any systems, products, or services are
immune from, or will make your enterprise immune from, the malicious or illegal
conduct of any party.

http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=899&letternum=ENUSLP16-0290
https://api.xforce.ibmcloud.com/doc/
https://api.xforce.ibmcloud.com/doc/
http://www.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGD03094USEN
http://www.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGD03094USEN
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Planning information

Packaging

This offering is accessed through the internet. There is no physical media or
electronic deliverable.

Ordering information

This product is available only through Passport Advantage. It is not available as
shrinkwrap.

This product may only be sold directly by IBM or by authorized IBM Business
Partners for Channel Value Rewards.

More information can be found on the  IBM Channel Value Rewards website.

To locate IBM Business Partners for Channel Value Rewards in your geography for a
specific Channel Value Rewards portfolio, go to the Find a Business Partner page.

Product Group: IBM Security

Product: IBM X-Force Exchange Commercial API (5737-A31)

Product Category: X-Force

Passport Advantage

The ordering information as announced in Software Announcement LP16-0290,
dated June 14, 2016, in unchanged except as listed below.

Program name/Description Part number

IBM X-Force Exchange Commercial API (5737-A31)

IBM X-Force Exchange Commercial
API Enterprise per Instance Monthly
Subscription with Support

D1X0YLL

Charge metric

Program name PID number Charge metric

IBM X-Force Exchange
Commercial API

5737-A31 Instance

Instance

Instance is a unit of measure by which the Cloud Service can be obtained. An
Instance is access to a specific configuration of the Cloud Service. Sufficient
entitlements must be obtained for each Instance of the Cloud Service made
available to access and use during the measurement period specified in Client's PoE
or Transaction Document.

Terms and conditions

The terms and conditions for X-Force Exchange Commercial API, as previously
announced in Software Announcement LP16-0290, dated June 14, 2016, are
unchanged.

Statement of good security practices

IT system security involves protecting systems and information through intrusion
prevention, detection, and response to improper access from within and outside

http://www.ibm.com/partnerworld/page/svp_authorized_portfolio
http://www.ibm.com/partnerworld/wps/bplocator/
http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=899&letternum=ENUSLP16-0290
http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&appname=gpateam&supplier=899&letternum=ENUSLP16-0290
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your enterprise. Improper access can result in information being altered, destroyed,
or misappropriated or can result in misuse of your systems to attack others. Without
a comprehensive approach to security, no IT system or product should be considered
completely secure and no single product or security measure can be completely
effective in preventing improper access. IBM systems and products are designed
to be part of a regulatory compliant, comprehensive security approach, which
will necessarily involve additional operational procedures, and may require other
systems, products, or services to be most effective.

Important:  IBM does not warrant that any systems, products, or services are
immune from, or will make your enterprise immune from, the malicious or illegal
conduct of any party.

Prices

The prices are unchanged by this announcement.

IBM Global Financing

IBM Global Financing offers competitive financing to credit-qualified clients to
assist them in acquiring IT solutions. Offerings include financing for IT acquisition,
including hardware, software, and services, from both IBM and other manufacturers
or vendors. Offerings (for all client segments: small, medium, and large enterprise),
rates, terms, and availability can vary by country. Contact your local IBM Global
Financing organization or go to the  IBM Global Financing website for more
information.

IBM Global Financing offerings are provided through IBM Credit LLC in the United
States, and other IBM subsidiaries and divisions worldwide to qualified commercial
and government clients. Rates are based on a client's credit rating, financing
terms, offering type, equipment type, and options, and may vary by country. Other
restrictions may apply. Rates and offerings are subject to change, extension, or
withdrawal without notice.

Latin America distribution

All Latin American countries except Cuba.

Trademarks

X-Force, IBM and Passport Advantage are registered trademarks of IBM Corporation
in the United States, other countries, or both.
Microsoft is a trademark of Microsoft Corporation in the United States, other
countries, or both.
Other company, product, and service names may be trademarks or service marks of
others.

Terms of use

IBM products and services which are announced and available in your country
can be ordered under the applicable standard agreements, terms, conditions,
and prices in effect at the time. IBM reserves the right to modify or withdraw this
announcement at any time without notice. This announcement is provided for
your information only.Reference to other products in this announcement does not
necessarily imply those products are announced, or intend to be announced, in your
country.Additional terms of use are located at

Terms of use

For the most current information regarding IBM products, consult your IBM
representative or reseller, or go to the IBM worldwide contacts page

http://www.ibm.com/financing
http://www.ibm.com/legal/us/en/
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IBM Directory of worldwide contacts

http://www.ibm.com/planetwide/

