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IBM Spectrum Protect and IBM Spectrum Protect Plus Integration

Introduction

IBM Spectrum Protect Plus™ is a high-performance data protection and recovery solution for virtual
server environments. IBM Spectrum Protect Plus ensures that an organization’s virtual machines and
their contents are protected quickly, completely, and safely.

For longer term protection or data archiving, IBM Spectrum Protect Plus is used in combination with
other IBM Spectrum Protect products and components, specifically IBM Spectrum Protect and IBM
Spectrum Protect for Virtual Environments. This paper discusses the interrelationships among some of
those components.

Requirements and Connections
IBM Spectrum Protect Plus can be deployed as a stand-alone product on your enterprise.

Requirements for this mode of operation include at least one IBM Spectrum Protect Plus appliance and
at least one vSnap server. The vSnap server can be located on the IBM Spectrum Protect Plus appliance
or on its own appliance, or it can be a physical vSnap installation. Using a physical server for the vSnap
repository is the most scalable and high-performance mode.
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Figure 1: IBM Spectrum Protect Plus Connections
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As illustrated in Figure 1, the IBM Spectrum Protect Plus server is connected to the hypervisor which
contains the virtual machines, applications, and data you wish to back up. VADP proxy servers, which

enable load sharing, are optionally connected to the IBM Spectrum Protect Plus server. Disk storage is
connected to vSnap appliances.

For use cases that require long term retention and archiving, IBM Spectrum Protect Plus seamlessly
integrates with IBM Spectrum Protect for Virtual Environments, leveraging the CLI capabilities of that
product. IBM Spectrum Protect Plus, IBM Spectrum Protect, and IBM Spectrum Protect for Virtual
Environments must all be installed. In this operating mode, selected backup snapshots are “offloaded”
to IBM Spectrum Protect storage for long term retention and archiving.
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Figure 2: IBM Spectrum Protect Plus connections with
IBM Spectrum Protect and IBM Spectrum Protect for Virtual Environments.

In these use cases, the IBM Spectrum Protect Plus server is connected to the hypervisor source, the
vSnap appliance(s), and optionally VADP proxy servers which enable load sharing. Additionally, the
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hypervisor source is connected to the IBM Spectrum Protect for Virtual Environments application (see
Figure 2). Once appropriate pools are set up in IBM Spectrum Protect for Virtual Environments, IBM
Spectrum Protect storage is used for offloaded backup snapshots. The offloading process is described
later in this paper.

Resource Registration and Snapshot Cataloging in IBM Spectrum Protect Plus
Resources that IBM Spectrum Protect Plus needs to recognize are registered in the IBM Spectrum
Protect Plus user interface with a one-time operation when defining a backup job. Items that are
registered include:

e The hypervisor(s) that contain the components to be backed up. VMware vCenters and
MicroSoft Hyper-V servers are both supported hypervisors. Hyper-V is not currently supported
for offload.

The vSnap Storage Appliance(s) that serve as the primary target for the backup.
The IBM Spectrum Protect server, which serves as the secondary target for the backup.

A sample Registration dialog is shown here:

Storage Properties

Hostname/IP

Site Primary |E|
Use existing user

Userld

Passwaord

Related features of IBM Spectrum Protect Plus include auto-discovery and the product’s catalog. Auto-
discovery recognizes when new virtual machines on a registered hypervisor are added to the
environment. The feature ensures that all data in your virtualized environment is protected.

The IBM Spectrum Protect Plus catalog, which inventories and indexes all virtual machine snapshots,
enables an administrator to easily see what is and is not protected. When the need to recover arises,

IBM Spectrum Protect Plus 10.1.0 6 Licensed Material © IBM Corporation 2017



IBM Spectrum Protect Plus and IBM Spectrum Protect Integration

this global catalog allows the administrator to quickly search and identify what objects they want to
recover, and from which recovery point.

The catalog is stored and maintained on the IBM Spectrum Protect Plus appliance. Periodic
maintenance jobs are run to cleanse the catalog of metadata for snapshots that have passed the
retention period or are otherwise expired.

Offloading to IBM Spectrum Protect by using IBM Spectrum Protect Plus
IBM Spectrum Protect contains built-in capabilities surrounding long term retention. The protection
policies of IBM Spectrum Protect Plus leverage those capabilities.

IBM Spectrum Protect Plus enables users to easily create protection policies that address scheduling,
RPQ’s, retention, and other parameters. When defining a protection policy in IBM Spectrum Protect
Plus, the user has the option to offload the snapshots to IBM Spectrum Protect, essentially creating two
backups of the data — one on the vSnap server, and one on the IBM Spectrum Protect server for longer
term protection.

Two methods for offloading are available.

1. With the default method (method 1), the offload happens from the hypervisor directly.
Incremental backups are supported.

2. With the alternative method (method 2), the offload happens from the vSnap server.
Incremental backups are not supported.

The decision regarding which offload method to choose is based upon use case and
environment. Factors to consider include speed, impact on production hypervisor servers, and
storage needs. Note that Microsoft Hyper-V is not currently supported for offload for either
method.

Consider using method 1 (hypervisor) if you are frequently creating long-term recovery points
(for example, daily). Conversely, consider using method 2 (vSnap) if you are periodically creating
long-term recovery points (for example, monthly).

Note that Microsoft Hyper-V is not currently supported for offload for either method.
To indicate that a backup snapshot is to be offloaded, simply select the “Offload to Spectrum Protect”

method on the IBM Spectrum Protect Plus SLA Policy screen. A dialog requesting details about the
offload method, the offload backup schedule, and retention parameters opens.
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New SLA Policy
MName
Backup Storage
Retention 15 = Day(s) =
Frequency: Every 1 == Day(s) $ at 0 $ 00 =
Target Site.  Primary =
IBM Spectrum Protect Offload
v Offload to IBM Spectrum Protect
Frequency: Every 1 == Day(s) + at 0 =2 00 =
+| Leverage most recent backup

The following concepts summarize the salient points about the IBM Spectrum Protect Plus offload
operation:

Backup

e The vSnap server is the primary target for IBM Spectrum Protect Plus backups.

® An IBM Spectrum Protect server is the target for offloaded Spectrum Protect Plus backups.

e |BM Spectrum Protect Plus triggers the offload operation. If you select offload method 1, the
offload happens from the hypervisor directly. If you select offload method 2, the offload
happens from the vSnap server. Method 1 is the default.

e® The offload operation uses data movers from IBM Spectrum Protect for Virtual Environments
configured nodes, not VADP proxies.

IBM Spectrum Protect Plus records the offloaded backup in its catalog.
For primary backups and for backups using offload method 1, block level incremental backups
are supported. For offloaded backups using method 2, all backups are full backups.
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Restore

® Both restores from vSnap and recoveries of offloaded data are triggered from IBM Spectrum

Protect Plus.

e |BM Spectrum Protect Plus is used to restore the snapshots from vSnap to the original or

alternate hypervisor.

e |BM Spectrum Protect for Virtual Environments is used to recover the snapshots from IBM
Spectrum Protect server to the original or alternate hypervisor.

Figure 3 illustrates the data flows for primary and offloaded backups and recoveries. All of these data
flows are triggered by IBM Spectrum Protect Plus.
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Figure 3: IBM Spectrum Protect Plus data flows with

vSnap and IBM Spectrum Protect backup targets
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VADP Proxies

In IBM Spectrum Protect Plus, running virtual machine backup jobs through VADP can be taxing on
system resources. By creating VADP backup job proxies, you enable load sharing and load balancing for
your IBM Spectrum Protect Plus backup jobs. If proxies exist, the entire processing load is shifted off the
IBM Spectrum Protect Plus appliance and onto the proxies.

To create a VADP proxy in supported VMware environments, simply log in to a physical or virtual
machine that meets the proxy requirements, run the proxy installer, which is provided with IBM
Spectrum Protect Plus, and follow the setup wizard.
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Notices

This information was developed for products and services offered in the US. This
material might be available from IBM in other languages. However, you may be
required to own a copy of the product or product version in that language in order
to access it.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

For license inquiries regarding double-byte character set (DBCS) information,
contact the IBM Intellectual Property Department in your country or send
inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may
not apply to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for
convenience only and do not in any manner serve as an endorsement of those



websites. The materials at those websites are not part of the materials for this IBM
product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

The performance data discussed herein is presented as derived under specific
operating conditions. Actual results may vary.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. The sample
programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.



Each copy or any portion of these sample programs or any derivative work must
include a copyright notice as follows: © (your company name) (year). Portions of
this code are derived from IBM Corp. Sample Programs. © Copyright IBM Corp.
_enter the year or years_.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the Web at "Copyright and
trademark information" at www.ibm.com/legal/copytrade.shtml|

Adobe is a registered trademark of Adobe Systems Incorporated in the United
States, and/or other countries.

Linear Tape-Open, LTO, and Ultrium are trademarks of HP, IBM Corp. and
Quantum in the U.S. and other countries.

Intel and Itanium are trademarks or registered trademarks of Intel Corporation or
its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other
countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

SoftLayer® is a registered trademark of SoftLayer, Inc., an IBM Company.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

VMware, VMware vCenter Server, and VMware vSphere are registered trademarks
or trademarks of VMware, Inc. or its subsidiaries in the United States and/or other
jurisdictions.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following
terms and conditions.

Applicability
These terms and conditions are in addition to any terms of use for the IBM
website.

Personal use
You may reproduce these publications for your personal, noncommercial
use provided that all proprietary notices are preserved. You may not
distribute, display or make derivative work of these publications, or any
portion thereof, without the express consent of IBM.

Commercial use
You may reproduce, distribute and display these publications solely within


http://www.ibm.com/legal/copytrade.shtml

your enterprise provided that all proprietary notices are preserved. You
may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your
enterprise, without the express consent of IBM.

Rights Except as expressly granted in this permission, no other permissions,
licenses or rights are granted, either express or implied, to the publications
or any information, data, software or other intellectual property contained
therein.

IBM reserves the right to withdraw the permissions granted herein
whenever, in its discretion, the use of the publications is detrimental to its
interest or, as determined by IBM, the above instructions are not being
properly followed.

You may not download, export or re-export this information except in full
compliance with all applicable laws and regulations, including all United
States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE
PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED "AS-IS" AND
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES
OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A
PARTICULAR PURPOSE.

Privacy policy considerations

IBM Software products, including software as a service solutions, (“Software
Offerings”) may use cookies or other technologies to collect product usage
information, to help improve the end user experience, to tailor interactions with
the end user, or for other purposes. In many cases no personally identifiable
information is collected by the Software Offerings. Some of our Software Offerings
can help enable you to collect personally identifiable information. If this Software
Offering uses cookies to collect personally identifiable information, specific
information about this offering’s use of cookies is set forth below.

This Software Offering does not use cookies or other technologies to collect
personally identifiable information.

If the configurations deployed for this Software Offering provide you as customer
the ability to collect personally identifiable information from end users via cookies
and other technologies, you should seek your own legal advice about any laws
applicable to such data collection, including any requirements for notice and
consent.

For more information about the use of various technologies, including cookies, for
these purposes, see IBM’s Privacy Policy at |http://www.ibm.com/privacy| and
IBM’s Online Privacy Statement at fhttp:/ /www.ibm.com/privacy/details|in the
section entitled “Cookies, Web Beacons and Other Technologies,” and the “IBM
Software Products and Software-as-a-Service Privacy Statement” at

[http:/ /www.ibm.com /software/info/product-privacyj
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