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About this DSM Configuration Guide

The DSM Configuration guide provides instructions about how to collect data from your third-party
devices, also known as log sources.

You can configure IBM® QRadar® to accept event logs from log sources that are on your network. A log
source is a data source that creates an event log.

Note: This guide describes the Device Support Modules (DSMs) that are produced by IBM. Third-party
DSMs are available on the IBM App Exchange, but are not documented here.

Intended audience

System administrators must have QRadar access, knowledge of the corporate network security concepts
and device configurations.

Technical documentation

To find IBM Security QRadar product documentation on the web, including all translated documentation,
access the IBM Knowledge Center (http://www.ibm.com/support/knowledgecenter/SS42VS/welcome).

For information about how to access more technical documentation in the QRadar products library, see
QRadar Support — Assistance 101 (https://ibm.biz/qradarsupport).

Contacting customer support

For information about contacting customer support, see QRadar Support — Assistance 101 (https://
ibm.biz/qradarsupport).

Statement of good security practices

IT system security involves protecting systems and information through prevention, detection and
response to improper access from within and outside your enterprise. Improper access can result

in information being altered, destroyed, misappropriated or misused or can result in damage to or
misuse of your systems, including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure can be completely
effective in preventing improper use or access. IBM systems, products and services are designed to be
part of a lawful comprehensive security approach, which will necessarily involve additional operational
procedures, and may require other systems, products or services to be most effective. IBM DOES NOT
WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR
ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

Please Note:

Use of this Program may implicate various laws or regulations, including those related to privacy, data
protection, employment, and electronic communications and storage. IBM Security QRadar may be used
only for lawful purposes and in a lawful manner. Customer agrees to use this Program pursuant to,

and assumes all responsibility for complying with, applicable laws, regulations and policies. Licensee
represents that it will obtain or has obtained any consents, permissions, or licenses required to enable its
lawful use of IBM Security QRadar.
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Part 1. QRadar DSM installation and log source
management
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Chapter 1. Event collection from third-party devices

To configure event collection from third-party devices, you need to complete configuration tasks on the
third-party device, and your QRadar Console, Event Collector, or Event Processor. The key components
that work together to collect events from third-party devices are log sources, DSMs, and automatic
updates.

Log sources

A log source is any external device, system, or cloud service that is configured to either send events to
your IBM QRadar system or be collected by your QRadar system. QRadar shows events from log sources
in the Log Activity tab.

To receive raw events from log sources, QRadar supports several protocols, including syslog from OS,
applications, firewalls, IPS/IDS, SNMP, SOAP, JDBC for data from database tables and views. QRadar also
supports proprietary vendor-specific protocols such as OPSEC/LEA from Checkpoint.

DSMs

A Device Support Module (DSM) is a code module that parses received events from multiple log sources
and converts them to a standard taxonomy format that can be displayed as output. Each type of log
source has a corresponding DSM. For example, the IBM Fiberlink MaaS360 DSM parses and normalizes
events from an IBM Fiberlink MaaS360 log source.

Automatic Updates

QRadar provides daily and weekly automatic updates on a recurring schedule. The weekly automatic
update includes new DSM releases, corrections to parsing issues, and protocol updates. For more
information about automatic updates, see the IBM QRadar Administration Guide.

Third-party device installation process

To collect events from third-party device, you must complete installation and configuration steps on both
the log source device and your QRadar system. For some third-party devices, extra configuration steps are
needed, such as configuring a certificate to enable communication between that device and QRadar.

The following steps represent a typical installation process:

1. Read the specific instructions for how to integrate your third-party device.

2. Download and install the RPM for your third-party device. RPMs are available for download from the
IBM support website (http://www.ibm.com/support).

Tip: If your QRadar system is configured to accept automatic updates, this step might not be required.
3. Configure the third-party device to send events to QRadar.

After some events are received, QRadar automatically detects some third-party devices and creates
a log source configuration. The log source is listed on the Log Sources list and contains default
information. You can customize the information.

4. If QRadar does not automatically detect the log source, manually add a log source. The list
of supported DSMs and the device-specific topics indicate which third-party devices are not
automatically detected.

5. Deploy the configuration changes and restart your web services.

Custom log source types for unsupported third-party log sources

After the events are collected and before the correlation can begin, individual events from your devices
must be properly normalized. Normalization means to map information to common field names, such

© Copyright IBM Corp. 2012, 2023 3
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as event name, IP addresses, protocol, and ports. If an enterprise network has one or more network or
security devices that QRadar does not provide a corresponding DSM, you can use a custom log source

type. QRadar can integrate with most devices and any common protocol sources by using a custom log
source type.

For more information, see the IBM QRadar Administration Guide.

Adding a DSM

If your Device Support Module (DSM) is not automatically discovered, manually install a DSM.

Each type of log source has a corresponding DSM that parses and normalizes events from the log source.

Procedure

1. Download the DSM RPM file from the IBM support website (http://www.ibm.com/support).
. Copy the RPM file to QRadar.

. Using SSH, log in to the QRadar host as the root user.

. Go to the directory that includes the downloaded file.

. Type the following command:

o b 0N

yum -y install <rpm_gfilename>

Note: The rpm -Uvh <rpm_filename>command line to install was replaced with the yum -y
install <rpm_gfilename> command.

6. Log in to QRadar.
7. 0On the Admin tab, click Deploy Changes.

Restriction: Uninstalling a Device Support Module (DSM) is not supported in QRadar.
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Chapter 2. Introduction to log source management

You can configure IBM QRadar to accept event logs from log sources that are on your network. A log
source is a data source that creates an event log.

For example, a firewall or intrusion protection system (IPS) logs security-based events, and switches or
routers logs network-based events.

To receive raw events from log sources, QRadar supports many protocols. Passive protocols listen for
events on specific ports. Active protocols use APIs or other communication methods to connect to
external systems that poll and retrieve events.

Depending on your license limits, QRadar can read and interpret events from more than 300 log sources.
To configure a log source for QRadar, you must do the following tasks:

1. Download and install a device support module (DSM) that supports the log source. A DSM is software
application that contains the event patterns that are required to identify and parse events from the
original format of the event log to the format that QRadar can use.

2. If automatic discovery is supported for the DSM, wait for QRadar to automatically add the log source to
your list of configured log sources.

3. If automatic discovery is not supported for the DSM, manually create the log source configuration.

Related tasks

“Adding a log source” on page 5

“Adding bulk log sources” on page 8

“Adding a log source parsing order” on page 11

You can assign a priority order for when the events are parsed by the target event collector.

“Adding a DSM” on page 4

Adding a log source

If the log source is not automatically discovered, manually add it by using the QRadar Log Source
Management app so that you can receive events from your network devices or appliances.

If you are using QRadar 7.3.1 to 7.5.0 Update Package 3, you can also add a log source by using the
Log Sources icon. In QRadar 7.5.0 Update Package 4 and later, when you click the Log Sources icon, the
QRadar Log Source Management app opens.

Before you begin
Ensure that the QRadar Log Source Management app is installed on your QRadar Console. For more
information about installing the app, see Installing the QRadar Log Source Management app.

Procedure

1. Log in to QRadar.

. Click the Admin tab.

. To open the app, click the QRadar Log Source Management app icon.

. Click New Log Source > Single Log Source.

. On the Select a Log Source Type page, select a log source type, and click Select Protocol Type.

. On the Select a Protocol Type page, select a protocol, and click Configure Log Source Parameters.

. On the Configure the Log Source parameters page, configure the log source parameters, and click
Configure Protocol Parameters.

N oo W

The following table describes the common log source parameters for all log source types:

© Copyright IBM Corp. 2012, 2023 5


https://www.ibm.com/support/knowledgecenter/en/SS42VS_SHR/com.ibm.lsmapp.doc/t_Qapps_LSMApp_install.html

Table 1. Common log source parameters

Parameter Description

Enabled When this option is not enabled, the log source
does not collect events.

Credibility Credibility represents the integrity or validity of

events that are created by a log source. The
credibility value that is assigned to a log source
can increase or decrease based on incoming
events and can be adjusted as a response

to user-created event rules. The credibility of
events from log sources contributes to the
calculation of the offense magnitude and can
increase or decrease the magnitude value of an
offense.

Target Event Collector

Specifies the QRadar host where the log
source's protocol runs. Outbound protocols
initiate connections to remote systems from this
host, and inbound protocols initialize their port
listeners on this host to receive event data sent
by remote systems.

This parameter is not specifically used

for assigning a log source to an Event

Collector appliance. Because the Event Collector
component exists on the following hosts, the
protocols can be assigned to any of these hosts:

Event Collectors

e Event Processors
« Data Gateways (QRadar on Cloud only)
« The QRadar Console

Tip: All QRadar hosts that can collect events
have an active syslog listener on port 514,
whether they have any syslog log sources that
are assigned or not. The Target Event Collector
parameter is not used for log sources with the
Syslog protocol.

Coalescing Events

When multiple events with the same QID,
Username, Source IP, Destination IP,
Destination Port, Domain, and Log Source
occur within a short time interval (10 seconds),
they are coalesced (bundled) together.

Because the events are bundled together,

the number of events that are stored is
decreased, which reduces the storage cost of
events. Coalescing events might lead to loss

of information, including raw payloads or event
properties. The default is enabled. For more
information, see How does coalescing work in
QRadar?

8. On the Configure the protocol parameters page, configure the protocol-specific parameters.

- Ifyour configuration can be tested, click Test Protocol Parameters.
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- If your configuration cannot be tested, click Finish.
9. In the Test protocol parameters window, click Start Test.
10. To fix any errors, click Configure Protocol Parameters. Configure the parameters and click Test

Protocol Parameters.
11. Click Finish.

Adding a log source by using the Log Sources icon

If the log source is not automatically discovered, manually add a log source for QRadar to receive events

from your network devices or appliances.

If you are using QRadar 7.3.0 or earlier, you can add a log source in QRadar only by using the Log Sources

icon.

If you are using QRadar 7.3.1 and later, you can add a log source by using the QRadar Log Source

Management app.

Procedure

. Log on to QRadar.

. Click the Admin tab.

. Click the Log Sources icon.
. Click Add.

o Ok WN P

. Configure the common parameters for your log source.
. Configure the protocol-specific parameters for your log source.

The following table describes the common log source parameters for all log source types:

Table 2. Common log source parameters

Parameter Description

Enabled When this option is not enabled, the log source
does not collect events.

Credibility Credibility represents the integrity or validity of

events that are created by a log source. The
credibility value that is assigned to a log source
can increase or decrease based on incoming
events and can be adjusted as a response to
user-created event rules. The credibility of events
from log sources contributes to the calculation

of the offense magnitude and can increase or
decrease the magnitude value of an offense.
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Table 2. Common log source parameters (continued)

Parameter

Description

Target Event Collector

Specifies the QRadar host where the log
source's protocol runs. Outbound protocols
initiate connections to remote systems from this
host, and inbound protocols initialize their port
listeners on this host to receive event data sent
by remote systems.

This parameter is not specifically used

for assigning a log source to an Event

Collector appliance. Because the Event Collector
component exists on the following hosts, the
protocols can be assigned to any of these hosts:

» Event Collectors

- Event Processors

« Data Gateways (QRadar on Cloud only)

« The QRadar Console

Tip: All QRadar hosts that can collect events
have an active syslog listener on port 514,
whether they have any syslog log sources that
are assigned or not. The Target Event Collector

parameter is not used for log sources with the
Syslog protocol.

Coalescing Events

When multiple events with the same QID,
Username, Source IP, Destination IP,
Destination Port, Domain, and Log Source occur
within a short time interval (10 seconds), they are
coalesced (bundled) together.

Because the events are bundled together,

the number of events that are stored is
decreased, which reduces the storage cost of
events. Coalescing events might lead to loss

of information, including raw payloads or event
properties. The default is enabled. For more
information, see How does coalescing work in
QRadar?

7. Click Save.

8. On the Admin tab, click Deploy Changes.

Adding bulk log sources

Use the QRadar Log Source Management app to add multiple log sources to IBM QRadar at the same

time. You can add as many log sources as you want.

If you are using QRadar V7.3.0 or earlier, you can add a log source in QRadar only by using the Log

Sources icon.

In QRadar 7.5.0 Update Package 4 and later, when you click the Log Sources icon, the QRadar Log Source

Management app opens.
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Procedure

1.

10.

11.

In the QRadar Log Source Management app, click + New Log Source and then click Multiple Log
Sources.

. On the Select a Log Source type page, select a log source type and click Select Protocol Type.
. On the Select a protocol type page, select a protocol type and click Configure Common Log Source

Parameters.

. On the Configure the common Log Source parameters page, configure the parameters that you

want to set for all of the log sources.

. If you have log sources that have different log source parameter values, clear the relevant check

boxes, and then click Configure Common Protocol Parameters.

. On the Configure the common protocol parameters page, configure the protocol-specific

parameters that you want to set for all of the log sources.

. If you have log sources that have different protocol parameter values, clear the relevant check boxes,

and then click Configure Individual Parameters.

. On the Configure the individual parameters page, upload a CSV file that contains the individual log

source parameter values, and click Add.

A log source is created for each line of this file, except for empty lines and comment lines that begin
with a hashtag (#). Each line must contain the comma-separated list of parameter values for the
Log Source Identifier field, and any other deferred parameters, in the order shown in the deferred
parameters table.

. Click Bulk Template to download the file template and add the parameters that you want to

configure, in order.
For example, if you deferred the Enabled and Groups parameters, the CSV file must contain the
following values:

Enabled, Groups, Log Source Identifier

If you include a comma in a parameter, enclose the value in double quotation marks.
If you do not upload a CSV file:

a) Click Manual to specify the values for the parameters that you deferred.

b) Enter a Log Source Identifier for each new log source and click Add.

Click Finish.

What to do next
Test your log sources. For more information, see “Testing log sources” on page 12

Adding bulk log sources by using the Log Sources icon

You can add up to 500 log sources at one time. When you add multiple log sources at one time, you add a
bulk log source in QRadar. Bulk log sources must share a common configuration.

If you are using QRadar V7.3.0 or earlier, you can add a log source in QRadar only by using the Log
Sources icon.

If you are using QRadar V7.3.1 to V7.3.3, you can also add a log source by using the QRadar Log Source
Management app.

Procedure

1.
2.
3.
4.

On the Admin tab, click Log Sources.

From the Bulk Actions list, select Bulk Add.

In the Bulk Log Sources window, configure the parameters for the bulk log source.

Select the Enabled check box to enable the log source. By default, this check box is selected.
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5. Select the Coalescing Events check box to enable the log source to coalesce (bundle) events.
Automatically discovered log sources use the default value that is configured in the Coalescing
Events list in the System Settings window on the Admin tab. However, when you create a new log
source or update the configuration for an automatically discovered log source, you can override the
default value by configuring this check box for each log source. For more information, see the IBM
QRadar Administration Guide.

6. Select the Store Event Payload check box to enable or disable QRadar from storing the event
payload. Automatically discovered log sources use the default value from the Store Event Payload
list in the System Settings window on the Admin tab. When you create a new log source or
update the configuration for an automatically discovered log source, you can override the default
value by configuring this check box for each log source. For more information, see the IBM QRadar
Administration Guide.

7. Upload the log sources by choosing one of the following methods:
» File Upload - Upload a text file that has one host name or IP per line.

The text file must contain one IP address or host name per line. Extra characters after an IP
address or host names longer than 255 characters can result in a value being bypassed from the
text file. The file upload lists a summary of all IP address or host names that were added as the
bulk log source.

« Manual - Enter the host name or IP of the host that you want to add.
8. Click Add > Save.
Note: By default, a check box is selected for each log source in the host list. Clear the check box if
you want the log source to be ignored. Duplicate host names or IP addresses are ignored.
9. Click Continue to add the log sources.
10. On the Admin tab, click Deploy Changes.

Editing bulk log sources

In the QRadar Log Source Management app, view and edit a number of log sources at the same time. You
can edit the parameters of up to 1000 log sources at one time. Edit multiple log sources when the log
sources have similar parameters that you want to change, instead of editing each log source individually.

If you are using QRadar V7.3.1 to V7.3.3, you can also edit bulk log sources by using the Log Sources icon.

In QRadar 7.5.0 Update Package 4 and later, when you click the Log Sources icon, the QRadar Log Source
Management app opens.

Before you begin

Ensure that the QRadar Log Source Management app is installed on your QRadar Console. For more
information about installing the app, see Installing the QRadar Log Source Management app.

Procedure

1. In the QRadar Log Source Management app, select the relevant log sources that you want to edit.
2. Click Edit.

3. In the Log Source Summary pane, select and edit the parameters and click Save.

Restriction: The Log Source Identifier, Log Source Type and Protocol Configuration parameters
cannot be edited in bulk in the QRadar Log Source Management app. To edit the Log Source Type
parameter in bulk by using the API, see QRadar: How to change log source type in bulk by using the
QRadar API.

4. In the Name Template and Description Template fields, use the available variables to create the
names and descriptions of the selected log sources.

5. Click the Protocol tab to edit the protocol parameters for the selected log sources. The selected log
sources must share a protocol.
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6. Click Save.

Editing bulk log sources by using the Log Sources icon

You can edit log sources in bulk to update the configuration parameters for log sources that were added
as part of a bulk log source.

Restriction: The Log Source Identifier, Log Source Type and Protocol Configuration parameters cannot
be edited in bulk by using the Log Sources icon. To edit the Log Source Type parameter in bulk by using
the API, see QRadar: How to change log source type in bulk by using the QRadar API.

If you are using QRadar V7.3.0 or earlier, you can edit multiple log sources in QRadar only by using the Log
Sources icon.

If you are using QRadar V7.3.1 to V7.3.3, you can also edit multiple log sources by using the QRadar Log
Source Management app.

Procedure

1. Click the Admin tab.

. In the Data Sources section, click the Log Sources icon.

. Select the log sources that you want to edit, and from the Bulk Actions list, select Bulk Edit.
. Modify the relevant parameters.

. The list of log sources is for display purposes only. The check boxes are only used during the workflow
for adding log sources to QRadar.

. Click Save to update your log source configuration.
. Click Continue to add the log sources.

8. On the Admin tab, click Deploy Changes if you added an IP address or host name to your bulk log
source.

g b 0N

N O

Results
The bulk log source is updated.

Adding a log source parsing order

You can assign a priority order for when the events are parsed by the target event collector.

About this task

You can order the importance of the log sources by defining the parsing order for log sources that share
a common IP address or host name. Defining the parsing order for log sources ensures that certain

log sources are parsed in a specific order, regardless of changes to the log source configuration. The
parsing order ensures that system performance is not affected by changes to log source configuration by

preventing unnecessary parsing. The parsing order ensures that low-level event sources are not parsed
for events before more important log source.

Procedure

1. Click the Admin tab.

2. Click the Log Source Parsing Ordering icon.
3. Select a log source.
4

. Optional: From the Selected Event Collector list, select the Event Collector to define the log source
parsing order.

. Optional: From the Log Source Host list, select a log source.
6. Prioritize the log source parsing order.

o1
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7. Click Save.

QRadar DSM installations and log source management FAQ

Learn about installing DSMs on QRadar.

How do I configure automatic updates for DSMs and protocols?

How do I manually install a DSM or protocol?

Testing log sources

In IBM QRadar V7.3.2. Fix Pack 3 or later, test your log source configuration in the QRadar Log Source
Management app to ensure that the parameters that you used are correct. The test runs from the host
that you specify in the Target Event Collector setting, and can collect sample event data from the target
system. The target system is the source of your event data.

Restriction: If the Test tab doesn’t appear for your log source, you can't test the configuration. In QRadar
V7.3.2. Fix Pack 3 and QRadar Log Source Management app v5.0.0, only a few protocols are updated

to include test capabilities. Ensure that you install the latest version of your protocols to get the testing
capability when it is available.

To download a Fix Pack, go to Fix Central (https://www-945.ibm.com/support/fixcentral/).

Procedure

1. In the QRadar Log Source Management app, select a log source.
2. On the Log Source Summary pane, click the Test tab, then click Start Test.

If there is high network latency between the QRadar Console and the log source's Target Event
Collector, it might take a moment for the results to appear.

When the test is successful, checkmarks are displayed next to each of the results and sample event
information is generated. If the test is not successful, an X is displayed next to the result that failed,
and no sample event information is generated. When one result fails, the test of the other results is
canceled.

3. Optional: If the test is not successful, click Edit to configure the parameter that caused the test to fail
and test your log source again.

Click the drop-down arrow next to the failed result for more information about the error.

4. Optional: Click the Settings icon * to edit the Target Event Collector settings.

5. Optional: Click the Download icon A2 to view the test results ina . txt file.
6. Click Close.

Related reference

“Protocols available for testing” on page 12

In QRadar and QRadar Log Source Management app 5.0.0 or later, some protocols are updated to include
test capabilities. Ensure that you install the latest version of your protocols to get the testing capability
when it is available.

Protocols available for testing

In QRadar and QRadar Log Source Management app 5.0.0 or later, some protocols are updated to include
test capabilities. Ensure that you install the latest version of your protocols to get the testing capability
when it is available.

The following table lists the protocols available to be tested in the QRadar Log Source Management app.

Protocol Fix Central link

Amazon AWS S3 REST API Download Amazon AWS S3 REST API protocol
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Protocol Fix Central link

Amazon Web Services Download Amazon Web Services protocol

Cisco Firepower eStreamer Download Cisco eStreamer protocol

Google Cloud Pub Sub Download Google Cloud Pub Sub protocol

Google G Suite Activity Reports REST API Download Google G Suite Activity Reports REST
API protocol

HTTP Receiver Download HTTP receiver protocol

IBM Cloud Identity Download IBM Cloud Identity protocol

JDBC Download JDBC protocol

Log File Download Log File protocol

Microsoft Azure Event Hubs Download Microsoft Azure Event Hubs protocol

Microsoft DHCP Download Microsoft DHCP protocol

Microsoft Exchange Download Microsoft Exchange protocol

Microsoft Graph Security API Download Microsoft Graph Security API protocol

Microsoft IIS Download Microsoft IIS protocol

Microsoft Office 365 Download Microsoft Office 365 protocol

MQ IJMS Download MQ JMS protocol

Office 365 Message Trace REST API Download Office 365 Message Trace REST API
protocol

Okta REST API Download Okta REST API protocol

Oracle Database Listener Download Oracle Database Listener protocol

SMB Tail Download SMB Tail protocol

TLS Syslog Download TLS Syslog protocol

VMware VCloud Director Download VMware VCloud Director protocol

Log source groups

You can categorize your log sources into groups to efficiently view and track your log sources. For
example, you might group your log sources by functional purpose, physical location, or business unit
association.

You can also use log source groups in searches and rules, instead of listing the log sources to which the
search or rule applies.

You must have administrative access to create, edit, or delete groups. For more information about user
roles, see the IBM QRadar Administration Guide.

Creating a log source group
When you create log source groups, you can drag groups in the navigation tree to change the organization
of the tree items.
Procedure

1. Click the Admin tab.
2. In the Data Sources section, click Log Source Groups.
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3. From the navigation tree, select the group where you want to create a new group, and then click New
Group.

4. In the Group Properties window, enter a name and description. The name can be up to 255 characters
in length and is case-sensitive. The description can be up to 255 characters in length.

5. Click OK.

6. To change the location of the new group, click the group and drag the folder to your chosen location in
the navigation tree.

7. To edit the group name or description, select the log source group and then click Edit.

Copying and removing log sources

You can copy a log source to one or more groups to suit your organizational needs. When you no longer

need a log source in a particular group, you can remove it. Removing a log source from a group does not
delete the log source from IBM QRadar.

Procedure

1. Click the Admin tab.
2. In the Data Sources section, click Log Source Groups.
3. From the navigation tree, select the relevant log source group.
4. To copy the log source, complete the following steps:
a) In the Group Content window, select the relevant log source and click Copy.

b) In the Choose Group window, select the group that you want to copy the log source to, and click
Assign Groups.

5. To remove the log source, complete the following steps:
a) In the Group Content window, select the relevant log source and click Remove.
b) In the Confirmation window, click OK.

Removing a log source group

You can remove a log source group that contains log sources. If any content, such as rules or saved
searches, depends on the log source group it cannot be deleted.

About this task
Removing a log source group does not delete the log sources from IBM QRadar.

Procedure

. Click the Admin tab.
. In the Data Sources section, click Log Source Groups.
. From the navigation tree, select the group that contains the group you want to remove.
. In the Group Content window, select the group and click Remove.
. If the log source group has no dependents, in the Confirm Deletion window, click Delete.
. If the log source group has dependents, complete the following steps:
a) In the Found Dependents window, click View.

o O WN

b) Delete or edit the dependents so that they do not reference the log source group. Perform these
actions in the relevant areas of QRadar.

c) In the Unable to delete one or more items window, click Cancel.
d) Return to step 4.
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Chapter 3. Gateway log source

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Before you configure your gateway log source, you must understand the difference between protocols,
DSMs, and log sources.

Protocol
Protocols provide the capability of collecting a set of data files by using various connection options.
These connections pull the data back, or passively receive data, into the event pipeline in QRadar.
Then, the corresponding DSM parses and normalizes the data.

DSM
A DSM is a code module that parses received events from multiple log sources and converts them
to a standard taxonomy format that can be displayed as output. Each type of log source has a
corresponding DSM.

Log source
A log source is a data source that creates an event log. For more information, see Chapter 2,
“Introduction to log source management,” on page 5.

Gateway log sources support the following protocols:

« Amazon AWS S3 REST

- Amazon AWS Web Services
« Google Cloud Pub Sub

« HTTP Receiver

- Kafka

 Microsoft Azure Event Hubs
« TCPMutilineSyslog

e TLS Syslog

- UDPMutilineSyslog

Tip: To provide the best fit for the generic data, use the Universal DSM when you configure your gateway
log source.

A gateway log source does not use a DSM. It delegates the DSM parsing to stand-alone Syslog log sources
that have an appropriate identifier and DSM. These log sources are a collector log source (the gateway)
and a parser log source. Parser log sources match data that comes in from the gateway and do not
actively collect the events themselves.

Before you create your gateway log source, you must know what types of data you expect to collect

from the data gateway. Data gateways can collect many data types and QRadar does not support all data
types by default. To parse the data correctly, a DSM must exist that can handle the events that you are
collecting. Even if QRadar supports the event’s source, if the gateway returns it in an unexpected format,
the DSM might not parse it. For example, if the data gateway returns an event in a JSON format, but the
DSM expects a LEEF format, you might need a custom DSM to parse the data.

A gateway log source works in the same way as other log sources by using its selected protocol to reach
out and collect events. The difference between a gateway log source and other log sources occurs when
the collected events are ready to be posted. A normal log source attempts to force the events to be
parsed by the selected DSM. A gateway log source sends the events as a Syslog payload with a default
identifier set to either 0.0.0.0 or to the connected Services IP address.

When an event is posted to the event pipeline as a Syslog payload, the events are handled by log source
auto detection. If an existing dummy log source with the provided identifier exists, the event is handled
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by that log source, regardless of whether the event parses with that DSM. If no existing dummy log source
exists, the event is parsed by DSMs that support auto detection. If the event correctly parses with a DSM,
then it updates the identifier to “IP or Host @ DSM” and creates a log source.

Log sources that are automatically created do not have their identifier set by the protocol. These log
sources identifiers are in the “IP or Host @ DSM Type” format. To match to an automatically created
dummy log source, the Syslog payload must have an identifier that is the same IP or Host, and the
selected DSM must be able to parse it. The default identifier is sent as [IP or Host], not “IP or Host @
DSM Type”. For the identifier to be updated with the DSM Type, it must parse with that DSM Type. If you
use the default settings, events that cannot be parsed are sent directly to sim-generic.

Tip:

Manually created log sources that have an identifier that matches the identifier of the Syslog payload are
used even if the DSM of the log source fails to parse the event.

To configure a gateway log source, enable the Use As A Gateway Log Source option for the selected
protocol. If you enable this option, the events are sent to the event pipeline and are autodetected. To get
the maximum value from this feature, use the “Log source identifier pattern” on page 16.

Related concepts

“Introduction to log source management” on page 5

You can configure IBM QRadar to accept event logs from log sources that are on your network. A log
source is a data source that creates an event log.

Log source identifier pattern

Use the log source identifier pattern to customize the identifier that is sent with payloads when an event is
posted. You can choose identifiers for your event formats and event types.

Important:

To use the full capabilities of the log source identifier pattern, you must have a basic understanding of
regular expressions (regex) and how to use them.

The log source identifier pattern accepts a list of key-value pairs. A key is an identifier that is represented
as a regex. The value is a regex that matches to event data. When the regex matches to the data within
the event, then it posts the event with the identifier that is associated with that value.

Basic example
Keyl =valuel
Key2 =value2
Key3 =value3

In this example, if an event contains a value of “valuel”, the identifier for that event is keyl. If an event
contains a value of “value2”, the identifier is Key2. If an event contains both “valuel” and “value2”, the
first identifier, Keyl, is matched.

In this example, you must manually create three Syslog log sources, one for each of the identifier options.

Regex example
Keyl =valuel
Key2 = \d\d\d (where \d\d\d is a regex that matches to three consecutive digits.)

\1=\d (\d) (where \d(\d) is a regex that matches to two consecutive digits and captures the second
digit. \1 references the first captured value in the value field.)

In this example, the following statements are true:

« \d represents a "digit".
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« If an event contains a value of “valuel”, the identifier for that event is Key1.
« If an event contains “111” or “652” or any three consecutive digits, the identifier would be Key2.

- If an event contains two consecutive digits such as “11’, “73”, and “24”, the identifier is \1. The regex
saves the second value (“1”, “3” and “4” in the examples) for future use with the parentheses. The
value that is saved by the regex is used later as the identifier. If you set the key to “\1”, the key matches
to the first saved value in the regex. In this case, the identifier is not a hardcoded value, but instead it
can be ten values (0 - 9.) Three identifiers are in the sample events (“1”, “3” and “4”.)

You must create a log source with the identifiers Keyl and Key2, and a log source for each possible Keyl
value. In this example, for the events to go to the correct log source, you must create three Syslog log
sources. For the log sources, one has the identifier set to “1”, one has the identifier set to “3” and one has
the identifier set to “4”. To capture all of the possible identifiers, you need ten Syslog log sources. Each
log source corresponds to a single digit.

Tips for using the log source identifier pattern

It is important to know what type of data you are receiving and how granular you need your log sources
to be. Each QRadar environment is unique. The following tips can help you to configure the log source
identifier pattern.

Keep the data separated at the source

Most gateway supported services, such as Microsoft Azure Event Hubs and Google Pub Sub, offer
ways to separate the data at the source. Keep your data in separate sources to reduce the complexity
on the QRadar side. For example, if you want to collect Windows Logs, Linux® Logs and Audit Logs, use
three separate gateway log sources to simplify the configuration. If you collect all of those logs in one
source, QRadar must identify the events and associate them with the correct log source.

Hardcode the regex if possible

If you hardcode the key, all of the events that match the value’s regex are collected by a single log
source. This action requires less effort to create and maintain log sources, and they are easier to
monitor.

Use online regex testers
Before you save and enable your log source, use online tools to test the regex.
Use the Event Retriever to determine the identifier

Use the Event Retriever to display the assigned log source identifier in QRadar. You can also use it to
test that your regex and identifier are matching correctly.
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Chapter 4. Log source extensions

An extension document can extend or modify how the elements of a particular log source are parsed. You
can use the extension document to correct a parsing issue or override the default parsing for an event
from an existing DSM.

An extension document can also provide event support when a DSM does not exist to parse events for an
appliance or security device in your network.

An extension document is an Extensible Markup Language (XML) formatted document that you can
create or edit one by using any common text, code or markup editor. You can create multiple extension
documents but a log source can have only one applied to it.

The XML format requires that all regular expression (regex) patterns be contained in character data
(CDATA) sections to prevent the special characters that are required by regular expressions from
interfering with the markup format. For example, the following code shows the regex for finding protocols:

<pattern id="ProtocolPattern" case-insensitive="true" xmlns=""> <![CDATA[(TCP|UDP|ICMP|GRE)]]></
pattern>

(TCP|UDP|ICMP|GRE) is the regular expression pattern.
The log sources extension configuration consists of the following sections:

Pattern
Regular expressions patterns that you associate with a particular field name. Patterns are referenced
multiple times within the log source extension file.

Match groups
An entity within a match group that is parsed, for example, EventName, and is paired with the
appropriate pattern and group for parsing. Any number of match groups can appear in the extension
document.

Examples of log source extensions on QRadar Support Forums

You can create log source extensions (LSX) for log sources that don't have a supported DSM. To help you
create your own log source extensions (also known as DSM extensions), you modify existing ones that
were created.

The IBM QRadar Support Forum is an online discussion site where users and subject matter experts
collaborate and share information.

You can find examples and answers to administration or troubleshooting questions that are

related to the DSM Editor, log source extensions, and custom parsing issues on IBM QRadar

Support Forum (https://www.ibm.com/mysupport/s/forumsproduct?language=en_US&name=qradar-
dsm-editor&id=0TO0z000000R0iIKGAS).

Optionally, for administration or troubleshooting questions that are related to the DSM Editor, log source
extensions, and custom parsing issues, you can go to IBM QRadar FORUMS 101 (https://www.ibm.com/
community/gradar/home/forums/). From the Category list, select Events and Log Sources, and from the
Tag list, select gradar-dsm-editor.

% Category 4 Tag Description or alternate tags
| Events and Log Sources j

Events and Log Sources gradar-dsm-editor Use this tag for administration or troubleshooting questions related to the DSM Editor, log source extensions, and custom parsing
issues.

Figure 1. IBM QRadar Forums 101

Related concepts
Creating a log source extensions document to get data into QRadar
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You create log source extensions (LSX) when log sources don't have a supported DSM, or to repair an
event that has missing or incorrect information, or to parse an event when the associated DSM fails to
produce a result.

Patterns in log source extension documents

Rather than associating a regular expression directly with a particular field name, patterns (patterns)
are declared separately at the top of the extension document. These regex patterns can be then
referenced multiple times within the log source extension file.

All characters between the start tag <pattern> and end tag </pattern> are considered part of the pattern.
Do not use extra spaces or hard returns inside or around your pattern or <CDATA> expression. Extra
characters or spaces can prevent the DSM extension from matching your intended pattern.

Table 3. Description of pattern parameters

Pattern Type Description

id (Required) String A regular string that is unique
within the extension document.

case-insensitive (Optional) [Boolean If true, the character case is
ignored. For example, abc is the
same as ABC.

If not specified, this parameter
defaults to false.

trim-whitespace (Optional) Boolean If true, whitespace and carriage
returns are ignored. If the

CDATA sections are split onto
different lines, any extra spaces
and carriage returns are not
interpreted as part of the pattern.

If not specified, this parameter
defaults to false.

use-default-pattezn Boolean If true, the system uses Java
(Optional) Patterns for the Log Source
Extension, instead of the more
effective Adaptive Patterns.
Set this option to true if
Adaptive Patterns are providing
inconsistent matching.

If not specified, this parameter
defaults to false.

Match groups

A match group (match-group) is a set of patterns that are used for parsing or modifying one or more
types of events.

A matcher is an entity within a match group that is parsed, for example, EventName, and is paired with
the appropriate pattern and group for parsing. Any number of match groups can appear in the extension
document.
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Table 4. Description of match group parameters

Parameter

Description

order (Required)

An integer greater than zero that defines the order
in which the match groups are executed. It must be
unique within the extension document.

description (Optional)

A description for the match group, which can be
any string. This information can appear in the logs.

If not specified, this parameter defaults to empty.

device-type-id-override (Optional)

Define a different device ID to override the QID.
Allows the particular match group to search in the
specified device for the event type. It must be a
valid log source type ID, represented as an integer.

If not specified, this parameter defaults to the
log source type of the log source to which the
extension is attached.

Match groups can have these entities:

« “Matcher (matcher)” on page 21

« “Single-event modifier (event-match-single)” on page 35

« “Multi-event modifier (event-match-multiple)” on page 35

Matcher (matcher)

A matcher entity is a field that is parsed, for example, EventName, and is paired with the appropriate

pattern and group for parsing.

Matchers have an associated order. If multiple matchers are specified for the same field name, the
matchers are run in the order that is presented until a successful parse is found or a failure occurs.

Table 5. Description of matcher parameters

Parameter

Description

field (Required)

The field to which you want the pattern to apply, for
example, EventName, or Sourcelp. You can use any of the
field names that are listed in the List of valid matcher field
names table.

pattern-id (Required)

The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of the pattern that is previously defined
in a pattern ID parameter (Table 3 on page 20).

order (Required)

The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.
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Table 5. Description of matcher parameters (continued)

Parameter

Description

capture-group (Optional)

Referenced in the regular expression inside parenthesis
(). These captures are indexed starting at one and
processed from left to right in the pattern. The capture-
group field must be a positive integer less than or equal
to the number of capture groups that are contained in
the pattern. The default value is zero, which is the entire
match.

For example, you can define a single pattern for a source
IP address and port; where the Sourcelp matcher can use
a capture group of 1, and the SourcePort matcher can use
a capture group of 2, but only one pattern needs to be
defined.

This field has a dual purpose when combined with the
enable-substitutions parameter.

To see an example, review the extension document
example.

enable-substitutions (Optional)

Boolean

When you set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

This parameter changes the meaning of the captuzre-
group parameter. The capture-group parameter
creates the new value, and group substitutions are
specified by using \x where x is a group number, 1 - 9.
You can use groups multiple times, and any free-form text
can also be inserted into the value. For example, to form a
value out of group 1, followed by an underscore, followed
by group 2, an @, and then group 1 again, the appropriate
capture-group syntax is shown in the following code:

capture-group="\1_\2@\1"

In another example, a MAC address is separated by
colons, but in QRadar, MAC addresses are usually hyphen-
separated. The syntax to parse and capture the individual
portions is shown in the following example:

capture-group="\1:\2:\3:\4:\5:\6"

If no groups are specified in the capture-group when
substitutions are enabled, a direct text replacement
occurs.

Default is false.
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Table 5. Description of matcher parameters (continued)

Parameter

Description

ext-data (Optional)

An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the List of valid matcher field names.

The following table lists valid matcher field names.

Table 6. List of valid matcher field names

Field name

Description

EventName (Required)

The event name to be retrieved from the QID to
identify the event.

Note: This parameter doesn't appear as a field in
the Log Activity tab.

EventCategory
cat (LEEF)

An event category for any event with a category
not handled by an event-match-single entity or an
event-match-multiple entity.

Combined with EventName, EventCategory is used
to search for the event in the QID. The fields that
are used for QIDmap lookups require an override
flag to be set when the devices are already known
to QRadar, for example,

<event-match-single event-name=
"Successfully logged in"
force-gidmap-lookup-on-fixup="true"
device-event-category="CiscoNAC"
severity="4" send-identity=
"OverrideAndNeverSend" />

The force-qidmap-lookup-on-fixup="true
is the flag override.

Note: This parameter doesn't appear as a field in
the Log Activity tab.

Sourcelp
src (LEEF)

The source IP address for the message.

SourcePort

srcPort (LEEF)

The source port for the message.
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Table 6. List of valid matcher field names (continued)

srcMAC (LEEF)

Field name Description

SourceIpPreNAT The source IP address for the message before
srcPreNAT (LEEF) Network Address Translation (NAT) occurs.
SourceIpPostNAT The source IP address for the message after NAT
SrcPostNAT (LEEF) oceurs.

SourceMAC The source MAC address for the message.

SourcePortPreNAT
srcPreNATPort (LEEF)

The source port for the message before NAT
occurs.

SourcePortPostNAT
srcPostNATPort (LEEF)

The source port for the message after NAT occurs.

DestinationIp
dst (LEEF)

The destination IP address for the message.

DestinationPort
dstPort (LEEF)

The destination port for the message.

DestinationIpPreNAT
dstPreNAT (LEEF)

The destination IP address for the message before
NAT occurs.

DestinationIpPostNAT
dstPostNAT (LEEF)

The destination IP address for the message after
NAT occurs.

DestinationPortPreNAT
dstPreNATPort (LEEF)

The destination port for the message before NAT
occurs.

DestinationPortPostNAT
dstPostNATPort (LEEF)

The destination port for the message after NAT
occurs.

DestinationMAC
dstMAC (LEEF)

The destination MAC address for the message.
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Table 6. List of valid matcher field names (continued)

Field name

Description

DeviceTime
devTime (LEEF)

The time and format that is used by the device.
This date and time stamp represent the time that
the event was sent, according to the device. This
parameter doesn't represent the time that the
event arrived. The DeviceTime field supports the
ability to use a custom date and time stamp for the
event by using the ext-data Matcher attribute.

The following list contains examples of date and
time stamp formats that you can use in the
DeviceTime field:

« ext-data="dd/MMM/YYYY:hh:mm:ss"
11/Mar/2015:05:26:00

« ext-data="MMM dd YYYY / hh:mm:ss"
Mar 11 2015/ 05:26:00

« ext-data="hh:mm:ss:dd/MMM/YYYY"
05:26:00:11/Mar/2015

For more information about the possible values
for the data and time stamp format, see the
Joda-Time web page (http://www.joda.org/joda-
time/key_format.html).

DeviceTime is the only event field that uses the
ext-data optional parameter.

Protocol
proto (LEEF)

The protocol for the message; for example, TCP,
UDP, or ICMP.

UserName

The user name for the message.

HostName

identHostName (LEEF)

The host name for the message. Typically, this field
is associated with identity events.

GroupName
identGrpName (LEEF)

The group name for the message. Typically, this
field is associated with identity events.

IdentityIp

The identity IP address for the message.

IdentityMac
identMAC (LEEF)

The identity MAC address for the message.

IdentityIpvé

The IPv6 identity IP address for the message.

NetBIOSName
identNetBios (LEEF)

The NetBIOS name for the message. Typically, this
field is associated with identity events.

ExtraldentityData

Any user-specific data for the message. Typically,
this field is associated with identity events.
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Table 6. List of valid matcher field names (continued)

Field name

Description

Sourcelpvé

The IPv6 source IP address for the message.

DestinationIpvé

The IPv6 destination IP address for the message.

JSON matcher (json-matcher)

A JSON-matcher (json-matcher) entity is a field that is parsed and is paired with the appropriate pattern
and group for parsing. This entity is new in IBM QRadar V7.3.1.

If multiple matchers are specified for the same field name, the matchers are run in the order that is

presented until a successful parse is found.

Table 7. Description of JSON matcher parameters

Parameter

Description

field (Required)

The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the List of valid matcher field

names table.

pattern-id (Required)

The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3

on page 20)

order (Required)

The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex matchers and JSON matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional)

Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Wherever the pattern is in the form of a multi-keypath,
set the enable-subtitutions value to '=true' so that
each keypath in the pattern and expression is replaced
with the value that is found by the payload. For example,
if the JSON payload contains the £ixrst_name and
last_name fields, but no £ull_name field, you can
define an expression that contains multiple keypaths,
suchas §/"last_name"%, §/"first name"%}.The
captured value for this expression is smith, john.

Default is false.
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Table 7. Description of JISON matcher parameters (continued)

Parameter

Description

ext-data (Optional)

An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field

to reformat the date and time stamp of the event. For
more information, see the List of valid JISON matcher field
names.

The following table lists valid JSON matcher field names.

Table 8. List of valid JISON matcher field names

Field name

Description

EventName (Required)

The event name to be retrieved from the QID to
identify the event.

Note: This parameter doesn't appear as a field in
the Log Activity tab.

EventCategory An event category for any event with a category
that is not handled by an event-match-single entity
or an event-match-multiple entity.

Combined with EventName, EventCategory is used

to search for the event in the QID. The fields that

are used for QIDmap lookups require an override

flag to be set when the devices are already known

to the QRadar system, for example:
<event-match-single event-name="Successfully
logged in" force-qgidmap-
lookup-on-fixup="true" device-event-
category="CiscoNAC" severity="4" send-
identity="OverrideAndNeverSend" />

The force-qidmap-lookup-on-fixup="true"

is the flag override.

Note: This parameter doesn't appear as a field in

the Log Activity tab.

Sourcelp The source IP address for the message.

SourcePort The source port for the message.

SourcelpPreNAT The source IP address for the message before

Network Address Translation (NAT) occurs.
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Table 8. List of valid JSON matcher field names (continued)

Field name Description

SourceIpPostNAT The source IP address for the message after NAT
occurs.

SourceMAC The source MAC address for the message.

SourcePortPreNAT The source port for the message before NAT
occurs.

SourcePortPostNAT The source port for the message after NAT occurs.

DestinationIp

The destination IP address for the message.

DestinationPort

The destination port for the message.

DestinationIpPreNAT

The destination IP address for the message before
NAT occurs.

DestinationIpPostNAT

The destination IP address for the message after
NAT occurs.

DestinationPortPreNAT

The destination port for the message before NAT
occurs.

DestinationPortPostNAT

The destination port for the message after NAT
occurs.

DestinationMAC

The destination MAC address for the message.
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Table 8. List of valid JSON matcher field names (continued)

Field name

Description

DeviceTime

The time and format that is used by the device.
This date and time stamp represent the time that
the event was sent, according to the device. This
parameter doesn't represent the time that the
event arrived. The DeviceTime field supports the
ability to use a custom date and time stamp for the
event by using the ext-data Matcher attribute.

The following list contains examples of date and
time stamp formats that you can use in the
DeviceTime field:

« ext-data="dd/MMM/YYYY:hh:mm:ss"
11/Mar/2015:05:26:00

o ext-data="MMM dd YYYY / hh:mm:ss"
Mar 11 2015/ 05:26:00

« ext-data="hh:mm:ss:dd/MMM/YYYY"
05:26:00:11/Mar/2015

For more information about the possible

values for the data and time stamp

format, see the Java SimpleDateFormat web
page (https://docs.oracle.com/javase/8/docs/api/
java/text/SimpleDateFormat.html).

DeviceTime is the only event field that uses the
ext-data parameter.

Protocol

The protocol for the message; for example, TCP,
UDP, or ICMP.

UserName

The user name for the message.

HostName

The host name for the message. Typically, this field
is associated with identity events.

GroupName

The group name for the message. Typically, this
field is associated with identity events.

IdentityIp

The identity IP address for the message.

IdentityMac

The identity MAC address for the message.

IdentityIpvé

The IPv6 identity IP address for the message.

NetBIOSName

The NetBIOS name for the message. Typically, this
field is associated with identity events.

ExtraldentityData

Any user-specific data for the message. Typically,
this field is associated with identity events.

Sourcelpvé

The IPv6 source IP address for the message.
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Table 8. List of valid JSON matcher field names (continued)

Field name Description

DestinationIpvé The IPv6 destination IP address for the message.

LEEF matcher (leef-matcher)

A LEEF-matcher (leef-matcher) entity is a field that is parsed and is paired with the appropriate pattern of
type 'LeefKey' for parsing. This entity is new in IBM QRadar V7.3.2.

If multiple matchers are specified for the same field name, the matchers are run in the order that is
presented until a successful parse is found.

Table 9. Description of LEEF matcher parameters

Parameter Description

field (Required) The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the Table 6 on page 23table.

pattern-id (Required) The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3

on page 20)

order (Required) The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex, JSON, LEEF, and CEF matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional) Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Default is false.

ext-data (Optional) An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the Table 6 on page 23.
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CEF matcher (cef-matcher)

A CEF-matcher (cef-matcher) entity is a field that is parsed and is paired with the appropriate pattern of
type 'CefKey' for parsing. This entity is new in IBM QRadar V7.3.2.

If multiple matchers are specified for the same field name, the matchers are run in the order that is
presented until a successful parse is found.

Table 10. Description of CEF matcher parameters

Parameter Description

field (Required) The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the Table 6 on page 23table.

pattern-id (Required) The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3
on page 20)

order (Required) The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex, JSON, LEEF, and CEF matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional) Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Default is false.

ext-data (Optional) An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the Table 6 on page 23.

Name Value Pair matcher (namevaluepair-matcher)

A Name Value Pair-matcher (namevaluepair-matcher) entity is a field that is parsed and is paired with the
appropriate pattern of type 'NameValuePairKey' for parsing. This entity is new in IBM QRadar V7.3.3.

If multiple matchers are specified for the same field name, the matchers are run in the order that is
presented until a successful parse is found.

Chapter 4. Log source extensions 31



Table 11. Description of Name Value Pair matcher parameters

Parameter Description

field (Required) The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the Table 6 on page 23.

pattern-id (Required) The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3
on page 20)

order (Required) The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex, JSON, LEEF, and CEF matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional) Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Default is false.

ext-data (Optional) An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the Table 6 on page 23.

delimiter-pair (Optional) The delimiter between each value in a NameValuePair
payload.

delimiter-namevalue (Optional) The delimiter between the name and value in each pair.

Example

In the following example, the delimiter-pair is a comma (,) and the delimiter-namevalue is an equal sign

=).

keyl=valuel, key2=value2, key3=value3
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Generic List matcher (genericlist-matcher)

A Generic List-matcher (genericlist-matcher) entity is a field that is parsed and is paired with the
appropriate pattern of type ""GenericListKey" for parsing. This entity is new in IBM QRadar V7.3.3.

If multiple matchers are specified for the same field name, the matchers are run in the order that is

presented until a successful parse is found.

Table 12. Description of Generic List matcher parameters

Parameter

Description

field (Required)

The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the Table 6 on page 23.

pattern-id (Required)

The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3
on page 20)

order (Required)

The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex, JSON, LEEF, and CEF matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional)

Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Default is false.

ext-data (Optional)

An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the Table 6 on page 23.

delimiter (Optional)

The delimiter between each value in a GenericList
payload.
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Example

In the following example, the delimiter is a comma (,).

valuel,value2,value3

XML Matcher (xml-matcher)

A XML-matcher (xml-matcher) entity is a field that is parsed and is paired with the appropriate pattern of
type 'XmlKey' for parsing.

If multiple matchers are specified for the same field name, the matchers are run in the order that is
presented until a successful parse is found.

Table 13. Description of XML matcher parameters

Parameter Description

field (Required) The field to which you want the pattern to apply; for
example, EventName or Sourcelp. You can use any of the
field names that are listed in the Table 6 on page 23table.

pattern-id (Required) The pattern that you want to use when the field is parsed
from the payload. This value must match (including case)
the ID parameter of an already defined pattern. (Table 3
on page 20)

order (Required) The order that you want this pattern to attempt among
matchers that are assigned to the same field. If two
matchers are assigned to the EventName field, the one
with the lowest order is attempted first.

The regular regex, JSON, LEEF, and CEF matchers are
combined into one list. The different types of matchers
are attempted based on their orders, and the process
stops when one of the matchers is able to parse out data
from the payload.

enable-substitutions (Optional) Boolean

When set to true, a field cannot be adequately
represented with a straight group capture. You can
combine multiple groups with extra text to form a value.

Default is false.

ext-data (Optional) An extra-data parameter that defines any extra field
information or formatting that a matcher field can provide
in the extension.

The only field that currently uses this parameter is
DeviceTime.

For example, you might have a device that sends events
by using a unique time stamp, but you want the event

to be reformatted to a standard device time. Use the
ext-data parameter included with the DeviceTime field to
reformat the date and time stamp of the event. For more
information, see the Table 6 on page 23.
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Multi-event modifier (event-match-multiple)

The multi-event modifier (event-match-multiple) matches a range of event types and then modifies
them as specified by the pattern-id parameter and the capture-group-index parameter.

This match is not done against the payload, but is done against the results of the EventName matcher
previously parsed out of the payload.

This entity allows mutation of successful events by changing the device event category, severity, or the
method the event uses to send identity events. The capture-group-index must be an integer value
(substitutions are not supported) and pattern-ID must reference an existing pattern entity. All other
properties are identical to their counterparts in the single-event modifier.

Single-event modifier (event-match-single)

Single-event modifier (event-match-single) matches and then modifies exactly one type of event, as
specified by the required, case-sensitive EventName parameter.

This entity allows mutation of successful events by changing the device event category, severity, or the
method for sending identity events.

When events that match this event name are parsed, the device category, severity, and identity properties
are imposed upon the resulting event.

You must set an event-name attribute and this attribute value matches the value of the EventName
field. In addition, an event-match-single entity consists of these optional properties:

Table 14. Description of single-event parameters

Parameter Description

device-event-category A new category for searching for a QID for the
event. This parameter is an optimizing parameter
because some devices have the same category for
all events.

severity The severity of the event. This parameter must be
an integer value 1 - 10.

If a severity of less than 1 or greater than 10 is
specified, the system defaults to 5.

If not specified, the default is whatever is found in
the QID.
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Table 14. Description of single-event parameters (continued)

Parameter Description

send-identity Specifies the sending of identity change
information from the event. Choose one of the
following options:

« UseDSMResults If the DSM returns an identity
event, the event is passed on. If the DSM does
not return an identity event, the extension does
not create or modify the identity information.

This option is the default value if no value is
specified.

« SendIfAbsent If the DSM creates identity
information, the identity event is passed through
unaffected. If no identity event is produced by
the DSM, but there is enough information in the
event to create an identity event, an event is
generated with all the relevant fields set.

« OverrideAndAlwaysSend Ignores any identity
event that is returned by the DSM and creates
a new identity event, if there is enough
information.

« OverrideAndNeverSend Suppress any identity
information that is returned by the DSM.
Suggested option unless you are processing
events that you want to go into asset updates.

Extension document template

The example of an extension document provides information about how to parse one particular type of
Cisco FWSM so that events are not sent with an incorrect event name.

For example, if you want to resolve the word session, which is embedded in the middle of the event
name:

Nov 17 09:28:26 192.0.2.1 %FWSM-session-0-302015: Built UDP connection for faddr
<IP_address1>/80 gaddr <IP_address2>/31696 laddr <IP_address3>/2157 duration 0:00:00 bytes
57498 (TCP FINs)

This condition causes the DSM to not recognize any events and all the events are unparsed and associated
with the generic logger.

Although only a portion of the text string (302015) is used for the QID search, the entire text string
(%FWSM-session-0-302015) identifies the event as coming from a Cisco FWSM. Since the entire text
string is not valid, the DSM assumes that the event is not valid.

Extension document example for parsing one event type

An FWSM device has many event types and many with unique formats. The following extension document
example indicates how to parse one event type.

Note: The pattern IDs do not have to match the field names that they are parsing. Although the following
example duplicates the pattern, the SourceIp field and the SourceIpPreNAT field cab use the exact
same pattern in this case. This situation might not be true in all FWSM events.

<?xml version="1.0" encoding="UTF-8"?>
<device-extension xmlns="event_parsing/device_extension">
<pattern id="EventNameFWSM_Pattern" xmlns=""><![CDATA[%FWSM[a-zA-Z\-]*\d-(\d{1,6%)]]1></pattern>
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<pattern id="SourceIp_Pattern" xmlns=""><![CDATA[gaddr (\d{1,3%\.\d{1,3}\.\d{1,3}%\.\d{1,3})/([\d]{1,5%)]]></pattern>
<pattern id="SourceIpPreNAT_Pattern" xmlns=""><![CDATA[gaddr (\d{1,3%\.\d{1,3%\.\d{1,3%\.\d{1,3})/([\d]{1,5¢%)]]></pattexrn>
<pattern id="SourceIpPostNAT_Pattern" xmlns=""><![CDATA[laddr (\d{1,3%\.\d$1,3%\.\d{1,3%\.\d{1,3%)/([\d]$1,5%)]1]1></pattern>
<pattern id="DestinationIp_Pattern" xmlns=""><![CDATA[faddr (\d{1,3%\.\d{1,3%\.\d{1,3%\.\d{1,3%)/([\d]1{1,5%)]]1></pattern>

<pattern id="Protocol_Pattern" case-insensitive="true" xmlns=""><![CDATA[(tcp|udp|icmp|gre)]]></pattern>
<pattern id="Protocol_6_Pattern" case-insensitive="true" xmlns=""><![CDATA[protocol=6]]></pattern>
<pattern id="EventNameId_Pattern" xmlns—””><'[CDATA[(\d{l 6%)]11></pattern>
<match-group order—”l” descrlptlon—”FWSM Test" device-type-id-override="6" xmlns=

<matcher field="EventName" order="1" "EventNameFWSM_Pattern" capture group="1"/>

<matcher field="SourceIp" order="1" pattern-id="SourceIp_Pattern" capture-group="1" />

<matcher field="SourcePort" order="1" pattern-id="SourcePort_Pattern" capture-group="2"/>

<matcher field="SourceIpPreNAT" order="1" pattern-id="SourceIpPreNAT_Pattern" capture-group="1" />

<matcher field="SourceIpPostNAT" order="1" pattern-id="SourceIpPostNAT_Pattern" capture-group="1" />

<matcher field="SourcePortPreNAT" order="1" pattern-id="SourcePortPreNAT_Pattern" capture-group="2" />

<matcher field="SourcePortPostNAT" order="1" pattern-id="SourcePortPostNAT_Pattern" capture-group="2" />

<matcher field="DestinationIp" order="1" pattern-id="DestinationIp_Pattern" capture-group="1" />

<matcher field="DestinationPort" order="1" pattern-id="DestinationIp_Pattern" capture-group="2" />

<matcher field="Protocol" order="1" pattern-id="Protocol_Pattern" capture-group="1" />

<matcher field="Protocol" order="2" pattern-id="Protocol_6_Pattern" capture-group="TCP" enable-substitutions=true/>

<event-match-multiple pattern-id="EventNameId" capture-group-index="1" device-event-category="Cisco Firewall"/>

</match-group>

</device-extension>

<?xml version="1.0" encoding="UTF-8"?>

<device-extension xmlns="event_parsing/device_extension">

<!-- Do not remove the "allEventNames" value -->

<pattern id="EventName-Fakeware_Pattern" xmlns=""><![CDATA[]]></pattern>

<pattern id="SourcelIp-Fakeware_Pattern" xmlns=""><![CDATA[]]</pattern>

<pattern id="SourcePort-Fakeware_Pattern" xmlns=""><![CDATA[]]></pattern>

<pattern id="SourceMAC-Fakeware_Pattern" xmlns=""><![CDATA[]]></pattern>

<pattern id="DestinationIp-Fakeware_Pattern" xmlns=""><![CDATA[]]></pattern>

<pattern id:”DestinationPort—Fakeware_PatteIn” case-insensitive="true" xmlns=""><![CDATA[]]></pattern>

<pattern id="Protocol-Fakeware_Pattern" case-insensitive="true" xmlns=""><![CDATA[]]></pattern>

<match-group order="1" descrlptlon—”FWSM Test" dev1ce type-id-override="6" xmlns="">
<matcher field="EventName" oxrder: pattern-id="EventName-Fakeware_Pattern" capture-group="1"/>
<matcher field="SourcelIp" order= pattern—id=”SourceIp—Fakeware_PatteIn” capture-group="1" />
<matcher field="SourcePort" order= pattern-id="SourcePort-Fakeware_Pattern" capture-group="1"/>
<matcher field="SourceMAC" order="1" pattern-id="SourceMAC-Fakeware_Pattern" capture-group="1" />
<matcher field="DestinationIp" order="1" pattern-id="DestinationIp-Fakeware_Pattern" capture-group="1" />
<matcher field="DestinationPort" order="1" pattern-id="SDestinationPort-Fakeware_Pattern" capture-group="1" />
<matcher field="Protocol" order="1" pattern-id="Protocol-Fakeware_Pattern" capture-group="1" />
<event-match-multiple pattern-id="EventNameId" capture-group-index="1" device-event-category="Cisco Firewall"/>

</match-group>

</device-extension>

Parsing basics
The preceding extension document example demonstrates some of the basic aspects of parsing:

IP addresses

» Ports

Protocol

Multiple fields that use the same pattern with different groups

This example parses all FWSM events that follow the specified pattern. The fields that are parsed might
not be present in those events when the events include different content.

The information that was necessary to create this configuration that was not available from the event:

« The event name is only the last 6 digits (302015) of the %$FWSM-session-0-302015 portion of the
event.

« The FWSM has a hardcoded device event category of Cisco Firewall.

« The FWSM DSM uses the Cisco Pix QIDmap and therefore includes the device-type-id-
override="6" parameterin the match group. The Pix firewall log source type ID is 6.

Note: If the QID information is not specified or is unavailable, you can modify the event mapping. For
more information, see the Modifying Event Mapping section in the IBM QRadar User Guide.

Event name and device event category

An event name and a device event category are required when the QIDmap is searched. This device
event category is a grouping parameter within the database that helps define like events within a device.
The event-match-multiple at the end of the match group includes hardcoding of the category. The
event-match-multiple uses the EventNameld pattern on the parsed event name to match up to 6
digits. This pattern is not run against the full payload, just that portion parsed as the EventName field.

The EventName pattern references the %FWSM portion of the events; all Cisco FWSM events contain the
9%FWSM portion. The pattern in the example matches %FWSM followed by any number (zero or more) of
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letters and dashes. This pattern match resolves the word session that is embedded in the middle of
the event name that needs to be removed. The event severity (according to Cisco), followed by a dash
and then the true event name as expected by QRadar. The (\d{6%) string is the only string within the
EventNameFWSM pattern that has a capture group.

The IP addresses and ports for the event all follow the same basic pattern: an IP address followed by a
colon followed by the port number. This pattern parses two pieces of data (the IP address and the port),
and specifies different capture groups in the matcher section.

<device-extension>
<pattern id="EventNamel">(logger) :</pattern>
<pattern id="DeviceTimel">time=\[(\d§2%/\wi3%/\d§4%:\df2%:\d§2%:\d§2%)\] </pattern>
<pattern id="Username">(TLSv1l)</pattern>
<match-group order="1" description="Full Test">
<matcher field="EventName" order="1" pattern-id="EventNamel" capture-group="1"/>
<matcher field="DeviceTime" order="1" pattern-id="DeviceTimel"
capture-group="1" ext-data="dd/MMM/YYYY:hh:mm:ss"/>
<matcher field="UserName" order="1" pattern-id="Username" capture-group="1"/>
</match-group>
</device-extension>

IP address and port patterns

The IP address and port patterns are four sets of one to three digits, separated by periods followed by a
colon and the port number. The IP address section is in a group, as is the port number, but not the colon.
The matcher sections for these fields reference the same pattern name, but a different capture group (the
IP address is group 1 and the port is group 2).

The protocol is a common pattern that searches the payload for the first instance of TCP, UDP, ICMP, or
GRE. The pattern is marked with the case-insensitive parameter so that any occurrence matches.

Although a second protocol pattern does not occur in the event that is used in the example, there is

a second protocol pattern that is defined with an order of two. If the lowest-ordered protocol pattern
does not match, the next one is attempted, and so on. The second protocol pattern also demonstrates
direct substitution; there are no match groups in the pattern, but with the enable-substitutions parameter
enabled, the text TCP can be used in place of protocol=6.

Creating a log source extensions document to get data into QRadar

You create log source extensions (LSX) when log sources don't have a supported DSM, or to repair an
event that has missing or incorrect information, or to parse an event when the associated DSM fails to
produce a result.

When to create a log source extension

For log sources that don't have an official DSM, use a custom log source type to integrate log sources. A
log source extension (also known as a device extension) is then applied to the custom log source type
to provide the logic for parsing the logs. The LSX is based on Java™ regular expressions and can be used
against any protocol type, such as syslog, JDBC, and Log File. Values can be extracted from the logs and
mapped to all common fields within IBM QRadar.

When you use log source extensions to repair missing or incorrect content, any new events that are
produced by the log source extensions are associated to the log source that failed to parse the original
payload. Creating an extension prevents unknown or uncategorized events from being stored as unknown
in QRadar.

Using the DSM Editor to quickly create a log source extension

For IBM QRadar V7.2.8 and later, you can use the DSM Editor to create log source extensions. The DSM
Editor provides real-time feedback so that you know whether the log source extension that you are
creating has problems. Use the DSM Editor to extract fields, define custom properties, categorize events,
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define new QID definitions, and define your own log source type. For more information about the DSM
Editor, see the IBM QRadar Administration Guide.

Process for manually creating a log source extension
Alternatively, to manually create a log source extension, complete the following steps:
1. Ensure that a log source is created in QRadar.

Use a custom log source type to collect events from a source when the log source type is not listed as
a QRadar supported DSM.

Use the DSM Editor to create the new log source type, and then manually create the log source. You
can attach an LSX to a supported log source type, such as Windows, Bluecoat, Cisco, and others that
are listed as QRadar supported DSMs.

2. To determine what fields are available, use the Log Activity tab to export the logs for evaluation.

3. Use the extension document example template to determine the fields that you can use.
It is not necessary to use all of the fields in the template. Determine the values in the log source that
can be mapped to the fields in extension document template.

4. Remove any unused fields and their corresponding Pattern IDs from the log source extension
document.

5. Upload the extension document and apply the extension to the log source.
6. Map the events to their equivalents in the QIDmap.

This manual action on the Log Activity tab is used to map unknown log source events to known
QRadar events so that they can be categorized and processed.

Related concepts

Examples of log source extensions on QRadar Support Forums

You can create log source extensions (LSX) for log sources that don't have a supported DSM. To help you
create your own log source extensions (also known as DSM extensions), you modify existing ones that
were created.

“Extension document template” on page 36
The example of an extension document provides information about how to parse one particular type of
Cisco FWSM so that events are not sent with an incorrect event name.

Related information
r_supported_dsm_list.dita

Common regular expressions

Use regular expressions to match patterns of text in the log source file. You can scan messages for
patterns of letters, numbers, or a combination of both. For example, you can create regular expressions
that match source and destination IP addresses, ports, MAC addresses, and more.

The following codes show several common regular expressions:

\di1,3%\.\d31,3%\.\di1,3%\.\d31,3% \dil1l,5% (?:[0-9a-fA-F]{2%\:){5:[0-9a-fA-F]{2% (TCP|UDP|ICMP|
GRE) \wi33\s\di2}\s\di2}:\d{2%:\di2} \s \t .*?

The escape character, or "\", is used to denote a literal character. For example, """ character means "any
single character" and matches A, B, 1, X, and so on. To match the " characters, a literal match, you must
use ||\.||

Table 15. Common regex expressions

Type Expression
IP Address \d{1,3N\\d{1,3\.\d{1,31\.\d{1,3}
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Table 15. Common regex expressions (continued)

Type Expression

MAC Address (?:[0-9a-fA-F]{2}\:){5}[0-9a-fA-F]{2}
Port Number \d{1,5}

Protocol (TCP|UDP|ICMP|GRE)

Device Time \W{3Ns\d{2}\s\d{2}:\d{2}:\d{2}
Whitespace \s

Tab \t

Match Anything x?

Tip: To ensure that you don't accidentally match another characters, escape any non-digit or non-alpha
character.

Building regular expression patterns

To create a log source extension, you use regular expressions (regex) to match strings of text from the
unsupported log source.

About this task

The following example shows a log entry that is referenced in the steps.

May 20 17:24:59 kexrnel: DROP MAC=<MAC_address>

SRC=<Source_IP_address> DST=<Destination_IP_address> LEN=351 T0S=0x00 PREC=0x00 TTL=64 ID=9582
PROTO=UDP SPT=67 DPT=68 LEN=331

May 20 17:24:59 kexrnel: PASS MAC=<MAC_address>

SRC=<Source_IP_address> DST=<Destination_IP_address> LEN=351 T0S=0x00 PREC=0x00 TTL=64

ID=9583 PROTO=TCP SPT=1057 DPT=80 LEN=331

May 20 17:24:59 kexrnel: REJECT

MAC=<MAC_address> SRC=<Source_IP_address> DST=<Destination_IP_address> LEN=351

TOS=0x00 PREC=0x00 TTL=64 ID=9584 PROTO=TCP SPT=25212 DPT=6881 LEN=331

Procedure
1. Visually analyze the unsupported log source to identify unique patterns.

These patterns are later translated into regular expressions.
2. Find the text strings to match.

Tip: To provide basic error checking, include characters before and after the values to prevent similar
values from being unintentionally matched. You can later isolate the actual value from the extra
characters.

3. Develop pseudo-code for matching patterns and include the space character to denote the beginning
and end of a pattern.

You can ignore the quotes. In the example log entry, the event names are DROP, PASS, and REJECT.
The following list shows the usable event fields.

- EventName: " kernel: VALUE "
« SourceMAC: " MAC=VALUE "

« Sourcelp: " SRC=VALUE "

« DestinationIp: " DST=VALUE "
 Protocol: " PROTO=VALUE "

- SourcePort: " SPT=VALUE "
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« DestinationPort: " DPT=VALUE "
4, Substitute a space with the \ s regular expression.

You must use an escape character for non-digit or non-alpha characters. For example, = becomes \=
and : becomes \..

5. Translate the pseudo-code to a regular expression.

Table 16. Translating pseudo-code to regular expressions

Field Pseudo-code Regular expression

EventName " kernel: VALUE \skernel\:\s.*?\s

SourceMAC "MAC=VALUE " \sMAC\=(?:[0-9a-fA-F]{2}\:){5}[0-9a-fA-
FI{2hs

SourcelP " SRC=VALUE " \sSRC\=\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}
\s

DestinationIp " DST=VALUE " \sDST\=\d{1,3}\.\d{1,3}\.\d{1,31\.\d{1,3}
\s

Protocol "PROTO=VALUE " \sPROTO\=(TCP|UDP|ICMP|GRE)\s

SourcePort "SPT=VALUE " \sSPT\=\d{1,5}\s

DestinationPort "DPT=VALUE " \sDPT\=\d{1,5}\s

6. Specify capture groups.
A capture group isolates a certain value in the regular expression.

For example, in the SourcePort pattern in the previous example, you can't pass the entire value since it
includes spaces and SRC=<code>. Instead, you specify only the port number by using a capture group.
The value in the capture group is what is passed to the relevant field in IBM QRadar.

Insert parenthesis around the values you that you want capture:

Table 17. Mapping regular expressions to capture groups for event fields

Field Regular expression Capture group

EventName \skernel\:\s.*?\s \skernel\:\s(*?)\s

SourceMAC \sMAC\=(?:[0-9a-fA- F]{2}\:){5}[0-9a-fA- | \sMAC\=((?:[0-9a-fA- F]{2}\:){5}[0-9a-

F{2hs fA-FI{2D\s

SourcelP tsSRC\=\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3} ;)s\SRC\=(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3
s s

Destination IP tsDST\=\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3} _J})s\DST\=(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3
s s

Protocol \sPROTO\=(TCP|UDP|ICMP|GRE)\s \sPROTO\=((TCP|UDP|ICMP|GRE))\s

SourcePort \sSPT\=\d{1,5}\s \sSPT\=(\d{1,5)\s

DestinationPort \sDPT\=\d{1,5}\s \sDPT\=(\d{1,5)\s

7. Migrate the patterns and capture groups into the log source extensions document.

The following code snippet shows part of the document that you use.

<device-extension xmlns="event_parsing/device_extension">

<pattern id="EventNameFWSM_Pattern" xmlns=""><![CDATA[%FWSM[a-zA-Z\-]*\d-(\d{1,6})]]1></pattern>

<pattern id="SourceIp_Pattern" xmlns=""><![CDATA[gaddr (\di1,3}\.\d{1,3%\.\d{1,3%\.\d{1,3})/([\d]1{1,5%)]1]1></pattexrn>
<pattern id="SourceIpPreNAT_Pattern" xmlns=""><![CDATA[gaddr (\d{1,3%\.\d{1,3%\.\d{1,33%\.\d{1,3})/([\d]1{1,5%)]1]1></pattexrn>
<pattern id="SourceIpPostNAT_Pattern" xmlns=""><![CDATA[laddr (\d{1,3%\.\d$1,33%\.\d{1,3%\.\d{1,33)/([\d]1{1,5%)]1]1></pattern>
<pattern id="DestinationIp_Pattern" xmlns=""><![CDATA[faddr (\d{1,33%\.\d{1,3%\.\d{1,3%\.\d$1,3})/([\d]1{1,5%)]]1></pattern>
<pattern id="Protocol_Pattern" case-insensitive="true" xmlns=""><![CDATAL(TCP|UDP|ICMP|GRE)]]1></pattern>
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<pattern id="Protocol_6_Pattern" case-insensitive="true" xmlns=""><![CDATA[protocol=6]]></pattern>
<pattern id="EventNameId_Pattern" xmlns=""><![CDATA[(\d{1,6%)]11></pattern>

Uploading extension documents to QRadar

You can create multiple extension documents and then upload them and associated them to various
log source types. The logic from the log source extension (LSX) is then used to parse the logs from the
unsupported log source.

Extension documents can be stored anywhere before you upload to IBM QRadar.

Procedure

1. On the Admin tab, click Log Source Extensions.
2. Click Add.

3. Assign a name.

4

. If you want to apply this log source extension to more than one instance of a log source type, select
the log source type from the available Log Source Type list and click the add arrow to set it as the
default.

Setting the default log source type applies the log source extension to all events of a log source type,
including those log sources that are automatically discovered.

Ensure that you test the extension for the log source type first to ensure that the events are parsed
correctly.

5. Click Browse to locate the LSX that you saved and then click Upload.

QRadar validates the document against the internal XSD and verifies the validity of the document
before the extension document is uploaded to the system.

6. Click Save and close the window.
7. Associate the log source extension to a log source.
a) From the Admin tab, click Data Sources > Log Sources.
b) Double-click the log source type that you created the extension document for.
c) From the Log Source Extension list, select the document that you created.
d) Click Save and close the window.

Examples of parsing issues

When you create a log source extension, you might encounter some parsing issues. Use these XML
examples to resolving specific parsing issues.

Converting a protocol

The following example shows a typical protocol conversion that searches for TCP, UDP, ICMP, or GRE
anywhere in the payload. The search pattern is surrounded by any word boundary, for example, tab,
space, end of line. Also, the character case is ignored:

<pattern id="Protocol" case-insensitive="true" xmlns="">

<! [CDATA[\b(TCP|UDP|ICMP|GRE)\b]]>

</pattern>

<matcher field="Protocol" order="1" pattern-id="Protocol" capture-group="1" />

Making a single substitution

The following example shows a substitution that parses the source IP address, and then overrides the
result and sets the IP address t0 192.0.2.1, ignoring the IP address in the payload.
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This example assumes that the source IP address matches something similar to
SrcAddress=203.0.113.1 followed by a comma:

<pattern id="SourceIp_AuthenOK" xmlns="">
<![CDATA[SrcAddress=(\d{1,3}\.\d{1,3}\.\d${1,3}\.\d${1,3}),1]1>
</pattern>

<matcher field="SourcelIp" order="1" pattern-id="Sourcelp_AuthenOK"
capture-group="192.0.2.1" enable-substitutions="true"/>

Generating a colon-separated MAC address

QRadar detects MAC addresses in a colon-separated form. Because all devices might not use this form,
the following example shows how to correct that situation:

<pattern id="SourceMACWithDashes" xmlns="">
<! [CDATA[SourceMAC=([0-9a-fA-F]$2%)-([0-9a-fA-F]{2})-([0-9a-fA-F]$2%)-
([0-9a-fA-F132%)-([0-9a-fA-F142%)-([0-9a-fA-F]1{2%)]1]1>
</pattern>
<matcher field="SourceMAC" order="1" pattern-id="
SourceMACWithDashes" capture-group="\1:\2:\3:\4:\5:\6" />

In the preceding example, SourceMAC=12-34-1a-2b-3c-4d is converted to a MAC address of
12:34:1a:2b:3c:4d.

If the dashes are removed from the pattern, the pattern converts a MAC address and has no separators. If
spaces are inserted, the pattern converts a space-separated MAC address.

Combining IP address and port
Typically an IP address and port are combined into one field, which is separated by a colon.

The following example uses multiple capture groups with one pattern:

pattern id="SourceIPColonPort" xmlns="">
<! [CDATA[Source=(\d{1,3}%\.\d{1,3}\.\d{1,3}\.\d{1,3}):([\d]1{1,5%)11>
</pattern>

<matcher field="SourcelIp" order="1" pattern-id="SourceIPColonPort" capture-group="1" />
<matcher field="SourcePort" order="1" pattern-id="SourceIPColonPort" capture-group="2" />

Modifying an Event Category
A device event category can be hardcoded, or the severity can be adjusted.
The following example adjusts the severity for a single event type:

<event-match-single event-name="TheEvent" device-event-category="Actual
Category" severity="6" send-identity="UseDSMResults" />

Suppressing identity change events
A DSM might unnecessarily send identity change events.
The following examples show how to suppress identity change events from being sent from a single event

type and a group of events.

// Never send identity for the event with an EventName of Authen 0K
<event-match-single event-name="Authen OK" device-event-category="ACS"
severity="6" send-identity="OverrideAndNeverSend" />

// Never send any identity for an event with an event name starting with 7,
followed by one to five other digits:

<pattern id="EventNameId" xmlns=""><![CDATA[(7\d{1,5%)]1]1>

</pattern>

<event-match-multiple pattern-id="EventNameId" capture-group-index="1"
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device-event-category="Cisco Firewall" severity="7"
send-identity="0OverrideAndNeverSend" />

Formatting event dates and time stamps
A log source extension can detect several different date and time stamp formats on events.

Because device manufacturers do not conform to a standard date and time stamp format, the ext-data
optional parameter is included in the log source extension to allow the DeviceTime to be reformatted. The
following example shows how an event can be reformatted to correct the date and time stamp formatting;:

<device-extension>

<pattern id="EventNamel">(logger) :</pattern>

<pattern id="DeviceTimel">time=\[(\di23/\w{3}/\d{4}:\d$i2}:\d$23%:\d$2%)\1</pattexrn>
<pattern id="Username">(TLSv1l)</pattern>

<match-group order="1" description="Full Test">
<matcher field="EventName" order="1" pattern-id="EventNamel_Pattern" capture-group="1"/>
<matcher field="DeviceTime" order="1" pattern-id="DeviceTimel_Pattexrn"
capture-group="1" ext-data="dd/MMM/YYYY:hh:mm:ss"/>
<matcher field="UserName" order="1" pattern-id="Username_Pattern" capture-group="1"/>
</match-group>
</device-extension>

Multiple Log Formats in a Single Log Source

Occasionally, multiple log formats are included in a single log source.

May 20 17:15:50 kernel: DROP IN=vlan2 OUT= MAC= SRC=<Source_IP_address>
DST=<Destination_IP_address> PROTO=UDP SPT=1900 DPT=1900

May 20 17:16:26 <server>[22331]: password auth succeeded for 'root' from <IP_address>
May 20 17:16:28 <server>[22331]: exit after auth (root): Exited normally </br>

May 20 17:16:14 <server>[22331]: bad password attempt for 'root' from <IP_address>:3364

For example, there are 2 log formats: one for firewall events, and one for authentication events. You must
write multiple patterns for parsing the events. You can specify the order to be parsed. Typically, the more
frequent events are parsed first, followed by the less frequent events. You can have as many patterns as

required to parse all of the events. The order variable determines what order the patterns are matched in.

The following example shows multiple formats for the following fields EventName and UserName

Separate patterns are written to parse each unique log type. Both of the patterns are referenced when you
assign the value to the normalized fields.

<pattern id="EventName-DDWRT-FW_Pattern" xmlns=""><![CDATA[kernel\:\s(.*?)\s]]></pattern>
<pattern id="EventName-DDWRT-Auth_Pattern" xmlns=""><![CDATA[sdrophear\[\d{l,5:\]|:\s(.*?\s.x?)\s]]>
</pattern>

<pattern id="UserName_DDWRT-Authl__Pattern" xmlns=""><![CDATA[\sfor\s\'(.*?)\'s]]></pattern>
<pattern id="UserName_DDWRT-Auth2__Pattern" xmlns=""><![CDATA[\safter\sauth\s\((.*?)\)\:]1]1></pattern>

<match-group order="1" description="DD-WRT Device Extensions xmlns="">
<matcher field="EventName" order="1" pattern-id="EventName-DDWRT-FW_Pattern" capture-group="1"/>
<matcher field="EventName" order="2" pattern-id="EventName-DDWRT-Auth_Pattern" capture-group="1"/>

<matcher field="UserName" order="1" pattern-id="UserName-DDWRT-Authl_Pattern" capture-group="1"/>
<matcher field="UserName" order="2" pattern-id="UserName-DDWRT-Auth2_Pattern" capture-group="1"/>

Parsing a CSV log format

To parse a log file that is in CSV format, use the Generic List expression type that is available in the
DSM Editor. For more information, see Expressions in Generic List format for structured data (https://
www.ibm.com/docs/en/qsip/7.5?topic=editor-expressions-in-generic-list-format-structured-data).

Event,User,Source IP,Source Port,Destination IP,Destination Port

Failed Login,<Username>,<Source_IP_address>,1024,<Destination_IP_address>, 22
Successful Login,<Username>,<Source_IP_address>,1743,<Destination_IP_address>,110
Privilege Escalation,<Username>,<Source_IP_address>,1028,<Destination_IP_address>,23
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Chapter 5. Log source extension management

You can create log source extensions to extend or modify the parsing routines of specific devices.

A log source extension is an XML file that includes all of the regular expression patterns that are required
to identify and categorize events from the event payload. Extension files can be used to parse events
when you must correct a parsing issue or you must override the default parsing for an event from a
DSM. When a DSM does not exist to parse events for an appliance or security device in your network,

an extension can provide event support. The Log Activity tab identifies log source events in these basic
types:

« Log sources that properly parse the event. Properly parsed events are assigned to the correct log source
type and category. In this case, no intervention or extension is required.

 Log sources that parse events, but have a value Unknown in the Log Source parameter. Unknown
events are log source events where the log source type is identified, but the payload information
cannot be understood by the DSM. The system cannot determine an event identifier from the available
information to properly categorize the event. In this case, the event can be mapped to a category or a
log source extension can be written to repair the event parsing for unknown events.

« Log sources that cannot identify the log source type and have a value of Stored event in the Log
Source parameter. Stored events require you to update your DSM files or write a log source extension to
properly parse the event. After the event parses, you can then map the events.

Before you can add a log source extension, you must create the extension document. The extension
document is an XML document that you can create with any common word processing or text editing
application. Multiple extension documents can be created, uploaded, and associated with various log
source types. The format of the extension document must conform to a standard XML schema document
(XSD). To develop an extension document, knowledge of and experience with XML coding is required.

Adding a log source extension

You can add a log source extension to extend or modify the parsing routines of specific devices.

Procedure

1. Click the Admin tab.

2. Click the Log Source Extensions icon.

3. Click Add.

4. From the Log Source Types list, select one of the following options:

Option Description

Available Select this option when the device support
module (DSM) correctly parses most fields for the
log source. The incorrectly parsed field values are
enhanced with the new XML values.

Set to default for Select log sources to add or remove from
the extension parsing. You can add or remove
extensions from a log source.

When a log source extension is Set to default
for a log source, new log sources of the same
Log Source Type use the assigned log source
extension.

5. Click Browse to locate your log source extension XML document.
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6. Click Upload. The contents of the log source extension is displayed to ensure that the proper extension
file is uploaded. The extension file is evaluated against the XSD for errors when the file is uploaded.

7. Click Save.

Results

If the extension file does not contain any errors, the new log source extension is created and enabled. It
is possible to upload a log source extension without applying the extension to a log source. Any change to
the status of an extension is applied immediately and managed hosts or Consoles enforce the new event
parsing parameters in the log source extension.

What to do next

On the Log Activity tab, verify that the parsing patterns for events is applied correctly. If the log source
categorizes events as Stored, the parsing pattern in the log source extension requires adjustment. You
can review the extension file against log source events to locate any event parsing issues.
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Chapter 6. Threat use cases by log source type

External log sources feed raw events to the QRadar system that provide different perspectives about
your network, such as audit, monitoring, and security. It's critical that you collect all types of log sources
so that QRadar can provide the information that you need to protect your organization and environment
from external and internal threats. For example, if your organization adopts cloud services and begins

to onboard Amazon Web Services (AWS), or Azure cloud services, or Microsoft Office 365, add the

log sources to QRadar so that you continue to have visibility into all malicious activity and compliance
breaches.

Click a check mark in the following matrix to go to the log source that you're most interested in. For each
log source, the relevant ATT&CK framework categories are listed. The Adversarial Tactics, Techniques,
and Common Knowledge (ATT&CK) framework was developed by Mitre Corp. The public knowledge base
of threat tactics and techniques helps your security analysts to understand hacker threats and how to
prevent adversarial attacks from happening to your organization's networks. These tactics can become
your weaknesses if you're not collecting that type of log source.

Table 18. Log sources in QRadar with use cases
Log sources Advanced | Insider | Securing | Critical Incident |Compliance |Risk and
Persistent | Threat |the Data Response @ Vulnerability
Threat Cloud Protection = Management
-v_'_o_): .
%) < B KN
Firewall/Router Vv Vv WA Vv Vv Vv
IDS/IPS v Vv v v
(Intrusion
Detection
System/Intrusion
Protection
System)
Web Proxy Vv Vv Vv Vv Vv
VPN Vv
DNS v Vv v
DHCP v Vv v
Mail Logs \4 Vv Vv
DLP (Data Loss \4 Vv Vv Vv
Prevention)
Endpoint Vv Vv Vv Vv v
Identity/ Vv Vv Vv v
Authentication
(LDAP/AD/Radius)
Anti Virus \4 Vv \2 Vv \4
QRadar Network Vv \a Vv Vv \2 Vv Vv
Insights/Netflow
Database Logs Vv A Vv Vv Vv A
EDR v v v
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Table 18. Log sources in QRadar with use cases (continued)

Log sources Advanced | Insider | Securing | Critical Incident |Compliance |Riskand
Persistent | Threat |the Data Response @ Vulnerability
Threat Cloud Protection = Management
e iy
£y SN P
Cloud v v v v v
Infrastructure/
Audit
(AWS CloudTrail,
Azure Event
Hubs)
Office 365 Vv Vv \a
Firewall/Router

The following table provides examples of use cases that are affected by firewall/router log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK

categories:

« Defense Evasion

« Discovery

« Command and Control
« Exfiltration

Table 19. Firewall/Router log source and use case examples

Use case

Examples

Advanced Persistent Threat

Firewall data helps detect command control
issues. Use it for external recon and prevent
malicious IP communications from entering your
environment.

Securing the Cloud

Identify risky internet service provider
connections, such as connections to TOR.

Critical Data Protection

Discover and protect against abnormal database
connection attempts.

Incident Response

See which hosts communicated with an infected
host so that you can stop the spread of data
infection.

Compliance

Monitor for unauthorized or unexpected firewall
configuration changes to allow access to critical
business assets. For example, PCI requires all
critical assets that contain “banking information”
to communicate through an internal DMZ with no
direct access to the outside world.

Risk and Vulnerability Management

Discover assets that are actively communicating on
vulnerable ports.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/

Technique_Matrix)

(Back to top)

48 IBM QRadar : QRadar DSM Configuration Guide



https://attack.mitre.org/wiki/Technique_Matrix

Intrusion detection system (IDS)/Intrusion protection system (IPS)

The following table provides examples of use cases that are affected by IDS/IPS log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK
categories:

 Defense Evasion

- Persistence Mechanism
« Discovery

« Command and Control

Table 20. IDS/IPS log source and use case examples

Use case Examples

Advanced Persistent Threat Correlate threat events with vulnerabilities, and
then escalate those threat events. Perform more
acute offense detection.

Critical Data Protection SQL, XSS Injection

Incident Response See which hosts are infected and watch for
potential epidemics so that you can stop the
spread of data infection.

Risk and Vulnerability Management Validate and assess threats to prioritize by
correlating with asset and vulnerability data.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Web proxy

The following table provides examples of use cases that are affected by web proxy log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK
categories:

 Defense Evasion

- Persistence Mechanism
Data Exfiltration

« Command and Control

Privilege Escalation

Credential Access

Table 21. Web proxy log source and use case examples

Use case Examples

Advanced Persistent Threat Monitor for malicious domain communication, data
exfiltration, and command and control activities.
Detect attempts to bypass normal user restrictions
by surfing with a service account.

Insider Threat Track malicious activity such as crypto mining that
uses corporate resources.
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Table 21. Web proxy log source and use case examples (continued)

Use case Examples

Securing the Cloud Detect shadow IT, unapproved cloud service usage,
and potential data exfiltration from corporate
environments.

Critical Data Protection Monitor for unauthorized data exfiltration.

Compliance Monitor for critical asset communication with the
outside world.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

VPN

The following table provides examples of use cases that are affected by VPN log sources. Data from this
type of log source is important for detecting adversarial techniques in the following ATT&CK categories:

« Credential Access
« Lateral Movement

Table 22. VPN log source and use case example

Use case Examples

Advanced Persistent Threat Monitor for logins from suspicious locations.

Insider Threat Detect the use of VPN for users outside of normal
usage patterns or from abnormal geographical
areas.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

DNS

The following table provides examples of use cases that are affected by DNS log sources. Data from this
type of log source is important for detecting adversarial techniques in the following ATT&CK categories:

- Defense Evasion

« Persistence Mechanism

« Command and Control

Exfiltration

Credential Access (note: Technique T1171)

Table 23. DNS log source and use case examples

Use case Examples

Advanced Persistent Threat Monitor for malicious DNS usages such as domain
name generation, tunneling, and squatting.

Insider Threat Detect tunneling of traffic through DNS records.
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Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

DHCP

The following table provides examples of use cases that are affected by DHCP log sources. Data from this
type of log source is important for detecting adversarial the techniques in the Defense Evasion ATT&CK
category.

Table 24. DHCP log source and use case example

Use case Examples

Advanced Persistent Threat Detection of rogue access points or other
unexpected device presence on corporate network.

Insider Threat Detection of rogue access points or other
unexpected device presence on corporate network.

Incident Response Identification of which host had a specific IP
address at the time of an incident.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Mail logs

The following table provides examples of use cases that are affected by mail log sources. Data from this
type of log source is important for detecting adversarial techniques in the following ATT&CK categories:

« Execution
« Initial Access
« Collection

Table 25. Mail log source and use case examples

Use case Examples

Advanced Persistent Threat Monitor for phishing and spam.
Insider threat Phishing

Critical Data Protection Phishing, data exfiltration by email

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

DLP (data loss prevention)

The following table provides examples of use cases that are affected by DLP log sources. Data from this
type of log source is important for detecting adversarial techniques in the following ATT&CK categories:

« Data Exfiltration
« Collection
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Table 26. DLP log source and use case examples

Use case Examples

Advanced Persistent Threat Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

« DNS abnormalities
« Sensitive content
Aberrant connections

Aliases

Insider Threat Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

« DNS abnormalities
« Sensitive content

Aberrant connections

Aliases

Critical Data Protection Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

« DNS abnormalities
« Sensitive content

Aberrant connections
Aliases

Compliance Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

« DNS abnormalities

- Sensitive content

- Aberrant connections
- Aliases

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Endpoint

The following table provides examples of use cases that are affected by Endpoint log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK
categories:

« Privilege Escalation
- Initial Access

« Execution

- Persistence
 Credential Access
- Defense Evasion

« Discovery
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Lateral Movement
Collection
Exfiltration

Command and Control

Table 27. Endpoint log source and use case examples

Use case

Examples

Advanced Persistent Threat

Monitor for malicious hashes, suspicious
PowerShell activity, process abuse, or other
suspicious endpoint activities.

Insider Threat

Detection of persistent malware by using host
resources (for example, crypto mining)

Critical Data Protection

Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

DNS abnormalities

Sensitive content
Aberrant connections

Aliases

Compliance

Monitor for adherence to corporate company policy
(for example, unapproved software use).

Risk and Vulnerability Management

Assess and manage risk through vulnerability.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/

Technique_Matrix)

(Back to top)

Identity/Authentication (LDAP/AD/Radius)

The following table provides examples of use cases that are affected by LDAP/AD/Radius log sources.
Data from this type of log source is important for detecting adversarial techniques in the following

ATT&CK categories:

- Privilege Escalation
 Credential Access
« Initial Access

Note: You can also track privilege abuse (for example, surf with a super account, privileges that are

given to users).

Table 28. LDAP/AD/Radius log source and use case examples

Use case

Examples

Advanced Persistent Threat

Monitor for activities such as brute force login by
malware, lateral movement through the network,
or suspicious logins.

Insider Threat

Account takeover by malware

Securing the Cloud

Provide user-to-IP association to help identify
cloud users from data that has only IP source
address.
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Table 28. LDAP/AD/Radius log source and use case examples (continued)

Use case Examples
Incident Response Visibility into where a user logged in during the IR
process.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Anti-virus

The following table provides examples of use cases that are affected by anti-virus log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK
categories:

« Persistence
« Initial Access
« Defense Evasion

Table 29. Anti-virus log source and use case examples

Use case Examples

Advanced Persistent Threat Monitor for activities such as:

« Endpoint infection by anti-virus

« Virus that is not cleaned

« Reinforcement of other suspicious endpoint

behavior

Critical Data Protection Detection of virus outbreak to prevent movement
to servers that contain critical business data.

Incident Response Visibility into where a specific virus signature was
seen.

Compliance Ensuring up-to-date AV definitions on critical
hosts/servers.

Risk and Vulnerability Management Malicious WWW domain connections indication of a

vulnerable host that is compromised.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

QRadar Network Insights/Netflow

The following table provides examples of use cases that are affected by QRadar Network Insights/Netflow
log sources. Data from this type of log source is important for detecting adversarial techniques in the
following ATT&CK categories:

- Lateral Movement

« Discovery

- Persistence Mechanism
 Defense Evasion

54 IBM QRadar : QRadar DSM Configuration Guide


https://attack.mitre.org/wiki/Technique_Matrix
https://attack.mitre.org/wiki/Technique_Matrix

« Data Exfiltration
« Credential Access
« Command and Control

Table 30. QRadar Network Insights/Netflow log source and use case examples

Use case

Examples

Advanced Persistent Threat

Monitor for activities such as:

* Recon

- Malicious download
« Lateral movement
 Phishing

Insider Threat

Phishing detection

Securing the Cloud

Monitor for activities such as:

- Data exfiltration

Expired WWW certificates
Self-signed WWW certificates
Phishing

Risky WWW domain connections

Critical Data Protection

Data can be exfiltrated through many methods.
Identify and track suspicious files such as:

« DNS abnormalities
Sensitive content

« Aberrant connections
« Aliases

Incident Response

Provides a huge pool of investigative data to
determine the spread of an attack from domain
communication, hashes that are downloaded, IP
addresses that are communicated with, file names,
data volumes transferred.

Compliance

Monitor for critical asset communications (for
example, crown jewel communicate to the open
internet).

Risk and vulnerability management

Prioritize host vulnerability remediation based
upon the level of risk that hosts are communicated
with.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/

Technique_Matrix)

(Back to top)

Database logs

The following table provides examples of use cases that are affected by database log sources. Data
from this type of log source is important for detecting adversarial techniques in the following ATT&CK

categories:
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Credential Access

Collection

Initial Access

» Discovery
Data Exfiltration
Privilege Escalation

Table 31. Database log source and use case examples

Use case Examples

Insider Threat Detect unauthorized database access and data
theft.

Critical Data Protection Databases often include sensitive corporate

information and require monitoring for most
compliance standards. Monitor for unauthorized
user permission changes.

Incident Response Evidence of what data was accessed, and by
whom, during a breach.

Compliance Databases often include sensitive corporate
information and require monitoring for most
compliance standards.

Risk and Vulnerability Management Prioritize vulnerabilities on hosts with active
databases that potentially contain critical data.
Detect default accounts and passwords that are
enabled.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

EDR (endpoint detection and response)

The following table provides examples of use cases that are affected by EDR log sources. Data from this
type of log source is important for detecting adversarial techniques in the following ATT&CK categories:

« Credential Access
- Privilege Escalation
 Discovery

Table 32. EDR log source and use case examples

Use case Examples

Advanced Persistent Threat Monitor for activities such as:

« Compromised endpoints
« Suspicious endpoint behavior

Incident Response Rapidly determine existence of IOCs at endpoints,
including hashes and file names.

Risk and Vulnerability Management Correlate vulnerability information with endpoint
data.
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Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Cloud Infrastructure/Audit (AWS Cloudtrail, Azure Event Hubs)

The following table provides examples of use cases that are affected by Cloud Infrastructure/Audit
log sources. Data from this type of log source is important for detecting adversarial techniques in the
following ATT&CK categories:

« Credential Access
« Privilege Escalation

Table 33. Cloud Infrastructure/Audit log source and use case examples

Use case Examples

Advanced Persistent Threat Multi-vector attacks that impact multiple

cloud environments, crypto jacking (Hijacking
cloud properties/computing resources for crypto
currency mining).

Insider Threat Detection of compromised cloud accounts,
escalated role/user privilege, altering network
security group access policies.

Securing the Cloud Monitor for activities such as:

« Misconfiguration of S3 buckets and user policies
« Visibility into cloud environments

« Enforcing best cloud security practices

« Continuous monitoring of network interface
traffic

Critical Data Protection Lock down and isolation of sensitive data
repositories.

Compliance Retention of cloud audit trail logs and ensuring log
integrity

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/
Technique_Matrix)

(Back to top)

Microsoft Office 365

The following table provides examples of use cases that are affected by Microsoft Office 365 log sources.
Data from this type of log source is important for detecting adversarial techniques in the following
ATT&CK categories:

« Initial Access
« Execution
« Persistence
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Table 34. Office 365 log source and use case examples

Use case

Examples

Securing the Cloud

Monitor for activities such as:

« Brute force logins

« Suspicious logins from multiple locations
- Blocklisted countries and locations

« Excessive file access attempts

Incident Response

Evidence of what data was accessed during a
breach.

Compliance

Continuous monitoring of file activity and user
access.

Find out more about each technique and tactic: ATT&CK Technique matrix (https://attack.mitre.org/wiki/

Technique_Matrix)

(Back to top)
Related information

Adversarial Tactics, Techniques & Common Knowledge (ATT&CK)

See how QRadar Advisor with Watson 2.0.1 analyzes several MITRE ATT&CK techniques

A Basic Model to Measure SIEM Maturity
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Chapter 7. Troubleshooting DSMs

If you come across a problem with your DSM, you can troubleshoot the following issues.

What happens when events, which are parsed, are collected with unofficial DSMs?

Not having an official DSM doesn't mean that the events aren't collected. It indicates that the event that is
received by IBM QRadar might be identified as "Unknown" on the Log Activity tab of QRadar. "Unknown"
means that IBM QRadar collected the event, but was unable to parse the event format to categorize

the event. However, some unique events in unofficial DSMs cannot be parsed or identified if they don't
follow an event format that is expected. When an event cannot be understood by the system, they are
categorized as "Unknown".

What is the difference between an unknown event and a stored event?

Events comprise three different categories:

Parsed events
QRadar collects, parses, and categorizes the event to the proper log source.

Unknown events
The event is collected and parsed, but cannot be mapped or categorized to a specific log source. The
Event Name and the Low-Level Category are set as Unknown. Log sources that aren't automatically
discovered are typically identified as Unknown Event Log until a log source is manually created in
the system. When an event cannot be associated to a log source, the event is assigned to a generic
log source. You can identify these events by searching for events that are associated with the SIM
Generic log source or by using the Event is Unparsed filter.

Stored events
The event cannot be understood or parsed by QRadar. When QRadar cannot parse an event, it writes
the event to disk and categorize the event as Stored.

How can you find these events in the Log Activity tab?

To find events specific to your device, you can search in QRadar for the source IP address of your device.
You can also select a unique value from the event payload and search for Payload Contains. One of
these searches might locate your event, and it is likely either categorized as Unknown or Stored.

The easiest way to locate unknown or stored events is to add a search filter for Event in Unparsed.
This search filter locates all events that either cannot be parsed (stored) or events that might not be
associated with a log source or auto discovered (Unknown Log Event).

For more information about officially supported DSMs, see QRadar supported DSMs.

What do you do if you have an unknown event log from a log source that is not auto
discovered?

The Event Collection Service (ECS) contains a traffic analysis process that automatically discovers and
creates new log sources from events. Traffic analysis tries to identify the log source by analyzing the
event payloads. At minimum, 25 events are required to identify a log source. If the log source cannot be
identified by traffic analysis after 1,000 events, then QRadar abandons the auto discovery process. When
a log source cannot be identified by the event payload and reaches the maximum threshold for traffic
analysis, then QRadar generates a notification that specifies the IP address of the log source. QRadar
generates the following notification:

Unable to automatically detect the associated log source for IP address <IP>

QRadar then categorizes the log source as SIM Generic and labels the events as Unknown Event Log.
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QRadar can auto discover certain log sources, but some supported log sources cannot be detected.
Common causes of this notification are:

« The device is a newer version than the DSM that QRadar supports to parse events.

« The device type does not support automatic log source discovery. Review the documentation for your
DSM to see whether it is automatically discovered.

« The logs might not follow an expected format. A customizable event format or required field might be
missing.

« The device might be creating an event format due to an incorrect configuration.
« The logs are coming from a device that is not an officially supported DSM in QRadar.

To resolve the unknown event log:

« Review the IP address to determine which device is sending unparsed events. After you identify the
device, you can manually create a log source by using the IBM QRadar Log Source Management app.

« Review any log sources that forward events at a low rate. Log sources with low event rates are a
common cause of this notification.

« Ensure that auto update downloads the latest DSMs to properly parse events for your QRadar system.

« Review any log sources that provide events through a central log server. Logs that are provided from
central log servers or management consoles might require their log sources to be created manually.

- Review the Log Activity tab to determine the appliance type from the IP address in the notification
message and manually create a log source in QRadar.

What do you do if the product version or device you have is not listed in the DSM
Configuration Guide?

Sometimes a version of a vendor product or a device is not listed as supported. If the product or device is
not listed, follow these guidelines:

Version not listed

If the DSM for your product is officially supported by QRadar, but your product version is not listed in
the IBM QRadar DSM Configuration Guide, you have the following options:

« Try the DSM to see whether it works. The product versions that are listed in the guide are tested by
IBM, but newer untested versions can also work.

« If you tried the DSM and it didn’t work, open a support ticket for a review of the log source to
troubleshoot and rule out any potential issues.

Tip: In most cases, no changes are necessary, or perhaps a minor update to the IBM QRadar
Identifier (QID) Map might be all that is required. Software updates by vendors might on rare
occasions add or change event formats that break the DSM, requiring an RFE for the development of
a new integration. This is the only scenario where an RFE is required.

Device not listed
When a device is not officially supported, you have the following options:

« Open a request for enhancement (RFE) to have your device become officially supported.
— Go to the QRadar SIEM RFE page (https://ibm.biz/BdRPxX5).
— Log in to the support portal page.
— Click the Submit tab and type the necessary information.

Tip: If you have event logs from a device, attach the event information and include the product
version of the device that generated the event log.

« Write a log source extension to parse events for your device. For more information, see Chapter 4,
“Log source extensions,” on page 19 and the DSM Editor.
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 You can use content extensions for sending events to QRadar that are provided by
some third-party vendors. They can be found on the IBM Security App Exchange (https://
exchange.xforce.ibmcloud.com/hub/). These third-party DSM integrations are supported by the

vendor, not by IBM. For a list of available third-party DSMs, see Chapter 177, “DSMs supported
by third-party vendors,” on page 1657.
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Part 2. QRadar protocol configuration
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Chapter 8. Undocumented protocols

When you configure a log source, the set of available protocol type options is limited by the selected log
source type. Not all log source types support all protocol types.

The DSM Configuration Guide describes how to configure log sources of a particular type, with each of the
protocol types that IBM fully supports for that log source type. Any protocol type that has configuration
documentation for a particular log source type is considered a "documented" protocol for that log source
type. By default, only these documented protocols are displayed in the Protocol Configuration list in the
Log Sources window.

As an open platform, QRadar collects and processes event data through other integration methods
(protocol types). Some protocol types can be configured for a particular log source type but are marked
as undocumented. However, the DSM Configuration Guide doesn't contain instructions on how to set up
event collection for undocumented protocols. IBM does not provide support with the configuration of log
sources that use undocumented protocols because they are not internally tested and documented. Users
are responsible for determining how to get the event data into QRadar.

For example, the JDBC protocol is the documented configuration for getting events from a system that
stores its event data in a database. However, it is possible to collect the same event data through a
third-party product and then forward it to QRadar through Syslog. Configure the log source to use the
undocumented protocol type "Syslog". QRadar accepts the events and routes them to the appropriate log
source.

You must configure the third-party product to retrieve the event data from the database and to send this
data to QRadar through Syslog because this configuration is not the documented collection method.

Important: Collecting and processing event data through undocumented protocols might result in data
that is formatted differently from what a documented DSM log source type expects. As a result, parsing
might not work for the DSM if it’s receiving events from an undocumented protocol. For example, a JDBC
protocol creates event payloads that consist of a series of space-separated key and value pairs. In the
target database table, the key is a column name and the value is the column for the table row that the
event represents. The DSM for a supported log source type that uses the JDBC protocol expects this event
format. If the event data forwarded from a third-party product through the syslog protocol is in a different
format, the DSM is unable to parse it. It might be necessary to use the DSM Editor to adjust the parsing of
a DSM so that it can handle these events.

Related tasks

“Configuring an undocumented protocol” on page 65

As an open platform, QRadar collects and processes event data through multiple integration methods
(protocol types). Some protocol types can be configured for a particular log source type but are marked
as "undocumented". The DSM Configuration Guide doesn't contain instructions on how to set up event
collection for undocumented protocols. IBM does not offer support with the configuration of log sources
that use undocumented protocols because they are not internally tested and documented.

Configuring an undocumented protocol

As an open platform, QRadar collects and processes event data through multiple integration methods
(protocol types). Some protocol types can be configured for a particular log source type but are marked
as "undocumented". The DSM Configuration Guide doesn't contain instructions on how to set up event
collection for undocumented protocols. IBM does not offer support with the configuration of log sources
that use undocumented protocols because they are not internally tested and documented.

Procedure

1. Use SSH to log in to your QRadar Console appliance as a root user.
2. Edit the following file: /store/configservices/staging/globalconfig/nva.contf
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. Set the EXPOSE_UNDOCUMENTED_PROTOCOLS property value to true.
. Save the file.

. To close the SSH session type exit.

. Log in to the QRadar Console.

. Click the Admin tab.

. Click Deploy Changes.

Undocumented protocol options appear in the Protocol Configuration list in the log source Add/Edit
window.

0 g o0 o1l W

Related concepts
“Undocumented protocols” on page 65
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Chapter 9. Protocol configuration options

Protocols in IBM QRadar provide the capability of collecting a set of data files by using various connection
options. These connections pull the data back or passively receive data into the event pipeline in QRadar.
Then, the corresponding Device Support Module (DSM) parses and normalizes the data.

The following standard connection options pull data into the event pipeline:

- JDBC

- FTP

- SFTP

- SCP

The following standard connection options receive data into the event pipeline:

« Syslog

« HTTP Receiver

« SNMP

QRadar also supports proprietary vendor-specific protocol API calls, such as Amazon Web Services.

Related information
Adding a log source

Akamai Kona REST API protocol configuration options

To receive events from your Akamai Kona Platform, configure a log source to use the Akamai Kona REST
API protocol.

The Akamai Kona REST API protocol is an outbound/active protocol that queries the Akamai Kona
Platform and sends events to the QRadar Console.

The following table describes the parameters that require specific values for Akamai KONA DSM event
collection.

Table 35. Akamai KONA DSM log source parameters

Parameter Value

Log Source Type Akamai KONA

Protocol Configuration Akamai Kona REST API

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.

It can also be the same value as the Log Source
Name. If you have more than one configured
Akamai KONA DSM log source, ensure that you give
each one a unique name.

Host The Host value is provided during the SIEM

OPEN API provisioning in the Akamai Luna Control
Center. The Host is a unique base URL that
contains information about the appropriate rights
to query the security events. This parameter is a
password field because part of the value contains
secret client information.
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Table 35. Akamai KONA DSM log source parameters (continued)

Parameter

Value

Client Token

Client Token is one of the two security parameters.
This token is paired with Client Secret to make the
client credentials. This token can be found after
you provision the Akamai SIEM OPEN API.

Client Secret

Client Secret is one of the two security
parameters. This secret is paired with Client Token
to make the client credentials. This token can be
found after you provision the Akamai SIEM OPEN
APL.

Access Token

Access Token is a security parameter that is

used with client credentials to authorize API client
access for retrieving the security events. This token
can be found after you provision the Akamai SIEM
OPEN APL.

Security Configuration ID

Security Configuration ID is the ID for each
security configuration that you want to retrieve
security events for. This ID can be found in the
SIEM Integration section of your Akamai Luna
portal. You can specify multiple configuration
IDs in a comma-separated list. For example,
configIDl,configID2.

Use Proxy

If QRadar accesses the Amazon Web Service by
using a proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy IP or Hostname field.

Automatically Acquire Server Certificate

Select Yes for QRadar to automatically download
the server certificate and begin trusting the target
server.

Recurrence The time interval between log source queries to the
Akamai SIEM API for new events. The time interval
can be in hours (H), minutes (M), or days (D). The
default is 1 minute.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.
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Alibaba Cloud Object Storage protocol configuration options

The Alibaba Cloud Object Storage protocol for IBM QRadar is an active outbound protocol that collects
logs that are contained in objects from Alibaba Cloud Object Storage buckets.

Important: Before you configure the Alibaba Cloud Object Storage protocol, configure user access roles
and service credentials to access the Alibaba Cloud Object Storage buckets.

- Grant permissions to another Alibaba Cloud account or to specific users, so they can access or manage
resources in a bucket. For more information about user access roles and permissions, see Bucket policy
overview (https://www.alibabacloud.com/help/en/oss/user-guide/overview).

- Create service credentials. For more information, see Obtain an AccessKey pair (https://
www.alibabacloud.com/help/en/beginner-guide/latest/obtain-an-accesskey-pair).

Table 36. Alibaba Cloud Object Storage protocol common log source parameters

Parameter

Description

Protocol Configuration

Alibaba Cloud Object Storage Service

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured
Alibaba Cloud Object Storage log source, ensure
that you give each one a unique name.

Access Key ID

The Access Key 1D generates when you configure
the service credentials.

Secret Access Key

The Secret Access Key generates when you
configure the service credentials.

Endpoint

The public endpoint on the bucket configuration
page. For more information, see Regions

and endpoints (https://www.alibabacloud.com/
help/en/oss/user-guide/regions-and-endpoints).

Bucket Name

The name of the bucket that logs are stored in.

Prefix

The prefix filter value to limit collecting objects or
file keys that begin with the prefix. To pull all files
from the bucket, use a forward slash (/).

Important: Changing the Prefix value clears the
persisted file marker. All files that match the new
prefix are downloaded in the next pull. If the
Prefix file path is used to specify folders, you must
not begin the file path with a forward slash. For
example, use folderl/foldexr2 instead.

Event Format

The following event formats are supported:

ActionTrail
Raw log files that contain an array of records.
You can use . gz files for compression.

LINEBYLINE
Raw log files that contain one record per line.

You can use either . gz, .gzip, or .zip files
for compression.
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Table 36. Alibaba Cloud Object Storage protocol common log source parameters (continued)

Parameter

Description

Use As A Gateway Log Source

If you do not want to define a custom log source
identifier for events, clear the checkbox.

If you don't select Use As A Gateway Log Source
and you don't configure the Log Source Identifier
Pattern, QRadar receives events as unknown
generic log sources.

Log Source Identifier Pattern

If you select Use As A Gateway Log Source, you
can define a custom log source identifier. Use this
option for events that are being processed and for
log sources that are automatically discovered.

If you don't configure the Log Source Identifier
Pattern, QRadar receives events as unknown
generic log sources.

Use key-value pairs to define the custom log
source identifier. The key is the identifier format
string, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Define multiple key-value pairs by typing each
pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When
a match is found, a custom log source identifier is
displayed.

The following examples show multiple key-value
pair functions:

Patterns VPC=\sREJECT\sFAILURE

$1=\s (REJECT) \sOK

VPC-$1-$2=\s(ACCEPT) \s (OK)

Events

{LogStreamName: LogStreamTest,Timestamp:
0,Message: ACCEPT OK,IngestionTime: 0,EventId:
0%

Resulting custom log source identifier VPC-
ACCEPT-0K

Show Advanced Options

To configure the advanced options for event
collection, set this option to On.

File Pattern

Type a regex for the file pattern that matches
the files that you want to pull, such as . *?
\.json\.gz.

This option is available when you set Show
Advanced Options to On.

Local Directory

The local directory on the Target Event Collector.
The directory must exist before the protocol
attempts to retrieve events.

This option is available when you set Show
Advanced Options to On.
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Table 36. Alibaba Cloud Object Storage protocol common log source parameters (continued)

Parameter

Description

Use Proxy

If QRadar accesses Alibaba Cloud Object Storage
by using a proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password parameters. If the proxy does not
require authentication, leave the Proxy Username
and Proxy Password fields blank.

Recurrence

Type a time interval to determine how frequently
the protocol polls for new data. The time interval
can include values in hours (H), minutes (M), or
days (D). For example, 2H = 2 hours, 156M =15
minutes, 30 = seconds.

The minimum value is 1M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Alibaba Cloud Simple Log Service protocol configuration options

The Alibaba Cloud Simple Log Service protocol for IBM QRadar is an outbound or active protocol that
collects logs from a specific Log Store available in the Alibaba Cloud Log application.

Important: Before you configure the Alibaba Cloud Simple Log Service protocol, configure the user
access roles and the service credentials to access the Alibaba Cloud Log application.

« To access logs from the Log Store, create Log Store in the Log application. For more information, see

Manage a Logstore.

« Create service credentials. For more information, see AccessKey Pair.

Table 37. Alibaba Cloud Simple Log Service protocol common log source parameters

Parameter

Description

Protocol Configuration

Alibaba Cloud Simple Log Service

Log Source Identifier

Type a unique name for the log source. The log
source identifier does not need to reference a
specific server, and it can be the same value as the
Log Source Name.

Access Key ID

The Access Key ID is generated when you
configure the service credentials.

Secret Access Key

The Secret Access Key generates when you
configure the service credentials.
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Table 37. Alibaba Cloud Simple Log Service protocol common log source parameters (continued)

Parameter

Description

Log Store Public Endpoint

The Log Store Public Endpoint on the Alibaba Cloud
Log Application section. For more information, see
Regions and endpoints.

Log Store Project Name

The Log Store Project Name on the Alibaba Cloud
Log Application.

Log Store Name

The Log Store Name on the Alibaba Cloud Log
Application's Log Store section.

Use Proxy

If QRadar accesses Alibaba Cloud Simple Log
Service by using a proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password parameters. If the proxy does not
require authentication, leave the Proxy Username
and Proxy Password fields blank.

Recurrence

Type a time interval to determine how frequently
the protocol polls for new data. The time interval
can include values in hours (H), minutes (M), or
days (D). For example, 2H = 2 hours, 156M =15
minutes, 30 = seconds.

The minimum value is 60 (seconds) or 1M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Select this checkbox to enable the following
configuration options:

« Allow Untrusted
« Override Workflow

Allow Untrusted

Enable this parameter for the protocol to accept
self-signed and otherwise untrusted certificates
that are located within the /opt/qradar/conf/
trusted_certificates/ directory. If you disable the
parameter, the scanner trusts only certificates that
are signed by a trusted signer.

The certificates must be in PEM or RED-encoded
binary format and saved as a .crt or .cert file.

Your workflow can override this setting. For
more information about this process, see IBM
Documentation.
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Table 37. Alibaba Cloud Simple Log Service protocol common log source parameters (continued)

Parameter Description

Override Workflow Enable this option to customize the workflow.
When you enable this option, the Workflow and
Workflow Parameters parameters appear.

Workflow The XML document that defines how the protocol
instance collects events from the target API.

For more information on the default workflow,
see “Alibaba Cloud Simple Log Service protocol
workflow” on page 73.

Workflow Parameters The XML document that contains the parameter
values used directly by the workflow. For more
information on the default workflow parameters,
see “Alibaba Cloud Simple Log Service protocol
workflow” on page 73.

Alibaba Cloud Simple Log Service protocol workflow
You can customize your workflow and workflow parameters based on the default workflow.

A workflow is an XML document that describes the event retrieval process. The workflow defines one or
more parameters. These parameters can either be explicitly assigned values in the workflow XML or can
derive values from the 'workflow parameter values XML' document. The workflow consists of multiple
actions that run sequentially.

The default workflow and workflow parameter XML files are available on GitHub. For more information,
see Alibaba Simple Log Service.

Alibaba Cloud Simple Log Service default workflow

The following example shows the default Alibaba Cloud Simple Log Service workflow:

<?xml version="1.0" encoding="UTF-8" ?>

ll=o

AliCloud Workflow

-->

<Workflow name="AliCloudLogstore" version="1.0" minimumRecurrence="360" xmlns="http://
qradar.ibm.com/UniversalCloudRESTAPI/Workflow/Vv2">

<Parameters>
<Parameter name="host" label="Host" required="true" />
<Parameter name="logstore_name" label="The name of the logstore we are pulling from"
required="true" />
<Parameter name="access_key_id" label="Access Key" required="tzrue" />
<Parameter name="secret_key" label="Secret Key" required="true" secret="true" />
</Parameters>

<Actions>

<l--

///////////////////////////////

t data from AliCloud Logstore

///////////////////////////////

-->

<!-- Get epoch from 10 minutes ago for "from" -->

<Initialize path="/AliCloudLogstore/from" value="${(time() / 1000) - (60 * 15)%" />

<!-- 15 minutes. Gets updated at end of workflow to current time to prepare for next
run, which queries to cover the time since last run. -->

<!-- Get epoch for current time for "to" -->

<Set path="/AliCloudLogstore/to" value="$itime() / 1000%" />
<!-- get IS0822 time for Date fields -->
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<FormatDate pattern="E, dd MMM yyyy HH:mm:ss z" timeZone="GMT" time="${/
AliCloudLogstore/to * 1000%" savePath="/AliCloudLogstore/current_time_formatted" />

<!-- Header Definitions -->
<Set path="/AliCloudLogstore/headers/apiVersion" value="0.6.0" />
<Set path="/AliCloudLogstore/headers/signatureMethod" value="hmac-shal"/>

gl=e
Parameters we can work with:
https://www.alibabacloud.com/help/en/sls/developer-reference/api-getlogs?
spm=a2c63.p38356.0.0.56474d49f4kUvzi#parameters

Generating an HMAC-SHA1 Signature:
https://www.alibabacloud.com/help/en/sls/developer-reference/request-signatures?
spm=a2c63.p38356.0.0.61b554d4UELl1ikifsection-8el-1k0-mOz
-->

<Set path="/AliCloudLogstore/offset" value="0"/>

<Set path="/AliCloudLogstore/line" value="100"/> <!-- Page size to use, 100 is maximum
size. -->

<SetStatus type="INFO" message="Querying for events..." />

<!-- Set the endpoint once, as it does not change -->

<Initialize path="/AliCloudLogstore/endpoint" value="/logstores/$$/logstore_namet" />
<Set path="/AliCloudLogstore/totalCount" value="0" />

<DoWhile condition="/AliCloudLogstore/eventCount = /AliCloudLogstore/line"> <!-- If the
count of events received is not the full page size, then we have received them all.-->

<!-- Build sorted parameter string (alphabetical) -->

<Set path="/AliCloudLogstore/
params" value="?from=${/AliCloudLogstore/from¢&amp;line=${/AliCloudLogstore/linet&amp;offset=${/
AliCloudLogstore/offsett&amp;to=$f/AliCloudLogstore/tot&amp;type=log" />

<!-- Build the signing string according to the documented requirements -->

<Set path="/
AliCloudLogstore/signString" value="GET&dEXA;&EXA; &fkxA;$3/AliCloudLogstore/
current_time_formatted}&ixA; x-log-apiversion:${/AliCloudLogstore/headers/apiVersiont&itxA; x-log-
bodyrawsize: Q& xA; x-1log-signaturemethod:$§/AliCloudLogstore/headers/signatureMethod$&ixA; $5/
AliCloudLogstore/endpoint$${/AliCloudLogstore/params}" />

<!-- Create the signature -->
<GenerateHMAC algorithm="SHA1" secretKey="${/secret_key?" message="${/
AliCloudLogstore/signStringt" saveFormat="BASE64" savePath="/AliCloudLogstore/signature" />

<!-- Create the authorization string -->
<Set path="/AliCloudLogstore/authorization" value="LOG ${/access_key_id}:${/
AliCloudLogstore/signaturet" />

<!-- Fetch the Events - Parameters and headers need to be in
the same order as HMAC or signature will fail to pass. Alphabetical order
for each set, but Auth at the bottom of headers.-->

<CallEndpoint url="https://$i/host$${/AliCloudLogstore/endpoint}$$/AliCloudLogstore/
paramst" method="GET" savePath="/AliCloudLogstore/logs/response">

<QueryParameter name="from" value="${/AliCloudLogstore/fromt" />
<QueryParameter name="line" value="${/AliCloudLogstore/linet" />
<QueryParameter name="offset" value="${/AliCloudLogstore/offset?" />
<QueryParameter name="to" value="${/AliCloudLogstore/tot" />
<QueryParameter name="type" value="log" />

<RequestHeader name="Date" value="${/AliCloudLogstore/
current_time_formattedi" />

<RequestHeader name="Host" value="${/host:" />

<RequestHeader name="x-log-apiversion" value="$$/AliCloudLogstore/headers/
apiVersiont" />

<RequestHeader name="x-log-bodyrawsize" value="0" />

<RequestHeader name="x-log-signaturemethod" value="${/AliCloudLogstore/headers/
signatureMethod?" />

<RequestHeader name="Authorization" value="${/AliCloudLogstore/
authorizationt" />

</CallEndpoint>
<!-- Handle Errors -->
<If condition="/AliCloudLogstore/logs/response/status_code != 200">
<Abort reason="$$/AliCloudLogstore/logs/response/body/errorCodet: $i/
AliCloudLogstore/logs/response/body/errorMessaget" />
</If>

<Set path="/AliCloudLogstore/eventCount" value="${count(/AliCloudLogstore/logs/
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response/body)$" />
<Log type="DEBUG" message="We received a total of ${/AliCloudLogstore/
eventCount} Events." />

<!-- Post the Events -->
<PostEvents path="/AliCloudLogstore/logs/response/body" source="$$/host}" />

<Set path="/AliCloudLogstore/totalCount" value="${/AliCloudLogstore/totalCount
+ /AliCloudLogstore/eventCount}" />

<If condition="/AliCloudLogstore/eventCount = /AliCloudLogstore/line">
<Set path="/AliCloudLogstore/offset" value="${/AliCloudLogstore/offset + /
AliCloudLogstore/linet" />
<Log type="DEBUG" message="Full page received, continuing to loop
with offset of [${/AliCloudLogstore/offset?]" />
</If>
<Else>
<Log type="DEBUG" message="The current iteration event count [$
{/AliCloudLogstore/eventCount?] was less that our page size of [$f/AliCloudLogstore/
linet], so we will exit the loop." />
<Log type="DEBUG" message="Total events received in this iteration
is [$$/AliCloudLogstore/totalCount?]." />
</Else>

</DoWhile>
<SetStatus type="INFO" message="Successfully queried for events." />

<!-- Set the next recurrence to begin immediately after the last end
time, increment 1 millisecond -->
<Set path="/AliCloudLogstore/from" value="${/AliCloudLogstore/to + 1}"/>

</Actions>

<Tests>
<DNSResolutionTest host="${/host?" />
<TCPConnectionTest host="${/hostt" />
<SSLHandshakeTest host="${/host%" />
<HTTPConnectionThroughProxyTest url="https://${/host}" />
</Tests>

</Workflow>

Alibaba Cloud Simple Log Service default workflow parameters

The following example shows the default Alibaba Cloud Simple Log Service workflow parameters:

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V2">
==
Refer to https://static-aliyun-doc.oss-cn-hangzhou.aliyuncs.com/
download%2Fpdf%2F29006%2FAPI_Reference_intl_en-US.pdf for URLs:

The value of the Host parameter consists of a project name and a Log Service endpoint.
You must specify a project in the Host
parameter when you call this API operation.

See page 11 for different endpoints to use with your project.

-->

<Value name="host" value="" />

<Value name="logstore_name" value="" />
<Value name="access_key_id" value="" />
<Value name="secret_key" value="" />

</WorkflowParameterValues>

Amazon AWS S3 REST API protocol configuration options

The Amazon AWS S3 REST API protocol is an active outbound protocol that collects AWS CloudTrail logs
from Amazon S3 buckets.

Note: It's important to ensure that no data is missing when you collect logs from Amazon S3 to use with
a custom DSM or other unsupported integrations. Because of the way that the S3 APIs return the data, all
files must be in an alphabetically increasing order when the full path is listed. Make sure that the full path
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name includes a full date and time in ISO9660 format (leading zeros in all fields and a YYYY-MM-DD date
format).

Consider the following file path:

<Name>test-bucket</Name><Prefix>MyLogs/</Prefix><Marker>MyLogs/
2018-8-9/2018-08-09T23-5925.955097.10¢g.g</Marker><MaxKeys>1000</
MaxKeys><IsTruncated>false</IsTruncated></ListBucketResult>

The full name of the file in the marker is MyLogs/2018-8-9/2018-08-09T23-59-25.955097.10g.¢gz
and the folder name is written as 2018-8-9 instead of 2018-08-09. This date format causes an issue
when data for the 10 September 2018 is presented. When sorted, the date displays as 2018-8-10 and
the files are not sorted chronologically:

2018-10-1
2018-11-1
2018-12-31
2018-8-10
2018-8-9
2018-9-1

After data for 9 August 2018 comes in to IBM QRadar, you won't see data again until 1 September 2018
because leading zeros were not used in the date format. After September, you won't see data again until
2019. Leading zeros are used in the date (ISO 9660) so this issue does not occur.

By using leading zeros, files and folders are sorted chronologically:
2018-08-09

2018-08-10

2018-09-01

2018-10-01

2018-11-01

2018-12-01

2018-12-31

Restriction:

A log source can retrieve data from only one region, so use a different log source for each region. Include
the region folder name in the file path for the Directory Prefix value when you use the Directory
Prefix event collection method to configure the log source.

The following table describes the common parameter values to collect audit events by using the Directory
Prefix collection method or the SQS event collection method. These collection methods use the Amazon
AWS S3 REST API protocol.

Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix
method or the SOS method

Parameter Description

Protocol Configuration Amazon AWS S3 REST API
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Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

method or the SQOS method (continued)

Parameter

Description

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
The Log Source Identifier can be the same value
as the Log Source Name. If you have more than
one configured log source per DSM, ensure that
you give each one a unique name.

Authentication Method

Access Key ID / Secret Key

Standard authentication that can be used from
anywhere.

For more information about configuring
security credentials, see Configuring security
credentials for your AWS user account.

EC2 Instance IAM Role

If your managed host is running on an AWS
EC2 instance, choosing this option uses the
IAM Role from the instance metadata that is
assigned to the instance for authentication. No
keys are required. This method works only for
managed hosts that are running within an AWS
EC2 container.

Access Key

The Access Key ID that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Access Key parameter is
displayed.

Secret Key

The Secret Key that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Secret Key parameter is
displayed.

Assume an IAM Role

Enable this option by authenticating with an Access
Key or EC2 instance IAM Role. Then, you can
temporarily assume an IAM Role for access.

Assume Role ARN

The full ARN of the role to assume. It must begin
with "arn:" and can't contain any leading or
trailing spaces, or spaces within the ARN.

If you enabled Assume an IAM Role, the Assume
Role ARN parameter is displayed.
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method or the SQOS method (continued)

Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

Parameter

Description

Assume Role Session Name

The session name of the role to assume. The
default is QRadarAWSSession. Leave as the
default if you don't need to change it. This
parameter can contain only upper and lowercase
alphanumeric characters, underscores, or any of
the following characters: =, .@-

If you enabled Assume an IAM Role, the Assume
Role Session Name parameter is displayed.

Assume Role External ID

An identifier that you might need to assume a role
in another account. You get this value from the
administrator of the account that the role belongs
to.

This value can be any string, such as a passphrase,
GUID, or account number.

For more information, see How to use

an external ID when granting access to

your AWS resources to a third party (https://
docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-user_externalid.html).

If you enabled Assume an IAM Role, the Assume
Role External ID parameter is displayed.

S3 Collection Method

SQS Event Notifications
Poll an SQS Queue that contains ObjectCreated
notifications that are configured on the S3
folders of your choice. Then, download and
process the files that are referenced in the
notification from the S3 bucket. You can use
either a single queue or separate queues to
cover multiple buckets and accounts. This
decision depends on your configuration.

For more information, see Table 40 on page
83.

Use a Specific Prefix
Logs within the specified folder are processed.
For CloudTrail log sources, the prefix must be
for a single account or region only. For other
log sources, the prefix must point to a single
directory that contains files with ISO8601
timestamps at the beginning of each file name.
The timestamp in each file name ensures that
the protocol collects new events with this
method.

For more information, see Table 39 on page
82.
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Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

method or the SQOS method (continued)

Parameter

Description

Region Name

The region that the SQS Queue or the AWS S3
bucket is in.

Example: us-east-1, eu-west-1, ap-northeast-3

Event Format

Choose the format of the events that are contained
in the files.

AWS CloudTrail JSON
Files that contain JSON formatted events for
Amazon Cloud Trail (. json. gz files only).

LINEBYLINE
Raw log files that contain one record per line.
Compression with gzip (. gz or . gzip), and zip
(.zip) is supported.

AWS VPC Flow Logs
Files that contain AWS native/OCSF VPC Flow
logs (.txt.gz or gz.parquet files only). This
option sends flows to the Network Activity tab
in QRadar. The configured log source doesn't
show a Last Event Seen Time because the
output is flow data.

AWS Network Firewall Logs
Files that contain AWS Network Firewall Alert
or Flow logs. This option sends flow logs to the
Network Activity tab and sends alert logs as
events to the Log Activity tab in QRadar. The
Amazon AWS Network Firewall DSM parses the
logs.

Tip: If your system is not licensed for flows,
use the LINEBYLINE processor so that the
DSM can parse the AWS Network Firewall logs.

W3C
For use with the Cisco Cloud Web Services DSM
(. gz files only).

Cisco Umbrella CSV
For use with the Cisco Umbrella DSM (. gz files
only).

Apache Parquet
Choose this option to convert Apache
Parquet files into JSON events (. gz . parquet
and .parquet files only).

Flow Destination Hosthame

The flow processor hostname where the VPC Flow
or AWS Network Firewall flow logs are sent.

If you select AWS VPC Flow Logs or AWS
Network Firewall in the Event Format parameter,
you can configure this parameter.
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method or the SQOS method (continued)

Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

Parameter

Description

Flow Destination Port

The flow processor port where the VPC Flow or
AWS Network Firewall flow logs are sent.

If you select AWS VPC Flow Logs or AWS
Network Firewall in the Event Format parameter,
you can configure this parameter.

Use As A Gateway Log Source

Select this option for the collected events to flow
through the QRadar Traffic Analysis engine and for
QRadar to automatically detect one or more log
sources.

When you select this option, the Log Source
Identifier Pattern can optionally be used to define
a custom Log Source Identifier for events that are
being processed.

Log Source Identifier Pattern

If you selected Use As A Gateway Log Source, you
can define a custom log source identifier for events
that are being processed and for log sources to be
automatically discovered when applicable. If you
don't configure the Log Source Identifier Pattern,
QRadar receives events as unknown generic log
sources.

Use key-value pairs to define the custom Log
Source Identifier. The key is the Identifier Format
String, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Define multiple key-value pairs by typing each
pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When

a match is found, a custom Log Source Identifier is
displayed.

The following examples show multiple key-value
pair functions.

Patterns
VPC=\sREJECT\sFAILURE
$1=\s (REJECT) \sOK
VPC-$1-$2=\s(ACCEPT)\s (0K)

Events
{LogStreamName:
LogStreamTest, Timestamp: O,Message:
ACCEPT OK,IngestionTime: O,EventId:
0%

Resulting custom log source identifier
VPC-ACCEPT-0OK
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Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

method or the SQOS method (continued)

Parameter

Description

Use Predictive Parsing

If you enable this parameter, an algorithm extracts
log source identifier patterns from events without
running the regex for every event, which increases
the parsing speed.

Tip: In rare circumstances, the algorithm can make
incorrect predictions. Enable predictive parsing
only for log source types that you expect to receive
high event rates and require faster parsing.

Show Advanced Options

Select this option if you want to customize the
event data.

File Pattern

This option is available when you set Show
Advanced Options to Yes.

Type a regex for the file pattern that matches
the files that you want to pull; for example, . *?

\.json\.gz.

Local Directory

This option is available when you set Show
Advanced Options to Yes.

The local directory on the Target Event Collector.
The directory must exist before the AWS S3 REST
API protocol attempts to retrieve events.

S3 Endpoint URL

This option is available when you set Show
Advanced Options to Yes.

The endpoint URL that is used to query the AWS S3
REST API.

If your endpoint URL is different from the default,
type your endpoint URL. The default is https://
s3.amazonaws.com.

Use S3 Path-Style Access

Forces S3 requests to use path-style access.

This method is deprecated by AWS. However,

it might be required when you use

other S3 compatible APIs. For example,

the https://s3.region.amazonaws.com/
bucket-name/key-name path-style is
automatically used when a bucket name contains
a period (.). Therefore, this option is not required,
but can be used.

Use Proxy

If QRadar accesses the Amazon Web Service by
using a proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy IP or Hostname field.
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method or the SQOS method (continued)

Table 38. Amazon AWS S3 REST API protocol common log source parameters with the Directory Prefix

Parameter

Description

Recurrence

How often a poll is made to scan for new data.

If you are using the SQS event collection method,
SQS Event Notifications can have a minimum
value of 10 (seconds). Because SQS Queue polling
can occur more often, a lower value can be used.

If you are using the Directory Prefix event
collection method, Use a Specific Prefix has a
minimum value of 60 (seconds) or 1M. Because
every listBucket request to an AWS S3 bucket
incurs a cost to the account that owns the bucket, a
smaller recurrence value increases the cost.

Type a time interval to determine how frequently
the pollis made for new data. The time interval can
include values in hours (H), minutes (M), or days
(D). For example, 2H = 2 hours, 15M = 15 minutes,
30 = seconds.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

The following table describes the specific parameter values to collect audit events by using the Directory

Prefix event collection method:

method

Table 39. Amazon AWS S3 REST API protocol log source-specific parameters with the Directory Prefix

Parameter

Description

S3 Collection Method

Select Use a Specific Prefix.

Bucket Name

The name of the AWS S3 bucket where the log files
are stored.
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Table 39. Amazon AWS S3 REST API protocol log source-specific parameters with the Directory Prefix
method (continued)

Parameter Description

Directory Prefix The root directory location on the AWS S3 bucket
from where the CloudTrail logs are retrieved;

for example, AWSLogs/<AccountNumber>/
CloudTrail/<RegionName>/.

To pull files from the root directory of a bucket,
you must use a forward slash (/) in the Directory
Prefix file path.

Note:

« Changing the Directory Prefix value clears the
persisted file marker. All files that match the new
prefix are downloaded in the next pull.

« The Directory Prefix file path cannot begin with
a forward slash (/) unless only the forward slash
is used to collect data from the root of the
bucket.

- If the Directory Prefix file path is used to specify
folders, you must not begin the file path with
a forward slash (for example, use folderl/
foldexr2 instead).

The following table describes the parameters that require specific values to collect audit events by using
the SQS event collection method:

Table 40. Amazon AWS S3 REST API protocol log source-specific parameters with the SQS method

Parameter Description
S3 Collection Method Select SQS Event Notifications.
SQS Queue URL The full URL that begins with https://, for the

SQS Queue that is set up to receive notifications for
ObjectCreated events from S3.

Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Related information

Adding a log source

Configuring security credentials for your AWS user account

Creating an Identity and Access Management (IAM) user in the AWS Management Console

Amazon Web Services protocol configuration options

The Amazon Web Services (AWS) protocol is an outbound/active protocol for IBM QRadar that collects
AWS CloudWatch Logs, Amazon Kinesis Data Streams, and Amazon Simple Queue Service (SQS)
messages.

Important: The Amazon Web Services protocol requires QRadar 7.3.1 or later, and the IBM QRadar Log
Source Management app.
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You can use the Amazon Web Services protocol with either “Amazon Kinesis Data Streams” on page 84,
“AWS CloudWatch Logs” on page 88, or “Amazon Simple Queue Service (SQS)” on page 92.

Amazon Kinesis Data Streams

The following table describes the protocol-specific parameters for collecting Amazon Kinesis Data
Streams with the Amazon Web Services protocol:

Table 41. Amazon Web Services log source parameters for Amazon Kinesis Data Streams

Parameter

Description

Protocol Configuration

Select Amazon Web Services from the Protocol Configuration list.

Authentication
Method

Access Key ID/Secret Key
Standard authentication that can be used from anywhere.

EC2 Instance IAM Role
If your QRadar managed host is running in an AWS EC2 instance, choosing
this option uses the IAM role from the metadata that is assigned to the
instance for authentication. No keys are required. This method works only
for managed hosts that are running within an AWS EC2 container.

Access Key

The Access Key ID that was generated when you configured the security
credentials for your AWS user account.

If you selected Access Key ID / Secret Key or Assume IAM Role, the Access
Key parameter is displayed.

Secret Key

The Secret Key that was generated when you configured the security
credentials for your AWS user account.

If you selected Access Key ID / Secret Key or Assume IAM Role, the Secret
Key parameter is displayed.

Assume an IAM Role

Enable this option to authenticate with an Access Key or EC2 instance IAM
Role. Then, you can temporarily assume an IAM Role for access.

Assume Role ARN

The full ARN of the role to assume. It must begin with "arn:" and can't contain
any leading or trailing spaces, or spaces within the ARN.

If you enabled Assume an IAM Role, the Assume Role ARN parameter is
displayed.

Assume Role Session
Name

The session name of the role to assume. The default is QRadarAWSSession.
Leave as the default if you don't need to change it. This parameter can contain
only upper and lowercase alphanumeric characters, underscores, or any of the
following characters: =, .@-

If you enabled Assume an IAM Role, the Assume Role Session Name
parameter is displayed.

Assume Role External
ID

Assume Role External ID is an optional identifier that is required to assume a
role in a different account.

If the account administrator, to which the role belongs, provides you with an
external ID, then insert that value in the Assume Role External ID parameter.

This value can either be a string, a passphrase, a GUID, or an account number.
For more information, see AWS documentation Using an external ID for third-
party access.
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Table 41. Amazon Web Services log source parameters for Amazon Kinesis Data Streams (continued)

Parameter Description

Regions Toggle each region that is associated with the Amazon Web Service that you
want to collect logs from.

AWS Service From the AWS Service list, select Kinesis Data Streams.

Kinesis Data Stream

The Kinesis Data Stream from which to consume data.

Enable Kinesis
Advanced Options

Enable the following optional advanced configuration values. Advanced option
values are only used when this option is chosen; otherwise, the default values
are used.

Initial Position in Stream
This option controls which data to pull on a newly configured log source.
Select Latest to pull the latest data that is available. Select Trim Horizon
to pull the oldest data that is available.

Kinesis Worker Thread Count
The number of worker threads to use for Kinesis Data Stream processing.
Each worker thread can process approximately 20000 - 20000 events per
second depending on record size and system load. If your log source is not
able to process the new data in the stream, you can increase the number
of threads here to a maximum of 16. The allowed range is 1 - 16. The
default value is 2.

Checkpoint Interval
The interval (in seconds) at which to checkpoint data sequence numbers.
Each record from a shard in a Kinesis Data Stream has a sequence number.
Checkpointing your position allows this shard to resume processing at the
same point if processing fails or a service restarts. A more frequent interval
reduces data duplication but increases Amazon Dynamo DB usage. The
allowed range is 1 - 3600 seconds. The default is 10 seconds.

Kinesis Application
Leave this option blank to have this log source consume data from all
available shards in the Kinesis Data Stream. To have multiple log sources
on multiple event processors scale log consumption without loss or
duplication, use a common Kinesis Application across those log sources
(Example: ProdKinesisConsumers).

Partition
Select this option to collect data from a specific partition in the Kinesis
Data Stream by specifying a partition name.
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Table 41. Amazon Web Services log source parameters for Amazon Kinesis Data Streams (continued)

Parameter

Description

Extract Original Event

Forwards only the original event that was added to the Kinesis Data Stream.

Kinesis logs wrap the events that they receive with extra metadata. Select this
option if you want only the original event that was sent to AWS without the
additional stream metadata through Kinesis.

The original event is the value for the message key that is extracted from the
Kinesis log. The following Kinesis logs event example shows the original event
that is extracted from the Kinesis log in highlighted text:

{"owner":"123456789012", "subscriptionFilters":["allEvents"],
"logEvents":
[{"id":"35093963143971327215510178578576502306458824699048362100" ,
"message":"{\"eventVersion\":\"1.05\",\"userIdentity\":
f\"type\":\"AssumedRole\",
\"principalId\":\"ARO1GH58EM3ESYDW3XHP6:test_session\",\"arn\":\"arn:a
ws:sts::123456789012:assumed-role\/CVDevABRoleToBeAssumed\ /
test_visibility_session\",
\"accountId\":\"123456789012\", \"accessKeyId\" : \"ASTAXXXXXXXXXXXXXXXX\
", \"sessionContext\":{\"sessionIssuer\":
f\"type\":\"Role\", \"principalId\" :\"AROAXXXXXXXXXXXXXXXXX\",
\"arn\":\"arn:aws:iam::123456789012:role\/

CVDevABRoleToBeAssumed\", \"accountId\":\"123456789012\",
\"usexName\":\"CVDevABRoleToBeAssumed\"?}, \"webIdFederationData\":

13, \"attributes\":{\"mfaAuthenticated\":\"false\",
\"creationDate\":\"2019-11-13T17:01:54Z\"%%},\"eventTime\":\"2019-11-1
3T17:43:18Z\", \"eventSource\":\"cloudtrail .amazonaws.com\",
\"eventName\":\"DescribeTrails\", \"awsRegion\":\"ap-

northeast-1\", \"sourceIPAddress\":\"192.0.2.1\", \"requestParameters\":
null, \"responseElements\":null,
\"requestID\":\"41e62e80-b15d-4e3f-9bh7e-

b309084dc092\", \"eventID\":\"904b3fda-8e48-46c0-a923-

f1bb2b7a2f2a\", \"readOnly\":txue, \"eventType\" :\"AwsApiCall\",
\"recipientAccountId\":\"123456789012\"%", "timestamp":1573667733143%],
"messageType" : "DATA_MESSAGE", "logGroup":"CloudTraill/
DefaultlLogGroup", "logStream":"123456789012_CloudTrail_us-east-2_2"%

Use As A Gateway Log
Source

Select this option for the collected events to flow through the QRadar Traffic
Analysis engine and for QRadar to automatically detect one or more log
sources.

When you select this option, the Log Source Identifier Pattern can optionally
be used to define a custom Log Source Identifier for events that are being
processed.
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Table 41. Amazon Web Services log source parameters for Amazon Kinesis Data Streams (continued)

Parameter

Description

Log Source Identifier
Pattern

If you selected Use As A Gateway Log Source, you can define a custom log
source identifier for events that are being processed and for log sources to
be automatically discovered when applicable. If you don't configure the Log
Source Identifier Pattern, QRadar receives events as unknown generic log
sources.

Use key-value pairs to define the custom Log Source Identifier. The key is the
Identifier Format String, which is the resulting source or origin value. The value
is the associated regex pattern that is used to evaluate the current payload.
This value also supports capture groups that can be used to further customize
the key.

Define multiple key-value pairs by typing each pattern on a new line. Multiple
patterns are evaluated in the order that they are listed. When a match is found,
a custom Log Source Identifier is displayed.

The following examples show multiple key-value pair functions.

Patterns
VPC=\sREJECT\sFAILURE

$1=\s (REJECT) \sOK
VPC-$1-$2=\s (ACCEPT) \s (0K)

Events
iLogStreamName: LogStreamTest,Timestamp: 0,Message:
ACCEPT OK,IngestionTime: 0,EventId: 0%

Resulting custom log source identifier
VPC-ACCEPT-0OK

Use Predictive Parsing

If you enable this parameter, an algorithm extracts log source identifier
patterns from events without running the regex for every event, which
increases the parsing speed.

Tip: In rare circumstances, the algorithm can make incorrect predictions.
Enable predictive parsing only for log source types that you expect to receive
high event rates and require faster parsing.

Use Proxy

If QRadar accesses the Amazon Web Service by using a proxy, select this
option.

If the proxy requires authentication, configure the Proxy Server, Proxy Port,
Proxy Username, and Proxy Password fields.

If the proxy does not require authentication, configure the Proxy IP or
Hostname field.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is delayed. Data is
still collected and then it is ingested when the data source stops exceeding the
EPS throttle.

The default is 5000.

Chapter 9. Protocol configuration options 87



AWS CloudWatch Logs

The following table describes the protocol-specific parameters for collecting AWS CloudWatch Logs with

the Amazon Web Services protocol:

Table 42. Amazon Web Services log source parameters for AWS CloudWatch Logs

Parameter

Description

Protocol Configuration

Select Amazon Web Services from the Protocol
Configuration list.

Authentication Method

Access Key ID/Secret Key
Standard authentication that can be used from
anywhere.

EC2 Instance IAM Role
If your QRadar managed host is running in
an AWS EC2 instance, choosing this option
uses the IAM role from the metadata that is
assigned to the instance for authentication. No
keys are required. This method works only for
managed hosts that are running within an AWS
EC2 container.

Access Key

The Access Key ID that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Access Key parameter is
displayed.

Secret Key

The Secret Key that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Secret Key parameter is
displayed.

Assume an IAM Role

Enable this option by authenticating with an Access
Key or EC2 instance IAM Role. Then, you can
temporarily assume an IAM Role for access.

Assume Role ARN

The full ARN of the role to assume. It must begin
with "arn:" and can't contain any leading or
trailing spaces, or spaces within the ARN.

If you enabled Assume an IAM Role, the Assume
Role ARN parameter is displayed.

Assume Role Session Name

The session name of the role to assume. The
default is QRadarAWSSession. Leave as the
default if you don't need to change it. This
parameter can contain only upper and lowercase
alphanumeric characters, underscores, or any of
the following characters: =, .@-

If you enabled Assume an IAM Role, the Assume
Role Session Name parameter is displayed.
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Table 42. Amazon Web Services log source parameters for AWS CloudWatch Logs (continued)

Parameter

Description

Assume Role External ID

Assume Role External ID is an optional identifier
that is required to assume a role in a different
account.

If the account administrator, to which the role
belongs, provides you with an external ID, then
insert that value in the Assume Role External ID
parameter.

This value can either be a string, a passphrase, a
GUID, or an account number. For more information,
see AWS documentation Using an external ID for
third-party access.

Regions Toggle each region that is associated with the
Amazon Web Service that you want to collect logs
from.

AWS Service From the AWS Service list, select CloudWatch
Logs.

Log Group The name of the log group in Amazon CloudWatch

where you want to collect logs from.

Tip: A single log source collects CloudWatch Logs
from one log group at a time. If you want to collect
logs from multiple log groups, create a separate log
source for each log group.

Enable CloudWatch Advanced Options

Enable the following optional advanced
configuration values. Advanced option values are
only used when this option is chosen; otherwise,
the default values are used.

Log Stream
The name of the log stream within a log group.
If you want to collect logs from all log streams
within a log group, leave this field blank.

Filter Pattern
Type a pattern for filtering the collected events.
This pattern is not a regex filter. Only the events
that contain the exact value that you specified
are collected from CloudWatch Logs. If you
type ACCEPT as the Filter Pattern value, only
the events that contain the word ACCEPT are
collected, as shown in the following example.

iLogStreamName: LogStreamTest,Timestamp:
0,Message: ACCEPT OK,IngestionTime:
0,EventId: 0%

Event Delay
Delay in seconds for collecting data.

Other Region(s)
Deprecated. Use Regions instead.
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Table 42. Amazon Web Services log source parameters for AWS CloudWatch Logs (continued)

Parameter

Description

Extract Original Event

Forwards only the original event that was added to
the CloudWatch Logs.

CloudWatch logs wrap the events that they receive
with extra metadata. Select this option if you want
to collect only the original event that was sent

to AWS without the additional stream metadata
through CloudWatch Logs.

The original event is the value for the message
key that is extracted from the CloudWatch log.
The following CloudWatch Logs event example
shows the original event that is extracted from
CloudWatch Logs in highlighted text:

iLogStreamName: 123456786_CloudTrail_us-
east-2,

Timestamp: 1505744407363, Message:
i"eventVersion":"1.05", "userIdentity":
{"type":

"IAMUser", "principalId":"AAAABBBCCCDDDBBBCCC"

"arn":"arn:aws:iam: :1234567890:usex/
<username>",

"accountId":"1234567890", "accessKeyId":
"AAAABBBBCCCCDDDD", "usexrName" : "Usex-Name",
"sessionContext":{"attributes":
$"mfaAuthenticated" :"false", "creationDate":
"2017-09-18T13:22:102"%%, "invokedBy" :
"signin.amazonaws.com"},"eventTime" :
"2017-09-18T14:10:152", "eventSouxce":
"cloudtrail.amazonaws.com", "eventName":
"DescribeTrails", "awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.1", "userAgent":
"signin.amazonaws.com", "requestParameters":
$"includeShadowTrails":false, "trailNameList":
[13%,"responseElements" :null, "requestID":
"11b1a00-7a7a-11al-1all1-44ad4aaala", "eventID":
"a4914e00-1111-491d-bbbb-a0dd3845b302",
"eventType" :"AwsApiCall", "recipientAccountId"

I.'123456789(;)“}-,IngestionTime: 1505744407506,
EventId:
335792223611111122479126672222222513333%

Use As A Gateway Log Source

Select this option for the collected events to flow
through the QRadar Traffic Analysis engine and for
QRadar to automatically detect one or more log
sources.

When you select this option, the Log Source
Identifier Pattern can optionally be used to define
a custom Log Source Identifier for events that are
being processed.
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Table 42. Amazon Web Services log source parameters for AWS CloudWatch Logs (continued)

Parameter

Description

Log Source Identifier Pattern

If you selected Use As A Gateway Log Source, you
can define a custom log source identifier for events
that are being processed and for log sources to be
automatically discovered when applicable. If you
don't configure the Log Source Identifier Pattern,
QRadar receives events as unknown generic log
sources.

Use key-value pairs to define the custom Log
Source Identifier. The key is the Identifier Format
String, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Define multiple key-value pairs by typing each
pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When

a match is found, a custom Log Source Identifier is
displayed.

The following examples show multiple key-value
pair functions.

Patterns
VPC=\sREJECT\sFAILURE

$1=\s(REJECT)\sOK
VPC-$1-$2=\s(ACCEPT) \s (0K)

Events
{LogStreamName:
LogStreamTest,Timestamp: 0,Message:

ACCEPT OK,IngestionTime: 0,EventId:
0}

Resulting custom log source identifier
VPC-ACCEPT-0OK

Use Predictive Parsing

If you enable this parameter, an algorithm extracts
log source identifier patterns from events without
running the regex for every event, which increases
the parsing speed.

Tip: In rare circumstances, the algorithm can make
incorrect predictions. Enable predictive parsing
only for log source types that you expect to receive
high event rates and require faster parsing.
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Table 42. Amazon Web Services log source parameters for AWS CloudWatch Logs (continued)

Parameter

Description

Use Proxy

If QRadar accesses the Amazon Web Service by
using a proxy, select this option.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy IP or Hostname field.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Amazon Simple Queue Service (SQS)

The following table describes the protocol-specific parameters for collecting Amazon SQS log sources

with the Amazon Web Services protocol:

Table 43. Amazon Web Services log source parameters for Amazon SQS

Parameter

Description

Protocol Configuration

Select Amazon Web Services from the Protocol
Configuration list.

Authentication Method

Access Key ID/Secret Key
Standard authentication that can be used from
anywhere.

EC2 Instance IAM Role
If your QRadar managed host is running in
an AWS EC2 instance, choosing this option
uses the IAM role from the metadata that is
assigned to the instance for authentication. No
keys are required. This method works only for
managed hosts that are running within an AWS
EC2 container.

Access Key

The Access Key ID that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Access Key parameter is
displayed.
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Table 43. Amazon Web Services log source parameters for Amazon SQS (continued)

Parameter

Description

Secret Key

The Secret Key that was generated when you
configured the security credentials for your AWS
user account.

If you selected Access Key ID / Secret Key or
Assume IAM Role, the Secret Key parameter is
displayed.

Assume an IAM Role

Enable this option by authenticating with an Access
Key or EC2 instance IAM Role. Then, you can
temporarily assume an IAM Role for access.

Assume Role ARN

The full ARN of the role to assume. It must begin
with "arn:" and can't contain any leading or
trailing spaces, or spaces within the ARN.

If you enabled Assume an IAM Role, the Assume
Role ARN parameter is displayed.

Assume Role Session Name

The session name of the role to assume. The
default is QRadarAWSSession. Leave as the
default if you don't need to change it. This

name can contain only uppercase and lowercase
alphanumeric characters, underscores, or any of
the following characters: =, .@-

If you enabled Assume an IAM Role, the Assume
Role Session Name parameter is displayed.

Assume Role External ID

Assume Role External ID is an optional identifier
that is required to assume a role in a different
account.

If the account administrator, to which the role
belongs, provides you with an external ID, then
insert that value in the Assume Role External ID
parameter.

This value can either be a string, a passphrase, a
GUID, or an account number. For more information,
see AWS documentation Using an external ID for
third-party access.

Regions Toggle each region that is associated with the
Amazon Web Service that you want to collect logs
from.

AWS Service From the AWS Service list, select SQS Queue.

SQS Queue URL

The full URL of the SQS queue to pull

data from, starting with https://, such

as https://sqs.us-east-2.amazonaws.com/
1234567890123 /CloudTrail_SQS_OQRadar.

For more information, see Amazon S3
Event Notifications (https://docs.aws.amazon.com/
AmazonS3/latest/dev/NotificationHowTo.html).
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Table 43. Amazon Web Services log source parameters for Amazon SQS (continued)

Parameter

Description

Extract Original Event

Forwards only the original event that was added to
the SQS queue to QRadar, select this option.

Original Event JSON Element

When you use this option to extract original event
with SQS, the original event might be in a specific
JSON element. If so, you must specify the name

of the top-level JSON element that contains the
original event. This option also unescapes any data
that is contained within that element.

For example, when the Message element is used,
it takes that root element and unescapes the
nested JSON if necessary:

i "Type" : "Notification", "MessageId" :
"6d11936e-2361-5dcl1-a689-c590f69c73da",
"Subject" : "Test Notification", "Message" :

"$\"eventVersion\":\"2.1\",
\"eventSource\":\"aws:s3\",
\"awsRegion\":\"us-east-1\",
\"eventTime\":\"2020-04-01T17:47:39.107Z\"¢"
3t

The unescaped data then appears as this extracted
original event:

i"eventVersion":"2.1",
"eventSource":"aws:s3",
n n

"awsRegion":"us-east-1",
"eventTime":"2020-04-01T17:47:39.1072"%

Use As A Gateway Log Source

If you do not want to define a custom log source
identifier for events, clear the checkbox.

If you don't select Use As A Gateway Log Source
and you don't configure the Log Source Identifier
Pattern, QRadar receives events as unknown
generic log sources.

94 IBM QRadar : QRadar DSM Configuration Guide




Table 43. Amazon Web Services log source parameters for Amazon SQS (continued)

Parameter

Description

Log Source Identifier Pattern

If you selected Use As A Gateway Log Source,
you can define a custom log source identifier.

This option can be defined for events that are
being processed and for log sources to be
automatically discovered when applicable. If you
don't configure the Log Source Identifier Pattern,
QRadar receives events as unknown generic log
sources.

Use key-value pairs to define the custom Log
Source Identifier. The key is the Identifier Format
String, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Define multiple key-value pairs by typing each
pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When

a match is found, a custom Log Source Identifier is
displayed.

The following examples show multiple key-value
pair functions.

Patterns
VPC=\sREJECT\sFAILURE

$1=\s(REJECT)\sOK
VPC-$1-$2=\s(ACCEPT) \s (0K)

Events
{LogStreamName:
LogStreamTest,Timestamp: 0,Message:

ACCEPT OK,IngestionTime: 0,EventId:
0}

Resulting custom log source identifier
VPC-ACCEPT-0OK

Use Predictive Parsing

If you enable this parameter, an algorithm extracts
log source identifier patterns from events without
running the regex for every event, which increases
the parsing speed.

Tip: In rare circumstances, the algorithm can make
incorrect predictions. Enable predictive parsing
only for log source types that you expect to receive
high event rates and require faster parsing.
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Table 43. Amazon Web Services log source parameters for Amazon SQS (continued)

Parameter Description

Use Proxy If QRadar accesses the Amazon Web Service by
using a proxy, select this option.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy IP or Hostname field.

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Related information
Adding a log source

Apache Kafka protocol configuration options

IBM QRadar uses the Apache Kafka protocol to read streams of event data from topics in a Kafka cluster
that uses the Consumer API. A topic is a category or feed name in Kafka where messages are stored and
published. The Apache Kafka protocol is an outbound or active protocol, and can be used as a gateway log
source by using a custom log source type.

The Apache Kafka protocol supports topics of almost any scale. You can configure multiple QRadar
collection hosts (EP/ECs) to collect from a single topic; for example, all firewalls. For more information,
see the Kafka Documentation (http://kafka.apache.org/documentation/).

The following table describes the protocol-specific parameters for the Apache Kafka protocol:

Table 44. Apache Kafka protocol parameters

Parameter Description

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.

It can also be the same value as the Log Source
Name. If you have more than one configured
Apache Kafka log source, ensure that you give each
one a unique name.
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Table 44. Apache Kafka protocol parameters (continued)

Parameter

Description

Bootstrap Server List

The <hostname/ip>:<port> of the bootstrap server
(or servers). Multiple servers can be specified in

a comma-separated list, such as in this example:
hostname1:9092,1.1.1.1:9092.

Consumer Group

A unique string or label that identifies the
consumer group that this log source belongs to.

Each record that is published to a Kafka topic

is delivered to one consumer instance within
each subscribing consumer group. Kafka uses
these labels to load balance the records over all
consumer instances in a group.

Topic Subscription Method

The method that is used for subscribing to Kafka
topics. Use the List Topics option to specify a
specific list of topics. Use the Regex Pattern
Matching option to specify a regular expression to
match against available topics.

Topic List

A list of topic names to subscribe to. The
list must be comma-separated; for example:
Topicl,Topic2,Topic3

This option is only displayed when List Topics
is selected for the Topic Subscription Method
option.

Topic Filter Pattern

A regular expression to match the topics to
subscribe to.

This option is only displayed when Regex Pattern
Matching is selected for the Topic Subscription
Method option.

Use SASL Authentication

This option displays SASL authentication
configuration options.

When used without client authentication,

you must place a copy of the

server certificate in the /opt/qradar/conf/
trusted_certificates/ directory.

SASL Mechanism

Select the SASL mechanism that is compatible with
your Kafka configuration:

* PLAIN
» SCRAM-SHA-256
« SCRAM-SHA-512

SASL Username The username that is used for SASL authentication.
SASL Password The password that is used for SASL authentication.
Use SSL Select this option to enable SSL (TLS) encryption if

your Kafka configuration supports or requires it.
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Table 44. Apache Kafka protocol parameters (continued)

Parameter

Description

Use Client Authentication

Displays the client authentication configuration
options.

You can enable this option only if you enable
the Use SSL parameter and use SSL (TLS) for
authentication and data transfer.

Key Store/Trust Store Type

The archive file format for your keystore and
truststore type. The following options are available
for the archive file format:

« JKS
» PKCS12

Trust Store Filename

The name of the truststore file. The
truststore must be placed in /opt/qradar/
conf/trusted_certificates/kafka/.

The file contains the username and password.

Key Store Filename

The name of the keystore file. The
keystore must be placed in /opt/qradar/conf/
trusted_certificates/kafka/.

The file contains the username and password.

Use As A Gateway Log Source

This option enables collected events to go
through the QRadar Traffic Analysis engine and to
automatically detect the appropriate log sources.
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Table 44. Apache Kafka protocol parameters (continued)

Parameter

Description

Log Source Identifier Pattern

Defines a custom Log Source Identifier for events
that are being processed, if the Use As A Gateway
Log Source checkbox is selected.

Key-value pairs are used to define the custom Log
Source Identifier. The key is the Identifier Format
String, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Multiple key-value pairs are defined by typing
each pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When a
match is found, a custom Log Source Identifier is
displayed.

The following examples show multiple key-value
pair functions.

Patterns
VPC=\sREJECT\sFAILURE

$1=\s (REJECT)\sOK
VPC-$1-$2=\s(ACCEPT) \s (0K)

Events
{LogStreamName:
LogStreamTest,Timestamp: 0,Message:

ACCEPT OK,IngestionTime: 0,EventId:
0}

Resulting custom log source identifier
VPC-ACCEPT-0OK

Show Advanced Options

Show optional advanced options for the Kafka
configuration. The advanced option values are in
effect whether they are shown or not.

Use Payload Extraction

Enable this parameter to extract the payload and
send it to the event pipeline. This parameter
identifies the specified payload if it is somewhere
within the Kafka log records.

Multiple regular expressions can be defined by
entering each pattern on a new line. When multiple
Payload Extraction patterns are used, they are
evaluated in order until a match is found and an
extracted payload can be returned.

This payload extraction occurs before any
character replacements.

Payload Extraction Regular Expression

A regular expression that identifies the specified
payload within the Kafka log records so it can be
sent to QRadar. This expression must include a
capture group and uses the first capture group as
the new payload.
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Table 44. Apache Kafka protocol parameters (continued)

Parameter

Description

Use Predictive Parsing

If you enable this parameter, an algorithm extracts
log source identifier patterns and extracts payloads
from events without running the regex for every
event, which increases the parsing speed.

In rare circumstances, the algorithm can make
incorrect predictions. Enable predictive parsing
only for log source types that you expect to receive
high event rates and require faster parsing.

Character Sequence Replacement

Replaces specific literal character sequences that

are in the event payload with actual characters.

One or more of the following options are available:

« Newline(CR LF) Character (\r\n)

« Line Feed Character (\n)

« Carriage Return Character (\r)

« Tab Character (\t)

« Space Character (\s)

« Unescape JSON Data
Tip: Select this option if you want the entire
payload to be JSON unescaped after any payload
extraction. When you unescape JSON messages,

any character that prevents parsing is removed
from the message.

Enable this option when you want to extract
JSON messages that are embedded in JSON
objects.
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Table 44. Apache Kafka protocol parameters (continued)

Parameter

Description

Kafka Consumer Properties Override

A list of key=value pairs that can be used to
provide specific configuration properties to the
Kafka Consumer. The list uses one pair per line.

For example, the key=value pair
session.timeout.ms=10000 configures the
session timeout in milliseconds.

For a list of available key=value pairs, see
the Kafka Consumer Configuration documentation
(https://ibm.biz/kafkaconsumerconfigs).

Any parameters that are entered in this field
override any previous ones set during the
configuration phase of the log source. These
parameters include, but are not limited to, the
following examples:

« fetch.max.bytes
e group.id
« ssl.enabled.protocols

You cannot enter any password-type properties
with secret values in this field. These properties
include, but are not limited to, the following
examples:

» ssl.key.passwozrd

« ssl.key.password

» ssl.keystore.password

e ssl.truststore.password

- sasl.jaas.config

e ssl.truststore.certificates

« ssl.keystore.certificate.chain
- ssl.keystore.key

Use the Private Key Password, Trust Store
Password, Key Store Password, Private Key
Password, or SASL Password fields to enter
password-type Kafka consumer properties.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

Related concepts
“Gateway log source” on page 15
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Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Related information

Adding a log source

Configuring Apache Kafka to enable Client Authentication

This task discusses how to enable Client Authentication with Apache Kafka.

Before you begin

1. Ensure that the ports that are used by the Kafka server are not blocked by a firewall.

2. To enable client authentication between the Kafka consumers (QRadar) and a Kafka brokers, a key and
certificate for each broker and client in the cluster must be generated. The certificates also need to be
signed by a certificate authority (CA).

About this task

In the following steps, you generate a CA, sign the client and broker certificates with it, and add it to
the client and broker truststores. You also generate the keys and certificates by using the Java keytool
and OpenSSL. Alternatively, an external CA can be used along with multiple CAs, one for signing broker
certificates and another for client certificates.

Procedure
1. Generate the truststore, keystore, private key, and CA certificate.

Note: Replace PASSWORD, VALIDITY, SERVER_ALIAS and CLIENT_ALIAS in the following commands
with appropriate values.

a) Generate Server keystore.
Note:

The common name (CN) of the broker certificates must match the fully qualified domain name
(FQDN) of the server/host. The Kafka Consumer client that is used by QRadar compares the CN with
the DNS domain name to ensure that it is connecting to the correct broker instead of a malicious
one. Make sure to enter the FQDN for the CN/First and Last name value when you generate the
Server keystore.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS
-validity VALIDITY -genkey

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-validity 365 -genkey

b) Generate CA Certificate.
Note:

This CA certificate can be used to sign all broker and client certificates.
openssl req -new -x509 -keyout ca-key -out ca-cert -days VALIDITY
Example
openssl req -new -x509 -keyout ca-key -out ca-cert -days 365

c) Create Server truststore and import CA Certificate.
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keytool -keystore kafka.server.truststore.jks -alias CARoot
-import -file ca-cert

d) Create Client truststore and import CA Certificate.

keytool -keystore kafka.client.truststore.jks -alias CARoot
-import -file ca-cert

e) Generate a Server Certificate and sign it using the CA.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS
-certreq -file cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out
cert-signed -days VALIDITY -CAcreateserial

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-certreq -file cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out
cert-signed -days 365 -CAcreateserial

f) Import CA Certificate into the Server keystore.

keytool -keystore kafka.server.keystore.jks -alias CARoot
-import -file ca-cert

g) Import Signed Server Certificate to the Server keystore.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS -import
-file cert-signed

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-import -file cert-signed

h) Export the Server Certificate into the binary DER file.

Note: The keytool -exportcert command usesthe DER format by default. Place the certificate
inthe trusted_certificates/ directory of any EP that communicates with Kafka. You need the
server certificate for every bootstrap server that you use in the configuration. Otherwise, QRadar

rejects the TLS handshake with the server.

keytool -exportcert -keystore kafka.server.keystore.jks -alias
SERVER_ALIAS -file SEVER_ALIAS.der

Example

keytool -exportcert -keystore kafka.server.keystore.jks -alias
server.hostname -file server.hostname.der

i) Generate a Client keystore.

keytool -keystore kafka.client.keystore.jks -alias CLIENT_ALIAS
-validity VALIDITY -genkey

Example

keytool -keystore kafka.client.keystore.jks -alias client.hostname
-validity 365 -genkey

) Generate a Client Certificate and sign it using the CA.
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keytool -keystore kafka.client.keystore.jks -alias CLIENT_ALIAS
-certreq -file client-cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in client-cert-file -out
client-cert-signed -days VALIDITY -CAcreateserial

Example

keytool -keystore kafka.client.keystore.jks -alias client.hostname
-certreq -file client-cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in client-cert-file
-out client-cert-signed -days 365 -CAcreateserial

k) Import CA Certificate into the Client keystore.

keytool -keystore kafka.client.keystore.jks -alias CARoot
-import -file ca-cert

1) Import Signed Client Certificate to the Client keystore.

keytool -keystore kafka.client.keystore.jks -alias CLIENT_ALIAS
-import -file client-cert-signed

Example

keytool -keystore kafka.client.keystore.jks -alias client.hostname
-import -file client-cert-signed

m) Copy Client keystore and truststore and to QRadar.

i) Copy the kafka.client.keystore.jks and kafka.client.truststore.jksto /opt/
gradar/conf/trusted_certificates/kafka/ on each of the Event processors that the
log source is configured for.

ii) Copy the server certificates <filename>.dexr that were generated for each broker to /opt/
gradar/conf/trusted_certificates/.

2. Configure Kafka brokers for Client Authentication.
a) Find the Socket Server Settings section.
b) Complete 1 of the following options:

« If you are not using SASL Authentication, change 1isteners=PLAINTEXT://:<port>to
listeners=SSL://:<PORT> and add security.inter.broker.protocol=SSL.

« If you are using SASL Authentication, change
listeners=PLAINTEXT://:<port>tolisteners=SASL_SSL://:<PORT> and add
security.inter.broker.protocol=SASL_SSL.

¢) Add the following properties to force encrypted communication between brokers and between
the brokers and clients. Adjust the paths, file names, and passwords as you need them. These
properties are the truststore and keystore of the server:

security.inter.broker.protocol=SSL

ssl.client.auth=required
ssl.keystore.location=/somefolder/kafka.server.keystore. jks
ssl.keystore.password=testl1234

ssl.key.password=test1234
ssl.truststore.location=/somefolder/kafka.server.truststore.jks

ssl.truststore.password=test1234

104 IBM QRadar : QRadar DSM Configuration Guide



Important: Since the passwords are stored in plain text in the server.properties, itis advised
that access to the file is restricted by way of file system permissions.

d) Restart the Kafka brokers that had their server.properties modified.

Configuring Apache Kafka to enable SASL Authentication

This task discusses how to enable SASL Authentication with Apache Kafka without SSL Client
Authentication.

Before you begin

If you are using SASL Authentication with Client Authentication enabled, see “Configuring Apache Kafka
to enable Client Authentication” on page 102.

1. Ensure that the ports that are used by the Kafka server are not blocked by a firewall.

2. To enable client authentication between the Kafka consumers (QRadar) and a Kafka brokers, a key and
certificate for each broker and client in the cluster must be generated. The certificates also need to be
signed by a certificate authority (CA).

About this task

In the following steps, you generate a CA, sign the client and broker certificates with it, and add it to the
broker truststores. You also generate the keys and certificates by using the Java keytool and OpenSSL.
Alternatively, an external CA can be used along with multiple CAs, one for signing broker certificates and
another for client certificates.

Procedure
1. Generate the truststore, keystore, private key, and CA certificate.

Note: Replace PASSWORD, VALIDITY, SERVER_ALIAS and CLIENT_ALIAS in the following commands
with appropriate values.

a) Generate Server keystore.
Note:

The common name (CN) of the broker certificates must match the fully qualified domain name
(FQDN) of the server/host. The Kafka Consumer client that is used by QRadar compares the CN with
the DNS domain name to ensure that it is connecting to the correct broker instead of a malicious
one. Make sure to enter the FQDN for the CN/First and Last name value when you generate the
Server keystore.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS
-validity VALIDITY -genkey

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-validity 365 -genkey

b) Generate CA Certificate.
Note:

This CA certificate can be used to sign all broker and client certificates.

openssl req -new -x509 -keyout ca-key -out ca-cert -days VALIDITY

Example

openssl req -new -x509 -keyout ca-key -out ca-cert -days 365
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c) Create Server truststore and import CA Certificate.

keytool -keystore kafka.server.truststore.jks -alias CARoot
-import -file ca-cert

d) Generate a Server Certificate and sign it using the CA.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS
-certreq -file cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out
cert-signed -days VALIDITY -CAcreateserial

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-certreq -file cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out
cert-signed -days 365 -CAcreateserial

e) Import CA Certificate into the Server keystore.

keytool -keystore kafka.server.keystore.jks -alias CARoot
-import -file ca-cert

f) Import Signed Server Certificate to the Server keystore.

keytool -keystore kafka.server.keystore.jks -alias SERVER_ALIAS -import
-file cert-signed

Example

keytool -keystore kafka.server.keystore.jks -alias server.hostname
-import -file cert-signed

g) Export the Server Certificate into the binary DER file.

Note: The keytool -exportcertcommand uses the DER format by default. Place the certificate
inthe trusted_certificates/ directory of any EP that communicates with Kafka. You need the
server certificate for every bootstrap server that you use in the configuration. Otherwise, QRadar
rejects the TLS handshake with the server.

keytool -exportcert -keystore kafka.server.keystore.jks -alias
SERVER_ALIAS -file SEVER_ALIAS.der

Example

keytool -exportcert -keystore kafka.server.keystore.jks -alias
server.hostname -file server.hostname.der

2. Configure Kafka brokers for Client Authentication.

a) Find the Socket Server Settings section and then change 1isteners=PLAINTEXT://:<port>to
listeners=SSL://:<PORT>.

b) Add the following properties to force encrypted communication between brokers and between
the brokers and clients. Adjust the paths, file names, and passwords as you need them. These
properties are the truststore and keystore of the server:

security.inter.broker.protocol=SASL_SSL
ssl.client.auth=none
ssl.keystore.location=/somefolder/kafka.server.keystore. jks

ssl.keystore.password=test1234
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ssl.key.password=test1234
ssl.truststore.location=/somefolder/kafka.server.truststore. jks
ssl.truststore.password=testl1234

Note:

Since the passwords are stored in plain text in the server.properties, it is advised that access
to the file is restricted by way of file system permissions.

c) Restart the Kafka brokers that had their server.properties modified.

Troubleshooting Apache Kafka

This reference provides troubleshooting options for configuring Apache Kafka to enable Client
Authentication.

Apache Kafka
Table 45. Troubleshooting for Apache Kafka Client Authentication
Issue Solution
The Use As A Gateway Log Source option is Events being streamed from Kafka must contain
selected in the log source configuration, but log a valid Syslog RFC3164 or RFC5424 compliant
sources are not being automatically detected. header, so QRadar can correctly determine the log
source identifier of each event.
No events are being received and the Verify that the bootstrap server and port details
following error is displayed in the log that are entered into the configuration are valid.
source configuration form: “Encountered an ) o )
error while attempting to fetch If Cl|ept Aut'hentlcatlon is enabled, verify the
topic metadata... Please verify the following things:
configuration information.” « The passwords that are entered are correct.

« The client truststore and keystore
files are present in /opt/qradar/conf/
trusted_certificates/kafka/ folder and
the file names specified match.

« The server certificates (<filename>.der)
are present in /opt/qradar/conf/
trusted_certificates/ folder.

No events are being received and the following When you use the List Topics options to subscribe
error is displayed in the log source configuration to topics, QRadar attempts to verify the topics
form: “The user specified list of topics |available in the Kafka cluster to the specified

did not contain any topics that exists |topics when the log source is initially started. If
in the Kafka cluster. Please verify no topics match between what was entered in
the topic list." the configuration and what is available on the
cluster, you are presented with this message.
Verify the topic names that are entered in the
configuration; also, consider the use of the Regex
Pattern Matching option for subscribing to topics.

When any parameter value in the property file on Disable, then re-enable the Kafka log source.
the Kafka server is changed, expected results are
not received.
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Blue Coat Web Security Service REST API protocol configuration
options

To receive events from Blue Coat Web Security Service, configure a log source to use the Blue Coat Web
Security Service REST API protocol.

The Blue Coat Web Security Service REST API protocol is an outbound/active protocol that queries the
Blue Coat Web Security Service Sync API and retrieves recently hardened log data from the cloud.

The following table describes the protocol-specific parameters for the Blue Coat Web Security Service
REST API protocol:

Table 46. Blue Coat Web Security Service REST API protocol parameters

Parameter Description

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured Blue Coat
Web Security Service REST API log source, ensure that you give each
one a unigue name.

API Username The API user name that is used for authenticating with the Blue Coat
Web Security Service. The API user name is configured through the
Blue Coat Threat Pulse Portal.

Password The password that is used for authenticating with the Blue Coat Web
Security Service.

Confirm Password Confirmation of the Password field.

Use Proxy When you configure a proxy, all traffic for the log source travels
through the proxy for QRadar to access the Blue Coat Web Security
Service.

Configure the Proxy IP or Hosthame, Proxy Port, Proxy Username,
and Proxy Password fields. If the proxy does not require
authentication, you can leave the Proxy Username and Proxy
Password fields blank.

Recurrence You can specify when the log collects data. The format is M/H/D for
Months/Hours/Days. The default is 5 M.

EPS Throttle The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Centrify Redrock REST API protocol configuration options

The Centrify Redrock REST API protocol is an outbound/active protocol for IBM Security QRadar that
collects events from Centrify Identity Platform.

The Centrify Redrock REST API protocol supports Centrify Identity Platform and CyberArk Identity
Security Platform.

The following parameters require specific values to collect events from Centrify Identity Platform:
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Table 47. Centrify Redrock REST API protocol log source parameters

Parameter

Value

Log Source type

Centrify Identity Platform

Protocol Configuration

Centrify Redrock REST API

Log Source Identifier

A unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
The Log Source Identifier can be the same value
as the Log Source Name. If you have more than
one Centrify Identity Platform log source that is
configured, you might want to identify the first
log source as centrify1, the second log source as
centrify2, and the third log source as centrify3.

Tenant ID The Centrify assigned unique customer or tenant
ID.

Tenant URL Automatically generated tenant URL for
the specified tenant ID. For example,
tenantId.my.centrify.com

Username The user name that is associated with the Cloud
service for Centrify Identity Platform.

Password The password that is associated with the Centrify

Identity Platform user name.

Event Logging Filter

Select the logging level of the events that you want
to retrieve. Info, Warning and Error are selectable.
At least one filter must be selected.

Allow Untrusted Certificates

Enable this option to allow self-signed, untrusted
certificates. Do not enable this option for SaaS
hosted tenants. However, if required, you can
enable this option for other tenant configurations.

The certificate must be downloaded in

PEM or DER encoded binary format

and then placed in the /opt/qradar/
conf/trusted_certificates/ directory with
a .certor .crt file extension.

Use Proxy

When a proxy is configured, all traffic from the
Centrify Redrock REST API travels through the
proxy.

Configure the Proxy Server, Proxy Port, Proxy
Username, and Proxy Password fields. If the
proxy does not require authentication, you can
leave the Proxy Username and Proxy Password
fields blank.
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Table 47. Centrify Redrock REST API protocol log source parameters (continued)

Parameter Value

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Recurrence The time interval can be in hours (H), minutes (M)
or days (D). The default is 5 minutes (5M).

Related information
Adding a log source

Cisco Duo protocol configuration options

To receive authentication events from Cisco Duo, configure a log source to use the Cisco Duo protocol.

The Cisco Duo protocol is an active outbound protocol that collects authentication logs from the Cisco
Duo Admin API, and sends authentication events to IBM QRadar.

Important: Before you configure a log source to use the Cisco Duo protocol, you must obtain your keys
from the Cisco Duo admin portal.

1. Log in to the Cisco Duo admin portal (https://admin.duosecurity.com/).

2. From the dashboard, go to the Applications tab, and then click Protect an Application.
3. Navigate to the Admin API application, and then click Protect.
4

. In the Permissions menu, select Grant read log so that Cisco can collect other authentication logs
from the Admin API.

5. Copy the values for Integration key, Secret key, and API hostname. You need these values when you
configure the Cisco Duo protocol parameters.

Important: Because Cisco Duo has rate limits on API calls, you can create only one log source per
customer account.

The following table describes the protocol-specific parameters for the Cisco Duo protocol:

Table 48. Cisco Duo protocol parameters

Parameter Description

Log Source Type Cisco Duo

Protocol Configuration Cisco Duo

Log Source Identifier Type a unique name for the log source as an identifier for events

from Cisco Duo.

The value of the Log Source Identifier parameter must match the
Host parameter when you are using the Cisco Duo default workflow.
If the Cisco Duo default workflow is modified, then the Log Source
Identifier must match the Source value - source="%$3/host?"
that is used under the PostEvents section. For more information,
see Cisco Duo protocol workflow.

110 IBM QRadar : QRadar DSM Configuration Guide


https://admin.duosecurity.com/

Table 48. Cisco Duo protocol parameters (continued)

Parameter

Description

Host

The API hostname in the Cisco Duo portal that is used to
authenticate with the Cisco Duo Admin API. Review the preceding
procedure for obtaining this information from Cisco Duo.

Integration Key

The integration key that is used to authenticate with the Cisco
Duo Admin API. Review the preceding procedure for obtaining this
information from Cisco Duo.

Secret Key

The secret key that is used to authenticate with the Cisco Duo Admin
API. Review the preceding procedure for obtaining this information
from Cisco Duo.

Use Proxy

If the API is accessed by using a proxy, select this checkbox.

Configure the Proxy IP or Hostname, Proxy Port, Proxy Username,
and Proxy Password fields. If the proxy does not require
authentication, you can leave the Proxy Username and Proxy
Password fields blank.

Recurrence

Specify how often the log collects data. The format is M/H/D for
Minutes/Hours/Days. The default is 5 minutes.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Select this checkbox to enable the following configuration options:
Allow Untrusted Certificates, Override Workflow, Workflow, and
Workflow Parameters.

These parameters are only visible if you select this checkbox.

Allow Untrusted

If you enable this parameter, the protocol can accept self-signed
and otherwise untrusted certificates that are located within

the /opt/qradar/conf/trusted_certificates/ directory. If
you disable the parameter, the scanner trusts only certificates that
are signed by a trusted signer.

The certificates must be in PEM or RED-encoded binary format and
savedasa .crtor .cert file.

If you modify the workflow to include a hardcoded value for the
Allow Untrusted Certificates parameter, the workflow overrides
your selection in the UI. If you do not include this parameter in your
workflow, then your selection in the UI is used.

Override Work Flow

Enable this option to customize the workflow. When you enable this
option, the Workflow and Workflow Parameters fields appear.

Workflow

The XML document that defines how the protocol instance collects
events from the target API.

For more information about the default workflow, see “Cisco Duo
protocol workflow” on page 112.
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Table 48. Cisco Duo protocol parameters (continued)

Parameter

Description

Workflow Parameters

The XML document that contains the parameter values used directly
by the workflow.

For more information about the default workflow parameters, see
“Cisco Duo protocol workflow” on page 112.

Enabled By default, the checkbox is selected to enable the log source to
communicate with QRadar.
Credibility Select the Credibility of the log source. The range is O - 10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector

Select the Target Event Collector to use as the target for the log
source.

Coalescing Events

Select this checkbox to enable the log source to coalesce (bundle)
events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload

Select this checkbox to enable the log source to store event payload
information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Cisco Duo protocol workflow

You can customize your workflow and workflow parameters based on the default workflow.

A workflow is an XML document that describes the event retrieval process. The workflow defines one
or more parameters, which can be explicitly assigned values in the workflow XML or can derive values
from the workflow parameter values XML document. The workflow consists of multiple actions that run

sequentially.

The default workflow and workflow parameter XML files are available on GitHub. For
more information, see Cisco Duo (https://github.com/IBM/IBM-QRadar-Universal-Cloud-REST-API/tree/
master/IBM%20Verified/Cisco%20Duo).

Cisco Duo default workflow

Important: The value of the Log Source Identifier parameter must match the Host parameter when
you are using the Cisco Duo default workflow. If the Cisco Duo default workflow is modified, then the
Log Source Identifier must match the Source value - source="$$/host?" thatis used under the

PostEvents section.

The following example shows the default Cisco Duo workflow:

112 IBM QRadar : QRadar DSM Configuration Guide



https://github.com/IBM/IBM-QRadar-Universal-Cloud-REST-API/tree/master/IBM%20Verified/Cisco%20Duo

<?xml version="1.0" encoding="UTF-8" ?>
<!--
Duo Admin API
https://duo.com/docs/adminapi
Duo Admin Panel
https://admin.duosecurity.com/
To obtain an 'Integration Key' and 'Secret Key':
- Log on to the Duo Admin Panel
- Navigate to "Applications"
- Select the application to be monitored.
- The "Integration Key" and "Secret Key" should be visible on the application page.
-->
<Workflow name="Duo" version="1.0" xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/Workflow/
vi'>
<Parameters>
<Parameter name="host" label="Host" required="true" />
<Parameter name="integration_key" label="Integration Key" required="tzrue" />
<Parameter name="secret_key" label="Secret Key" required="true"
secret="true" />
</Parameters>
<Actions>
gl=a
[T rrrrrrry
// Authentication Logs //
[IT11770 77 iy
-->
<!-- Initialize the Bookmarks - mintime and maxtime -->
<Initialize path="/auth_logs/mintime" value="${time() - 60000 * 60 x 24 * 301" />
<Set path="/auth_logs/maxtime" value="${time() - 60000 * 2}" />
<!-- Log events are ranging from the last 30 days up to as recently as two minutes
before the API request -->
<Set path="/method" value="GET" />
<Set path="/endpoint" value="/admin/v2/logs/authentication" />

<l--
Generate the HTTP Password as an HMAC signature of the request https://duo.com/docs/
adminapiftauthentication
- Date enumerated as RFC 2822 format [Tue, 21 Aug 2012 17:29:18 -0000]
- Method [GET, POST, etc.]
- API Hostname [api-xxxxxxxx.duosecurity.com]
- API method's path [/admin/v2/logs/]
- Parameters [mintime=xxxxxx&maxtime=xxxxxx&limit=1000&next_offset=xxxxxx]
-->
<FormatDate pattern="EEE, dd MMM yyyy HH:mm:ss Z" timeZone="UTC" savePath="/auth_logs/
date" />
<If condition="/auth_logs/response/body/response/metadata/next_offset != null">
<Set path="/value" value="$
{/auth_logs/date?&ixA; $5/methodi&ixA; $1/hosti&ikxA; $1/endpointi&ikxA; 1imit=1000&amp; maxtime=${/
auth_logs/maxtimet&amp;mintime=${/auth_logs/mintimet&amp;next_offset=$furl_encode(/auth_logs/
offset)t" />
<GenerateHMAC algorithm="SHA1l" secretKey="${/secret_keyi" message="$$/valuet}"
saveFormat="HEX" savePath="/signature" />
</If>
<Else>
<Set path="/value" value="${/auth_logs/date}&xA;${/method?&itxA; $5/hosti&dtxA; $4/
endpoint}&i#xA; 1imit=1000&amp;maxtime=$$/auth_logs/maxtimet&amp;mintime=${/auth_logs/mintimet" />
<GenerateHMAC algorithm="SHA1l" secretKey="${/secret_keyi" message="$$/valuet}"
saveFormat="HEX" savePath="/signature" />
</Else>

<CallEndpoint url="https://${/hosti${/endpoint?" method="$$/method?" savePath="/
auth_logs/response">
<BasicAuthentication username="${/integration_key}" password="${/signature}" />
<QueryParameter name="1limit" value="1000" />
<QueryParameter name="maxtime" value="${/auth_logs/maxtime}" />
<QueryParameter name="mintime" value="${/auth_logs/mintime}" />
<QueryParameter name="next_offset" value="${/auth_logs/offset}?" omitIfEmpty="true"/>
<RequestHeader name="Date" value="${/auth_logs/date?" />
</CallEndpoint>
<Delete path="/auth_logs/offset" />
<l--
RESPONSE FORMAT:
1

"stat":"0K",
"response":

"authlogs":[...], <- logs are stored in this array /auth_logs/response/authlogs
"metadata":

"next_offset": [
"1532951895000",
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"afOba235-0b33-23¢c8-bc23-a31aa0231de8"
i
"total_objects":0

<If condition="/auth_logs/response/status_code != 429">
<!-- Handle Errors -->
<If condition="/auth_logs/response/status_code != 200">
<!-- Event retriever thread is a bit slow to kill error'd out
provider threads, this prevents duplicate errors. -->
<Sleep duration="2000" />
<Log type="ERROR" message="Received error from Cisco Duo Protocol: $
{/auth_logs/response/body/code}: $f/auth_logs/response/body/message}. Abort polling events
until next recurrence time" />
<Abort reason="${/auth_logs/response/body/code}: ${/auth_logs/response/body/
messaget" />
</If>
<!-- Post the Events -->
<PostEvents path="/auth_logs/response/body/response/authlogs" source="${/host}" />
<!-- Set the offset -->
<If condition="/auth_logs/response/body/response/metadata/next_offset != null">
<Set path="/auth_logs/offset" value="${/auth_logs/response/body/response/
metadata/next_offset[0]},%${/auth_logs/response/body/response/metadata/next_offset[1]%" />
<Log type="DEBUG" message="An offset value of [${/auth_logs/offsett]
was found. A request with the offset value will be send in the next recurrence." />

</If>
<Else>
<Log type="DEBUG" message="No offset value detected in response." />
<!-- Update the Bookmark for the next iteration. Set the current
maxtime + 1 as next poll's mintime. -->

<Set path="/auth_logs/mintime" value="${/auth_logs/maxtime + 11" />
<Log type="DEBUG" message="Done posting events for this recurrence.
Updating bookmark to begin at ${/auth_logs/maxtime + 1%." />
</Else>
</If>
<Else>
<Log type="WARN" message="Received warning from Cisco Duo: ${/auth_logs/response/
body/code?: $§/auth_logs/response/body/message?." />
</Else>
</Actions>
<Tests>
<DNSResolutionTest host="$$/host?" />
<TCPConnectionTest host="${/host?" />
<SSLHandshakeTest host="${/host%" />
<HTTPConnectionThroughProxyTest url="https://${/host?" />
</Tests>
</Workflow>

Cisco Duo default workflow parameters

The following example shows the default workflow parameters for Cisco Duo:

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V1">

<Value name="host" value="" />
<Value name="integration_key" value="" />
<Value name="secret_key" value="" />

</WorkflowParameterValues>

Cisco Firepower eStreamer protocol configuration options

To collect events in IBM QRadar from a Cisco Firepower eStreamer (Event Streamer) service, configure a
log source to use the Cisco Firepower eStreamer protocol.

The Cisco Firepower eStreamer protocol is formerly known as Sourcefire Defense Center eStreamer
protocol.

The Cisco Firepower eStreamer protocol is a passive outbound protocol. For more

information about how this protocol streams events, see Understanding the eStreamer

Application Protocol (https://www.cisco.com/c/en/us/td/docs/security/firepower/670/api/eStreamer/
EventStreamerIntegrationGuide/Protocol.html).
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Events are streamed to QRadar to be processed after the Cisco Firepower Management Center DSM is

configured.

The following table describes the protocol-specific parameters for the Cisco Firepower eStreamer

protocol:

Table 49. Cisco Firepower eStreamer protocol parameters

Parameter

Description

Protocol Configuration

Cisco Firepower eStreamer

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as

the Log Source Name. If you have more than one configured Cisco
Firepower eStreamer log source, ensure that you give each one a
unique name.

Server Port

The port number that the Cisco Firepower eStreamer services is
configured to accept connection requests on.

The default port that QRadar uses for Cisco Firepower eStreamer is
8302.

Keystore Filename

The directory path and file name for the keystore private key

and associated certificate. By default, the import script creates
the keystore file in the following directory: /opt/qradar/conf/
estreamer.keystore

Truststore Filename

The directory path and file name for the truststore files.

The truststore file contains the certificates that are trusted

by the client. By default, the import script creates the
truststore file in the following directory: /opt/qradaxr/conf/
estreamer.truststore

Request Extra Data

Select this option to request intrusion event extra data from Cisco
Firepower Management Center. For example, extra data includes the
original IP address of an event.

Domain

Important: Domain Streaming Requests are supported for
eStreamer version 6.x and later. Leave the Domain field blank for
eStreamer version 5.x.

The domain where the events are streamed from.

The value in the Domain field must be a fully qualified domain.
Therefore, all ancestors of the desired domain must be listed starting
with the top-level domain and ending with the leaf domain that you
want to request events from.

Example:

Global is the top-level domain, B is a second-level domain that is

a subdomain of Global, and C is a third-level domain and a leaf
domain that is a subdomain of B. To request events from C, type the
following value for the Domain parameter:

Global \ B \ C
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Cisco NSEL protocol configuration options

To monitor NetFlow packet flows from a Cisco Adaptive Security Appliance (ASA), configure the Cisco
Network Security Event Logging (NSEL) protocol source.

The Cisco NSEL protocol is an inbound/passive protocol. To integrate Cisco NSEL with QRadar, you must
manually create a log source to receive NetFlow events. QRadar does not automatically discover or create
log sources for syslog events from Cisco NSEL.

The following table describes the protocol-specific parameters for the Cisco NSEL protocol:

Table 50. Cisco NSEL protocol parameters

Parameter Description
Protocol Configuration Cisco NSEL
Log Source Identifier If the network contains devices that are attached to a management

console, you can specify the IP address of the individual device
that created the event. A unique identifier for each, such as an IP
address, prevents event searches from identifying the management
console as the source for all of the events.

Collector Port The UDP port number that Cisco ASA uses to forward NSEL events.
QRadar uses port 2055 for flow data on QRadar QFlow Collectors.
You must assign a different UDP port on the Cisco Adaptive Security
Appliance for NetFlow.

Related information
Adding a log source

EMC VMware protocol configuration options

To receive event data from the VMWare web service for virtual environments, configure a log source to use
the EMC VMware protocol.

The EMC VMware protocol is an outbound/active protocol.
IBM QRadar supports the following event types for the EMC VMware protocol:
« Account Information

- Notice

- Warning

« Error

« System Informational

- System Configuration

« System Error

« User Login

« Misc Suspicious Event

« Access Denied

 Information

 Authentication

« Session Tracking

The following table describes the protocol-specific parameters for the EMC VMware protocol:
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Table 51. EMC VMware protocol parameters

Parameter Description

Protocol Configuration EMC VMware

Log Source Identifier The value for this parameter must match the VMware IP parameter.

VMware IP The IP address of the VMWare ESXi server. The VMware protocol
appends the IP address of your VMware ESXi server with HTTPS
before the protocol requests event data.

Forwarded protocol configuration options

To receive events from another Console in your deployment, configure a log source to use the Forwarded
protocol.

The Forwarded protocol is an inbound/passive protocol that is typically used to forward events to another
QRadar Console. For example, Console A has Console B configured as an off-site target. Data from
automatically discovered log sources is forwarded to Console B. Manually created log sources on Console
A must also be added as a log source to Console B with the forwarded protocol.

Google Cloud Pub/Sub protocol configuration options

The Google Cloud Pub/Sub protocol is an outbound/active protocol for IBM QRadar that collects Google
Cloud Platform (GCP) logs.

If automatic updates are not enabled, download the GoogleCloudPubSub protocol RPM from the IBM
support website.

Important: Google Cloud Pub/Sub protocol is supported on QRadar 7.3.2.6, build number
20191022133252 or later.

The following table describes the protocol-specific parameters for collecting Google Cloud Pub/Sub logs
with the Google Cloud Pub/Sub protocol:

Table 52. Google Cloud Pub/Sub log source parameters for Google Cloud Pub/Sub

Parameter Description

Service -Account Specify where the required Service Account Credentials are coming from.
Credential Type ] ) .
Ensure that the associated service account has the Pub/Sub Subscriber

role or the more specific pubsub.subscriptions.consume permission on the
configured Subscription Name in GCP.

User Managed Key
Provided in the Service Account Key field by inputting the full JSON text
from a downloaded Service Account Key.

GCP Managed Key
Ensure that the QRadar managed host is running in a GCP Compute
instance and the Cloud API access scopes include Cloud Pub/Sub.
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Table 52. Google Cloud Pub/Sub log source parameters for Google Cloud Pub/Sub (continued)

Parameter

Description

Sexrvice Account
Key

The full text from the JSON file that was downloaded when you created a User
Managed Key for a service account in the IAM & admin > Service accounts
section in Google Cloud Platform (GCP).

Example:

1
"type": "service_account",
"project_id": "qradar-test-123456",
"private_key_id": "453422aa6efblc2del89f12d725c417c8346033b",

"private_key": "----- BEGIN PRIVATE KEY----- \\N<MULTILINE PRIVATE
KEY DATA>\\n----- END PRIVATE KEY----- \\n",
"client_email": "pubsubtest@gradar-

test-123456.iam.gserviceaccount.com",
"client_id": "526344196064252652671",
"auth_uri": "https://accounts.google.com/o/oauth2/auth",
"token_uri": "https://oauth2.googleapis.com/token",
"auth_provider_x509_cert_url": "https://www.googleapis.com/
oauth2/vl/certs",
"client_x509_cert_url": "https://www.googleapis.com/robot/vl/
metadata/x509/pubsubtest®40qradar-test-123456.1iam.gserviceaccount.com

Subscription Name

The full name of the Cloud Pub/Sub subscription. For example, projects/
my-project/subscriptions/my-subscription.

Use As A Gateway
Log Source

Select this option for the collected events to flow through the QRadar Traffic
Analysis engine and for QRadar to automatically detect one or more log
sources.

When you select this option, the Log Source Identifier Pattern can optionally
be used to define a custom Log Source Identifier for events being processed.
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Table 52. Google Cloud Pub/Sub log source parameters for Google Cloud Pub/Sub (continued)

Parameter

Description

Log Source
Identifiex
Patterxn

When the Use As A Gateway Log Source option is selected, use this option
to define a custom log source identifier for events that are processed. If the
Log Source Identifier Pattern is not configured, QRadar receives events as
unknown generic log sources.

The Log Source Identifier Pattern field accepts key-value pairs, such as
key=value, to define the custom Log Source Identifier for events that are being
processed and for log sources to be automatically discovered when applicable.
Key is the Identifier Format String which is the resulting source or origin value.
Value is the associated regex pattern that is used to evaluate the current
payload. The value (regex pattern) also supports capture groups which can be
used to further customize the key (Identifier Format String).

Multiple key-value pairs can be defined by typing each pattern on a new line.
When multiple patterns are used, they are evaluated in order until a match is
found. When a match is found, a custom Log Source Identifier displays.

The following examples show the multiple key-value pair functionality:

Patterns
VPC=\sREJECT\sFAILURE

$1=\s (REJECT) \sOK
VPC-$1-$2=\s (ACCEPT) \s (0K)

Events
iLogStreamName: LogStreamTest,Timestamp: 0,Message:
ACCEPT OK,IngestionTime: 0,EventId: 0%

Resulting custom log source identifier
VPC-ACCEPT-0OK

Use Predictive
Parsing

If you enable this parameter, an algorithm extracts log source identifier
patterns from events without running the regex for every event, which
increases the parsing speed.

Tip: In rare circumstances, the algorithm can make incorrect predictions.
Enable predictive parsing only for log source types that you expect to receive
high event rates and require faster parsing.

Use Proxy Select this option for QRadar to connect to the GCP by using a proxy.
If the proxy requires authentication, configure the Proxy Server, Proxy Port,
Proxy Username, and Proxy Password fields.
If the proxy does not require authentication, configure the Proxy Server and
Proxy Port fields.

Proxy IP or The IP or host name of the proxy server.

Hostname

Proxy Port The port number that is used to communicate with the proxy server.

The default is 8080.

Proxy Username

Required only when the proxy requires authentication.

Proxy Password

Required only when the proxy requires authentication.
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Table 52. Google Cloud Pub/Sub log source parameters for Google Cloud Pub/Sub (continued)

Parameter Description

EPS Throttle The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is delayed. Data is
still collected and then it is ingested when the data source stops exceeding the
EPS throttle.

The default is 5000.

Convert Google This option converts Google VPC Flow Logs to IPFIX that is then sent to the
VPC Flow Logs to |flow processor.
IPFIX

;10‘::' Destination |The flow processor hostname where the Google VPC Flow logs are sent.
ostname
Note: Enable Convert Google VPC Flow Logs to IPFIXto configure

this parameter.

ilO‘: Destination |The flow processor port where the Google VPC Flow logs are sent.
or
Note: Enable Convert Google VPC Flow Logs to IPFIX to configure

this parameter.

Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Related tasks

“Configuring Google Cloud Pub/Sub to integrate with QRadar” on page 120

Before you can add a log source in IBM QRadar, you must create a Pub/Sub Topic and Subscription, create
a service account to access the Pub/Sub Subscription, and then populate the Pub/Sub topic with data.

“Adding a Google Cloud Pub/Sub log source in QRadar” on page 121
Set up a log source in IBM QRadar to use a custom log source type or an IBM log source type that
supports the Google Cloud Pub/Sub protocol.

Configuring Google Cloud Pub/Sub to integrate with QRadar

Before you can add a log source in IBM QRadar, you must create a Pub/Sub Topic and Subscription, create
a service account to access the Pub/Sub Subscription, and then populate the Pub/Sub topic with data.

Procedure

1. Create a topic in the Pub/Sub tab on the Google Cloud Platform (https://console.cloud.google.com).

For more information about creating topics, see Managing topics and subscriptions (https://
cloud.google.com/pubsub/docs/admin).

2. Create a subscription

For more information about creating subscriptions, see Managing topics and subscriptions (https://
cloud.google.com/pubsub/docs/admin).

Important: The following parameters need specific configuration to work with QRadar:

« For the Delivery Type parameter, enable the Pull option.

« To ensure that messages are processed only once, set the Acknowledgement Deadline to 60
seconds, and deselect the Retain acknowledged messages option.
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3. Create a service account on the IAM & admin menu.

For more information about service accounts, see Creating and managing service accounts (https://
cloud.google.com/iam/docs/creating-managing-service-accounts).

Tip: You do not need to make a service account if any of the following conditions apply to you:
 You already have an account that you want to use.

« You use GCP Managed Key as the Service Account Type option on your QRadar All-in-One
appliance or QRadar Event Collector that collects events from a Google Cloud Platform Compute
instance.

If you use the User Managed Key option for the Service Account Key parameter when you configure
a log source in QRadar, you must create a service account key. For more information, see Creating
and managing service account keys (https://cloud.google.com/iam/docs/creating-managing-service-
account-keys).

4. Assign permissions to your service account.

For more information about service account permissions, see Manage access to service accounts
(https://cloud.google.com/iam/docs/manage-access-service-accounts).

Tip: You do not need to assign the permissions for the service account if any of the conditions from
step 3 apply to you.

5. Populate the Pub/Sub topic with data by creating a Logging Sink.

For more information about creating a Logging Sink, see Configure and manage sinks (https://
cloud.google.com/logging/docs/export/configure_export_v2).

What to do next
Add a Google Cloud Pub/Sub log source on the QRadar Console by using the Google Cloud Pub/Sub
protocol. For more information, see “Adding a Google Cloud Pub/Sub log source in QRadar” on page 121.

Adding a Google Cloud Pub/Sub log source in QRadar

Set up a log source in IBM QRadar to use a custom log source type or an IBM log source type that
supports the Google Cloud Pub/Sub protocol.

Before you begin

You can use the Google Cloud Pub/Sub protocol to retrieve any type of event from the Google Cloud
Pub/Sub service. IBM provides DSMs for some Google Cloud services. Any services that don't have a DSM
can be handled by using a custom log source type.

If you want to use an existing DSM to parse data, select the Use as a Gateway Log Source parameter
option for more log sources to be created from data that is collected by this configuration. Alternatively,
if log sources are not automatically detected, you can manually create them by using Syslog for the
Protocol type parameter option.

Procedure

1. Log in to QRadar.

2. On the Admin tab, click the QRadar Log Source Management app icon.
3. Click New Log Source > Single Log Source.
4

. On the Select a Log Source Type page, select a custom log source type or an IBM log source type that
supports the Google Cloud Pub/Sub protocol.

5. On the Select a Protocol Type page, from the Select Protocol Type list, select Google Pub/Sub
Protocol.

6. On the Configure the Log Source parameters page, configure the log source parameters, and then
click Configure Protocol Parameters. For more information about configuring Google Cloud Pub/Sub
protocol parameters, see Adding a Google Cloud Pub/Sub log source in QRadar.
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7. Test the connection to ensure that connectivity, authentication, and authorization are working. If
available, view sample events from the subscription.

a) Click Test Protocol Parameters, and then click Start Test.
b) To fix any errors, click Configure Protocol Parameters, then test your protocol again.

For more information about adding a log source in QRadar, see Adding a log source.

Google G Suite Activity Reports REST API protocol options

The Google G Suite Activity Reports REST API protocol is an active outbound protocol for IBM QRadarthat
retrieves logs from Google G Suite.

Important: The Google G Suite Activity Reports REST API protocol is supported on QRadar 7.3.2 Fix Pack
6, build number 20191022133252 or later.

The following table describes the protocol-specific parameters for the Google G Suite Activity Reports
REST API protocol:

Table 53. Google G Suite Activity Reports REST API protocol log source parameters

Parameter Value

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured
Google G Suite log source, ensure that you give
each one a unique name.

Delegated User Account Email The Google user account that has report privileges.

Service Account Credentials Authorizes access to Google's APIs for retrieving
the events. The Service Account Credentials

are contained in a JSON formatted file that you
download when you create a new service account
in the Google Cloud Platform.

Use Proxy If QRadar accesses Google G Suite by using a
proxy, enable this option.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username,
and Pxroxy Passwozrd fields.

If the proxy does not require authentication,
configure the Proxy Server and Proxy Port
fields.

Recurrence The time interval between log source queries to the
Google G Suite Activity Reports API for new events.
The time interval can be in hours (H), minutes (M),
or days (D).

The default is 5 minutes.
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Table 53. Google G Suite Activity Reports REST API protocol log source parameters (continued)

Parameter Value

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

Event Delay The delay, in seconds, for collecting data.

Google G Suite logs work on an eventual delivery
system. To ensure that no data is missed, logs are
collected on a delay.

The default delay is 7200 seconds (2 hours), and
can be set as low as 0 seconds.

Related concepts

“Google G Suite Activity Reports REST API protocol FAQ” on page 123

Got a question? Check these frequently asked questions and answers to help you understand the Google
G Suite Activity Reports REST API protocol.

Related information

Adding a log source

Google G Suite Activity Reports REST API protocol FAQ

Got a question? Check these frequently asked questions and answers to help you understand the Google
G Suite Activity Reports REST API protocol.

« “What is the event delay option used for?” on page 123

« “How does the event delay option work?” on page 124

« “What value do I use for the event delay option?” on page 124

What is the event delay option used for?

The event delay option is used to prevent events from being missed. Missed events, in this context, occur
because they become available after the protocol updated its query range to a newer timeframe than the
event’s arrival time. If an event occurred but wasn't posted to the Google G Suite Activity Reports REST
API, then when the protocol queries for that event's creation time, the protocol doesn't get that event.

Example 1: The following example shows how an event can be lost.

The protocol queries the Google G Suite Activity Reports REST API at 2:00 PM to collect events between
1:00 PM - 1:59 PM. The Google G Suite Activity Reports REST API response returns the events that are
available in the Google G Suite Activity Reports REST API between 1:00 PM - 1:59 PM. The protocol
operates as if all of the events are collected. Then, it sends the next query to the Google G Suite Activity
Reports REST API at 3:00 PM to get events that occurred between 2:00 PM — 2:59 PM. The problem with
this scenario is that the Google G Suite Activity Reports REST API might not include all of the events that
occurred between 1:00 PM - 1:59 PM. If an event occurred at 1:58 PM, that event might not be available
in the Google G Suite Activity Reports REST API until 2:03 PM. However, the protocol already queried the
1:00 PM - 1:59 PM time range, and can't requery that range without getting duplicated events. This delay
can take multiple hours.

Example 2: The following example shows Example 1, except in this scenario a 15-minute delay is added.
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This example uses a 15-minute delay when the protocol makes query calls. When the protocol makes a
query call to the Google G Suite Activity Reports REST API at 2:00 PM, it collects the events that occurred
between 1:00 - 1:45 PM. The protocol operates as if all of the events are collected. Then, it sends the next
query to the Google G Suite Activity Reports REST API at 3:00 PM and collects all events that occurred
between 1:45 PM - 2:45 PM. Instead of missing the event, as in Example 1, it gets picked up in the next
query call between 1:45 PM - 2:45 PM.

Example 3: The following example shows Example 2, except in this scenario the events are available a
day later.

If the event occurred at 1:58 PM, but only became available to the Google G Suite Activity Reports REST
API at 1:57 PM the next day, then the event delay from Example 2 doesn't get that event. Instead, the
event delay must be set to a higher value, in this case 24 hours.

How does the event delay option work?

Instead of querying from the last received event time to current time, the protocol queries from the last
received event time to current time - <event delay>. The event delay is in seconds. For example, a delay
of 15 minutes (900 seconds) means that it queries only up to 15 minutes ago. This query gives the Google
G Suite Activity Reports REST API 15 minutes to make an event available before the event is lost. When
the current time - <event delay> is less than the last received event time, the protocol doesn't query the
Google G Suite Activity Reports REST APL. Instead, it waits for the condition to pass before querying.

What value do I use for the event delay option?

The Google G Suite Activity Reports REST API can delay an event’s availability. To prevent any events
from being missed, you can set the Event Delay parameter option value to 168 hours (one week).
However, the larger the event delay, the less real time the results are. For example, with a 24-hour

event delay, you see events 24 hours after they occur instead of immediately. The value depends on

how much risk you're willing to take and how important real-time data is. The default delay of 2 hours
(7200 seconds) provides a value that is set in real time and also prevents most events from being missed.
For more information about the delay, see Data retention and lag times (https://support.google.com/a/
answer/70615667hl=en).

HCL BigFix SOAP protocol configuration options (formerly known
as IBM BigFix)

To receive Log Event Extended Format (LEEF) formatted events from HCL BigFix® appliances, configure a
log source that uses the HCL BigFix SOAP protocol.

Important: HCL BigFix is formerly known as IBM BigFix.
This protocol requires HCL BigFix versions 8.2.x to 9.5.2, and the Web Reports application for HCL BigFix.

The HCL BigFix SOAP protocol is an outbound/active protocol that retrieves events in 30-second intervals
over HTTP or HTTPS. As events are retrieved, the HCL BigFix DSM parses and categorizes the events.

The following table describes the protocol-specific parameters for the HCL BigFix SOAP protocol:

Table 54. IBM BigFix SOAP protocol parameters

Parameter Description

Protocol Configuration HCL BigFix SOAP

Log Source Identifier Type the IP address or host name for your HCL BigFix appliance.

The IP address or host name identifies your HCL BigFix as a unique
event source in QRadar.
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Table 54. IBM BigFix SOAP protocol parameters (continued)

Parameter Description

Use HTTPS If a certificate is required to connect with HTTPS, copy the
required certificates to the following directory: /opt/qradar/
conf/trusted_certificates. Certificates that have following
file extensions: .crt, .cert, or .der are supported. Copy the
certificates to the trusted certificates directory before the log source
is saved and deployed.

SOAP Port By default, port 80 is the port number for communicating with HCL
BigFix. Most configurations use port 443 for HTTPS communications.

Usexrname The username that you use to access BigFix.

Password The password that you use to access BigFix.

Polling Intexrval (In The number of minutes between queries to the log files to check

Minutes) for new data. The default is 15 minutes. The minimum value for the
polling interval is 1 minute, and the maximum value is 60 minutes.

HTTP Receiver protocol configuration options

To collect events from devices that forward HTTP or HTTPS requests, configure a log source to use the

HTTP Receiver protocol.

The HTTP Receiver protocol is an inbound passive protocol. The HTTP Receiver acts as an HTTP server on
the configured listening port and converts the request body of any received POST requests into events. It
supports both HTTPS and HTTP requests.

Important: When you use the HTTP Receiver protocol, you must use a certificate that is issued by a
certificate authority (CA). It can't be a self-signed certificate because it must be validated by a CA. For
more information about setting up a CA certificate for HTTP Receiver, see “Setting up certificate-based
authentication for HTTP Receiver” on page 130.

Important: If you are a QRadar on Cloud (QRoC) user, contact IBM support and open a support case to
configure this certificate-based authentication if the target collector is the Console or Event Processor.

The following table describes the protocol-specific parameters for the HTTP Receiver protocol:

Table 55. HTTP Receiver protocol parameters

Parameter

Description

Protocol Configuration

From the list, select HTTP Receiver.

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. Ensure that you give each log source a unique
name.

Listen Port

The port that is used by IBM QRadar to accept incoming HTTP
Receiver events. The default port is 12469.

Important: Do not use port 514. Port 514 is used by the standard
Syslog listener.
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Table 55. HTTP Receiver protocol parameters (continued)

Parameter

Description

Communication Type

The type of HTTP server that is created by the protocol.

HTTP
Creates an HTTP Server without encryption and verification

Important: Not supported for QRadar on Cloud (QRoC).
HTTPs
Creates an HTTP Server with encryption and verification

HTTPs with Mutual TLS (mTLS)
Creates an HTTP Server that uses Mutual TLS Authentication
(mTLS)

Server Certificate

Choose one of the following server certificate options.

PKCS12 Certificate Chain and Password
If you select this option, you must configure a path to the
PKCS12 file and provide the password. If there is more than one
entry in the PKCS12 file, you must provide an alias to specify
which certificate entry to use.

Choose from QRadar Certificate Store
If you select this option, you must upload a certificate in the
IBM QRadar Certificate Management app. In the app, set the
certificate's Purpose as Server or Server Client, andits
Component as Log Source.

Self-sighed Generated Certificate (Deprecated)
If you select this option, then a self-signed generated certificate
is used. If a certificate was not already generated, then one
is generated to use. This certificate is self-signed and is the
same as the TLS Syslog configurations that are using generated
certificates on the same host.

Server Certificate Friendly
Name

The friendly name of a certificate that is available in the QRadar
Certificate Store, which is uploaded in the QRadar Certificate
Management app.

Important: The QRadar Certificate Management app is supported on
QRadar 7.3.3 Fix Pack 6 or later.

PKCS12 Server Certificate Path

The absolute path to a PKCS12 file that contains a private key and
certificate chain.

If you select PKCS12 Certificate Chain and Password as the server
certificate option, this parameter is displayed.

PKCS12 Password

The password for the PKCS12 file.

If you select PKCS12 Certificate Chain and Password as the server
certificate option, this parameter is displayed.
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Table 55. HTTP Receiver protocol parameters (continued)

Parameter

Description

PKCS12 Certificate Alias

The alias for the certificate entry in the PKCS12 file to use.

If there is more than one entry in the PKCS12 file, then you must
provide an alias to specify which certificate entry to use.

When there is more than one certificate entry, leave this field blank
to use the single certificate entry.

If you select PKCS12 Certificate Chain and Password as the server
certificate option, this parameter is displayed.

Use HTTP Authentication Token
Header

This enables HTTP Header Authentication. When enabled, clients
attempting to communicate with the HTTP Server must provide a
valid access token via a Request Header.

Authentication Token Header
Name

The HTTP Authentication Header is added to the HTTP request
headers and contains information about the authentication header
in use and the associated credentials. Authentication Header: This
indicates the type of authentication in use. Common authentication
headers include Basic, Digest, and Bearer.

Authentication Token Value

The Token Value included in the header depends on the
authentication scheme under use. For example, in the case of Basic
authentication, the Token Value consist of a username and password
encoded in Base64 format.

Mutual TLS Authentication
Truststore

If you select the HTTPs with Mutual TLS (mTLS) communication
type, select one of these truststore types.

System Truststore
Initializes the server truststore by using the Operating System
truststore on the target event collector.

Custom Truststore
Initializes the server truststore by using a user-provided Java
keystore and password.

Client Certificate On Disk (Deprecated)
Ensures that the client certificate matches but does not validate
the issuer. With this method, all clients must share one
certificate.

Custom Truststore File Path

The absolute path to a custom truststore. You must copy the custom
truststore to the QRadar Console or the Event Collector for the log
source.

Custom Truststore Password

The password for the custom truststore.

Enable Issuer Verification

Verify that the client certificate was issued by a specific certificate
or public key. A common use case is to verify that a specific
intermediate CA was used to issue the client certificate.
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Table 55. HTTP Receiver protocol parameters (continued)

Parameter

Description

Issuer Certificate or Public Key

The root or intermediate issuer's certificate or public key in PEM
format.

Enter the certificate, including this text:

If you enabled the Enable Issuer Verification parameter, this
parameter is displayed.

Use CN Allowlist

Specify lists or patterns of common names that client certificates
must match after trust is established. Enter plain text or a regular
expression. Define multiple entries by entering each entry on a new
line.

The following list shows examples of the types of common name
entries to use in your CN Allowlist.

Fixed name
127.0.0.1

1.1.1.1

Wildcard name
1.1.1.%

.k

Domain name
www . host.x.com

localhost

By default, this parameter is disabled.

Check Certificate Revocation

Checks certificate revocation status against the client certificate
revocation list.

To configure this option, you must have network connectivity to the
URL that is specified by the client certificate's CRL Distribution
Points field in the X509v3 extension, and the URL must support only
certificate revocation list (CRL) format.

OSCP is not supported.

Client Certificate Path
(Deprecated)

Set the absolute path to the client certificate. You must copy the
client certificate to the QRadar Console or the Event Collector for the
log source.

If you select HTTPs with Mutual TLS (mTLS) as the Communication
Type, and you select Client Certificate on Disk (Deprecated) as the
Mutual TLS Authentication Truststore, this parameter is displayed.
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Table 55. HTTP Receiver protocol parameters (continued)

Parameter

Description

Message Pattern (Optional)

By default, the entire HTTP POST is processed as a single event. To
divide the POST into multiple single-line events, provide a regular
expression to denote the start of each event. If the pattern matches
with the regular expression at least once in a line, then the line is
treated as an event.

Use As A Gateway Log Source

Select this option for the collected events to flow through the QRadar
Traffic Analysis engine and for QRadar to automatically detect one or
more log sources.

Use Predictive Parsing

If you enable this parameter, an algorithm extracts log source
identifier patterns from events without running the regex for every
event, which increases the parsing speed.

However, in rare circumstances the algorithm can make incorrect
predictions. Enable predictive parsing only for log source types that
you expect to receive high event rates and require faster parsing.

When you enable the Use As A Gateway Log Source parameter, you
can enable predictive parsing.

Log Source Identifier Pattern

When the Use As A Gateway Log Source option is selected, use this
option to define a custom log source identifier for events that are
processed. If the Log Source Identifier Pattern is not configured,
QRadar receives events as unknown generic log sources.

The Log Source Identifier Pattern field accepts key-value pairs,
such as key=value, to define the custom Log Source Identifier

for events that are being processed and for log sources to be
automatically discovered, when applicable. Key is the Identifier
Format String, which is the resulting source or origin value. Value
is the associated regex pattern that is used to evaluate the current
payload. The value (regex pattern) also supports capture groups,
which can be used to further customize the key (Identifier Format
String).

Multiple key-value pairs can be defined by typing each pattern on
a new line. When multiple patterns are used, they are evaluated in
order until a match is found. When a match is found, a custom Log
Source Identifier is displayed.

The following examples show the multiple key-value pair functions:

Patterns
VPC=\sREJECT\sFAILURE
$1=\s (REJECT) \sOK
VPC-$1-$2=\s(ACCEPT) \s (0OK)
Events
{LogStreamName: LogStreamTest,Timestamp:

0,Message: ACCEPT OK,IngestionTime: 0,EventId:
0}

Resulting custom log source identifier
VPC-ACCEPT-0K
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Table 55. HTTP Receiver protocol parameters (continued)

Parameter Description

EPS Throttle The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Server Enable this parameter to configure more server options. If you do not
Configuration Options enable this parameter, the default values are used.
Max Payload Length (Byte) The maximum payload size of a single event in bytes. The event is

split when its payload size exceeds this value.
The default value is 8192, and it must not be greater than 32767.

When you enable the Enable Advanced Server Configuration
Options parameter, this parameter is displayed.

TLS Protocols The versions of TLS that can be accepted in this protocol. Send a
request by using the same version that is selected for the server.

TLSv1.3 is supported from QRadar 7.5.0 UP5 onwards.

Important: TLSv1.0 and TLSv1.1 are no longer supported as of
QRadar 7.3.3 FP10, 7.4.3 FP3, and 7.5.0 CR. Future releases might
not support TLSv1.0 and TLSv1.1.

Max POST method Request The max size of a POST method request body in MB. If a POST
Length (MB) request body size exceeds this value, an HTTP 413 status code is
returned.

The default value is 5, and it must not be greater than 10.

When you enable the Enable Advanced Server Configuration
Options parameter, this parameter is displayed.

Related information
Adding a log source
QRadar Certificate Management

Setting up certificate-based authentication for HTTP Receiver

When you use the HTTP Receiver protocol, you must use a certificate that is issued by a certificate
authority (CA). It can't be a self-signed certificate because it must be validated by a CA.

About this task

Important: If you are a QRadar on Cloud (QRoC) user, contact IBM support and open a support case to
configure this certificate-based authentication if the target collector is the Console or Event Processor.

Before you begin

Before you import a PKCS12 file to use with the HTTP Receiver, you need a PKCS12 file that includes the
certificate private key, endpoint certificate, and any intermediate certificates that are needed. Root CAs
can be included in the chain but are not mandatory.

If you have a private key and certificate instead of a PKCS12 certificate, you must complete the following
steps to convert them to a PKCS12 certificate:
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1. Locate the endpoint certificate private key, which is in PKCS1 encoding in PEM format. The file is called
certificate.key. The private key must begin with BEGIN RSA PRIVATE KEY and end with END
RSA PRIVATE KEY.

Tip: If your key is in PEM format but begins with a BEGIN PRIVATE KEY header instead of BEGIN
RSA PRIVATE KEY, thenitisin PKCS8 encoding and must be converted to PKCS1 encoding before
you continue.

2. Locate the certificate chain in PEM format, with each certificate appended in the following order in
the chain.czxt file. The endpoint certificate must be first, then followed by one or more intermediate
certificates as needed.

Important: If your certificate is issued directly by a Root CA, you must provide only the endpoint
certificate.

3. Create the PKCS12 certificate with the certificate.key and chain. crt files by running the
following command:

openssl pkcsl2 -export -out myserver.mycompany.net.pl2 -inkey certificate.key -in chain.crt

4. Create an export password to protect the private key in the PKCS12 container. The password is used to
import the certificate into the QRadar keystore.

5. Verify the details of the certificate by running the following command:

keytool -list -v -keystore myserver.mycompany.net.pl2 -storetype PKCS12

You can now import the PKCS12 certificate to use with HTTP Receiver.

IBM Cloud Object Storage protocol configuration options

The IBM Cloud Object Storage protocol for IBM QRadar is an outbound or active protocol that collects
logs that are contained in objects from IBM Cloud Object Storage buckets.

Important: Before you configure the IBM Cloud Object Storage protocol, configure user access roles and
service credentials to access the IBM Cloud Object Storage buckets.

You must have either the Reader, Writer, or Manager role to access the buckets. For more information
about user access roles and permissions, see Bucket permissions (https://cloud.ibm.com/docs/cloud-
object-storage?topic=cloud-object-storage-iam-bucket-permissions).

You must create service credentials that include hash-based message authentication code (HMAC)
credentials. For more information about service credentials, see Using HMAC credentials (https://
cloud.ibm.com/docs/cloud-object-storage?topic=cloud-object-storage-uhc-hmac-credentials-main).

Table 56. IBM Cloud Object Storage protocol common log source parameters

Parameter Description
Protocol Configuration IBM Cloud Object Storage
Log Source Identifier Type a unique name for the log source. The log

source identifier does not need to reference a
specific server, and it can be the same value as the
Log Source Name.

HMAC Access Key ID The Access Key ID that was generated when you
configured the service credentials.

HMAC Secret Access Key The Secret Access Key that was generated when
you configured the service credentials.

Endpoint The public endpoint that is stated in the bucket
configuration page.
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Table 56. IBM Cloud Object Storage protocol common log source parameters (continued)

Parameter

Description

Bucket Name

The name of the bucket that logs are stored in.

Prefix

The prefix filter value to limit collecting objects or
file keys that begin with the prefix.

To pull all files from the bucket, use a forward slash

().

Important: Changing the Prefix value clears the
persisted file marker. All files that match the new
prefix are downloaded in the next pull. If the
Prefix file path is used to specify folders, you must
not begin the file path with a forward slash. For
example, use folderl/foldexr2 instead.

Event Format

The following event formats are supported:

LINEBYLINE
Raw log files that contain one record per line.
You can use either .gz, .gzip, or .z1ip files
for compression.

w3cC
Files that contain generic W3C formatting data
to output name-value-pair events (. gz files
only).

Use As A Gateway Log Source

If you do not want to define a custom log source
identifier for events, clear the checkbox.

If you don't select Use As A Gateway Log Source
and you don't configure the Log Source Identifier
Pattern, QRadar receives events as unknown
generic log sources.
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Table 56. IBM Cloud Object Storage protocol common log source parameters (continued)

Parameter

Description

Log Source Identifier Pattern

If you select Use As A Gateway Log Source, you
can define a custom log source identifier. Use this
option for events that are being processed and for
log sources that are automatically discovered.

If you don't configure the Log Source Identifier
Pattern, QRadar receives events as unknown
generic log sources.

Use key-value pairs to define the custom log
source identifier. The key is the identifier format
string, which is the resulting source or origin value.
The value is the associated regex pattern that is
used to evaluate the current payload. This value
also supports capture groups that can be used to
further customize the key.

Define multiple key-value pairs by typing each
pattern on a new line. Multiple patterns are
evaluated in the order that they are listed. When
a match is found, a custom log source identifier is
displayed.

The following examples show multiple key-value
pair functions:

Patterns

VPC=\sREJECT\sFAILURE

$1=\s (REJECT) \sOK

VPC-$1-$2=\s (ACCEPT) \s (0K)

Events

iLogStreamName: LogStreamTest,Timestamp:
0,Message: ACCEPT OK,IngestionTime: 0,EventId:
0%

Resulting custom log source identifier
VPC-ACCEPT-0K

Show Advanced Options

To configure the advanced options for event
collection, set this option to On.

File Pattern

Type a regex for the file pattern that matches
the files that you want to pull; for example, . *?
\.json\.gz.

This option is available when you set Show
Advanced Options to On.

Local Directory

The local directory on the Target Event Collector.
The directory must exist before the protocol
attempts to retrieve events.

This option is available when you set Show
Advanced Options to on.
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Table 56. IBM Cloud Object Storage protocol common log source parameters (continued)

Parameter

Description

Use Proxy

If QRadar accesses the IBM Cloud Object Storage
by using a proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password parameters. If the proxy does not
require authentication, leave the Proxy Username
and Proxy Password fields blank.

Recurrence

Type a time interval to determine how frequently
the protocol polls for new data. The time interval
can include values in hours (H), minutes (M), or
days (D). For example, 2H = 2 hours, 156M =15
minutes, 30 = seconds.

The minimum value is 60 (seconds) or 1M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

IBM Fiberlink REST API protocol configuration options

To receive Log Event Extended Format (LEEF) formatted events from IBM MaaS360° appliances, configure
a log source that uses the IBM Fiberlink® REST API protocol.

The IBM Fiberlink REST API protocol is an outbound (or active) protocol. As events are retrieved, the IBM

MaaS360 DSM parses and categorizes events.

The following table describes the protocol-specific parameters for the IBM Fiberlink REST API protocol.

Table 57. IBM Fiberlink REST API protocol log source parameters

Parameter

Value

Log Source Type

IBM Fiberlink MaaS360

Protocol Configuration

IBM Fiberlink REST API

Log Source Identifier

Type a unique identifier for the log source.

The Log Source Identifier can be set to any valid
value and does not need to reference a specific
server. You can set the Log Source Identifier to
the same value as the Log Source Name. If you
have more than one IBM Fiberlink® MaaS360° log
source that is configured, you might want to give
them similar but unique names. For example, you
can name the first log source fiberlinkl, the
second log source fiberlink2, and the third log
source fiberlink3.
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Table 57. IBM Fiberlink REST API protocol log source parameters (continued)

Parameter Value

Login URL Copy the URL for the Fiberlink MaaS360 REST
server.

Username Type the username used to access the MaaS360
APIs.
Users with the following administrator roles can
access the APIs:
« Service Administrator
« Administrator
« Administrator-Level 2

Password Type the password used to access your MaaS360
APIs.

Secret Key The secret key provided by Fiberlink Customer
Service when you enable the REST API.

App ID The app ID provided by Fiberlink Customer Service
when you enable the REST API.

Billing ID The billing ID for your Fiberlink MaaS360 account

Platform The platform version of the Fiberlink MaaS360
console.

App Version The app version of the application that
corresponds to your REST API account.

Use Proxy If IBM QRadar accesses the Fiberlink MaaS360 API

by using a proxy, enable the Use Proxy option.

If the proxy requires authentication, configure
the Proxy IP or Hostname, Proxy Port, Proxy
Username, and Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy IP or Hostname and Proxy
Port fields.

This parameter is disabled by default.

Proxy IP or Hosthame

The IP or hostname of the proxy server that you
want to use.

This parameter is available if the Use Proxy option
is enabled.

Proxy Port

The port number used to communicate with the
proxy. The default port number is 8080.

This parameter is available if the Use Proxy option
is enabled.

Proxy Username

The username that you use to access the proxy
server.

This parameter is available if the Use Proxy option
is enabled.
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Table 57. IBM Fiberlink REST API protocol log source parameters (continued)

Parameter

Value

Proxy Password

The password that you use to access the proxy
server.

This parameter is available if the Use Proxy option
is enabled.

Automatically Acquire Server Certificate(s)

If the Yes option is selected, the log source
automatically downloads the server certificate and
begins trusting the target server.

EPS Throttle The maximum number of events per second that
QRadar ingests.
If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.
The default is 5000.

Recurrence

The time interval between log source queries to
IBM Fiberlink MaaS360 for new events. The time
interval can be in minutes (M), hours (H), or days
(D). For example, 1 M, 3 H, 5D.

The default is 60 minutes (60 M).

IBM Security Randori REST API protocol configuration options

To receive events from IBM Security Randori, configure a log source to communicate with the IBM

Security Randori REST API protocol.

The IBM Security Randori REST API protocol is an active outbound protocol that provides alerts about
changes in an organizations attack surface. For example, new targets that are discovered.

Important: Before you can configure a log source for Randori, you must obtain your API Key from the

Randori web portal.

For more information about obtaining this value, see How to Add an API token (https://www.ibm.com/

docs/en/SSD5I5K/intapi_api_AddAPIToken.html).

The following table describes the protocol-specific parameters for the IBM Security Randori REST API

protocol:

Table 58. IBM Security Randori REST API protocol parameters

Parameter

Description

Protocol Configuration

IBM Security Randori REST API

Log Source Identifier

name.

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as

the Log Source Name. If you have more than one configured IBM
Security Randori log source, ensure that you give each one a unique
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Table 58. IBM Security Randori REST API protocol parameters (continued)

Parameter

Description

Instance

The Instance value is the URL that you use to access Randori, such
as app2.randoxi.io. The structure for the Instance value is:

app[#] .randori.io

where [#] is a number that might be required to access your
Randori instance.

API Key

The API key that is used to access the IBM Security Randori REST
APL.

For more information about obtaining this value, see How
to Add an API token (https://www.ibm.com/docs/en/SSD5I5K/
intapi_api_AddAPIToken.html).

Minimum Priority Score

Filters new targets by using the priority score that you select.
» Low - All new targets

« Medium - New targets with a priority greater than 20
 High - New targets with a priority of 30 or greater

Minimum Temptation

Filters existing targets that have a modified temptation value. This
filter is based on the temptation value that you select.

« Low - All targets with a modified temptation value

« Medium - Targets with a temptation value greater than 14
 High - Targets with a temptation value greater than 29

« Critical - Targets with a temptation value greater than 39

Use Proxy

If the API is accessed by using a proxy, select this checkbox.

Configure the Proxy IP or Hostname, Proxy Port, Proxy Username,
and Proxy Password fields. If the proxy does not require
authentication, you can leave the Proxy Username and Proxy
Password fields blank.

Recurrence

Specify how often the log collects data. The value can be in Minutes
(M), Hours (H), or Days (D). The default is 1 minute.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Select this checkbox to enable the following configuration options:
Allow Untrusted and Override Workflow.

These parameters are only visible if you select this checkbox.

Initial Days of Historical Data

Enter the number of days before the current date to collect historical
data. When you configure a new log source, IBM QRadar generates
New Target events for existing targets that have a first-seen date
within the number of days that you enter. This value is used only
before the log source runs for the first time.
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Table 58. IBM Security Randori REST API protocol parameters (continued)

Parameter

Description

Allow Untrusted

If you enable this parameter, the protocol can accept self-signed
and otherwise untrusted certificates that are located within

the /opt/qradar/conf/trusted_certificates/ directory. If
you disable the parameter, the scanner trusts only certificates that
are signed by a trusted signer.

The certificates must be in PEM or RED-encoded binary format and
savedasa .crtor .certfile.

If you modify the workflow to include a hardcoded value for the
Allow Untrusted Certificates parameter, the workflow overrides
your selection in the UL If you do not include this parameter in your
workflow, then your selection in the Ul is used.

Override Workflow

Enable this option to customize the workflow. When you enable
this option, the Workflow and Workflow Parameters parameters
appear.

Workflow

The XML document that defines how the protocol instance collects
events from the target APL.

For more information about the default workflow, see “IBM Security
Randori REST API protocol workflow” on page 138.

Workflow Parameters

The XML document that contains the parameter values used directly
by the workflow.

For more information about the default workflow parameters, see
“IBM Security Randori REST API protocol workflow” on page 138.

IBM Security Randori REST API protocol workflow

You can customize your workflow and workflow parameters based on the default workflow.

A workflow is an XML document that describes the event retrieval process. The workflow defines one
or more parameters, which can be explicitly assigned values in the workflow XML or can derive values
from the workflow parameter values XML document. The workflow consists of multiple actions that run

sequentially.

The default workflow and workflow parameter XML files are available on GitHub. For more information,
see IBM Security Randori (https://github.com/IBM/IBM-QRadar-Universal-Cloud-REST-API/tree/master/
IBM%20Verified/IBM%20Security%20Randori).

Randori default workflow

The following example shows the default Randori workflow:

<?xml version="1.0" encoding="UTF-8" ?>
<Workflow name="IBMSecurityRandoriRestAPI" version="1.0" xmlns="http://qradar.ibm.com/
UniversalCloudRESTAPI/Workflow/V2">

<Parameters>
<Parameter name="instance" label="Instance" required="true" />
<Parameter name="apiKey" label="API Key" secret="true"
required="true" />
<Parameter name="minimumPriority" label="Minimum Priority" required="tzrue" />
<Parameter name="minimumTemptation" label="Minimum Temptation" required="true" />

<Parameter name="initialDaysOfHistoricalData" label="Initial Days of Historical Data"

required="true" default="1"/>
</Parameters>
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<Actions>
<Initialize path="/randoriDetections/detections/status_code" value="200"/> <!-- Sets
the initial status to 200. Once we get a value from the API, if the value is not 200 we will
sleep an additional 20 seconds. This prevents the protocol test event retriever from running
multiple times on failures. -->

<If condition="${/randoriDetections/detections/status_code} != 200">
<!-- Setting an internal sleep to slow down the protocol
test. Also applies in the main code, but only applies when the status code is in a bad
state. =i=>
<Sleep duration="20000" />
</If>

<!-- Clears the status and sets the workflow to running
-->

<ClearStatus />
<SetStatus type="INFO" message="Workflow has started." />

<!-- Initialization Code -->

<Initialize path="/randoriDetections/startTimeFirstSeenUnixTime" value="$$itime() -
(60000 * 60 * 24 * ${/initialDaysOfHistoricalData})?"/> <!-- days previous to initialize -->

<Initialize path="/randoriDetections/startTimeTemptationLastModifiedUnixTime" value="$
ftime() - (60000 * 60 * 24 * $3/initialDaysOfHistoricalData?)}"/> <!-- days previous to
initialize -->

<Initialize path="/randoriDetections/limit" value="2000"/> <!-- How many
we pullback at once, maximum of 2000 per request -->

<l-- Set the query bounds based off time values

-->

<Set path="/randoriDetections/detectionO0ffset" value="0"/>

<Set path="/randoriDetections/startTimeFirstSeenUnixTime" value="$%/
randoriDetections/startTimeFirstSeenUnixTimet" />

<Set path="/randoriDetections/startTimeTemptationLastModifiedUnixTime" value="${/
randoriDetections/startTimeTemptationLastModifiedUnixTimet" />

<!-- Creates the formatted date for both temptation

and first seen in IS0-8601 format -->

<FormatDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSSSSSXXX" savePath="/randoriDetections/
startTimeFirstSeen" time="${/randoriDetections/startTimeFirstSeenUnixTimet"/>

<FormatDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSSSSSXXX" savePath="/randoriDetections/
startTimeTemptationLastModified" time="$$/randoriDetections/
startTimeTemptationLastModifiedUnixTimet" />

<FormatDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSSSSSXXX" savePath="/randoriDetections/
endtime" time="$3$/randoriDetections/endtimeMilli?"/>

<l-- Sets the query that will be used for API Calls
-->

<Set path="/randoriDetections/query" value='{"condition":"AND",
[{"field":"table.authority", "operator":"equal", "value":"True"},
1"field":"table.affiliation_state", "operator":"equal", "value":"None"%,{"condition":"OR",6 "rules":
[{"condition":"AND", "rules":
[{"ui_id":"target_first_seen","id":"table.target first seen","field":"table.target first_ seen","
type":"datetime", "input":"text","randoriOnly":false, "label":"after", "operator":"greater", "value"
:"$$/randoriDetections/startTimeFirstSeent"?,
1"ui_id":"target_first_seen","id":"table.target_first_seen","field":"table.target_first_seen","t
ype":"datetime", "input":"text", "randoriOnly":false, "label":"before", "operator":"less_or_equal",k"
value":"${/randoriDetections/endtime®"?,
{"field":"table.priority_score", "operator":"greater_or_equal", "value":${/minimumPriority}}]%,
$"condition":"AND", "rules":
[{"field":"table.temptation_last_modified", "id":"table.temptation_last_modified", "input":"text",
"type":"datetime", "ui_id":"temptation_last_modified", "randoriOnly":false, "label":"after", "operat
or":"greater", "value":"$$/randoriDetections/startTimeTemptationLastModified?"?,
i"field":"table.temptation_last_modified","id":"table.temptation_last_modified", "input":"text",
type":"datetime", "ui_id":"temptation_last_modified", "randoriOnly":false, "label":"before", "operat
or":"less_or_equal","value":"${/randoriDetections/endtimet"%,
{"field":"table.target_temptation", "operator":"greater_or_equal","value":${/
minimumTemptation?3]13]13]13%'/>

‘rules":

<I-- Stores the Tracked Newest Time in a separate variable.
This is updated and used only once the doWhile ends. -->

<Set path="/randoriDetections/startTimeFirstSeenUnixTimeTemp" value="${/
randoriDetections/startTimeFirstSeenUnixTime}" />

<Set path="/randoriDetections/startTimeTemptationLastModifiedUnixTimeTemp" value="${/
randoriDetections/startTimeTemptationLastModifiedUnixTimet" />

<!--Note the following : We do not have a way to check this at the moment, but the data
can change between calls. Shouldn't happen, but if it does there should be minimal risk. -->

<!-- Request events and loop if the event count = the offset
limit. -->

<DoWhile condition="${/randoriDetections/detections/body/count} = ${/randoriDetections/
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limit:">
<CallEndpoint url="https://${/instance?/recon/api/vl/all-detections-for-target"
method="GET" savePath="/randoriDetections/detections">
<BearerAuthentication token="$3{/apiKeyt" />

<QueryParameter name="limit" value="$3$/randoriDetections/limit?" />
<QueryParameter name="offset" value="${/randoriDetections/detectionOffsett"/>
<QueryParameter name="sort" value="id" />

<!-- The query must be in base64 encoding. -->

<QueryParameter name="q" value="$${base64_encode(/randoriDetections/query):" />

<RequestHeader name="Accept" value="application/json" />
<RequestHeader name="Content-Type" value="application/json" />

</CallEndpoint>

<l-- Catch any status code other than 200 (success). Note
502's for this protocol are throttle issues. -->

<If condition="${/randoriDetections/detections/status_code} != 200">

<If condition="${/randoriDetections/detections/status_code} = 502">
<Log type="ERROR" message="A 502 exception indicates the API throttle limit

was hit." />

</If>

<Log type="ERROR" message="${/randoriDetections/detections/status_codet: ${/
randoriDetections/detections/status_messaget" />

<Abort reason="${/randoriDetections/detections/status_code?: $i/
randoriDetections/detections/status_messaget" />

</If>
<Else>
<SetStatus type="INFO" message="Successfully Queried for events."/>
</Else>
<l-- Post Events -->

<ﬁostEvents path="/randoriDetections/detections/body/data" source="${/instancet" />
<Log type="INFO" message="We received a total of ${count(/randoriDetections/
detections/body/data)} detections." />

<l-- Update the last event time. Checks each event for
the time. -->

<ForEach items="/randoriDetections/detections/body/data" item="/randoriDetections/
individualEventData">

<!-- Formats the events first seen and temptation
values into usuable unix timestamps -->

<ParseDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSSSSSXXX" date="${/randoriDetections/
individualEventData/target_first_seent" savePath="/randoriDetections/tempfirstseen" />

<ParseDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSSSSSXXX" date="${/randoriDetections/
individualEventData/temptation_last_modified$" savePath="/randoriDetections/
temptemptationlastmodified" />

<l-- Checks the doWhile loops tracked temp value

against each events time stamp to get the newest time value for temptation and first seen.
-->

<If condition="/randoriDetections/tempfirstseen > /randoriDetections/

startTimeFirstSeenUnixTimeTemp" >
<Set path="/randoriDetections/startTimeFirstSeenUnixTimeTemp" value="${/

randoriDetections/tempfirstseent"/>

</If>

<If condition="/randoriDetections/temptemptationlastmodified > /
randoriDetections/startTimeTemptationLastModifiedUnixTimeTemp">
<Set path="/randoriDetections/startTimeTemptationLastModifiedUnixTimeTemp"
value="${/randoriDetections/temptemptationlastmodified?" />
</If>
</ForEach>

<!-- Set new offset value for next query.
-->
<Set path="/randoriDetections/detectionOffset" value="${/randoriDetections/
detectionOffset + count(/randoriDetections/detections/body/data)}"/>
<Log type="INFO" message="New offset to use: ${/randoriDetections/
detectionOffsett" />

</DoWhile>
<l-- Updates the tracked unix time with the value obtained
through the doWhile to only get new data from the next call. -=>

<Set path="/randoriDetections/startTimeFirstSeenUnixTime" value="${/randoriDetections/
startTimeFirstSeenUnixTimeTemp}" />

<Set path="/randoriDetections/startTimeTemptationLastModifiedUnixTime" value="$3/
randoriDetections/startTimeTemptationLastModifiedUnixTimeTempt" />

<Log type="INFO" message="Completed receiving all of the detections for the current
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time period." />

<!-- No need to increment as the end time is excluded from the query-->

</Actions>

<Tests>
<DNSResolutionTest host="%${/instancet"/>
<TCPConnectionTest host="${/instance?"/>
<SSLHandshakeTest host="${/instancet"/>
<HTTPConnectionThroughProxyTest url ="${/instancel"/>

</Tests>

</Workflow>

Randori default workflow parameters

The following example shows the default Randori workflow parameters:

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V2">

<Value name="instance" value=""/>

<Value name="apiKey" value=""/>

<Value name="minimumPriority" value=""/>

<Value name="minimumTemptation" value=""/>

<Value name="initialDaysOfHistoricalData" value=""/>
</WorkflowParameterValues>

IBM Security QRadar EDR REST API protocol configuration options

To receive events from IBM Security QRadar EDR, configure a log source to communicate with the IBM
Security QRadar EDR REST API protocol.

The IBM Security QRadar EDR REST API protocol is an active outbound protocol that provides alerts about
confirmed incidents of malware that are actively communicating or exfiltrating information.

Important: Before you can configure a log source for IBM Security QRadar EDR, you must obtain your
App ID and Secret Key from the IBM Security QRadar EDR web portal.

1. Log in to your IBM Security QRadar EDR console.
2. On the Administration tab, select API Applications, and then click Create Application.
3. In the Application Name field, type a unique name for the application. Then, click Create.

4. Copy and save the App ID and Secret Key values. You must have these values to add a log source for
IBM Security QRadar EDR.

The following table describes the protocol-specific parameters for the IBM Security QRadar EDR REST
API protocol:

Table 59. IBM Security QRadar EDR REST API protocol parameters

Parameter Description
Protocol Configuration IBM Security QRadar EDR REST API
Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as

the Log Source Name. If you have more than one configured IBM
Security QRadar EDR log source, ensure that you give each one a
unique name.

Server Address The IP address or hostname of the IBM Security QRadar EDR server.

App ID The App ID value that you copied and saved from the IBM Security
QRadar EDR application configuration.
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Table 59. IBM Security QRadar EDR REST API protocol parameters (continued)

Parameter Description

Secret Key The Secret Key value that you copied and saved from the IBM
Security QRadar EDR application configuration.

Use Proxy If the API is accessed by using a proxy, select this checkbox.
Configure the Proxy IP or Hostname, Proxy Port, Proxy Username,
and Proxy Password fields. If the proxy does not require
authentication, you can leave the Proxy Username and Proxy
Password fields blank.

Recurrence Specify how often the log collects data. The value can be in Minutes
(M), Hours (H), or Days (D). The default is 1 minute.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Select this checkbox to enable the following configuration options:
Allow Untrusted, Override Workflow, Workflow, and Workflow
Parameters.

These parameters are only visible if you select this checkbox.

Allow Untrusted

If you enable this parameter, the protocol can accept self-signed
and otherwise untrusted certificates that are located within

the /opt/qradar/conf/trusted_certificates/ directory. If
you disable the parameter, the scanner trusts only certificates that
are signed by a trusted signer.

The certificates must be in PEM or RED-encoded binary format and
savedasa .crtor .cert file.

If you modify the workflow to include a hardcoded value for the
Allow Untrusted Certificates parameter, the workflow overrides
your selection in the UI. If you do not include this parameter in your
workflow, then your selection in the Ul is used.

Override Workflow

Enable this option to customize the workflow. When you enable
this option, the Workflow and Workflow Parameters parameters
appear.

Workflow

The XML document that defines how the protocol instance collects
events from the target API.

For more information about the default workflow, see “IBM Security
QRadar EDR REST API protocol workflow” on page 143.

Workflow Parameters

The XML document that contains the parameter values used directly
by the workflow.

For more information about the default workflow parameters, see
“IBM Security QRadar EDR REST API protocol workflow” on page
143.

142 IBM QRadar : QRadar DSM Configuration Guide




IBM Security QRadar EDR REST API protocol workflow

You can customize your workflow and workflow parameters based on the default workflow.

A workflow is an XML document that describes the event retrieval process. The workflow defines one
or more parameters, which can be explicitly assigned values in the workflow XML or can derive values
from the workflow parameter values XML document. The workflow consists of multiple actions that run
sequentially.

The default workflow and workflow parameter XML files are available on GitHub. For more information,
see IBM Security QRadar EDR (https://github.com/IBM/IBM-QRadar-Universal-Cloud-REST-API/tree/
master/IBM%20Verified/ReaQta). Update link?

IBM Security QRadar EDR default workflow
The following example shows the default IBM Security QRadar EDR workflow:

<?xml version="1.0" encoding="UTF-8" ?>
<Workflow name="ReaQta" version="1.0" xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
Workflow/V2">

<Parameters>
<Parameter name="app_id" label="ReaQta Application ID" required="true" />
<Parameter name="secret_key" label="ReaQta secret key" required="true"
secret = "true"/>
<Parameter name="reaqta_host" label="ReaQta Host / IP Address" required="true" />
</Parameters>
<Actions>
<!-- Initialize receivedAfter timestamp -->
<!-- 60 mins prior. Get updated at end of doWhile to current time to prepare for next run.
-->

<Initialize path="/reaqtaData/receivedAfterMilli" value="$$time()}" />
<FormatDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSS'Z'" timeZone="GMT" time="${/reaqtaData/
receivedAfterMilli?" savePath="/reagtaData/receivedAfter_Formatted" />
<!-- set the path to just be /alerts at first, but we will modify this as required in the
DoWhile loop -->
<Set path="/reaqtaData/url" value="https://$$/reaqta_host?/rqt-api/l/alerts"/>
<!-- Get Auth Token -->
<CallEndpoint url="https://${/reaqta_hostt/rqt-api/l/authenticate" method="POST" savePath="/
reagtaAuth/response">
<RequestHeader name="Content-Type" value="application/json" />
<RequestBody type="application/json" encoding="UTF-8">
{

"secret":"$$/secret_keyt",
IIidII : |I${/app_id}ll

</RequestBody>
</CallEndpoint>

<If condition="/reaqtaAuth/response/status_code != 200">
<Abort reason="$3{/reaqtaAuth/response/status_code}: ${/reaqtaAuth/response/
status_message?" />
</If>
<Set path="/reaqgtaAuth/token" value="${/reaqtaAuth/response/body/tokent"/>
<Log type="DEBUG" message="We received an auth token: ${/reagtaAuth/tokent." />

<!-- Get alerts -->

<DoWhile condition="not empty(/reaqtaData/response/body/nextPage)"> <!-- There are still
alerts to post to QRadar -->
<CallEndpoint url="${/reaqtaData/url?" method="GET" savePath="/reaqtaData/response">
<QueryParameter name="receivedAfter" value="$$/reaqtaData/receivedAfter_Formattedt"
omitIfEmpty="true" />
<QueryParameter name="sortBy" value="receivedAt:asc" />
<RequestHeader name="Content-Type" value="application/json" />
<RequestHeader name="Authorization" value="Bearer $i{/reaqtaAuth/tokent" />
</CallEndpoint>

<Log type="DEBUG" message="We received a total of $$count(/reaqtaData/response/body/
result)} Offenses." />

<Log type="DEBUG" message="Remaining alerts to retrieve: ${/reaqtaData/response/body/
remainingItems?" />

<If condition="/reaqtaData/response/status_code != 200">
<Abort reason="$3{/reaqtaData/response/status_code}: ${/reaqtaData/response/
status_message?" />
</If>
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<Else>
<ClearStatus />
</Else>

<If condition="$$count(/reaqtaData/response/body/result)® > 0">
<!-- Post the alerts -->
<!-- Set host as the LSI -->
<PostEvents path="/reaqtaData/response/body/result" source="$$/reaqta_host?" />
<ParseDate pattern="yyyy-MM-dd'T'HH:mm:ss.SSS'Z'" date="${max(/reaqtaData/response/body/
result/receivedAt)$" timeZone="UTC" savePath="/reaqtaData/receivedAfterMilli"/>
<Set path="/reaqtaData/receivedAfterMilli" value="$3$/reaqtaData/receivedAfterMilli +

13" />
<!-- unset this for subsequent loops -->
<Set path="/reaqtaData/receivedAfter_Formatted" value="" />
</If>
<!-- Set the next page if present -->

<If condition="not empty(/reaqtaData/response/body/nextPage)">
<Log type="DEBUG" message="Response contained a next page link." />
<Set path="/reaqtaData/url" value="${/reaqtaData/response/body/nextPaget" />
</If>
</DoWhile>
</Actions>
<Tests>
<DNSResolutionTest host="https://$i/reaqta_host}"/>
<TCPConnectionTest host="https://$$/reaqta_host}"/>
<HTTPConnectionThroughProxyTest url="https://${/reaqta_hosti"/>
</Tests>
</Workflow>

IBM Security QRadar EDR default workflow parameters

The following example shows the default IBM Security QRadar EDR workflow parameters:

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V2">

<Value name="app_id" value="App ID goes here"/>
<Value name="secret_key" value="Secret Key Goes here"/>
<Value name="reaqta_host" value="ReaQta Hostname or IP goes here"/>

</WorkflowParameterValues>

IBM Security Verify Event Service protocol configuration options

IBM Security Verify Event Service protocol is formerly known as IBM Cloud® Identity Event Service
protocol.

To receive events from IBM Security Verify, configure a log source in IBM QRadar to use the IBM Security
Verify Event Service protocol.

The IBM Security Verify protocol is an outbound/active protocol.

When you use the IBM Security Verify Event Service protocol, there are specific parameters that you must
use.

Before you can add a log source in QRadar, you must configure IBM Security Verify server to send events
to QRadar. For more information, see Configuring IBM Security Verify server to send events to QRadar.

The following table describes the protocol-specific parameters for the IBM Security Verify Event Service

protocol:

Table 60. IBM Security Verify Event Service protocol log source parameters

Parameter Value

Log Source Type IBM Security Verify

Protocol Configuration IBM Security Verify Event Service
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Table 60. IBM Security Verify Event Service protocol log source parameters (continued)

Parameter

Value

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured IBM
Security Verify Event Service log source, ensure
that you give each one a unique name.

Authorization End Point

https://<your tenant>.ice.ibmcloud.com

Client ID

The Client ID that you recorded when you
completed the steps to generate credentials for
use with the REST API in IBM Security Verify. For
more information, see Configuring IBM Security
Verify server to send events to QRadar.

Client Secret

The Client Secret that you recorded when you
completed the steps to generate credentials for
use with the REST API in IBM Security Verify. For
more information, see Configuring IBM Security
Verify server to send events to QRadar.

Management Events

To collect management events, enable this option.
The default is enabled.

If the All Events parameter is enabled, this option
is hidden.

Authentication Events

To collect authentication events, enable this
option. The default is enabled.

If the All Events parameter is enabled, this option
is hidden.

SS0 Events

To collect Single Sign-On events, enable this
option. The default is enabled.

If the All Events parameter is enabled, this option
is hidden.

Enable Advanced Options

If you want to configure advanced protocol
parameters, enable this option. The default is
disabled.

Advanced Event Types

If you want to collect more event types, enable this
option. The default is disabled.

If the All Events parameter is enabled, this option
is hidden.
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Table 60. IBM Security Verify Event Service protocol log source parameters (continued)

Parameter

Value

Event Types

Enter the additional event types that you want to
collect.

Use a comma-separated list of custom
event names. For example, event_typel,
event_type2, event_type3

If Advanced Event Types is disabled, this option is
hidden.

All Events To collect all event types that are stored on your
tenant, enable this option. The default is disabled.
If the Enable Advanced Options parameter is
disabled, this option is hidden.

Use Proxy Select True or False. The default is False.

Proxy IP or Hostname

The IP address or host name of the proxy server.

If the Use Proxy parameter is False, this option is
hidden.

Proxy Port

The port number that is used to communicate with
the proxy. The default is 8080.

If the Use Proxy parameter is False, this option is
hidden.

Proxy Username

The username that is used to access the proxy.

If Use Proxy is set to False, this option is hidden.

Proxy Passwoxd

The password that is used to access the proxy.

If the Use Proxy parameter is set to False, this
option is hidden.

Recurrence

The time interval between log source queries to
IBM Security Verify for new events. The time
interval can be in minutes (M), hours (H), or days
(D). For example, 1M, 3H, 5D.

The default is 1M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Related tasks
Adding a log source
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JDBC protocol configuration options

QRadar uses the JDBC protocol to collect information from tables or views that contain event data from
several database types.

The JDBC protocol is an outbound/active protocol. QRadar does not include a MySQL driver for JDBC. If
you are using a DSM or protocol that requires a MySQL JDBC driver, you must download and install the
platform-independent MySQL Connector/J from http://dev.mysgl.com/downloads/connector/j/.

1. Copy the Java archive (JAR) file to /opt/qradar/jars and /opt/ibm/si/services/ecs-ec-
ingress/eventgnosis/lib/qllabs/.

2. Restart Tomcat service by typing the following command:
systemctl restart tomcat
3. Restart event collection services by typing the following command:

systemctl restart ecs-ec-ingress

The following table describes the protocol-specific parameters for the JDBC protocol:

Table 61. IDBC protocol parameters

Parameter Description

Log Source Name Type a unique name for the log source.

Log Source Description Type a description for the log source.

(Optional)

Log Source Type Select your Device Support Module (DSM) that uses the JDBC
protocol from the Log Source Type list.

Protocol Configuration JDBC

Log Source Identifier Type a name for the log source. The name can't contain spaces and

must be unique among all log sources of the log source type that is
configured to use the JDBC protocol.

If the log source collects events from a single appliance that has a
static IP address or hostname, use the IP address or hostname of
the appliance as all or part of the Log Source Identifier value; for
example, 192.168.1.1 or JIDBC192.168.1.1. If the log source doesn't
collect events from a single appliance that has a static IP address

or hostname, you can use any unique name for the Log Source
Identifier value; for example, JDBC1, JDBC2.

Database Type Select the type of database that contains the events.
Database Name The name of the database to which you want to connect.
Schema (Snowflake only) This parameter specifies either the default schema to be used for the

specified database post connection, or an empty string.

The specified schema must be an existing schema for which the
specified default role has privileges.

IP or Hosthame The IP address or hostname of the database server.

Warehouse (Snowflake only) This parameter specifies the virtual warehouse to use post
connection, or an empty string.

The specified warehouse must be an existing warehouse for which
the specified default role has privileges.
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Table 61. IDBC protocol parameters (continued)

Parameter Description

Role (Snowflake only) This parameter specifies the default access control role to be used in
the Snowflake session initiated by the driver.
The specified role must be an existing role that is already assigned to
the specified user for the driver.
If the specified role is not assigned to the user, then the role is not
used during the session initiation by the driver.

Port Enter the JDBC port. The JDBC port must match the listener port
that is configured on the remote database. The database must
permit incoming TCP connections. The valid range is 1 - 65535.
The defaults are:
- DB2°- 50000
« Informix® - 9088
« MSDE - 1433
« MySQL - 3306
e Oracle-1521
« Postgres - 5432
« Sybase - 5000
- Snowflake - 443
If you configure the Database Instance parameter and have an
MSDE database type, leave the Port parameter blank.

Username A user account for QRadar in the database.

Password The password that is required to connect to the database.

Confirm Password

The password that is required to connect to the database.

Authentication Domain (MSDE
only)

If you disable Use Microsoft JDBC, the Authentication Domain
parameter is displayed.

The domain for MSDE that is a Windows domain. If your network
does not use a domain, leave this field blank.

Database Instance (MSDE or
Informix only)

The database instance, if required. MSDE databases can include
multiple SQL server instances on one server.

When you use a different port number from the default for SQL
database resolution, leave this parameter blank.

Predefined Query (Optional)

Select a predefined database query for the log source. If a
predefined query is not available for the log source type, you can
select the None option.

If the configuration guide for a specific integration states to use a
predefined query, choose it from the list. Otherwise, select None and
populate the remaining required values.

Table Name

The name of the table or view that includes the event records. The
table name can include the following special characters: dollar sign
($), number sign (#), underscore (_), en dash (-), and period (.).
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Table 61. IDBC protocol parameters (continued)

Parameter

Description

Select List

The list of fields to include when the table is polled for events. You
can use a comma-separated list or type an asterisk (*) to select all
fields from the table or view. If you defined a comma-separated list,
the list must contain the field that is defined in the Compare Field
parameter.

Compare Field

A numeric value or time stamp field from the table or view that
identifies new events that are added to the table between queries.

When you set this parameter value, the protocol identifies events
that were previously pulled by the protocol to ensure that duplicate
events are not created.

Use Prepared Statements

Prepared statements enable the JDBC protocol source to set up the
SQL statement, and then run the SQL statement numerous times
with different parameters. For security and performance reasons,
most JDBC protocol configurations can use prepared statements.

Start Date and Time (Optional)

Select or enter the start date and time for database polling. The
format is yyyy-mm-dd HH:mm, where HH is specified by using a
24-hour clock.

If this parameter is empty, polling begins immediately and repeats at
the specified polling interval.

This parameter is used to set the time and date at which the protocol
connects to the target database to initialize event collection. It can
be used along with the Polling Interval parameter to configure
specific schedules for the database polls. For example, use these
parameters to ensure that the poll happens at five minutes past the
hour, every hour, or to ensure that the poll happens at exactly 1:00
AM each day.

This parameter cannot be used to retrieve older table rows from the

target database. For example, if you set the parameter to Last Week,
the protocol does not retrieve all table rows from the previous week.
The protocol retrieves rows that are newer than the maximum value

of the Compare Field on initial connection.

Polling Interval

Enter the amount of time between queries to the event table. To
define a longer polling interval, append H for hours or M for minutes
to the numeric value.

The maximum polling interval is one week.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The valid range is 100 to 20,000.
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Table 61. IDBC protocol parameters (continued)

Parameter

Description

Security Mechanism (Db2 only)

From the list, select the security mechanism that is supported by
your Db2 server. If you don't want to select a security mechanism,
select None.

The default is None.

For more information about security mechanisms that are supported
by Db2 environments, see the IBM Support website (https://
www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/
com.ibm.db2.luw.apdv.java.doc/src/tpc/imjcc_cjvjcsec.html)

Use Named Pipe
Communication (MSDE only)

If you disable Use Microsoft JDBC, the Use Named Pipe
Communication parameter is displayed.

MSDE databases require the user name and password field to use
a Windows authentication user name and password and not the
database user name and password. The log source configuration
must use the default that is named pipe on the MSDE database.

Database Cluster Name

If you are running your SQL server in a cluster environment, define
the cluster name to ensure named pipe communication functions
properly.

This parameter is required if you enable Use Named Pipe
Communication and select the MSDE database type option.

Use NTLMv2 (MSDE only)

If you disable Use Microsoft JDBC, the Use NTLMv2 parameter is
displayed.

Select this option if you want MSDE connections to use the
NTLMv2 protocol when they are communicating with SQL servers
that require NTLMv2 authentication. This option does not interrupt
communications for MSDE connections that do not require NTLMv2
authentication.

Does not interrupt communications for MSDE connections that do
not require NTLMv2 authentication.

Use Microsoft JDBC (MSDE only)

If you want to use the Microsoft JDBC driver, you must enable Use
Microsoft JDBC.

This parameter is enabled by default.

Use SSL (MSDE only)

Enable this option if your MSDE connection supports SSL.

SSL Certificate Hostname

This field is required when both Use Microsoft JDBC and Use SSL
are enabled.

This value must be the fully qualified domain name (FQDN) for the
host. The IP address is not permitted.

For more information about SSL certificates and JDBC, see the
procedures at the following links:

- QRadar: Configuring JDBC Over SSL with a Self-signed certificate
(https://www.ibm.com/support/pages/node/246077)

 Configuring JDBC Over SSL with an Externally-signed Certificate
(https://www.ibm.com/support/pages/node/246079)

150 IBM QRadar : QRadar DSM Configuration Guide



https://www.ibm.com/support/knowledgecenter/en/SSEPGG_11.1.0/com.ibm.db2.luw.apdv.java.doc/src/tpc/imjcc_cjvjcsec.html
https://www.ibm.com/support/pages/node/246077
https://www.ibm.com/support/pages/node/246079

Table 61. IDBC protocol parameters (continued)

Parameter

Description

Use Oracle Encryption(Oracle
only)

Oracle Encryption and Data Integrity settings is also known as Oracle
Advanced Security.

If selected, Oracle JDBC connections require the server to support
similar Oracle Data Encryption settings as the client.

Database Locale (Informix only)

For multilingual installations, specify the language to use for the
installation process (or software?).

After you choose a language, you can then choose the character set
that is used in the installation in the Code-Set parameter.

Code-Set (Informix only)

The Code-Set parameter displays after you choose a language for
multilingual installations.

Use this field to specify the character set to use.

Enabled Select this checkbox to enable the log source. By default, the
checkbox is selected.
Credibility From the list, select the Credibility of the log source. The range is O -

10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector

Select the Target Event Collector to use as the target for the log
source.

Coalescing Events

Select the Coalescing Events checkbox to enable the log source to
coalesce (bundle) events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload

Select the Store Event Payload checkbox to enable the log source to
store event payload information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Enable Advanced Options

Select this checkbox to enable advanced options. When disabled,
the default value is used.

Use With (No Lock) in SQL
statements

Enable this option to append the tables in all SQL statements with
"WITH (NOLOCK)".
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JDBC - SiteProtector protocol configuration options

You can configure log sources to use the Java Database Connectivity (JDBC) - SiteProtector protocol to
remotely poll IBM Proventia® Management SiteProtector® databases for events.

The JDBC - SiteProtector protocol is an outbound/active protocol that combines information from the
SensorDatal and SensorDataAVP1 tables in the creation of the log source payload. The SensorDatal and
SensorDataAVP1 tables are in the IBM Proventia® Management SiteProtector® database. The maximum
number of rows that the JDBC - SiteProtector protocol can poll in a single query is 30,000 rows.

The following table describes the protocol-specific parameters for the JDBC - SiteProtector protocol:

Table 62. IDBC - SiteProtector protocol parameters

Parameter

Description

Protocol Configuration

JDBC - SiteProtector

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured JDBC -
SiteProtector log source, ensure that you give each one a unique
name.

Database Type

From the list, select MSDE as the type of database to use for the
event source.

Database Name

Type RealSecureDB as the name of the database to which the
protocol can connect.

IP or Hosthame

The IP address or host name of the database server.

Port

The port number that is used by the database server. The JDBC

- SiteProtector configuration port must match the listener port of
the database. The database must have incoming TCP connections
enabled. If you define a Database Instance when with MSDE as the
database type, you must leave the Port parameter blank in your log
source configuration.

Username

If you want to track access to a database by the JDBC protocol, you
can create a specific user for your QRadar system.

Authentication Domain

If you select MSDE and the database is configured for Windows, you
must define a Windows domain.

If your network does not use a domain, leave this field blank.

Database Instance

If you select MSDE and you have multiple SQL server instances on
one server, define the instance to which you want to connect. If you
use a non-standard port in your database configuration, or access is
blocked to port 1434 for SQL database resolution, you must leave
the Database Instance parameter blank in your configuration.

Predefined Query

The predefined database query for your log source. Predefined
database queries are only available for special log source
connections.

Table Name SensorDatal
AVP View Name SensorDataAVP
Response View Name SensorDataResponse
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Table 62. IDBC - SiteProtector protocol parameters (continued)

Parameter

Description

Select List

Type * to include all fields from the table or view.

Compare Field

SensorDataRowID

Use Prepared Statements

Prepared statements allow the JDBC protocol source to set up the
SQL statement, and then execute the SQL statement numerous
times with different parameters. For security and performance
reasons, use prepared statements. You can clear this check box
to use an alternative method of querying that does not use pre-
compiled statements.

Include Audit Events

Specifies to collect audit events from IBM Proventia Management
SiteProtector®.

Start Date and Time

Optional. A start date and time for when the protocol can start to poll
the database.

Polling Interval

The amount of time between queries to the event table. You can
define a longer polling interval by appending H for hours or M for
minutes to the numeric value. Numeric values without an H or M
designator poll in seconds.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Database Locale

For multilingual installations, use the Database Locale field to
specify the language to use.

Database Codeset

For multilingual installations, use the Codeset field to specify the
character set to use.

Use Named Pipe Communication

If you are using Windows authentication, enable this parameter
to allow authentication to the AD server. If you are using SQL
authentication, disable Named Pipe Communication.

Database Cluster Name

The cluster name to ensure that named pipe communications
function properly.

Use NTLMv2 Forces MSDE connections to use the NTLMv2 protocol with SQL
servers that require NTLMv2 authentication. The Use NTLMv2 check
box does not interrupt communications for MSDE connections that
do not require NTLMv2 authentication.

Use SSL Enables SSL encryption for the JDBC protocol.

Log Source Language

Select the language of the events that are generated by the log
source. The log source language helps the system parse events from
external appliances or operating systems that can create events in
multiple languages.

Chapter 9. Protocol configuration options 153



Juniper Networks NSM protocol configuration options

To receive Juniper Networks NSM and Juniper Networks Secure Service Gateway (SSG) logs events,
configure a log source to use the Juniper Networks NSM protocol.

The Juniper Networks NSM protocol is an inbound/passive protocol.

The following table describes the protocol-specific parameters for the Juniper Networks Network and
Security Manager protocol:

Table 63. Juniper Networks NSM protocol parameters

Parameter Description

Log Source Type Juniper Networks Network and Security Manager
Protocol Configuration Juniper NSM

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured Juniper
Networks NSM log source, ensure that you give each one a unique
name.

Juniper Security Binary Log Collector protocol configuration
options

You can configure a log source to use the Security Binary Log Collector protocol. With this protocol,
Juniper appliances can send audit, system, firewall, and intrusion prevention system (IPS) events in
binary format to QRadar.

The Security Binary Log Collector protocol in an inbound/passive protocol.

The binary log format from Juniper SRX or J Series appliances are streamed by using the UDP protocol.
You must specify a unique port for streaming binary formatted events. The standard syslog port 514
cannot be used for binary formatted events. The default port that is assigned to receive streaming binary
events from Juniper appliances is port 40798.

The following table describes the protocol-specific parameters for the Juniper Security Binary Log
Collector protocol:

Table 64. Juniper Security Binary Log Collector protocol parameters

Parameter Description
Protocol Configuration Security Binary Log Collector
Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured Juniper
Security Binary Log Collector log source, ensure that you give each
one a unique name.
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Table 64. Juniper Security Binary Log Collector protocol parameters (continued)

Parameter Description

XML Template File Location The path to the XML file used to decode the binary stream from your
Juniper SRX or Juniper J Series appliance. By default, the device
support module (DSM) includes an XML file for decoding the binary
stream.

The XML file is in the following directory: /opt/qradar/conf/
security_log.xml.

Log File protocol configuration options

To receive events from remote hosts, configure a log source to use the Log File protocol.

The Log File protocol is an active outbound protocol that is intended for systems that write daily event
logs. It is not appropriate to use the Log File protocol for devices that append information to their event
files.

Log files are retrieved one at a time by using SFTP, FTP, SCP, or FTPS. The Log File protocol can manage
plain text, compressed files, or file archives. Archives must contain plain-text files that can be processed
one line at a time. When the Log File protocol downloads an event file, the information that is received

in the file updates the Log Activity tab. If more information is written to the file after the download is
complete, the appended information is not processed.

The following table describes the protocol-specific parameters for the Log File protocol:

Table 65. Log File protocol parameters

Parameter Description
Protocol Configuration Log File
Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured Log File log
source, make sure that you give each one a unique name.

Service Type Select the protocol to use when retrieving log files from a remote
server.

« SFTP - Secure File Transfer protocol (default)
« FTP - File transfer protocol

« FTPS - File transfer protocol secure

« SCP - Secure copy protocol

The server that you specify in the Remote IP or Hostname field must
enable the SFTP subsystem to retrieve log files with SCP or SFTP.

Remote IP or Hosthame Type the IP address or hostname of the device that contains the event
log files.

Remote Port If the remote host uses a nonstandard port number, you must adjust
the port value to retrieve events.

Remote User Type the username that you use to log in to the host that contains the
event files.

Remote Password Type the password that you use to log in to the host.
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Table 65. Log File protocol parameters (continued)

Parameter

Description

Enable Strict Host Key
Checking

Enable this option to define a list of permitted public keys for the target
host in the Host Key List parameter.

Note: This option is only available when you select either SFTP (Secure
File Transfer protocol) or SCP (Secure copy protocol) in the Service
Type field.

Host Key List

Provide a list of Base64 encoded host keys to use when connecting
to the target host. Separate multiple keys by using a newline and
use blank lines for formatting. Supported host key types are: ssh-
dss, ssh-rsa, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384,
and ecdsa-sha2-nistp521.

You can obtain these keys by running the OpenSSH command ssh-
keyscan on Linux, or ssh-keyscan.exe on Windows, or getting

the public key from the target system directly from a location similar
to /root/.ssh/id_rsa.pub. Use the Base64 hash only and not the
hostname or algorithm.

Note: This option is only available when you select either SFTP (Secure
File Transfer protocol) or SCP (Secure copy protocol) in the Service
Type field.

SSH Key File

If the system is configured to use key authentication, type the SSH key.
When an SSH key file is used, the Remote Password field is ignored.

The SSH key must be located in the /opt/qradar/conf/keys
directory.

Important: The SSH Key File field no longer accepts a file path. It can't
contain "/" or "~". Type the file name for the SSH key. The keys for
existing configurations are copied to the /opt/qradar/conf/keys
directory. To ensure uniqueness, the keys must have "_<Timestamp>"
appended to the file name.

Remote Directory

For FTP, if the log files are in the remote user’s home directory, you
can leave the remote directory blank. A blank remote directory field
supports systems where a change in the working directory (CWD)
command is restricted.

Recursive

Enable this checkbox to allow FTP or SFTP connections to recursively
search subfolders of the remote directory for event data. Data that

is collected from subfolders depends on matches to the regular
expression in the FTP File Pattern. The Recursive option is not
available for SCP connections.

FTP File Pattern

The regular expression (regex) that is needed to identify the files to
download from the remote host.

FTP Transfer Mode

For ASCII transfers over FTP, you must select NONE in the Processor
field and LINEBYLINE in the Event Generator field.
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Table 65. Log File protocol parameters (continued)

Parameter

Description

FTPS TLS Version

The TLS versions that are compatible with FTPS connections. Select
TLS 1.3 for the highest level of TLS security. When you select an option
that supports multiple versions, the FTPS connection negotiates the
latest version that is supported by both the client and the server. TLS
1.3 is compatible with QRadar 7.5.0 Update Package 5 and later.

Important: TLS 1.0 and TLS 1.1 are no longer supported by QRadar
7.4.3 Fix Pack 3 and 7.5.0 Candidate Release versions, and subsequent
releases will cease supporting them.

Restriction: QRadar supports Explicit FTPS only

If the FTP server supports session reuse, ensure that you disable it in
the FTP server configuration file. This configuration option is applicable
when FTPS is selected in the Service Type parameter.

SCP Remote File

For SCP file transfers, type the name of the file on the remote host.
You can choose only a single file. This parameter does not support
adding multiple files, including methods like file globbing or regular
expressions.

Start Time Select the time of day for the log source to start the file import. This
parameter works with the Recurrence parameter to establish when
and how often the remote directory is scanned for files.

Recurrence

The time interval to determine how frequently the remote directory is
scanned for new event log files. The time interval can include values
in hours (H), minutes (M), or days (D). For example, a recurrence of 2H
scans the remote directory every 2 hours.

Run On Save

Starts the log file import immediately after you save the log source
configuration. When selected, this checkbox clears the list of previously
downloaded and processed files. After the first file import, the Log

File protocol follows the start time and recurrence schedule that the
administrator defines.

EPS Throttle The maximum number of events per second that QRadar ingests.
If your data source exceeds the EPS throttle, data collection is delayed.
Data is still collected and then it is ingested when the data source stops
exceeding the EPS throttle.

Processor If the files on the remote host are stored in an archive format, select

the processor that is used to decompress the event log. If the files are
not stored in an archive format, select None. The default value is None.

Ignore Previously Processed
File(s)

Select this checkbox to track files that the log source processes. This
option prevents duplicate events from files that are processed a second
time. This checkbox applies to FTP and SFTP file transfers.

Change Local Directory

Changes the local directory on the Target Event Collector to store
event logs before they are processed.

Local Directory

The local directory on the Target Event Collector. The directory must
exist before the Log File protocol attempts to retrieve events.
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Table 65. Log File protocol parameters (continued)

Parameter

Description

Event Generator

158 IBM QRadar : QRadar DSM Configy

Choose one of the following file types to use as an event generator for
the protocol.

LineByLine
Each line is processed as a single event. A 10 line file creates 10
separate events.

HPTandem
The file is processed as a HPTandem NonStop binary audit log.
Each record in the log file (whether primary or secondary) is
converted into text and processed as a single event. HPTandem
audit logs use the following file name pattern: [aA]\d{7%.

WebSphere Application Server
Processes event logs for WebSphere Application Server. The
remote directory must define the file path that is configured in the
DSM.

w3cC
Processes log files from sources that use the W3C format. The
header of the log file identifies the order and data that is contained
in each line of the file.

Fair Warning
Processes log files from Fair Warning devices that protect patient
identity and medical information. The remote directory must define
the file path to the event logs that the Fair Warning device
generates.

DPI Subscriber Data
The file is processed as a DPI statistic log produced by a Juniper
Networks MX router. The header of the file identifies the order and
data that is contained in each line of the file. Each line in the file
after the header is formatted to a tab-delimited name=value pair
event.

SAP Audit Logs
Process files for SAP Audit Logs to keep a record of security-related
events in SAP systems.

Oracle BEA WebLogic
Processes files for Oracle BEA WeblLogic application log files.

Juniper SBR
Processes the event log files from Juniper Steel-belted RADIUS.

ID-Linked Multiline
Processes multiline event logs that contain a common value at the
start of each line in a multiline event message. This option uses
regular expressions to identify and reassemble the multiline event
in to single event payload.

Line Matcher
Iterates through the lines until a line is found that matches the
pattern, and discards any lines that do not match the pattern.

Oracle OS XML Audit
Processes the audit log produced by Oracle Database.

Oracle 0S Multiline Audit
Processes multiline Oracle Audit logs that contains audit
information like action, user, status, and so on.

RegEx Based Multiline
Iterates through the lines based on the start pattern, end pattern,
ratioANgUgnere pattern of the provided regular expressions, and
discards any lines in the stream that do not match the patterns.




Table 65. Log File protocol parameters (continued)

Parameter Description
File Encoding The character encoding that is used by the events in your log file.
Message ID Pattern Type a regular expression (regex) that identifies a common value at the

start of each line in a multiline event message.

Folder Separator The character that is used to separate folders for your operating
system. Most configurations can use the default value in the Folder
Separator field. This field is intended for operating systems that use
a different character to define separate folders. For example, periods
that separate folders on mainframe systems.

Start Pattern RegEx Type a regular expression (regex) that identifies the start pattern of
each line.

End Pattern RegEx Type a regular expression (regex) that identifies the end pattern of each
line.

Ignore Pattern RegEx Type a regular expressions (regex) to exclude a specific pattern in each
line.

Date Time RegEXx Type a regular expression (regex) that identifies the date and time
format of each line.

Date Time Format Type a date and time format to identify the start of an event from each
line.

Configure QRadar to use FTPS for the Log File protocol

To configure FTPS for the Log File protocol, you must place server SSL certificates on all QRadar Event
Collectors that connect to your FTP server. If your SSL certificate is not RSA 2048, create a new SSL
certificate.

The following command provides an example of creating a certificate on a LINUX system by using Open
SSL:

openssl req -newkey rsa:2048 -nodes -keyout ftpserver.key -x509 -days 365 -out ftpserver.crt

Files on the FTP server that have a . crt file extension must be copied to the /opt/qradar/conf/
trusted_cexrtificates directory on each of your Event Collectors.

Microsoft Azure Event Hubs protocol configuration options

The Microsoft Azure Event Hubs protocol is an outbound and active protocol for IBM Security QRadar that
collects events from Microsoft Azure Event Hubs.

Important: By default, each Event Collector can collect events from up to 1000 partitions before it runs
out of file handles. If you want to collect from more partitions, you can contact IBM Support for advanced
tuning information and assistance. For more information, see IBM Support.

The following parameters require specific values to collect events from Microsoft Azure Event Hubs
appliances:
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Table 66. Microsoft Azure Event Hubs log source parameters

Parameter

Value

Use Event Hub Connection String

Authenticate with an Azure Event Hub by using a
connection string.

Note: The ability to toggle this switch to off is
deprecated.

Event Hub Connection String

Authorization string that provides access to an
Event Hub. For example,

Endpoint=sh://<Namespace
Name>.servicebus.windows.net/;SharedAccess
KeyNam Key Name>;SharedAccessKey=<SAS Key>;
EntityPath=<Event Hub Name>

Consumer Group

Specifies the view that is used during the
connection. Each Consumex Group maintains its
own session tracking. Any connection that shares
consumer groups and connection information
shares session tracking information.

Use Storage Account Connection String

Authenticates with an Azure Storage Account by
using a connection string.

Note: The ability to toggle this switch to off is
deprecated.

Storage Account Connection String

Authorization string that provides access to a
Storage Account.

« Access Key example:

DefaultEndpointsProtocol=https;AccountName=
<Storage Account Name>;AccountKey=<Storage
Account
Key>;EndpointSuffix=core.windows.net

« Shared Access Signature example:

BlobEndpoint=<Blob
Endpoint>;QueueEndpoint=<Queue
Endpoint>;FileEndpoint=<File
Endpoint>;TableEndpoint=<Table
Endpoint>;SharedAccessSignature=<Access
Signature>

Format Azure Linux Events To Syslog

Formats Azure Linux logs to a single-line syslog
format that resembles standard syslog logging
from Linux systems.

Convert VNet Flow Logs to IPFIX

Microsoft Azure VNet Flow Logs.

Select this option to send flow logs to the Network
Activity tab in QRadar.

Flow HostName

Enable Convert VNet Flow Logs to IPFIX to
configure this parameter.

The flow processor hostname where the Microsoft
Azure VNet Flow Logs are sent.
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Table 66. Microsoft Azure Event Hubs log source parameters (continued)

Parameter

Value

Flow Port

Enable Convert VNet Flow Logs to IPFIX to
configure this parameter.

The flow processor port where the Microsoft Azure
VNet Flow Logs are sent.

Use as a Gateway Log Source

Select this option for the collected events to flow
through the QRadar Traffic Analysis engine and for
QRadar to automatically detect one or more log
sources.

When you select this option, the Log Source
Identifier Pattern can optionally be used to define
a custom Log Source Identifier for events that are
being processed.

Log Source Identifier Pattern

When the Use As A Gateway Log Source option

is selected, use this option to define a custom

log source identifier for events that are processed.
If the Log Source Identifier Pattern is not
configured, QRadar receives events as unknown
generic log sources.

The Log Source Identifier Pattern field accepts
key-value pairs, such as key=value, to define

the custom Log Source Identifier for events that
are being processed and for log sources to be
automatically discovered when applicable. Key is
the Identifier Format String, which is the resulting
source or origin value. Value is the associated
regex pattern that is used to evaluate the current
payload. The value (regex pattern) also supports
capture groups, which can be used to further
customize the key (Identifier Format String).

Multiple key-value pairs can be defined by typing
each pattern on a new line. When multiple patterns
are used, they are evaluated in order until a match
is found. When a match is found, a custom Log
Source Identifier is displayed.

The following examples show the multiple key-
value pair functionality:

Patterns
VPC=\sREJECT\sFAILURE

$1=\s(REJECT)\sOK
VPC-$1-$2=\s (ACCEPT) \s (OK)
Events
iLogStreamName:
LogStreamTest, Timestamp: O,Message:

ACCEPT OK,IngestionTime: 0,EventId:
0%

Resulting custom log source identifier
VPC-ACCEPT-OK
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Table 66. Microsoft Azure Event Hubs log source parameters (continued)

Parameter Value

Use Predictive Parsing If you enable this parameter, an algorithm extracts
log source identifier patterns from events without
running the regex for every event, which increases
the parsing speed.

Enable predictive parsing only for log source types
that you expect to receive high event rates and
require faster parsing.

Use Proxy When you configure a proxy, all traffic for the log
source travels through the proxy to access the
Azure Event Hub. After you enable this parameter,
configure the Proxy IP or Hostname, Proxy Port,
Proxy Username, and Proxy Password fields.

If the proxy does not need authentication, you can
leave the Proxy Username and Proxy Password
fields blank.

Note: Digest Authentication for Proxy is not
supported in the Java SDK for Azure Event Hubs.
For more information, see Azure Event Hubs

- Client SDKs (https://docs.microsoft.com/en-us/
azure/event-hubs/sdks).

Proxy IP or Hosthame The IP address or hostname of the proxy server.
This parameter appears when Use Proxy is
enabled.

Proxy Port The port number used to communicate with the

proxy. The default value is 8080.

This parameter appears when Use Proxy is
enabled.

Proxy Username The username for accessing the proxy server.

This parameter appears when Use Proxy is
enabled.

Proxy Password The password for accessing the proxy server.

This parameter appears when Use Proxy is
enabled.

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

The following table describes the Microsoft Azure Event Hubs log source parameters that are deprecated:
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Table 67. Deprecated Microsoft Azure Event Hubs log source parameters

Parameter

Value

Deprecated - Namespace Name

This option displays if Use Event Hub
Connection String option is set to off.

The name of the top-level directory that contains
the Event Hub entities in the Microsoft Azure Event
Hubs user interface.

Deprecated - Event Hub Name

This option displays if Use Event Hub
Connection String option is set to off.

The identifier for the Event Hub that you want to
access. The Event Hub Name must match one of
the Event Hub entities within the namespace.

Deprecated - SAS Key Name

This option displays if Use Event Hub
Connection String option is set to off.

The Shared Access Signature (SAS) name identifies
the event publisher.

Deprecated - SAS Key

This option displays if Use Event Hub
Connection String option is set to off.

The Shared Access Signature (SAS) key
authenticates the event publisher.

Deprecated - Storage Account Name

This option displays if Use Storage Account
Connection String option is set to off.

The name of the storage account that stores Event
Hub data.

The Storage Account Name is part of the
authentication process that is required to access
data in the Azure Storage Account.

Deprecated - Storage Account Key

This option displays if Use Storage Account
Connection String option is set to off.

An authorization key that is used for storage
account authentication.

The Storage Account Key is part of the
authentication process that is required to access
data in the Azure Storage Account.

Related concepts
“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically

handle various event types.

Related information
Adding a log source
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Configuring Microsoft Azure Event Hubs to communicate with QRadar

The Microsoft Azure Event Hubs protocol collects events that are inside an Event Hub. This protocol
collects events regardless of source provided they are inside the Event Hub. However, these events might
not be parsable by an existing DSM.

Before you begin

To retrieve events in QRadar, you need to create a Microsoft Azure Storage Account and an Event Hub
entity under the Azure Event Hub Namespace. For every Namespace, port 5671 must be open. For every
Storage Account, port 443 must be open.

The Namespace hostname is usually [Namespace Name].servicebus.windows.net and the Storage
Account hostname is usually [Storage_Account_Name].blob.core.windows.net. The Event Hub
must have at least one Shared Access Signature that is created with Listen Policy and at least one
Consumer Group.

Procedure
1. Obtain a Microsoft Azure storage account connection string by using one of the following methods.

« If you want a log source that has full access to all permissions, obtain an access key. See step “2” on
page 164.

- If you want a log source with specific permissions for access, create a shared access signature (SAS).
See step “3” on page 165.

Important: To connect to a Microsoft Azure Event Hub, you must be able to create a block blob on the
Azure Storage Account you select. Page and append blob types are not compatible with the Microsoft
Azure Event Hubs Protocol.

For more information, see Introduction to Azure Blob storage (https://docs.microsoft.com/
en-us/azure/storage/blobs/storage-blobs-introduction) and Understanding Block Blobs, Append
Blobs, and Page Blobs (https://docs.microsoft.com/en-us/rest/api/storageservices/understanding-
block-blobs--append-blobs--and-page-blobs). For further help, see Microsoft Support (https://
azure.microsoft.com/en-us/support/options).

2. Obtain a Microsoft Azure Storage Account Connection String and access key.
Use this method to obtain values that give the log source full access to the storage account.

The Storage Account Connection String contains authentication for the Storage Account Name and
the Storage Account Key that is used to access the data in the Azure Storage account.

a) Log in to the Azure Portal. (https://portal.azure.com)
b) From the dashboard, in the All resources section, select a Storage account.

c) From the All types list, disable Select All. In the filter items search box, type Storage Accounts,
and then select Storage Accounts from the list.

d) From the Storage account menu, select Access keys.

e) Record the value for the Storage account name. Use this value for the Storage Account Name
parameter value when you configure a log source in IBM QRadar.

f) From the key 1 or key 2 section, record the following values.

» Key - Use this value for the Storage Account Key parameter value when you configure a log
source in QRadar.

- Connection string - Use this value for the Storage Account Connection String parameter
value when you configure a log source in QRadar.

Example:

DefaultEndpointsProtocol=https;AccountName=[Storage Account Name]
;AccountKey=[Storage Account Key];EndpointSuffix=core.windows.net
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Most storage accounts use core.windows. net for the end-point suffix, but this value can
change depending on its location. For example, a government-related storage account might have
a different endpoint suffix value. You can use the Storage Account Name and Storage Account
Key values, or you can use the Storage Account Connection String value to connect to the
Storage Account. You can use keyl or key2.

QRadar creates a container that is named qradaxz in the provided storage blob.

Tip: Through the Azure Event Hubs SDK, QRadar uses a container in the configured storage
account blob to track event consumption from the Event Hub. A container that is named qradar is
automatically created to store the tracking data, or you can manually create the container.

3. Generate a shared access signature (SAS).

Use this method to obtain values to give the log source specific permissions for accessing the storage
account.

a) Log in to the Azure Portal. (https://portal.azure.com)
b) From the dashboard, in the All resources section, select a Storage account.

c) From the All types list, disable Select All. In the filter items search box, type Storage Accounts,
and then select Storage Accounts from the list.

d) From the Storage account menu, select Shared access signature.
e) Configure a SAS with the following permissions:

Important: These permissions are the minimum amount that you must give to your SAS, so QRadar
can access Microsoft Azure. You can give the SAS more permissions.

Permission Value

Allowed services Blob

Allowed resource types Container
Object

Allowed permissions Read
Write
Delete
List

f) Click Generate SAS and connection string.
g) Record the following value:

Shared access signature - Use this value for the Storage Account Connection String
parameter value when you configure a log source in QRadar.

Example:

BlobEndpoint=[BlobEndpoint];QueueEndpoint=[QueueEndpoint];FileEndpoint=[FileEndpoint];Tabl
eEndpoint=[TableEndpoint];SharedAccessSignature=[Access Signature]

4. Obtain a Microsoft Azure Event Hub Connection String.

The Event Hub Connection String contains the Namespace Name, the path to the Event Hub within the
namespace and the Shared Access Signature (SAS) authentication information.

a) Log in to the Azure Portal (https://portal.azure.com).

b) From the dashboard, in the All resources section, select an Event Hub. Record this value to use as
the Namespace Name parameter value when you configure a log source in QRadar.

c) In the Entities section, select Event Hubs. Record this value to use for the Event Hub Name
parameter value when you configure a log source in QRadar.
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d) From the All types list, disable Select All. In the filter items search box, type event hub, and
then select Event Hubs Namespace from the list.

e) In the Event Hub section, select the event hub that you want to use from the list. Record this value
to use for the Event Hub Name parameter value when you configure a log source in QRadar.

f) In the Settings section, select Shared access policies.

Important: In the Entities section, ensure that the Consumer Groups option is listed. If Event Hubs
is listed, return to Step c.

i) Select a POLICY that contains a Listen CLAIMS. Record this value to use for the SAS Key
Name parameter value when you configure a log source in QRadar.

i) Record the values for the following parameters:

Primary key or Secondary key
Use the value for the SAS Key parameter value when you configure a log source in QRadar.
The Primary key and Secondary key are functionally the same.

Connection string-primary key or Connection string-secondary key
Use this value for the Event Hub Connection String parameter value when you
configure a log source in QRadar. The Connection string-primary key and Connection string-
secondary key are functionally the same.

Example:

Endpoint=sh://[Namespace Name].servicebus.windows.net
/;SharedAccessKeyName=[SAS Key Name];SharedAccessKey=[SAS Key];
EntityPath=[Event Hub Name]

You can use the Namespace Name, Event Hub Name, SAS Key Name and SAS Key values,
or you can use the Event Hub Connection String value to connect to the Event Hub.

5. In the Entities section, select Consumer groups. Record the value to use for the Consumer Group
parameter value when you configure a log source in QRadar.

Important: Do not use the $Default consumer group that is automatically created. Use an existing
consumer group that is not in use or create a new consumer group. Each consumer group must be
used by only one device, such as QRadar.

Related reference
QRadar supported DSMs

Configuring VNet Flow Logs on the Microsoft Azure portal

The Virtual Network (VNet) Flow Logs event is a feature of Microsoft Azure Network Watcher. You can
use the flow logs to log information about the IP traffic that is flowing through a virtual network.

Before you begin
To configure the VNet flow logs in the Microsoft Azure, complete the below prerequisites.

1. Configure Event Hub, Consumer Group and Storage Account.

Attention: If these tools are already created in your azure portal, you can skip the create
process and gather the name of the tool.

2. Create a Resource Group for the same Region as that of the VNet flow logs. For more information, see
Create resource groups.

3. Create a new Event Hubs namespace and enter the Resource Group and Region. For more
information, see Create an Event Hubs namespace.

a. Create an Event Hub under the Event Hub namespace. For more information, see Create an event
hub.
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4. Create a shared access policy under the Event Hub. Assign Send and Listen access and configure the
Event Hub Connection String.

5. Create a consumer group under the Event Hub.
6. From the Storage Account's Access Key, fetch the Storage Account Connection String.

Procedure
1. Create a Virtual Network with data traffic before you enable the VNet flow logs. For more
information, see Create a virtual network and an Azure Bastion host.

2. Create a Log Analytics Workspace by entering the Resource Group and Region. For more
information, see Create a Log Analytics workspace.

3. Enable Network Watcher and add the Region for which you are configuring the VNet flow logs. For
more information, see Enable Network Watcher for your region.

4. Enable VNet flow log.
a) Gather the Region, the Virtual Network, the Storage Account, and the Log Analytics Workspace.

b) Enter the information in the below command. For more information, see Create, change, enable,
disable, or delete VNet flow logs using the Azure CLI.

az network watcher flow-log create --location <region> --name <myVNetFlowlLog> --resource-

group <myResourceGroup> --vnet <myVNet> --storage-account <myStorageAccount> --workspace
<myWorkspace> --interval 10 --traffic-analytics true

5. Create Traffic Analytics.
a) Navigate to the Log Analytics Workspace.
b) Select Data Export and click Create Export Rule.
c) Enter the rule Name and select the table name NTANetAnalytics.
d) Select Event Hub as the Destination name.
e) Enter a Subscription.
f) Enter the Event Hub Workspace name and Event Hub name.
g) Click Create.

6. After completing the above steps, add the Event Hub Connection String, Consumer Group name and
Storage Account String to the Log Source. The events are now recorded as per the configurations.

Related reference
QRadar supported DSMs

Troubleshooting Microsoft Azure Event Hubs protocol

To resolve issues with the Microsoft Azure Event Hubs protocol use the troubleshooting and support
information. Find the errors by using the protocol testing tools in the QRadar Log Source Management
app.

General troubleshooting

The following steps apply to all user input errors. The general troubleshooting procedure contains the first
steps to follow any errors with the Microsoft Azure Event Hubs protocol.

1. If the Use Event Hub Connection String or Use Storage Account Connection String option is set

to off, switch it to On. For more information about getting the connection strings, see Configuring
Microsoft Azure Event Hubs to communicate with QRadar.
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2. Confirm that the Microsoft Azure event hub connection string follows the format in the following
example. Ensure that the entityPath parameter value is the name of your event hub.

Endpoint=sb://<Namespace
Name>.servicebus.windows.net/;SharedAccessKeyName=<SAS Key
Name>;SharedAccessKey=<SAS Key>;EntityPath=<Event Hub Name>

After the log source is saved and closed, for security reasons, you can no longer see the entered
values. If you don't see the values, enter them and then confirm their validity.

3. Confirm that the Microsoft Azure storage account connection string follows the format of the following
example.

DefaultEndpointsProtocol=https;AccountName=<Storage Account
Name>;AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net

After the log source is saved and closed, for security reasons, you can no longer see the entered
values. If you don't see the values, reenter them and then confirm their validity.

4. Optional: For troubleshooting, set Use As a Gateway Log Source to Off and set Format Azure Linux
Events to Syslog to On. This forces all events to go through the selected log source type. This can
quickly determine whether minimum events are arriving and that there is no network or access issue.

If you leave Use As a Gateway Log Source set to On, ensure that the events are not arriving in QRadar
as unknown, stored, or sim-generic. If they are, it might explain why the protocol appears to be not
working.

5. Ensure that the provided consumer group exists for the selected event hub. For more information, see
Configuring Microsoft Azure Event Hubs to communicate with QRadar.

6. Enable the Automatically Acquire Server Certificate option or confirm that the certificate is manually
added in QRadar.

7. Ensure that the QRadar system time is accurate; if the system time is not in real time, you might have
network issues.

8. Ensure that the port 443 is open to the storage account host. The storage account host is usually
<Storage_Account_Name>.<something>, where <something> usually refers to the endpoint
suffix.

9. Ensure that port 5671 is open on the event hub host. The event hub host is usually the <Endpoint>
from the event hub connection string.

For more information, see:

“Illegal connection string format exception” on page 168

 “Storage exception” on page 169

 “Illegal Entity exception” on page 170

« “URI Syntax exception” on page 170

« “Invalid key exception” on page 171

« “Timeout exception” on page 171

« “Other exceptions” on page 172

« “Microsoft Azure Event Hubs protocol FAQ” on page 172

Illegal connection string format exception

Symptoms
Error: “Ensure that the Event Hub Connection String or Event Hub parameters are valid."

"This exception is thrown when the Event Hub Connection String or Event Hub information that is
provided does not meet the requirements to be a valid connection string. An attempt will be made to
query for content at the next retry interval."
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Causes

The Event Hub Connection String doesn't match the specifications set by Microsoft. This error can also
occur if unexpected characters, such as white space, are copied into the event hub connection string.

Resolving the problem
Follow these steps to resolve your illegal connection string error.

1. Ensure that the storage account connection string is valid and appears in a similar format to the
following example:

Endpoint=sb://<Namespace
Name>.servicebus.windows.net/;SharedAccessKeyName=<SAS Key
Name>;SharedAccessKey=<SAS Key>;EntityPath=<Event Hub Name>

2. When you move the event hub connection string from the Azure portal to IBM QRadar, ensure that
no additional white space or invisible characters are added. Alternatively, before you copy the string,
ensure that you don't copy any additional characters or white space.

Storage exception

Symptoms

Error: “Unable to connect to the Storage Account [Storage Account Name]. Ensure that the Storage
Account Connection String is valid and that QRadar can connect to [Storage Account Host Name]."

"An error occurred that represents an exception for the Microsoft Azure Storage Service. An attempt will
be made to query for content at the next retry interval."

Causes

Storage exception errors represent issues that occur when you authenticate with a storage account or
when you communicate with a storage account. An attempt is made to query for content at the next retry
interval. There are two common issues that might occur due to a storage exception.

1. The storage account connection string is invalid.
2. Network issues are preventing QRadar from communicating with the storage account.

Resolving the problem
Follow these steps to resolve your storage exception error.

1. Ensure that the storage account connection string is valid and displays in a similar format to the
following example.

DefaultEndpointsProtocol=https;AccountName=<Storage Account
Name>;AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net

2. Ensure that QRadar can communicate with the storage account host on port 443.
3. Ensure that QRadar can communicate with the event hub on port 5671.

4. Verify that the system time in QRadar matches the current time. Security settings on the storage
account prevent mismatched times between the server (storage account) and the client (QRadar).

5. Ensure that a certificate is downloaded manually or by using the Automatically Acquire
Server Certificate(s) option. The certificates are downloaded from <Storage Account
Name>.blob.core.windows.net.
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Illegal Entity exception

Symptoms

Error: “An entity, such as the Event Hub, cannot be found. Verify that the Event Hub information provided
is valid. This exception is thrown when the Event Hub Connection String or Event Hub information that

is provided does not meet the requirements to be a valid connection string. An attempt will be made to
query for content at the next retry interval.”

Error: "The messaging entity 'sb://gahub4.servicebus.windows.net/notreal' could not be found. To know
more visit https://aka.ms/sbResourceMgrExceptions."

Error: "com.microsoft.azure.eventhubs.IllegalEntityException: The messaging entity 'sb://
gahub4.servicebus.windows.net/notreal' could not be found. To know more visit https://aka.ms/
sbResourceMgrExceptions."

Causes

The event hub (entity) doesn’t exist or the event hub connection string doesn’t contain a reference to an
event hub (entity).

Resolving the problem
Follow these steps to resolve your illegal entity error.

1. Make sure that the event hub connection string contains the entitypath section and that it refers to
the event hubs name. For example,

Endpoint=sb://<Namespace
Name>.servicebus.windows.net/;SharedAccessKeyName=<SAS Key
Name>;SharedAccessKey=[SAS Key];EntityPath=<Event Hub Name>

2. Verify that the event hub exists on the Azure portal, and that the event hub path references the
entitypath that you want to connect to.

3. Verify that the consumer group is created and entered correctly in the Consumer Group field.

URI Syntax exception

Symptoms

Error: “The Storage Account URI is malformed. Ensure that the Storage Account information is valid and
properly formatted. Unable to connect to the host.”

Error: "Could not parse text as a URI reference. For more information see the “Raw Error Message". An
attempt will be made to query for content at the next retry interval."

Causes

The URI that is formed from the storage account connection string is invalid. The URI is formed from
the DefaultEndpointsProtocol, AccountName, and EndpointSuffix fields. If one of these fields is
altered, this exception can occur.

Resolving the problem

Recopy the Storage Account Connection String from the Azure Portal. It displays similar to the following
example:

DefaultEndpointsProtocol=https;AccountName=<Storage Accounts
Name>;AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net
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Invalid key exception

Symptoms
Error: “The Storage Account Key was invalid. Unable to connect to the host.”

Error: “An invalid key was encountered. This error is commonly associated with passwords or
authorization keys. For more information see the "Raw Error Message". An attempt will be made to query
for content at the next retry interval”

Causes

The key that is formed from the storage account connection string is invalid. The storage account key is in
the connection string. If the key is altered, it might become invalid.

Resolving the problem

From the Azure portal, recopy the storage account connection string. It displays similar to the following
example:

DefaultEndpointsProtocol=https;AccountName=<Storage Account
Name>;AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net

Timeout exception

Symptoms

Error: “Ensure that there are no network related issues preventing the connection. Additionally ensure
that the Event Hub and Storage Account Connection Strings are valid.”

Error: “The server did not respond to the requested operation within the specified time, which is
controlled by OperationTimeout. The server might have completed the requested operation. This
exception can be caused by network or other infrastructure delays. An attempt will be made to query
for content at the next retry interval.”

Causes

The most common cause is that the connection string information is invalid. The network might be
blocking communication, resulting in a timeout. While rare, it is possible that the default timeout period
(60 seconds) is not long enough due to network congestion.

Resolving the problem
Follow these steps to resolve your timeout exception error.

1. When you copy the event hub connection string from the Azure portal to IBM QRadar, ensure that
no additional white space or invisible characters are added. Alternatively, before you copy the string,
ensure that you don't copy any additional characters or white space.

2. Verify that the storage account connection string is valid and appears in a similar format to the
following example:

DefaultEndpointsProtocol=https;AccountName=<Storage Account
Name>;AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net

3. Ensure that QRadar can communicate with the storage account host on port 443, and with the event
hub on ports 5671 and 5672.

4. Ensure that a certificate is downloaded manually or by using the Automatically Acquire
Server Certificate(s) option. The certificates are downloaded from <Storage Account
Name>.blob.core.windows.net.
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5. Advanced- There is a hidden parameter that can increase the default timeout from 60 seconds.
Contact support for assistance in getting the timeout increased.

Other exceptions

Symptoms

Error: “Ensure that there are no network related issues preventing the connection. Additionally ensure
that the Event Hub and Storage Account Connection Strings are valid.”

Error: “An error occurred. For more information, see the \"Raw Error Message\". An attempt will be made
to query for content at the next retry interval”

Causes

Exceptions in this category are unknown to the protocol and are unexpected. These exceptions can be
difficult to troubleshoot and usually require research to resolve.

Resolving the problem
Follow these steps to resolve your error. They might resolve some of the more common issues.

1. Ensure that the event hub connection string uses the same or a similar format as displayed in the
following example:

Endpoint=sb://<Namespace
Name>.servicebus.windows.net/;SharedAccessKeyName=<SAS Key
Name>;SharedAccessKey=[SAS Key];EntityPath=<Event Hub Name>

2. When you move the event hub connection string from the Azure portal to IBM QRadar, ensure that
no additional white space or invisible characters are added. Alternatively, before you copy the string,
ensure that you don't copy any additional characters or white space.

3. Ensure that the storage account connection string is valid and displays in a similar format to the
following example:

DefaultEndpointsProtocol=https;AccountName=<Storage Account
Name>; AccountKey=<Storage Account Key>;EndpointSuffix=core.windows.net

4. Ensure that QRadar can communicate with the storage account host on port 443, and with the event
hub on port 5671 and 5672.

5. Verify that a certificate is downloaded manually or by using the Automatically Acquire
Server Certificate(s) option. The certificates are downloaded from <Storage Account
Name>.blob.core.windows.net.

6. Verify that the system time in QRadar matches the current time. Security settings on the storage
account prevent mismatched times between the server (storage account) and the client (QRadar).

Microsoft Azure Event Hubs protocol FAQ

Use these frequently asked questions and answers to help you understand the Microsoft Azure Event
Hubs protocol.

« “Why do I need a storage account to connect to an event hub?” on page 173

« “Why does the Microsoft Azure Event Hubs protocol use the storage account?” on page 173

« “How much data does the storage account need to store?” on page 173

« “Does my storage account need to contain events?” on page 173

« “What does a blob file that is created by the Microsoft Azure Event Hubs protocol look like?” on page
173

« “Can I use the same storage account with other event hubs?” on page 173
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« “What do I do if the protocol isn't collecting events?” on page 173

« “Why do I need to open the ports for two different IPs that have different ports?” on page 174

« “Can I collect <Service/Product> events by using the Microsoft Event Hubs protocol?” on page 174

« “What does the Format Azure Linux Events To Syslog option do?” on page 174

Why do I need a storage account to connect to an event hub?

You must have a storage account for the Microsoft Azure Event Hubs protocol to manage the lease and
partitions of an event hub. For more information, see the Event processor host documentation (https://
docs.microsoft.com/en-us/azure/event-hubs/event-hubs-event-processor-host).

Why does the Microsoft Azure Event Hubs protocol use the storage account?

The Microsoft Azure Event Hubs protocol uses the storage account to track partition ownership. This
protocol creates blob files in the Azure storage account in the <Event Hub Name> - <Consumer
group Name> directory. Each blob file relates to a numbered partition that is managed by the event hub.
For more information, see the Event processor host documentation (https://docs.microsoft.com/en-us/
azure/event-hubs/event-hubs-event-processor-host).

How much data does the storage account need to store?

The amount of data that needs to be stored in a storage account is the number of partitions that are
multiplied by ~150 bytes.

Does my storage account need to contain events?

No. Storing the logs in storage is an option that is provided by Microsoft. However, this option is not used
by the protocol.

What does a blob file that is created by the Microsoft Azure Event Hubs protocol
look like?

The following example shows what is stored in a blob file that is created by the protocol:

$"offset":"@latest", "sequenceNumber":0, "partitionId":"3","epoch":8, "owner":"",6 "token":""$"

Can I use the same storage account with other event hubs?

There are no restrictions on how many event hubs can store data in a storage account. You can use the
same storage account for all log sources in the same QRadar environment. This creates a single location
for all event hub partition management folders and files.

What do I do if the protocol isn't collecting events?

If the protocol appears to be working and the protocol testing tools pass all of the tests, and you don't see
events, follow these steps to confirm whether events are posted.

1. Confirm that there are events for the event hub to collect. If the Azure side configuration is not correct,
the event hub might not collect the events.

2. If the Use as a Gateway Log Source is enabled, do a payload search for events that the Event Hub log
source collects. If you are not sure what the events should look like, then go to step 4.

3. If the Use as a Gateway Log Source option is enabled, and the protocol is not collecting events,
test the same log source with the gateway disabled. By setting the Use as a Gateway Log Source
to disabled, all collected events are forced to use the log source that is connected to the protocol. If
events are arriving when the Use as a Gateway Log Source is disabled, but events are not arriving
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when Use as a Gateway Log Source is enabled, there might be an issue with the log source identifier
options or the Traffic Analysis can't automatically match the events to a DSM.

4. If you identified in Step 2 or Step 3 that the events are not coming in under the expected log source,
there might be an issue with the event hub log sources logsourceidentifierpattern. For issues related to
the event hub log source identifier pattern, you might need to contact Support.

Why do I need to open the ports for two different IPs that have different ports?

You need two different IPs to have different ports open because the Microsoft Azure Event Hub protocol
communicates between the event hub host and the storage account host.

The event hub connection uses the Advanced Message Queuing Protocol (AMQP) with ports 5671 and
5672. The storage account uses HTTPS with ports 443. Because the storage account and the event hub
have different IPs, you must open two different ports.

Can I collect <Service/Product> events by using the Microsoft Event Hubs protocol?

The Microsoft Event Hubs protocol collects all events that are sent to the event hub, but not all events are
parsed by a supported DSM. For a list of supported DSMs, see QRadar supported DSMs.

What does the Format Azure Linux Events To Syslog option do?

This option takes the Azure Linux event, which is wrapped in a JSON format with metadata, and converts
it to a standard syslog format. Unless there is a specific reason that the metadata on the payload is
required, enable this option. When this option is disabled, the payloads do not parse with Linux DSMs.

(Back to top)

Microsoft Defender for Endpoint SIEM REST API protocol
configuration options

Configure a Microsoft Defender® for Endpoint SIEM REST API protocol to receive events from supported
Device Support Modules (DSMs).

The Microsoft Defender for Endpoint SIEM REST API protocol is an outbound/active protocol.

Important: Due to a change in the Microsoft Defender API suite as of 25 November 2021, Microsoft

no longer allows the onboarding of new integrations with their SIEM API. For more information,

see Deprecating the legacy SIEM API (https://techcommunity.microsoft.com/t5/microsoft-defender-for-
endpoint/deprecating-the-legacy-siem-api/ba-p/3139643).

The Streaming API can be used with the Microsoft Azure Event Hubs protocol to provide event

and alert forwarding to QRadar. For more information about the service and its configuration,

see Configure Microsoft 365 Defender to stream Advanced Hunting events to your Azure

Event Hub (https://docs.micosoft.com/en-us/microsoft-365/security/defender/streaming-api-event-hub?
view=0365-worldwide)

The following table describes the protocol-specific parameters for the Microsoft Defender for Endpoint
SIEM REST API protocol:

Table 68. Microsoft Defender for Endpoint SIEM REST API protocol

Parameter Value

Log Souxce type Microsoft 365 Defender

Protocol Configuration Microsoft Defender for Endpoint SIEM REST API
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Table 68. Microsoft Defender for Endpoint SIEM REST API protocol (continued)

Parameter

Value

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured
Microsoft Defender for Endpoint SIEM REST API
log source, ensure that you give each one a unique
name.

Authorization Server URL

The URL for the server that provides the
authorization to obtain an access token. The
access token is used as the authorization to collect
events from Microsoft 365 Defender.

The Authorization Server URL uses the following
format:

"https://login.microsoftonline.com/
<Tenant_ID>/oauth2/token”

where <Tenant_ID> is a UUID.

Resourxce

The resource that is used to access Microsoft 365
Defender SIEM API events.

Client ID

Ensures that the user is authorized to obtain an
access token.

Client Secret

The Client Secret value is displayed only one time,
and then is no longer visible. If you don't have
access to the Client Secret value, contact your
Microsoft Azure administrator to request a new
client secret.

Region

Select the regions that are associated with
Microsoft 365 Defender SIEM API that you want
to collect logs from.

Other Region

Type the names of any additional regions that are
associated with the Microsoft 365 Defender SIEM
API that you want to collect logs from.

Use a comma-separated list; for example,
regionl,region?2.
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Table 68. Microsoft Defender for Endpoint SIEM REST API protocol (continued)

Parameter

Value

Use GCC Endpoints

Enable or disable the use of GCC and GCC

High & DOD endpoints. GCC and GCC High &
DOD endpoints are endpoints for US Government
customers.

Tip: When this parameter is enabled, you cannot
configure the Regions parameter.

For more information, see Microsoft Defender for
Endpoint for US Government customers (https://
docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/gov?view=0365-worldwide).

GCC Type

Select GCC or GCC High & DOD.

« GCC: Microsoft's Government Community Cloud

« GCC High & DoD: Compliant with the regulations
from Department of Defense.

Use Proxy

If a proxy for QRadar is configured, all traffic for the
log source travels through the proxy so that QRadar
can access the Microsoft 365 Defender SIEM API.

Configure the Proxy Server, Proxy Port, Proxy
Username, and Proxy Password fields. If the
proxy does not require authentication, configure
the Proxy Server and Proxy Port fields.

Recurrence

You can specify how often the log collects data.
The format is M/H/D for Minutes/Hours/Days.

The default is 5 M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

If you need to create virtual machines (VMs) and test the connection between Microsoft Defender for
Endpoint and QRadar, see Microsoft Defender for Endpoint evaluation lab (https://docs.microsoft.com/en-

us/microsoft-365/security/defender-endpoint/evaluation-lab?view=0365-worldwide).

Related tasks
Adding a log source
Related information

Microsoft Defender for Endpoint documentation
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Microsoft DHCP protocol configuration options

To receive events from Microsoft DHCP servers, configure a log source to use the Microsoft DHCP
protocol.

The Microsoft DHCP protocol is an active outbound protocol.

To read the log files, folder paths that contain an administrative share (C$), require NetBIOS privileges on
the administrative share (C$). Local or domain administrators have sufficient privileges to access log files
on administrative shares.

Fields for the Microsoft DHCP protocol that support file paths allow administrators to define a drive
letter with the path information. For example, the field can contain the c$/LogFiles/ directory for an
administrative share, or the LogFiles/ directory for a public share folder path, but cannot contain the
c:/LogFiles directory.

Restriction: The Microsoft authentication protocol NTLMv2 is not supported by the Microsoft DHCP
protocol.

The following table describes the protocol-specific parameters for the Microsoft DHCP protocol:

Table 69. Microsoft DHCP protocol parameters

Parameter Description

Protocol Configuration Microsoft DHCP

Log Source Identifier Type a unique hostname or other identifier unique to the log source.
Server Address The IP address or host name of your Microsoft DHCP server.
Domain

Type the domain for your Microsoft DHCP server.

This parameter is optional if your server is not in a domain.

Username Type the user name that is required to access the DHCP server.

Password Type the password that is required to access the DHCP server.

Confirm Password Type the password that is required to access the server.

Folder Path The directory path to the DHCP log files. The default is /WINDOWS/
system32/dhcp/

File Pattern The regular expression (regex) that identifies event logs. The log files

must contain a three-character abbreviation for a day of the week.
Use one of the following file patterns:

English:
« IPv4 file pattern: DhcpSxvLog- (?:Sun|Mon|Tue |Wed|Thu|
Fri|Sat)\.log.

« IPv6 file pattern: DhcpV6SrvLog- (?:Sun|Mon|Tue|Wed|Thu|
Fri|Sat)\.log.

« Mixed IPv4 and IPvé file pattern: Dhcp.*SxrvLog- (?:Sun|Mon |
Tue|Wed|Thu|Fri|Sat)\.log.

Polish:

-IPvafﬂepanenuDhcpSIvLog—(?:Pia}PonISobIWtoléro|
Czw|Nie)\.log

-IPvéfﬂepaﬂennDhCﬁV6SIvLog-(?:PthDnISDIWtIéI}CZWI
Nie)\.log

Chapter 9. Protocol configuration options 177



Table 69. Microsoft DHCP protocol parameters (continued)

Parameter Description

Recursive Select this option if you want the file pattern to search the sub
folders.

SMB Version

Select the version of SMB that you want to use.

AUTO
Auto-detects to the highest version that the client and server
agree to use.

SMB1
Forces the use of SMB1. SMB1 uses the jCIFS. jar (Java
ARchive) file.

Important: SMB1 is no longer supported. All administrators
must update existing configurations to use SMB2 or SMB3.

SMB2
Forces the use of SMB2. SMB2 uses the jNQ. jar file.

SMB3
Forces the use of SMB3. SMB3 uses the jNQ. jar file.

Note: Before you create a log source with a specific SMB version
(for example: SMBv1, SMBv2, and SMBv3), ensure that the specified
SMB version is supported by the Windows OS that is running on your
server. You also need to verify that SMB versions is enabled on the
specified Windows Server.

For more information about which Windows version

supports which SMB versions, go to the

Microsoft TechNet website (https://blogs.technet.microsoft.com/
josebda/2012/06/06/windows-server-2012-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-or-smb-3-0-are-you-
using-on-your-file-server/ ).

For more information about how to detect, enable and

disable SMBv1, SMBv2, and SMBv3 in Windows and

Windows Server, go to the Microsoft support website (https://
support.microsoft.com/en-us/help/2696547/detect-enable-disable-
smbv1-smbv2-smbv3-in-windows-and-windows-server).

Polling Interval (in seconds)

The number of seconds between queries to the log files to check
for new data. The minimum polling interval is 10 seconds. The
maximum polling interval is 3,600 seconds.

Throttle events/sec

The maximum number of events the DHCP protocol can forward
per second. The minimum value is 100 EPS. The maximum value is
20,000 EPS.

File Encoding

The character encoding that is used by the events in your log file.
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Table 69. Microsoft DHCP protocol parameters (continued)

Parameter

Description

File Exclusion List

A list of regular expressions that prevent certain file directories from
opening. The list includes one regular expression per line.

When a file or directory matches one of the regular expressions,
that file or directory does not open. When a file is in use, other
applications might not be able to use it. Use this parameter to
prevent locking those files or to prevent the protocol from accessing
specific files.

The pattern does not apply to the full Folder Path. It applies only

to the final directory that is listed in the path. The pattern applies
against all files or directories that are found within the Folder Path's
directory.

The following list is the default value for this parameter:
/350.%\.log

dhcp\.mdb

dhcp\.tmp

750\ .chk.

Enabled

When this option is not enabled, the log source does not collect
events and the log source is not counted in the license limit.

Credibility

Credibility is a representation of the integrity or validity of events
that are created by a log source. The credibility value that is assigned
to a log source can increase or decrease based on incoming events
or adjusted as a response to user-created event rules. The credibility
of events from log sources contributes to the calculation of the
offense magnitude and can increase or decrease the magnitude
value of an offense.

Target Event Collector

Specifies the QRadar Event Collector that polls the remote log
source.

Use this parameter in a distributed deployment to improve Console
system performance by moving the polling task to an Event Collector.

Coalescing Events

Increases the event count when the same event occurs multiple
times within a short time interval. Coalesced events provide a way
to view and determine the frequency with which a single event type
occurs on the Log Activity tab.

When this check box is clear, events are viewed individually and
events are not bundled.

New and automatically discovered log sources inherit the value of
this check box from the System Settings configuration on the Admin
tab. You can use this check box to override the default behavior of
the system settings for an individual log source.

Microsoft Exchange protocol configuration options

To receive events from SMTP, OWA, and message tracking events from Microsoft Windows Exchange
2007, 2010, 2013 and 2017 servers, configure a log source to use the Microsoft Exchange protocol.

The Microsoft Exchange protocol is an outbound/active protocol.
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To read the log files, folder paths that contain an administrative share (C$), require NetBIOS privileges on
the administrative share (C$). Local or domain administrators have sufficient privileges to access log files
on administrative shares.

Fields for the Microsoft Exchange protocol that support file paths allow administrators to define a drive
letter with the path information. For example, the field can contain the c$/LogFiles/ directory for an
administrative share, or the LogFiles/directory for a public share folder path, but cannot contain the
c:/LogFiles directory.

Important: The Microsoft Exchange protocol does not support Microsoft Exchange 2003 or Microsoft
authentication protocol NTLMv2 Session.

The following table describes the protocol-specific parameters for the Microsoft Exchange protocol:

Table 70. Microsoft Exchange protocol parameters

Parameter Description

Protocol Configuration Microsoft Exchange

Log Source Identifier Type the IP address, host name, or name to identify your log source.
Server Address The IP address or host name of your Microsoft Exchange server.
Domain Type the domain for your Microsoft Exchange server.

This parameter is optional if your server is not in a domain.

Username Type the user name that is required to access your Microsoft
Exchange server.

Password Type the password that is required to access your Microsoft
Exchange server.

Confirm Password Type the password that is required to access your Microsoft
Exchange server.

SMTP Log Folder Path The directory path to access the SMTP log files.

The default file path is Program Files/Microsoft/Exchange
Server/ TransportRoles/Logs/ProtocollLog

When the folder path is clear, SMTP event collection is disabled.

OWA Log Folder Path The directory path to access OWA log files.
The default file path is Windows/system32/LogFiles/W3SVC1
When the folder path is clear, OWA event collection is disabled.

MSGTRK Log Folder Path The directory path to access message tracking logs.

The default file path is Program Files/Microsoft/Exchange
Server/ TransportRoles/Logs/MessageTracking

Message tracking is available on Microsoft Exchange 2017 or 2010
servers that are assigned the Hub Transport, Mailbox, or Edge
Transport server role.

Use Custom File Patterns Select this check box to configure custom file patterns. Leave the
check box clear to use the default file patterns.
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Table 70. Microsoft Exchange protocol parameters (continued)

Parameter Description

MSGTRK File Pattern The regular expression (regex) that is used to identify and download
the MSTRK logs. All files that match the file pattern are processed.

The default file pattern is MSGTRK\d+-\d+\. (?:10g|L0G) $

All files that match the file pattern are processed.

MSGTRKMD File Pattern The regular expression (regex) that is used to identify and download
the MSGTRKMD logs. All files that match the file pattern are
processed.

The default file pattern is MSGTRKMD\ d+-\d+\. (?:10g|L0G) $

All files that match the file pattern are processed.

MSGTRKMS File Pattern The regular expression (regex) that is used to identify and download
the MSGTRKMS logs. All files that match the file pattern are
processed.

The default file pattern is MSGTRKMS\d+-\d+\. (?:10og|L0G)$

All files that match the file pattern are processed.

MSGTRKMA File Pattern The regular expression (regex) that is used to identify and download
the MSGTRKMA logs. All files that match the file pattern are
processed.

The default file pattern is MSGTRKMA\d+-\d+\. (?:1log|

SMTP File Pattern The regular expression (regex) that is used to identify and download
the SMTP logs. All files that match the file pattern are processed.

The default file patternis x\ . (?:1og|L0G) $

All files that match the file pattern are processed.

OWA File Pattern The regular expression (regex) that is used to identify and download
the OWA logs. All files that match the file pattern are processed.

The default file patternis x\. (?:1og|L0G)$

All files that match the file pattern are processed.

Force File Read If the check box is cleared, the log file is read only when QRadar
detects a change in the modified time or file size.

Recursive If you want the file pattern to search sub folders, use this option. By
default, the check box is selected.
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Table 70. Microsoft Exchange protocol parameters (continued)

Parameter Description
SMB Version Select the version of SMB that you want to use.
AUTO

Auto-detects to the highest version that the client and server
agree to use.

SMB1
Forces the use of SMB1. SMB1 uses the jCIFS. jar (Java
ARchive) file.

Important: SMB1 is no longer supported. All administrators
must update existing configurations to use SMB2 or SMB3.

SMB2
Forces the use of SMB2. SMB2 uses the jNQ. jar file.

SMB3
Forces the use of SMB3. SMB3 uses the jNQ. jar file.

Note: Before you create a log source with a specific SMB version
(for example: SMBv1, SMBv2, and SMBv3), ensure that the specified
SMB version is supported by the Windows OS that is running on your
server. You also need to verify that SMB versions is enabled on the
specified Windows Server.

For more information about which Windows version

supports which SMB versions, go to the

Microsoft TechNet website (https://blogs.technet.microsoft.com/
josebda/2012/06/06/windows-server-2012-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-or-smb-3-0-are-you-
using-on-your-file-server/ ).

For more information about how to detect, enable and

disable SMBv1, SMBv2, and SMBv3 in Windows and

Windows Server, go to the Microsoft support website (https://
support.microsoft.com/en-us/help/2696547/detect-enable-disable-
smbvl-smbv2-smbv3-in-windows-and-windows-server).

Polling Interval (in seconds) Type the polling interval, which is the number of seconds between
queries to the log files to check for new data. The default is 10
seconds.

Throttle Events/Sec The maximum number of events the Microsoft Exchange protocol

can forward per second.

File Encoding The character encoding that is used by the events in your log file.

Microsoft Graph Security API protocol configuration options

To receive events from the Microsoft Graph Security API, configure a log source in IBM QRadar to use the
Microsoft Graph Security API protocol.

The Microsoft Graph Security API protocol is an outbound/active protocol. Your DSM might also use this
protocol. For a list of supported DSMs, see QRadar supported DSMs.

The following parameters require specific values to collect events from Microsoft Graph Security servers:
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Table 71. Microsoft Graph Security log source parameters

Parameter

Value

Log Source type

A custom log source type or a specific DSM that
uses this protocol.

Protocol Configuration

Microsoft Graph Security API

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured
Microsoft Graph Security log source, ensure that
you give each one a unique name.

Tenant ID The Tenant ID value that is used for Microsoft
Azure Active Directory authentication.
Client ID The Client ID parameter value from your

application configuration of Microsoft Azure Active
Directory.

Client Secret

You receive the Client Secret password when
you configure Microsoft Azure Event Directory.
This password confirms that your user account
is authorized to obtain an access token. You can
obtain this value only when it is created, and it
cannot be recovered later.

If you lose your client secret password, you must
create a new API key to continue to receive events
from the Microsoft Graph Security API.

API

The API dictates the types and formats of events
that the protocol can collect.

Select an API that is compatible with the selected
DSM. If you use the Microsoft Azure Security
Center DSM, select Alerts V1. If you use the
Microsoft 365 Defender DSM, select Alerts V2.

Service

Limits the events to a specific service or product.

Select a product that is compatible with the
selected DSM. You can use the Other option to
remove the filter or to add more filter settings. If
you use the Microsoft 365 Defender DSM, select
Microsoft Defender for Endpoint.

Event Filter

Retrieve events by using the Microsoft Security
Graph API query filter. For example, severity eq
"high'. Do not type "filter=" before the filter
parameter.

For more information about writing

queries, see Curated Sample

Queries (https://github.com/microsoftgraph/
security-api-solutions/tree/master/Queries).
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Table 71. Microsoft Graph Security log source parameters (continued)

Parameter

Value

Use Proxy

If QRadar accesses the Microsoft Graph Security
API by proxy, enable this checkbox.

If the proxy requires authentication, configure
the Proxy Hostname or IP, Proxy Port, Proxy
Username, and Proxy fields.

If the proxy does not require authentication,
configure the Proxy Hostname or IP and Proxy
Port fields.

Proxy IP or Hosthame

The IP address or hostname of the proxy server.

If the Use Proxy parameter is set to False, this
option is hidden.

Proxy Port

The port number that is used to communicate with
the proxy. The default is 8080.

If the Use Proxy parameter is set to False, this
option is hidden.

Proxy Username

The username that is used to communicate with
the proxy.

If Use Proxy is set to False, this option is hidden.

Proxy Password

The password that is used to access the proxy.

If Use Proxy is set to False, this option is hidden.

Recurrence

Type a time interval beginning at the Start Time to
determine how frequently the poll scans for new
data. The time interval can include values in hours
(H), minutes (M), or days (D). For example, 2H - 2
hours, 15M - 15 minutes. The default is 1M.

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Show Advanced Options

To configure the advanced options for event
collection, enable this option.

Login Endpoint

Specify the Azure AD Login Endpoint. The default
value is login.microsoftonline.com.

If you disable Show Advanced Options, this option
is hidden.
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Table 71. Microsoft Graph Security log source parameters (continued)

Parameter Value

Graph API Endpoint Specify the Microsoft Graph Security
API URL. The default value is https://
graph.microsoft.com.

If you disable Show Advanced Options, this option
is hidden.

Configuring Microsoft Graph Security API to communicate with QRadar
Integrate the Microsoft Graph Security API with IBM QRadar before you use the protocol.

Before you begin
To integrate the Microsoft Graph Security API with QRadar, you need Microsoft Azure Active Directory.

Procedure

1. If automatic updates are not enabled, RPMs are available for download from the IBM support website
(http://www.ibm.com/support). Download and install the most recent version of the following RPMs on
your QRadar Console.

« Protocol Common RPM
« Microsoft Graph Security API Protocol RPM

2. Configure your Microsoft Graph Security API server to forward events to QRadar by following these
instructions:

a) Create an Azure AD application. For more information, see Use the portal to create an Azure
AD application and service principal that can access resources (https://docs.microsoft.com/en-us/
azure/active-directory/develop/how to-create-service-principal-portal).

b) Set up an authorization in security API client applications. For more information, see
Authorization and the Microsoft Graph Security API (https://docs.microsoft.com/en-us/graph/
security-authorization).

When you use the Alerts V1 API, you must include the following app roles in the Access Token:
« SecurityEvents.Read.All

« User.Read.All

« SecurityActions.Read.All

e IdentityRiskyUser.Read.All

« IdentityRiskEvent.Read.All

Important:

When you use the Alerts V2 API, you must include the SecurityEvents.Read.All app role.
Other types of events can require different roles.

You must designate the app roles with Application permissions. If your environment does not
accept Application permissions, you can use Delegated permissions.

3. Add a Microsoft Security Graph API protocol log source on the QRadar Console by using a custom log
source type or a specific DSM that uses this protocol.

For more information about supported DSMs, see QRadar supported DSMs. For more information
about adding a log source in QRadar, see Adding a log source.
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Migrating Microsoft Defender for Endpoint REST API log sources to Microsoft

Graph Security API log sources

Microsoft deprecated the legacy SIEM API. To continue to receive data from Microsoft Defender for
Endpoint in IBM QRadar, you must register a new application and create a Microsoft Graph Security API

log source to collect the data.

For more information about the SIEM API deprecation, see Deprecating the legacy SIEM
API (https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/deprecating-the-legacy-

siem-api/ba-p/3139643).

Procedure

1. Register a new application.

When you migrate to the Microsoft Graph Security API, the application permissions change; you must
register a new application to ensure that the permissions are correct.

a) Create an application that can be used to authenticate with the Microsoft Graph Security API.

For more information, see Use the portal to create an Azure AD application and service

principal that can access resources (https://docs.microsoft.com/en-us/azure/active-directory/

develop/howto-create-service-principal-portal).

b) Set the SecurityAlert.Read.All application permission.
c) On the Overview page, you can find the Client ID and Tenant ID. Copy this information for when

you create a log source.

d) On the Certificates and Secrets page, click New Secret to create the client secret for the log
source. Copy this information for when you create a log source.

2. Create a Microsoft 365 Defender log source that uses the Microsoft Graph Security API protocol.

When you migrate to the Microsoft Graph Security API, you create a new log source to pull events from
the new configuration. For more information, see Adding a log source.

The following table describes the parameters that require specific values to collect Microsoft Graph

Security API events from Microsoft 365 Defender.

Table 72. Microsoft Graph Security API log source parameters for the Microsoft 365 Defender DSM

Parameter

Value

Log Source type

Microsoft 365 Defender DSM

Protocol Configuration

Microsoft Graph Security API

Tenant ID

Enter the value that you obtained in step 3.

ClientID

Enter the value that you obtained in step 3.

Client Secret

Enter the value that you obtained in step 4.

API

Alerts V2

Service

Microsoft Defender for Endpoint

Show Advanced Options

Enable this parameter to configure the Login
Endpoint and Graph API Endpoint parameters.

Important: If your deployment is in

a Government Community Cloud (GCC)
environment, the Login Endpoint and

Graph API Endpoint have specific values.

For more information about these values,

see National cloud deployments (https://
docs.microsoft.com/en-us/graph/deployments).
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(continued)

Table 72. Microsoft Graph Security API log source parameters for the Microsoft 365 Defender DSM

Parameter

Value

Login Endpoint

login.microsoftonline.com

Graph API Endpoint

https://graph.microsoft.com

For more information about the Microsoft Graph Security API protocol parameters, see “Microsoft
Graph Security API protocol configuration options” on page 182.

Microsoft IIS protocol configuration options

You can configure a log source to use the Microsoft IIS protocol. This protocol supports a single point of
collection for W3C format log files that are located on a Microsoft IIS web server.

The Microsoft IIS protocol is an outbound/active protocol.

To read the log files, folder paths that contain an administrative share (C$), require NetBIOS privileges on
the administrative share (C$). Local or domain administrators have sufficient privileges to access log files

on administrative shares.

Fields for the Microsoft IIS protocol that support file paths allow administrators to define a drive
letter with the path information. For example, the field can contain the c$/LogFiles/ directory for
an administrative share, or the LogFiles/directory for a public share folder path, but cannot contain the

c:/LogFiles directory.

Restriction: The Microsoft authentication protocol NTLMv2 is not supported by the Microsoft IIS protocol.

The following table describes the protocol-specific parameters for the Microsoft IIS protocol:

Table 73. Microsoft IIS protocol parameters

Parameter

Description

Protocol Configuration

Microsoft IIS

Log Source Identifier

Type the IP address, host name, or a unique name to identify your
log source.

Server Address The IP address or host name of your Microsoft IIS server.
Domain Type the domain for your Microsoft IIS server.

This parameter is optional if your server is not in a domain.
Username Type the user name that is required to access your server.
Password Type the password that is required to access your server.

Confirm Password

Type the password that is required to access the server.

Log Folder Path

The directory path to access the log files. For example,
administrators can use the c$/LogFiles/ directory for an
administrative share, or the LogFiles/ directory for a public share
folder path. However, the c: /LogFiles directory is not a supported
log folder path.

If a log folder path contains an administrative share (C$), users with
NetBIOS access on the administrative share (C$) have the privileges
that are required to read the log files.

Local system or domain administrator privileges are also sufficient to
access a log files that are on an administrative share.
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Table 73. Microsoft IIS protocol parameters (continued)

Parameter

Description

File Pattern

The regular expression (regex) that identifies the event logs.

Recursive

If you want the file pattern to search sub folders, use this option. By
default, the check box is selected.

SMB Version

Select the version of SMB that you want to use.

AUTO
Auto-detects to the highest version that the client and server
agree to use.

SMB1
Forces the use of SMB1. SMB1 uses the jCIFS. jar (Java
ARchive) file.

Important: SMB1 is no longer supported. All administrators
must update existing configurations to use SMB2 or SMB3.

SMB2
Forces the use of SMB2. SMB2 uses the jNQ. jar file.

SMB3
Forces the use of SMB3. SMB3 uses the jNQ. jar file.

Note: Before you create a log source with a specific SMB version
(for example: SMBv1, SMBv2, and SMBv3), ensure that the specified
SMB version is supported by the Windows OS that is running on your
server. You also need to verify that SMB versions is enabled on the
specified Windows Server.

For more information about which Windows version

supports which SMB versions, go to the

Microsoft TechNet website (https://blogs.technet.microsoft.com/
josebda/2012/06/06/windows-server-2012-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-or-smb-3-0-are-you-
using-on-your-file-server/ ).

For more information about how to detect, enable and

disable SMBv1, SMBv2, and SMBv3 in Windows and

Windows Server, go to the Microsoft support website (https://
support.microsoft.com/en-us/help/2696547/detect-enable-disable-
smbvl-smbv2-smbv3-in-windows-and-windows-server).

Polling Interval (in seconds)

Type the polling interval, which is the number of seconds between
queries to the log files to check for new data. The default is 10
seconds.

Throttle Events/Sec

The maximum number of events the IIS protocol can forward per
second.

File Encoding

The character encoding that is used by the events in your log file.

Note: If you use Advanced IIS Logging, you need to create a new log definition. In the Log Definition
window, ensure that the following fields are selected in the Selected Fields section:

- Date-UTC
« Time-UTC
« URI-Stem
« URI-Querystring
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ContentPath
» Status

- Server Name
- Referer
Win325Status
Bytes Sent

Microsoft Security Event Log protocol configuration options
Support for the Windows Event Log protocols ended on 31 October 2022.

Important: Support for the Windows Event Log protocols ended on 31 October 2022. To continue
collecting Windows Event Log events, you must select a new protocol type from the Microsoft Windows
Security Event Log page. For more information, see QRadar: End of life announcement for WMI-based
Microsoft Windows Security Event Log protocols (31 Oct 2022) (https://www.ibm.com/support/pages/
node/6616223).

Microsoft Security Event Log over MSRPC Protocol

The Microsoft Security Event Log over MSRPC protocol (MSRPC) is an active outbound protocol that
collects Windows events without an agent installed on the Windows host.

The MSRPC protocol uses the Microsoft Distributed Computing Environment/Remote Procedure Call
(DCE/RPC) specification to provide agentless, encrypted event collection.

The following table lists the supported features of the MSRPC protocol.

Table 74. Supported features of the MSRPC protocol

Features Microsoft Security Event Log over MSRPC
protocol

Manufacturer Microsoft

Connection test tool The MSRPC test tool checks the connectivity

between the QRadar appliance and a Windows
host. The MSRPC test tool is part of

the MSRPC protocol RPM and can be

found in /opt/gradar/jars after you install
the protocol. For more information, see

MSRPC test tool (http://www.ibm.com/support/
docview.wss?uid=swg21959348)
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Table 74. Supported features of the MSRPC protocol (continued)

Features

Microsoft Security Event Log over MSRPC
protocol

Protocol type

The remote procedure protocol type for collecting
events. The protocol type depends on your
operating system.

Select one of the following options from the
Protocol Type list:

MS-EVENG6
The default protocol type for new log sources.

The protocol type that is used by QRadar
to communicate with Windows Vista and
Windows Server 2012 and later.

Important: The MS-EVEN (for Windows XP/2003)
option is no longer supported. However, it still
appears in the Protocol Type list.

auto-detect (for legacy configurations)
Previous log source configurations for the
Microsoft Windows Security Event Log DSM use
the auto-detect (for legacy configurations)
protocol type.

Upgrade to the MS_EVENG protocol type.

Maximum EPS rate

100 EPS / Windows host

Maximum overall EPS rate of MSRPC

8500 EPS / IBM QRadar 16xx or 18xx appliance

Maximum number of supported log sources

500 log sources / QRadar 16xx or 18xx appliance

Bulk log source support Yes

Encryption Yes

Supported event types Application
System
Security
DNS Server

File Replication

Directory Service logs

Supported Windows Operating Systems

Windows Server 2022 (including Core) WinCollect
v10.1.2 and above

Windows Server 2019 (including Core)
Windows Server 2016 (including Core)
Windows Server 2012 (including Core)
Windows 10

Windows 11 WinCollect v10.1.2 and above
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Table 74. Supported features of the MSRPC protocol (continued)

Features

Microsoft Security Event Log over MSRPC
protocol

Required permissions

The log source user must be a member of the
Event Log Readers group. If this group is not
configured, then domain admin privileges are
usually required to poll a Windows event log across
a domain. In some cases, the backup operators
group can be used depending on how Microsoft
Group Policy Objects are configured.

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\eventlog

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Control\Nls\Language

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t Windows\CurrentVersion

Required RPM files

PROTOCOL-WindowsEventRPC-
QRadar_release-Build_number.noarch.xrpm

DSM-MicrosoftWindows-QRadar_release-
Build_number.noarch.rpm

DSM-DSMCommon-QRadar_release-
Build_number.noarch.rpm

Windows service requirements

Remote Procedure Call (RPC)
RPC Endpoint Mapper

Windows port requirements

TCP port 135
TCP port 445

TCP port that is dynamically allocated for RPC,
from port 49152 up to 65535

Special features

Supports encrypted events by default.

Automatically discovered?

No

Includes identity?

Yes

Includes custom properties?

A security content pack with Windows custom
event properties is available on IBM Fix Central.

Intended application

Agentless event collection for Windows operating
systems that can support 100 EPS per log source.

Tuning support

MSRPC is limited to 100 EPS / Windows host. For
higher event rate systems, see the IBM QRadar
WinCollect User Guide.

Event filtering support

MSRPC does not support event filtering. See the
IBM QRadar WinCollect User Guide for this feature.

More information

Microsoft support (http://support.microsoft.com/)
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MQ protocol configuration options

To receive messages from a message queue (MQ) service, configure a log source to use the MQ protocol.
The protocol name displays in IBM QRadar as MQ JMS.

IBM MQ is supported.

The MQ protocol is an outbound/active protocol that can monitor multiple message queues, up to a

maximum of 50 per log source.

The following table describes the protocol-specific parameters for the MQ protocol:

Table 75. MQ protocol parameters

Parameter

Description

Protocol Name

MQ IMS

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured MQ log
source, ensure that you give each one a unique name.

IP or Hosthame

The IP address or host name of the primary queue manager.

Port

The default port that is used for communicating with the primary
queue manager is 1414,

Standby IP or Hosthame

The IP address or host name of the standby queue manager.

Standby Port

The port that is used to communicate with the standby queue
manager.

Queue Manager

The name of the queue manager.

Channel The channel through which the queue manager sends messages.
The default channel is SYSTEM. DEF . SVRCONN.

Queue The queue or list of queues to monitor. A list of queues is specified
with a comma-separated list.

Username The user name that is used for authenticating with the MQ service.

Password Optional: The password that is used to authenticate with the MQ

service.

Incoming Message Encoding

The character encoding that is used by incoming messages.

Process Computational Fields

Optional: Select this option only if the retrieved messages contain
computational data that is defined in a COBOL copybook. The binary
data in the messages is processed according to the field definition
found in the specified copybook file.

CopyBook File Name

This parameter displays when Process Computational Fields is
selected. The name of the copybook file to use for processing data.
The CopyBook file must be placed in /store/ec/mqjms/*.

Event Formatter

Select the event formatting to be applied for any events that are
generated from processing data containing computational fields. By
default, No Formatting is used.
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Table 75. MQ protocol parameters (continued)

Parameter Description

Include JMS Message Header Select this option to include a header in each generated event
containing JMS message fields such as the JIMSMessagelD and
JMSTimestamp.

EPS Throttle The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

Related concepts
Creating a log source extensions document to get data into QRadar

Office 365 Message Trace REST API protocol configuration options

The Office 365 Message Trace REST API protocol for IBM Security QRadar collects message trace logs
from the Message Trace REST API. This active outbound protocol is used to collect Office 365 email logs.

Important: As of 1 January 2023, Microsoft will no longer support basic authentication. To continue
receiving Message Trace events, you must use modern authentication. Modern authentication uses OAuth
2.0 to authenticate and authorize access to the events. For more information about the deprecation

of basic authentication, see Basic Authentication Deprecation in Exchange Online — September 2022
Update.

To use modern authentication, you must register a new application in the Microsoft Azure portal (https://
portal.azure.com/). In the portal, you can obtain important values that you must use when you create a
Microsoft Office 365 Message Trace log source.

1. Create an application that can be used to authenticate with the Office 365 Message Trace REST API.
For more information, see Use the portal to create an Azure AD application and service principal that
can access resources.

a. Assign Azure AD roles to the application. For more information, see Assign Azure AD roles to the
application.

b. Set the ReportingWebService.Read.All application permission. For more information, see Specify
the permissions your app requires to access the Reporting Web Service.

2. Obtain the Client ID, Tenant ID, and Client Secret values.

a. On the Overview page of the application, locate and copy the Client ID and Tenant ID values.
You use these values when you create a Microsoft Office 365 Message Trace log source. For more
information, see Get tenant and app ID values for signing in.

b. On the Certificates and Secrets page of the application, click New Secret to create the client
secret, and then copy the client secret to a text editor. You use this value for the Client Secret
parameter when you create a Microsoft Office 365 Message Trace log source. For more information,
see Create a new application secret.

The following parameters require specific values to collect events from the Office 365 Message Trace
REST API:

Important: If the start date and end date in an audit log run are overlapping, then there is duplication
of events in the reports with different indexes. In such cases, you must manually handle the events in the
reports.
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Table 76. Office 365 Message Trace REST API protocol log source parameters

Parameter

Value

Log Source Identifier

A unique name for the log source.

The name can't include spaces and must be
unique among all log sources of this type that

are configured with the Office 365 Message Trace
REST API protocol.

Authentication Method

Modern authentication uses OAuth 2.0 to
authenticate and authorize access to the resource.
Basic authentication uses the username and
password.

If you select the Basic authentication method,
the Office 365 User Account email and Office
365 User Account Password parameters appear.
Provide an Office 365 email account with proper
permissions.

Important: As of 1 January 2023, Microsoft will

no longer support basic authentication. To continue
receiving Message Trace events, you must use
Modern authentication.

Client ID

The Client ID value from your application
configuration of Microsoft Azure Active Directory.
For more information, see Get tenant and app ID
values for signingin.

Client Secret

The client secret that you created for your
application on the Microsoft Azure portal. For more
information, see Create a new application secret.

Tenant ID

The Tenant ID value that is used for Microsoft
Azure Active Directory authentication. For more
information, see Get tenant and app ID values for

signing in.

Event Delay

The delay, in seconds, for collecting data.

Office 365 Message Trace logs work on an eventual
delivery system. To ensure that no data is missed,
logs are collected on a delay. The default delay is
900 seconds (15 minutes), and can be set as low
as 0 seconds.

Use Proxy

If the API is accessed by using a proxy, select this
checkbox.

Configure the Proxy Server, Proxy Port, Proxy
Username, and Proxy Password fields. If the
proxy does not require authentication, you can
leave the Proxy Username and Proxy Password
fields blank.
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Table 76. Office 365 Message Trace REST API protocol log source parameters (continued)

Parameter Value

Enable Advanced Options Select this option to modify the default values
for the Microsoft API Login Endpoint and Office
365 Message Trace API Management URL
parameters. If you do not enable this parameter,
the default values are used.

Microsoft API Login Endpoint Specify the Microsoft API login endpoint. The
default value is https://login.windows.net.

If you do not enable the Enable Advanced Options
parameter, the default value is used.

Office 365 Message Trace API Management URL | The Office 365 Message Trace API management
URL grants your token access to the specified
resource. The default value is https://
outlook.office365.com.

If you do not enable the Enable Advanced Options
parameter, the default value is used.

Recurrence The time interval between log source queries to
the Office 365 Message Trace REST API for new
events.

The time interval can be in hours (H), minutes (M),
or days (D). The default is 5 minutes.

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Conditional access for reading reports

If you receive the error message "Status Code: 401 | Status Reason: Unauthorized," review
the following Conditional Access policies documentation to confirm that the user account has access to
the legacy application Office 365 Message Trace API:

« For more information about blocking and unblocking legacy content in Conditional Access policies, see
Conditional Access: Block legacy authentication.

« For more information about creating Conditional Access policies for users and groups, see Conditional
Access: Users and groups.

- For more information about creating Conditional Access policies for Cloud apps or actions, see
Conditional Access: Cloud apps or actions.

« For more information about granting or blocking access to resources with a Conditional Access policy,
see Conditional Access: Grant.

Related information

Adding a log source

“HTTP Status code 401” on page 196

Office 365 Management Activity API reference
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Troubleshooting the Office 365 Message Trace REST API protocol

To resolve issues with the Office 365 Message Trace REST API protocol, use the troubleshooting and
support information. Find the errors by using the protocol testing tools in the QRadar Log Source
Management app.

General troubleshooting

The following steps apply to all user input errors. The general troubleshooting procedure contains the first
steps to follow any errors with the Office 365 Message Trace REST API protocol.

1. If you use QRadar 7.3.2, software update 3 or later, run the testing tool before you enable the log
source. If the testing tool doesn't pass all tests, the log source fails when enabled. If a test fails, an
error message with more information displays.

2. Verify that the selected Event Collector can access the reports.office365. com host. This protocol
connects by using HTTPS (port 443).

3. Verify that the Office 365 email account username and password are valid.

4. Ensure that the Office 365 email account has the correct permissions. For more information, see Office
365 Message Trace protocol FAQ.

5. Ensure that your access is not blocked to the Reporting Web Services legacy authentication protocol.
For more information, see HTTP Status code 401.

6. Reenter all fields.
7. If available, rerun the testing tool.

For more information, see:

« HTTP Status code 401

« HTTP Status code 404

« Office 365 Message Trace protocol FAQ

HTTP Status code 401

Symptoms
Error: "Status Code: 401 | Status Reason: Unauthorized"
Error: "Invalid Office 365 User Account E-mail or Password"

Error: <A response received from the Office 365 Message Trace REST API displays>

Causes

QRadar connected to the Office 365 Message Trace protocol, but because of invalid user credentials, it
could not authenticate.

Resolving the problem
To resolve your HTTP Status code 401 error, verify that the following conditions are met.

1. Verify that your Office 365 email account username and the account password are valid.

2. Check if your Microsoft security settings are blocking access to the Office 365 Message Trace REST
APL.

To use the Office 365 Message Trace REST API, you need access to the Reporting Web Services legacy
authentication protocol.

For more information about blocking and unblocking legacy authentications, see How to: Block legacy
authentication to Azure AD with Conditional Access (https://docs.microsoft.com/en-us/azure/active-
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directory/conditional-access/block-legacy-authentication#indirectly-blocking-legacy-authentication).
If you need assistance with configuring Azure AD with Conditional Access, contact Microsoft Support.

For more information about creating Conditional Access policies for users and groups, see
Conditional Access: Users and groups (https://docs.microsoft.com/en-us/azure/active-directory/
conditional-access/concept-conditional-access-users-groups).

For more information about creating Conditional Access policies for Cloud apps or actions, see
Conditional Access: Cloud apps or actions (https://docs.microsoft.com/en-us/azure/active-directory/
conditional-access/concept-conditional-access-cloud-apps).

For more information about granting or blocking access to resources with a Conditional Access policy,
see Conditional Access: Grant (https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-grant).

HTTP Status code 404

Symptoms
Error: “Status Code : 404 | Status Reason: Not Found"

Error: "Occasionally 404 responses are related to the user account permissions not granting access to the
Message Trace API”

Error: <A response received from the Office 365 Message Trace REST API displays>

Causes

404 responses are usually due to the server not being found. However, the Office 365 Message Trace
REST API can return this response when the User Account that was provided does not have proper
permissions. Most instances of this exception occur because the User Account does not have the
necessary permissions.

Resolving the problem

To resolve your HTTP Status code 404 error, ensure that the user accounts have the necessary
permissions. For more information, see Office 365 Message Trace REST API protocol FAQ.

Office 365 Message Trace REST API protocol FAQ

Got a question? Check these frequently asked questions and answers to help you understand the Office
365 Message Trace REST API protocol.

« “What permissions are required to collect logs from the Office 365 Message Trace REST API?” on page
197

- “What information is contained in the events that are collected by a Microsoft Office 365 Message Trace
REST API protocol?” on page 198

« “What is the event delay option used for?” on page 198

« “How does the event delay option work?” on page 198

« “What value do I use for the event delay option?” on page 199

What permissions are required to collect logs from the Office 365 Message Trace
REST API?

Use the same administrative permissions that you use to access the reports in the Office
365 organization. For more information, see Permissions. (https://docs.microsoft.com/en-us/previous-
versions/office/developer/o365-enterprise-developers/jj984335(v=office.15)#permissions).
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What information is contained in the events that are collected by a Microsoft Office
365 Message Trace REST API protocol?

This protocol returns the same information that is provided in the message trace in the

Security and Compliance Center. For more information, see the Message trace in the Security

& Compliance Center (https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/
message-trace-scc?view=0365-worldwide).

Note: Extended and enhanced reports are not available when you use the Office 365 Message Trace REST
APL.

For a specific reference to the API that contains a list of MessageTrace report
fields, see Fields (https://docs.microsoft.com/en-us/previous-versions/office/developer/o365-enterprise-
developers/jj984335(v=office.15)#fields).

What is the event delay option used for?

The event delay option is used to prevent events from being missed. Missed events, in this context, occur
because they become available after the protocol updated its query range to a newer time frame than the
event’s arrival time. If an event occurred but wasn't posted to the Office 365 Message Trace REST API,
then when the protocol queries for that event's creation time, the protocol doesn't get that event.

Example 1: The following example shows how an event can be lost.

The protocol queries the Office 365 Message Trace API at 2:00 PM to collect events between 1:00 PM —
1:59 PM. The Office 365 Message Trace API response returns the events that are available in the Office
365 Message Trace API between 1:00 PM - 1:59 PM. The protocol operates as if all of the events are
collected and then sends the next query to the Office 365 Message Trace API at 3:00 PM to get events
that occurred between 1:45 PM - 2:59 PM. The problem with this scenario is that the Office 365 Message
Trace API might not include all of the events that occurred between 1:00 PM — 1:59 PM. If an event
occurred at 1:58 PM, that event might not be available in the Office 365 Message Trace API until 2:03

PM. However, the protocol has already queried the 1:00 PM - 1:59 PM time range, and can't re-query that
range without getting duplicated events. This delay can vary between 1 minute to 24 hours.

Example 2: The following example shows Example 1, except in this scenario a 15-minute delay is added.

This example uses a 15-minute delay when the protocol makes query calls. When the protocol makes a
query call to the Office 365 Message Trace API at 2:00 PM, it collects the events that occurred between
1:00 - 1:45 PM. The protocol operates as if all of the events are collected, sends the next query to the
Office 365 Message Trace API at 3:00 PM and collects all events that occurred between 1:45 PM — 2:45
PM. Instead of the event being missed, as in Example 1, it gets picked up in the next query call between
1:45 PM - 2:45 PM.

Example 3: The following example shows Example 2, except in this scenario the events are available a
day later.

If the event occurred at 1:58 PM, but only became available to the Office 365 Message Trace API at 1:57
PM the next day, then the event delay that is described in Example 2 no longer gets that event. Instead,
the event delay must be set to a higher value, in this case 24 hours.

How does the event delay option work?

Instead of querying from the last received event time to current time, the protocol queries from the last
received event time to current time - <event delay>. The event delay is in seconds. For example, a delay
of 15 minutes (900 seconds) means that it queries only up to 15 minutes ago. This query gives the Office
365 Message Trace API 15 minutes to make an event available before the event is lost. When the current
time - <event delay> is less than the last received event time, the protocol doesn't query the Office 365
Message Trace API; it waits for the condition to pass before querying.
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What value do I use for the event delay option?

The Office 365 Message Trace API can delay the event’s availability for up to 24 hours. To prevent any
events from being missed, the Event Delay parameter option value can be set to 24 hours. However,

the larger the event delay, the less real time the results are. With a 24-hour event delay, you see events
only 24 hours after they occur. The value depends on how much risk you're willing to take and how
important real-time data is. This default delay of 15 minutes provides a value that is set in real time and
also prevents most events from being missed. For more information about the delay, see Data granularity,
persistence, and availability (https://docs.microsoft.com/en-us/previous-versions/office/developer/0365-

enterprise-developers/jj984335(v=office.15)#data-granularity-persistence-and-availability).

(Back to top)

Office 365 REST API protocol configuration options

The Office 365 REST API protocol for IBM Security QRadar is an active outbound protocol.

The following table describes the protocol-specific parameters for the Office 365 REST API protocol:

Table 77. Office 365 REST API protocol log source parameters

Parameter

Value

Protocol Configuration

Office 365 REST API

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.

It can also be the same value as the Log Source
Name. If you have more than one configured Office
365 REST API log source, ensure that you give
each one a unique name.

Client ID

In your application configuration of Azure Active
Directory, this parameter is under Client ID.

Client Secret

In your application configuration of Azure Active
Directory, this parameter is under Value.

Tenant ID

Used for Azure AD authentication.

Event Filter

The type of audit events to retrieve from Microsoft
Office.

« Azure Active Directory

Exchange
 SharePoint
« General

« DLP

Use Proxy

For QRadar to access the Office 365 Management
APIs, all traffic for the log source travels through
configured proxies.

Configure the Proxy Server, Proxy Port, Proxy
Username, and Proxy Password fields.

If the proxy does not require authentication, keep
the Proxy Username and Proxy Password fields
empty.
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Table 77. Office 365 REST API protocol log source parameters (continued)

Parameter

Value

EPS Throttle

The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Show Advanced Options

Show optional advanced options for event
collection. The Advanced Options values are in
effect whether they are shown or not.

Management Activity API URL

Specify the Office 365 Management Activity API
URL. Default is https://manage.office.com.

Azure AD Sign-in URL

Specify the Azure AD sign-in URL. Default is https://
login.microsoftonline.com.

Okta REST API protocol configuration options

To receive events from Okta, configure a log source in IBM QRadar by using the Okta REST API protocol.

The Okta REST API protocol is an outbound/active protocol that queries Okta events and users API
endpoints to retrieve information about actions that are completed by users in an organization.

The following table describes the protocol-specific parameters for the Okta REST API protocol:

Table 78. Okta REST API protocol parameters

Parameter

Description

Log Source Identifier

A unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. The Log Source Identifier can be the

same value as the log source Name. If you have more than one Okta
log source that is configured, you might want to identify the first log

source as oktal, the second log source as okta2, and the third log
source as okta3.

IP oxr Hostname

oktaprise.okta.com

Authentication Token

A single authentication token that is generated by the Okta console
and must be used for all API transactions.

Use Proxy

If QRadar accesses Okta by using a proxy, enable this option.

When a proxy is configured, all traffic for the log source travels
through the proxy for QRadar to access Okta.

If the proxy requires authentication, configure the Hosthame, Proxy
Port, Proxy Username, and Proxy Password fields. If the proxy
does not require authentication, you can leave the Proxy Username
and Proxy Password fields blank.

Hostname

If you select Use Proxy, this parameter is displayed.
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Table 78. Okta REST API protocol parameters (continued)

Parameter

Description

Proxy Port

If you select Use Proxy, this parameter is displayed.

Proxy Username

If you select Use Proxy, this parameter is displayed.

Proxy Password

If you select Use Proxy, this parameter is displayed.

Recurrence A time interval to determine how frequently the poll is made for new
data. The time interval can include values in hours (H), minutes (M),
or days (D). For example, 2H = 2 hours, 15M = 15 minutes, 30 =
seconds. The default is 1M.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

OPSEC/LEA protocol configuration options

To receive events on port 18184, configure a log source to use the OPSEC/LEA protocol.

The OPSEC/LEA protocol is an outbound/active protocol.

The following table describes the protocol-specific parameters for the OPSEC/LEA protocol:

Table 79. OPSEC/LEA protocol parameters

Parameter

Description

Protocol Configuration

OPSEC/LEA

Log Source Identifier

The IP address, host name, or any name to identify the device.

Must be unique for the log source type.

Server IP

Type the IP address of the server.

Server Port

The port number that is used for OPSEC communication. The valid
range is 0 - 65,536 and the default is 18184.

Use Server IP for Log Source

Select the Use Server IP for Log Source check box if you want to
use the LEA server IP address instead of the managed device IP
address for a log source. By default, the check box is selected.

Statistics Report Interval

The interval, in seconds, during which the number of syslog events
are recorded in the qradar.log file. The valid range is 4 -
2,147,483,648 and the default interval is 600.

Authentication Type

From the list, select the Authentication Type that you want to

use for this LEA configuration. The options are ss1ca (default),
sslca_clear, or clear. This value must match the authentication
method that is used by the server.

OPSEC Application Object SIC
Attribute (SIC Name)

The Secure Internal Communications (SIC) name is the
distinguished name (DN) of the application; for example: CN=LEA,
o=fwconsole. .7psasx.
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Table 79. OPSEC/LEA protocol parameters (continued)

Parameter Description

Log Source SIC Attribute (Entity | The SIC name of the server, for example:

SIC Name) cn=cp_mgmt,o=fwconsole. .7psasx.

Specify Certificate Select this check box if you want to define a certificate for this LEA

configuration. QRadar attempts to retrieve the certificate by using
these parameters when the certificate is needed.

Certificate Filename This option appears only if Specify Certificate is selected. Type the
file name of the certificate that you want to use for this configuration.
The certificate file must be located in the /opt/qradar/conf/
trusted_certificates/lea directory.

Certificate Authority IP Type the Check Point Manager Server IP address.

Pull Certificate Password Type the activation key password.

OPSEC Application The name of the application that makes the certificate request.

Enabled Select this check box to enable the log source. By default, the check
box is selected.

Credibility From the list, select the Credibility of the log source. The range is O -
10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector From the list, select the Target Event Collector to use as the target
for the log source.

Coalescing Events Select the Coalescing Events check box to enable the log source to
coalesce (bundle) events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload Select the Store Event Payload check box to enable the log source
to store event payload information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Important: If you receive the error message Unable to pull SSL certificate after an upgrade, follow these
steps:

1. Clear the Specify Certificate check box.
2. Reenter the password for Pull Certificate Password.
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Oracle Database Listener protocol configuration options

To remotely collect log files that are generated from an Oracle database server, configure a log source to
use the Oracle Database Listener protocol source.

The Oracle Database Listener protocol is an outbound/active protocol.

Before you configure the Oracle Database Listener protocol to monitor log files for processing, you must
obtain the directory path to the Oracle database log files.

The following table describes the protocol-specific parameters for the Oracle Database Listener protocol:

Table 80. Oracle Database Listener protocol parameters

Parameter Description

Protocol Configuration Oracle Database Listener

Log Source Identifier Type the IP address, host name, or a unique name to identify your
log source.

Server Address The IP address or host name of your Oracle Database Listener
server.

Domain Type the domain for your Oracle Database Learner server.

This parameter is optional if your server is not in a domain.

Username Type the user name that is required to access your server.

Password Type the password that is required to access your server.

Confirm Password Type the password that is required to access the server.

Log Folder Path Type the directory path to access the Oracle Database Listener log
files.

File Pattern The regular expression (regex) that identifies the event logs.

Force File Read Select this check box to force the protocol to read the log file when

the timing of the polling interval specifies.

When the check box is selected, the log file source is always
examined when the polling interval specifies, regardless of the last
modified time or file size attribute.

When the check box is not selected, the log file source is examined
at the polling interval if the last modified time or file size attributes
changed.

Recursive If you want the file pattern to search sub folders, use this option. By
default, the check box is selected.
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Table 80. Oracle Database Listener protocol parameters (continued)

Parameter Description
SMB Version Select the version of SMB that you want to use.
AUTO

Auto-detects to the highest version that the client and server
agree to use.

SMB1
Forces the use of SMB1. SMB1 uses the jCIFS. jar (Java
ARchive) file.

Important: SMB1 is no longer supported. All administrators
must update existing configurations to use SMB2 or SMB3.

SMB2
Forces the use of SMB2. SMB2 uses the jNQ. jar file.

SMB3
Forces the use of SMB3. SMB3 uses the jNQ. jar file.

Note: Before you create a log source with a specific SMB version
(for example: SMBv1, SMBv2, and SMBv3), ensure that the specified
SMB version is supported by the Windows OS that is running on your
server. You also need to verify that SMB versions is enabled on the
specified Windows Server.

For more information about which Windows version

supports which SMB versions, go to the

Microsoft TechNet website (https://blogs.technet.microsoft.com/
josebda/2012/06/06/windows-server-2012-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-or-smb-3-0-are-you-
using-on-your-file-server/ ).

For more information about how to detect, enable and

disable SMBv1, SMBv2, and SMBv3 in Windows and

Windows Server, go to the Microsoft support website (https://
support.microsoft.com/en-us/help/2696547/detect-enable-disable-
smbvl-smbv2-smbv3-in-windows-and-windows-server).

Polling Interval (in seconds) Type the polling interval, which is the number of seconds between
queries to the log files to check for new data. The default is 10
seconds.

Throttle events/sec The maximum number of events the Oracle Database Listener

protocol forwards per second.

File Encoding The character encoding that is used by the events in your log file.

PCAP Syslog Combination protocol configuration options

To collect events from Juniper SRX Series Services Gateway or Juniper Junos OS Platform that forward
packet capture (PCAP) data, configure a log source to use the PCAP Syslog Combination protocol.

The PCAP Syslog Combination protocol is an inbound/passive protocol.

Before you configure a log source that uses the PCAP Syslog Combination protocol, determine the
outgoing PCAP port that is configured on the Juniper SRX Series Services Gateway or Juniper Junos
OS Platform. PCAP data cannot be forwarded to port 514.

Note:
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QRadar supports receiving PCAP data only from Juniper SRX Series Services Gateway or Juniper Junos
OS Platform for each event collector.

The following table describes the protocol-specific parameters for the PCAP Syslog Combination protocol:

Table 81. PCAP Syslog Combination protocol parameters

Parameter

Description

Log Source Name

Type a unique name of the log source.

Log Source Description

Optional. Type a description for the log source.

Log Source Type

From the list, you can select either Juniper SRX Series Services
Gateway or Juniper Junos OS Platform.

Protocol Configuration

From the list, select PCAP Syslog Combination.

Log Source Identifier

Type an IP address, host name, or name to identify the Juniper SRX
Series Services Gateway or Juniper Junos 0S Platform appliance.

The log source identifier must be unique for the log source type.

Incoming PCAP Port

If the outgoing PCAP port is edited on the Juniper SRX Series Services
Gateway or Juniper Junos OS Platform appliance, you must edit the log
source to update the incoming PCAP Port.

To edit the Incoming PCAP Port number, complete the following steps:

1. Type the new port number for receiving PCAP data
2. Click Save.

The port update is complete and event collection starts on the new port
number.

Enabled Select this check box to enable the log source.
When this check box is clear, the log source does not collect events and
the log source is not counted in the license limit.

Credibility Select the credibility of the log source. The range is 0 (lowest) - 10

(highest). The default credibility is 5.

Credibility is a representation of the integrity or validity of events that are
created by a log source. The credibility value that is assigned to a log
source can increase or decrease based on incoming events or adjusted as
a response to user created event rules. The credibility of events from log
sources contributes to the calculation of the offense magnitude and can
increase or decrease the magnitude value of an offense.

Target Event Collector

Select the target for the log source. When a log source actively collects
events from a remote source, this field defines which appliance polls for
the events.

This option enables administrators to poll and process events on the
target event collector, instead of the Console appliance. This can improve
performance in distributed deployments.
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Table 81. PCAP Syslog Combination protocol parameters (continued)

Parameter Description
Coalescing Events Select this check box to enable the log source to coalesce (bundle)
events.

Coalescing events increase the event count when the same event occurs
multiple times within a short time interval. Coalesced events provide
administrators a way to view and determine the frequency with which a
single event type occurs on the Log Activity tab.

When this check box is clear, the events are displayed individually and
the information is not bundled.

New and automatically discovered log sources inherit the value of this
check box from the System Settings configuration on the Admin tab.
Administrators can use this check box to override the default behavior of
the system settings for an individual log source.

Store Event Payload Select this check box to enable the log source to store the payload
information from an event.

New and automatically discovered log sources inherit the value of this
check box from the System Settings configuration on the Admin tab.
Administrators can use this check box to override the default behavior of
the system settings for an individual log source.

Log Source Extension Optional. Select the name of the extension to apply to the log source.

This parameter is available after a log source extension is uploaded. Log
source extensions are XML files that contain regular expressions, which
can override or repair the event parsing patterns that are defined by a
device support module (DSM).

Extension Use Condition From the list box, select the use condition for the log source extension.
The options include:

« Parsing enhancement - Select this option when most fields parse
correctly for your log source.

« Parsing override - Select this option when the log source is unable to
correctly parse events.

Groups Select one or more groups for the log source.

RabbitMQ protocol configuration options

To receive messages from a Cisco AMP DSM, configure a log source to use the RabbitMQ protocol.
The RabbitMQ protocol is an active outbound protocol.

Important: The Cisco AMP integration does not support private cloud if the Server Name Indication (SNI)
is required. Contact Cisco for more details.

The following table describes the protocol-specific parameters for the RabbitMQ protocol:

Table 82. RabbitMQ protocol parameters

Parameter Description

Protocol Name RabbitMQ
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Table 82. RabbitMQ protocol parameters (continued)

Parameter

Description

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured RabbitMQ
log source, ensure that you give each one a unique name.

Event Format

The Event Format tells the protocol what type of events to expect.
Officially supported products have specific options available for
them. For unsupported products, you can use No Formatting or
JSON.

IP or Hosthame

The IP address or hostname of the primary queue manager.

Port The port that is provided by the AMQP service when a queue is
created or viewed.

Queue The queue or list of queues to monitor. A list of queues is specified
with a comma-separated list.

Username The username that is used for authenticating with the RabbitMQ
service.

Password The password that is used to authenticate with the RabbitMQ
service.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Allow Untrusted Certificates

Enable this option when the endpoint is using a certificate that
cannot be verified via the Certificate Chain. This would include a
self-signed certificate, or one from a private CA that you do not want
to import into your CA trust.

This option should not be used for endpoints with a certificate
issued by a Public CA (SaaS Products, Public Cloud Infrastructure,
and soon.)

The certificate must be downloaded in PEM or DER encoded
binary format and then placed in the /opt/qradar/cont/
trusted_certificates/ directory witha .certor .crt file
extension.

Related concepts

“Copy the server certificate” on page 208

You need a server certificate to support HTTPS connections. QRadar supports certificates with
the .cxt, .cert, or .der file extensions.

Related information
Adding a log source
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Copy the server certificate

You need a server certificate to support HTTPS connections. QRadar supports certificates with
the .cxt, .cert, or .der file extensions.

To copy a certificate to the /opt/gradar/conf/trusted_certificates directory, choose one of the
following options:

« Manually copy the certificate to the /opt/qradar/conf/trusted_certificates directory by using
SCP or SFTP.

- Use SSH to log in to the QRadar Console or managed host and retrieve the certificate by typing the
following command:

/opt/qradar/bin/getcert.sh <IP or Hostname for RabbitMQ> <Port for RabbitMQ>

A certificate is downloaded from the specified host name or IP address and placed into the /opt/
gradar/conf/trusted_certificates directory in the appropriate format.

SDEE protocol configuration options

You can configure a log source to use the Security Device Event Exchange (SDEE) protocol. QRadar uses
the protocol to collect events from appliances that use SDEE servers.

The SDEE protocol is an outbound/active protocol.

The following table describes the protocol-specific parameters for the SDEE protocol:

Table 83. SDEE protocol parameters

Parameter Description
Protocol Configuration SDEE
Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured SDEE log
source, ensure that you give each one a unique name.

URL The HTTP or HTTPS URL that is required to access the log source, for
example, https://www.example.com/cgi-bin/sdee-server.

For SDEE/CIDEE (Cisco IDS v5.x and later), the URL must end
with /cgi-bin/sdee-server. Administrators with RDEP (Cisco
IDS v4.x), the URL must end with /cgi-bin/event-server.

Force Subscription When the check box is selected, the protocol forces the server to
drop the least active connection and accept a new SDEE subscription
connection for the log source.

Maximum Wait To Block For When a collection request is made and no new events are available,
Events the protocol enables an event block. The block prevents another
event request from being made to a remote device that did not
have any new events. This timeout is intended to conserve system
resources.

Seculert Protection REST API protocol configuration options

To receive events from Seculert, configure a log source to use the Seculert Protection REST API protocol.

The Seculert Protection REST API protocol is an active outbound protocol that provides alerts about
confirmed incidents of malware that are actively communicating or exfiltrating information.
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Important: Before you can configure a log source for Seculert, you must use the following steps to obtain
your API key from the Seculert web portal.

1. Log in to the Seculert web portal.

2. On the dashboard, click the API tab.

3. Copy the value for Your API Key.

The following table describes the protocol-specific parameters for the Seculert Protection REST API

protocol:

Table 84. Seculert Protection REST API protocol parameters

Parameter

Description

Log Source Type

Seculert

Protocol Configuration

Seculert Protection REST API

Log Source Identifier

Type the IP address or hostname for the log source as an identifier
for events from Seculert.

Each additional log source that you create when you have multiple
installations ideally includes a unique identifier, such as an IP
address or hostname.

API Key

The API key that is used for authenticating with the Seculert
Protection REST API. The API key is obtained from the Seculert web
portal.

Use Proxy

If the API is accessed by using a proxy, select this checkbox.

Configure the Proxy IP or Hosthame, Proxy Port, Proxy Username,
and Proxy Password fields. If the proxy does not require
authentication, you can leave the Proxy Username and Proxy
Password fields blank.

Recurrence

Specify how often the log collects data. The value can be in Minutes
(M), Hours (H), or Days (D). The default is 10 minutes.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Select this checkbox to enable the following configuration options:
Server, API Version, Query Time Interval, Allow Untrusted
Certificates, Override Workflow, Workflow, and Workflow
Parameters.

These parameters are only visible if you select this checkbox.

Server

The server that is used for forming the API query.
For example, [Server]/1.1/incidents/records.

The default value is https://api.seculert.com]../.
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Table 84. Seculert Protection REST API protocol parameters (continued)

Parameter

Description

API Version

The API version that is used for forming the API query.

For example, https://api.seculert.com/[API Version]/
incidents/records.

The default valueis 1.1.

Query Time Interval

The maximum time interval for each query to collect events.

For example, if you set the interval as 15 minutes, the query collects
events from the last query time to 15 minutes later. If the current
time is less than 15 minutes since the last query, the query collects
events from the last query time until the current time.

The value must be in milliseconds (ms); 1000 ms is 1 second. The
default value is 900000 ms (15 minutes).

Allow Untrusted

If you enable this parameter, the protocol can accept self-signed
and otherwise untrusted certificates that are located within

the /opt/qradar/conf/trusted_certificates/ directory. If
you disable the parameter, the scanner trusts only certificates that
are signed by a trusted signer.

The certificates must be in PEM or RED-encoded binary format and
savedasa .crtor.certfile.

If you modify the workflow to include a hardcoded value for the
Allow Untrusted Certificates parameter, the workflow overrides
your selection in the UL If you do not include this parameter in your
workflow, then your selection in the Ul is used.

Override Work Flow Enable this option to customize the workflow. When you enable
this option, the Workflow and Workflow Parameters parameters
appear.

Work Flow

The XML document that defines how the protocol instance collects
events from the target APL.

For more information about the default workflow, see “Seculert
Protection REST API protocol workflow” on page 211.

Workflow Parameters

The XML document that contains the parameter values used directly
by the workflow.

For more information about the default workflow parameters, see
“Seculert Protection REST API protocol workflow” on page 211.

Enabled By default, the checkbox is selected to enable the log source to
communicate with QRadar.
Credibility Select the Credibility of the log source. The range is 0 - 10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector

Select the Target Event Collector to use as the target for the log
source.
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Table 84. Seculert Protection REST API protocol parameters (continued)

Parameter Description
Coalescing Events Select this checkbox to enable the log source to coalesce (bundle)
events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload Select this checkbox to enable the log source to store event payload
information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Seculert Protection REST API protocol workflow
You can customize your workflow and workflow parameters based on the default workflow.

A workflow is an XML document that describes the event retrieval process. The workflow defines one
or more parameters, which can be explicitly assigned values in the workflow XML or can derive values
from the workflow parameter values XML document. The workflow consists of multiple actions that run
sequentially.

The default workflow and workflow parameter XML files are available on GitHub. For more information,
see Seculert Protection (https://github.com/IBM/IBM-QRadar-Universal-Cloud-REST-API/tree/master/
IBM%20Verified/Seculert%20Protection).

Seculert default workflow

The following example shows the default Seculert workflow:

<?xml version="1.0" encoding="UTF-8" ?>
<Workflow name="Seculert" version="1.1" xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
Workflow/Vv2">
<Parameters>

<Parameter name="apiKey" label="API Key" required="true" />

<Parameter name="queryTimeInterval" label="Query Time Interval" required="tzrue"
default="900000" />

<Parameter name="server" label="Server" required="true" default="https://
api.secert.com" />

<Parameter name="apiVersion" label="API Version" required="true" default="1.1" />

</Parameters>

<Actions>
<Log type="DEBUG" message="Initializing bookmark values" />
<!-- Initialize the Bookmark -->

<Initialize path="/bookmarkRecords" value="$$time() - /queryTimeIntervall" />
<Initialize path="/bookmarkAlerts" value="${time() - /queryTimeIntervall" />
<Initialize path="/firstRun" value="1" />

<Initialize path="/sevenDays" value="604800000" />

<!-- Event retriever thread is a bit slow to kill error'd out provider threads, this
prevents duplicate errors. -->
<If condition="/firstRun = 1" >
<Sleep duration="2000" />
</If>

<Log type="DEBUG" message="Checking if the current bookmarks are older than 7 days." />

<If condition="time() > /bookmarkRecords + /sevenDays" >
<Set path="/bookmarkRecords" value="$$time() - /sevenDays?" />
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</If>

<If condition="time() > /bookmarkAlerts + /sevenDays" >

<Set path="/bookmarkAlerts" value="${time() - /sevenDays}" />
</If>
<Set path="/doOnceMore" value="1" />

<Log type="DEBUG" message="The current bookmark for bookmarkRecords is /
bookmarkRecords" />
<Log type="DEBUG" message="The current bookmark for bookmarkAlerts is /
bookmarkAlerts" />
<Log type="DEBUG" message="Iterating through events in till we are caught up." />
<While condition="time() > /bookmarkRecords + /queryTimeInterval or /doOnceMore = 1">
<!-- Get the start/end date. start_time=bookmark. End_time is the bookmark time + X
seconds (userconfigurable) -->
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${/bookmarkRecords}"
savePath="/start_time" />

<If condition="time() > /bookmarkRecords + /queryTimeInterval" >
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${/
bookmarkRecords + /queryTimeIntervalt" savePath="/end_time" />
</If>
<Else>
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${time()}"
savePath="/end_time" />
</Else>

<!-- Fetch Events -->
<CallEndpoint url="${/servert/${/apiVersiont/incidents/records" method="GET"
savePath="/get_logs" >
<QueryParameter name="format" value="leef" />
<QueryParameter name="api_key" value="${/apiKey}" />
<QueryParameter name="from_time" value="${/start_timet" />
<QueryParameter name="to_time" value="${/end_timel" />
</CallEndpoint>

<Log type="DEBUG" message="Checking for errors." />
<!-- Handle Errors -->
<If condition="/get_logs/status_code != 200">
<Abort reason="${/get_logs/status_codet: ${/get_logs/status_messagelt" />
</If>

<Log type="DEBUG" message="Splitting the event string by [\r\n] into an array
object" />

<!-- Split the raw event list based of "\r\n-->

<Split value="${/get_logs/body?" delimiter="\r\n" savePath="/values" />

<!-- Post Events -->
<If condition="count(/values) > 1" >
<PostEvents path="/values" source="api.seculert.com" />
</If>
<Else>
<If condition="not empty(/values[0])" >
<Set path="/successOrError" value="${substring(/values[0],2,7)%" />

<If condition="/successOrError = 'error'">
<Abort reason="${/values[0]%" />
</If>
<PostEvents path="/values" source="api.seculert.com" />
</If>
</Else>

<Log type="DEBUG" message="Updating the bookmark value to the latest time." />

<!-- Update Bookmark -->

<If condition="time() > /bookmarkRecords + /queryTimeInterval" >
<Set path="/bookmarkRecords" value="$$/bookmarkRecords + /

queryTimeIntervali" />

</If>

<Else>
<Set path="/bookmarkRecords" value="${time()}" />
<Set path="/doOnceMore" value="0" />

</Else>

<Sleep duration="5000" />

</While>

<Set path="/doOnceMore" value="1" />

<While condition="time() > /bookmarkAlerts + /queryTimeInterval or /doOnceMore = 1">
<!-- Get the start/end date. start_time=bookmark. End_time is the bookmark time + X
seconds (userconfigurable) -->
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${/bookmarkAlertst"
savePath="/start_time" />
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<If condition="time() > /bookmarkRecords + /queryTimeInterval" >
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${/
bookmarkAlerts + /queryTimeIntervalt" savePath="/end_time" />
</If>
<Else>
<FormatDate pattern="MM/dd/yyyy HH:mm:ss" timeZone="UTC" time="${time()}"
savePath="/end_time" />
</Else>

<!-- Fetch Events -->
<CallEndpoint url="${/servert/$f/apiVersion?/incidents/alerts" method="GET"
savePath="/get_logs" >
<QueryParameter name="format" value="leef" />
<QueryParameter name="api_key" value="$$/apiKeyt" />
<QueryParameter name="from_time" value="${/start_timet" />
<QueryParameter name="to_time" value="${/end_timel" />
</CallEndpoint>

<Log type="DEBUG" message="Checking for errors." />
<!-- Handle Errors -->
<If condition="/get_logs/status_code != 200">
<Abort reason="${/get_logs/status_codet: ${/get_logs/status_messagelt" />

</If>
<Log type="DEBUG" message="Splitting the event string by [\r\n] into an array
object" />
<!-- Split the raw event list based of "\r\n-->
<Split value="${/get_logs/body?" delimiter="\r\n" savePath="/values" />
<!-- Post Events -->
<If condition="count(/values) > 1" >
<PostEvents path="/values" source="api.seculert.com" />
</If>
<Else>
<If condition="not empty(/values[0])" >
<Set path="/successOrError" value="${substring(/values[0],2,7)%" />
<If condition="/successOrError = 'error'">
<Abort reason="${/values[0]%" />
</If>
<PostEvents path="/values" source="api.seculert.com" />
</If>
</Else>
<Log type="DEBUG" message="Updating the bookmark value to the latest time." />
<!-- Update Bookmark -->
<If condition="time() > /bookmarkAlerts + /queryTimeInterval" >
<Set path="/bookmarkAlerts" value="${/bookmarkAlerts + /queryTimeInterval:" />
</If>
<Else>
<Set path="/bookmarkAlerts" value="${time()3" />
<Set path="/doOnceMore" value="0" />
</Else>
<Sleep duration="5000" />
</While>
</Actions>
<Tests>

<DNSResolutionTest host="${/servert" />
<TCPConnectionTest host="${/servert" />
<HTTPConnectionThroughProxyTest url="${/server?" expectedResponseStatus="404" />
</Tests>
</Workflow>

Seculert default workflow parameters

The following example shows the default workflow parameters for Seculert:

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V2">

<Value name="apiKey" value="" />

<Value name="queryTimeInterval" value="900000" />

<Value name="server" value="https://api.seculert.com" />
<Value name="apiVersion" value="1.1" />

</WorkflowParameterValues>
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SMB Tail protocol configuration options

You can configure a log source to use the SMB Tail protocol. Use this protocol to watch events on a remote
Samba share and receive events from the Samba share when new lines are added to the event log.

The SMB Tail protocol is an active outbound protocol.

The following table describes the protocol-specific parameters for the SMB Tail protocol:

Table 85. SMB Tail protocol parameters

Parameter Description

Protocol Configuration SMB Tail

Log Source Identifier Type the IP address, hostname, or a unique name to identify your log
source.

Server Address The IP address or hostname of your SMB Tail server.

Domain Type the domain for your SMB Tail server.

This parameter is optional if your server is not in a domain.

Username Type the username that is required to access your server.
Password Type the password that is required to access your server.
Confirm Password Confirm the password that is required to access the server.
Log Folder Path The directory path to access the log files. For example,

administrators can use the c$/LogFiles/ directory for an
administrative share, or the LogFiles/ directory for a public share
folder path. However, the c: /LogFiles directory is not a supported
log folder path.

If a log folder path contains an administrative share (C$), users with
NetBIOS access on the administrative share (C$) have the privileges
that are required to read the log files.

Local system or domain administrator privileges are also sufficient to
access all log files that are on an administrative share.

File Pattern The regular expression (regex) that identifies the event logs.
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Table 85. SMB Tail protocol parameters (continued)

Parameter

Description

SMB Version

Select the version of Server Message Block (SMB) that you want to
use.

AUTO
Auto-detects to the highest version that the client and server
agree to use.

SMB1
Forces the use of SMB1. SMB1 uses the jCIFS. jar (Java
ARchive) file.

Important: SMB1 is no longer supported. All administrators
must update existing configurations to use SMB2 or SMB3.

SMB2
Forces the use of SMB2. SMB2 uses the jNQ. jar file.

SMB3
Forces the use of SMB3. SMB3 uses the jNQ. jar file.

Note: Before you create a log source with a specific SMB version
(for example: SMBv1, SMBv2, and SMBv3), ensure that the specified
SMB version is supported by the Windows OS that is running on your
server. You also need to verify that SMB versions are enabled on the
specified Windows Server.

For more information about which Windows version

supports which SMB versions, go to the

Microsoft TechNet website (https://blogs.technet.microsoft.com/
josebda/2012/06/06/windows-server-2012-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-or-smb-3-0-are-you-
using-on-your-file-server/ ).

For more information about how to detect, enable and

disable SMBv1, SMBv2, and SMBv3 in Windows and

Windows Server, go to the Microsoft support website (https://
support.microsoft.com/en-us/help/2696547/detect-enable-disable-
smbvl-smbv2-smbv3-in-windows-and-windows-server).

Force File Read

If the checkbox is cleared, the log file is read only when QRadar
detects a change in the modified time or file size.

Recursive

If you want the file pattern to search sub folders, use this option. By
default, the checkbox is selected.

Polling Interval (in seconds)

Type the polling interval, which is the number of seconds between
queries to the log files to check for new data. The default is 10
seconds.

Throttle Events/Sec

The maximum number of events the SMB Tail protocol forwards per
second.

File Encoding

The character encoding that is used by the events in your log file.
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Table 85. SMB Tail protocol parameters (continued)

Parameter

Description

File Exclusion List

A list of regular expressions that prevent certain file directories from
opening. The list includes one regular expression per line.

When a file or directory matches one of the regular expressions,
that file or directory does not open. When a file is in use, other
applications might not be able to use it. Use this parameter to
prevent locking those files or to prevent the protocol from accessing
specific files.

The pattern does not apply to the full Log Folder Path. It applies only
to the final directory that is listed in the path. The pattern applies
against all files or directories that are found within the Log Folder
Path's directory.

The following list is an example of what you can enter in this field.
/350.%\.log

dhcp\.mdb

dhcp\.tmp

SNMPv2 protocol configuration options

You can configure a log source to use the SNMPv2 protocol to receive SNMPv2 events.

The SNMPv2 protocol is an inbound/passive protocol.

The following table describes the protocol-specific parameters for the SNMPv2 protocol:

Table 86. SNMPv2 protocol parameters

Parameter

Description

Protocol Configuration

SNMPv2

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as the
Log Source Name. If you have more than one configured SNMPv2
log source, ensure that you give each one a unique name.

Community

The SNMP community name that is required to access the system
that contains SNMP events. For example, Public.

Include 0IDs in Event
Payload

Specifies that the SNMP event payload is constructed by using
name-value pairs instead of the event payload format.

When you select specific log sources from the Log Source Types list,
OIDs in the event payload are required for processing SNMPv2 or
SNMPv3 events.
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Table 86. SNMPv2 protocol parameters (continued)

Parameter

Description

Coalescing Events

Select this check box to enable the log source to coalesce (bundle)
events.

Coalescing events increase the event count when the same event
occurs multiple times within a short time interval. Coalesced events
provide administrators a way to view and determine the frequency
with which a single event type occurs on the Log Activity tab.

When this check box is clear, the events are displayed individually
and the information is not bundled.

New and automatically discovered log sources inherit the value of
this check box from the System Settings configuration on the Admin
tab. Administrators can use this check box to override the default
behavior of the system settings for an individual log source.

Store Event Payload

Select this check box to enable the log source to store the payload
information from an event.

New and automatically discovered log sources inherit the value of
this check box from the System Settings configuration on the Admin
tab. Administrators can use this check box to override the default
behavior of the system settings for an individual log source.

SNMPv3 protocol configuration options

You can configure a log source to use the SNMPv3 protocol to receive SNMPv3 events.

The SNMPv3 protocol is an inbound/passive protocol.

The following table describes the protocol-specific parameters for the SNMPv3 protocol:

Table 87. SNMPv3 protocol parameters

Parameter

Description

Protocol Configuration

SNMPv3

Log Source Identifier

Type a unique name for the log source.

Authentication Protocol

The algorithm that you want to use to authenticate SNMPv3 traps:

« SHA uses Secure Hash Algorithm (SHA) as your authentication
protocol.

« MD5 uses Message Digest 5 (MD5) as your authentication protocol.

Authentication Password

The password to authenticate SNMPv3. Your authentication
password must include a minimum of 8 characters.
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Table 87. SNMPv3 protocol parameters (continued)

Parameter

Description

Decryption Protocol

Select the algorithm that you want to use to decrypt the SNMPv3
traps.

« DES

« AES128
« AES192
« AES256

Note: If you select AES192 or AES256 as your decryption algorithm,
you must install the Java Cryptography Extension. For more
information about installing the Java Cryptography Extension on
McAfee ePolicy Orchestrator, see Installing the Java Cryptography
Extension.

Decryption Password

The password to decrypt SNMPv3 traps. Your decryption password
must include a minimum of 8 characters.

User

The user name that was used to configure SNMPv3 on your
appliance

Include OIDs in Event Payload

Specifies that the SNMP event payload is constructed by using
name-value pairs instead of the standard event payload format.
When you select specific log sources from the Log Source Types
list, OIDs in the event payload are required for processing SNMPv2
or SNMPv3 events.

Important: You must include OIDs in the event payload for
processing SNMPv3 events for McAfee ePolicy Orchestrator.

Sophos Enterprise Console JDBC protocol configuration options

To receive events from Sophos Enterprise Consoles, configure a log source to use the Sophos Enterprise

Console JDBC protocol.

The Sophos Enterprise Console JDBC protocol is an outbound/active protocol that combines payload
information from application control logs, device control logs, data control logs, tamper protection logs,
and firewall logs in the vEventsCommonData table. If the Sophos Enterprise Console does not have the
Sophos Reporting Interface, you can use the standard JDBC protocol to collect antivirus events.

The following table describes the parameters for the Sophos Enterprise Console JDBC protocol:

Table 88. Sophos Enterprise Console JDBC protocol parameters

Parameter

Description

Protocol Configuration

Sophos Enterprise Console JDBC

218 IBM QRadar : QRadar DSM Configuration Guide




Table 88. Sophos Enterprise Console JDBC protocol parameters (continued)

Parameter

Description

Log Source Identifier

Type a name for the log source. The name can't contain spaces and
must be unique among all log sources of the log source type that is
configured to use the JDBC protocol.

If the log source collects events from a single appliance that has a
static IP address or host name, use the IP address or host name
of the appliance as all or part of the Log Source Identifier value;
for example, 192.168.1.1 or JDBC192.168.1.1. If the log source
doesn't collect events from a single appliance that has a static IP
address or host name, you can use any unique name for the Log
Source Identifier value; for example, JDBC1, JDBC2.

Database Type

MSDE

Database Name

The database name must match the database name that is specified
in the Log Source Identifier field.

Port

The default port for MSDE in Sophos Enterprise Console is 1168. The
JDBC configuration port must match the listener port of the Sophos
database to communicate with QRadar. The Sophos database must
have incoming TCP connections enabled.

If a Database Instance is used with the MSDE database type, you
must leave the Port parameter blank.

Authentication Domain

If your network does not use a domain, leave this field blank.

Database Instance

The database instance, if required. MSDE databases can include
multiple SQL server instances on one server.

When a non-standard port is used for the database or administrators
block access to port 1434 for SQL database resolution, the
Database Instance parameter must be blank.

Table Name vEventsCommonData
Select List *
Compare Field InsertedAt

Use Prepared Statements

Prepared statements enable the protocol source to set up the SQL
statement, and then run the SQL statement numerous times with
different parameters. For security and performance reasons, most
configurations can use prepared statements. Clear this check box to
use an alternative method of querying that do not use pre-compiled
statements.

Start Date and Time

Optional. A start date and time for when the protocol can start

to poll the database. If a start time is not defined, the protocol
attempts to poll for events after the log source configuration is saved
and deployed.

Polling Interval

The polling interval, which is the amount of time between queries to
the database. You can define a longer polling interval by appending
H for hours or M for minutes to the numeric value. The maximum
polling interval is 1 week in any time format. Numeric values without
an H or M designator poll in seconds.
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Table 88. Sophos Enterprise Console JDBC protocol parameters (continued)

Parameter

Description

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

Use Named Pipe Communication

If MSDE is configured as the database type, administrators can
select this check box to use an alternative method to a TCP/IP port
connection.

Named pipe connections for MSDE databases require the user name
and password field to use a Windows authentication username and
password and not the database user name and password. The log
source configuration must use the default named pipe on the MSDE
database.

Database Cluster Name

If you use your SQL server in a cluster environment, define the
cluster name to ensure that named pipe communications function

properly.

Use NTLMv2

Forces MSDE connections to use the NTLMv2 protocol with SQL
servers that require NTLMv2 authentication. The default value of the
check box is selected.

The Use NTLMv2 check box does not interrupt communications for
MSDE connections that do not require NTLMv2 authentication.

Sourcefire Defense Center eStreamer protocol options

Sourcefire Defense Center eStreamer protocol is now known as Cisco Firepower eStreamer protocol.

Syslog Redirect protocol overview

The Syslog Redirect protocol is a passive inbound protocol that is used as an alternative to the Syslog
protocol. Use this protocol when you want QRadar to identify the specific device name that sent the
events. QRadar can passively listen for Syslog events by using TCP or UDP on any unused port that you

specify.

The following table describes the protocol-specific parameters for the Syslog Redirect protocol:

Table 89. Syslog Redirect protocol parameters

Parameter

Description

Protocol Configuration

Syslog Redirect

Log Source Identifier

Enter a Log Source Identifier to use as a default. If the Log Source
Identifier Regex cannot parse the Log Source Identifier from a
particular payload by using the regex that is provided, the default is
used.

Log Source Identifier
Regex

Enter a regex to parse the Log Source Identifier from the payload.
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Table 89. Syslog Redirect protocol parameters (continued)

Parameter

Description

Log Source Identifier
Regex Format String

Format string to combine capture groups from the Log Source
Identifier Regex.

For example:
"$1" would use the first capture group.
"$1$2" would concatenate capture groups 1 and 2.

"$1 TEXT $2" would concatenate capture group 1, the literal "TEXT"
and capture group 2.

The resulting string is used as the new log source identifier.

Listen Poxt

Enter any unused port and set your log source to send events to
QRadar on that port.

Pxotocol

From the list, select either TCP or UDP.

The Syslog Redirect protocol supports any number of UDP syslog
connections, but restricts TCP connections to 2500. If the syslog
stream has more than 2500 log sources, you must enter a second log
source and listen port number.

Pexform DNS Lookup On
Regex Match

Select the Perform DNS Lookup On Regex Match checkbox to
enable DNS functionality, which is based on the Log Source
Identifier parameter value.

By default, the checkbox is not selected.

Use Predictive Parsing

If you enable this parameter, an algorithm extracts log source
identifier patterns from events without running the regex for every
event, which increases the parsing speed.

Tip: In rare circumstances, the algorithm can make incorrect
predictions. Enable predictive parsing only for log source types that
you expect to receive high event rates and require faster parsing.

Payload Size

The payload size is the length of data that is sent by the
communicating endpoint. The default is 2048.

The payload size must be an integer between 2048 and 32000.

Enabled Select this checkbox to enable the log source. By default, the
checkbox is selected.
Credibility From the list, select the Credibility of the log source. The range is O -

10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.
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TCP Multiline Syslog protocol configuration options

The TCP Multiline Syslog protocol is a passive inbound protocol that uses regular expressions to identify
the start and end pattern of multiline events.

The following example is a multiline event:

06/13/2012 08:15:15 PM

LogName=Security

SourceName=Microsoft Windows security auditing.
EventCode=5156

EventType=0

TaskCategory=Filtering Platform Connection
Keywords=Audit Success

Message=The Windows Filtering Platform permitted a connection.
Process ID: 4

Application Name: System

Direction: Inbound

Source Address: <IP_address>

Source Port: 80

Destination Address: <IP_address>

Destination Port:444

The following table describes the protocol-specific parameters for the TCP Multiline Syslog protocol:

Table 90. TCP Multiline Syslog protocol parameters

Parameter Description
Protocol Configuration TCP Multiline Syslog
Log Source Identifier Type an IP address or hostname to identify the log source. To use

a source name instead of a log source identifier, select Use Custom
Source Name and enter values for the Source Name Regex and
Source Name Formatting String parameters.

Note: These parameters are only available if Show Advanced
Options is set to Yes.

Listen Port The number of the port that accepts incoming TCP Multiline Syslog
events. The default listen port is 12468.

To edit the port number, complete the following steps:
1. Enter the new port number for the protocol.
2. Click Save.
3. On the Admin tab, click Advanced > Deploy Full Configuration.
A Attention: When administrators click Deploy Full
Configuration, the system restarts all services, which can

create in a gap in data collection until the deployment
completes.

Aggregation Method The method that you use to aggregate your TCP Multiline Syslog
data. You can choose one of the following methods:

ID-Linked Multiline
Processes multiline event logs that contain a common value at
the start of each line.

Start/End Matching
Processes multiline events by specifying start and end patterns
for the events.
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Table 90. TCP Multiline Syslog protocol parameters (continued)

Parameter

Description

Event Start Pattern

This parameter is available when you set the Aggregation Method
parameter to Start/End Matching.

The regular expression (regex) that is required to identify the start of
a TCP multiline event payload. Syslog headers typically begin with a
date or timestamp. The protocol can create a single-line event that
is based on solely on an event start pattern, such as a timestamp.
When only a start pattern is available, the protocol captures all the
information between each start value to create a valid event.

Event End Pattern

This parameter is available when you set the Aggregation Method
parameter to Start/End Matching.

This regular expression (regex) that is required to identify the end
of a TCP multiline event payload. If the syslog event ends with the
same value, use a regular expression to determine the end of an
event.

When only an Event Start Pattern is used and the sending device
sends a few events (low EPS) in an interval, then the last sent
event is not processed until the pipeline detects a new Event Start
Pattern. For example, when a single "Test event" is sent, it might
be invisible in the QRadar Log Activity without adding an Event End
Pattern. To circumvent this scenario, send 2 to 3 test events at a
time. Without an Event End Pattern, the last event is not captured
until a new Event Start Pattern is detected.

Message ID Pattern

This parameter is available when you set the Aggregation Method
parameter to ID-Linked.

This regular expression (regex) is required to filter the event payload
messages. The TCP multiline event messages must contain a
common identifying value that repeats on each line of the event
message.

Event Formatter

Use the Windows Multiline option for multiline events that are
formatted specifically for Windows.

Show Advanced Options

The default is No. Select Yes if you want to customize the event data.

Use Custom Source Name

This parameter is available when you set Show Advanced Options
to Yes.

Select the checkbox if you want to customize the source name with
regex.

Source Name Regex

This parameter is available when you check Use Custom Source
Name.

The regular expression (regex) that captures one or more values
from event payloads that are handled by this protocol. These values
are used with the Source Name Formatting String parameter to
set a source or origin value for each event. This source value is

used to route the event to a log source with a matching Log Source
Identifier value.
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Table 90. TCP Multiline Syslog protocol parameters (continued)

Parameter

Description

Source Name Formatting String

This parameter is available when you enable Use Custom Source
Name.

You can use a combination of one or more of the following inputs to
form a source value for event payloads that are processed by this
protocol:

« One or more capture groups from the Source Name Regex. To
refer to a capture group, use |x notation where x is the index of a
capture group from the Source Name Regex.

- The IP address where the event data originated from. To refer to
the packet IP, use the token $PIP$.

- Literal text characters. The entire Source Name Formatting String
can be user-provided text. For example, if the Source Name Regex
is "hostname=(.*?) ' and you want to append hostname.com
to the capture group 1 value, set the Source Name Formatting
Stringto \1.hostname.com. If an event is processed that
contains hostname=ibm, then the event payload's source value
is set to ibm.hostname.com, and QRadar routes the event to a
log source with that Log Source Identifier.

Use as a Gateway Log Source

This parameter is available when you set Show Advanced Options
to Yes.

When selected, events that flow through the log source are routed to
other log sources, based on the source name tagged on the events.

When this option is not selected and Use Custom Source Name is
not enabled, incoming events are tagged with a source name that
corresponds to the Log Source Identifier parameter.

Flatten Multiline Events into
Single Line

This parameter is available when you set Show Advanced Options
to Yes.

Shows an event in one single line or multiple lines.

Retain Entire Lines during Event
Aggregation

This parameter is available when you set Show Advanced Options
to Yes.

If you set the ID-Linked Multiline method for the Aggregation
Method parameter, then this parameter can modify aggregated
event data outputs.

If you enable Retain Entire Lines during Event Aggregation, then
all parts of events are kept when aggregating events with the same
ID pattern. If you don't enable this parameter, the part of the events
before the Message ID Pattern are discarded when the events are
aggregated.

Time Limit

The number of seconds to wait for additional matching payloads
before the event is pushed into the event pipeline. The default is 10
seconds.

Initial Number of Threads

The initial number of threads to use for formatting and posting
events.
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Table 90. TCP Multiline Syslog protocol parameters (continued)

Parameter Description

Maximum Number of Threads The maximum number of threads to use for formatting and posting
events. When the task queue is full, more threads are created up to
the value set by the Maximum Number of Threads parameter.

Enabled Select this checkbox to enable the log source.

Credibility Select the credibility of the log source. The range is 0 - 10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector Select the Event Collector in your deployment to host the TCP
Multiline Syslog listener.

Coalescing Events Select this checkbox to enable the log source to coalesce (bundle)
events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload Select this checkbox to enable the log source to store event payload
information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

TCP Multiline Syslog protocol configuration use cases

To set the TCP Multiline Syslog listener log source to collect all events that are sent from the same
system, follow these steps:

1. Leave Use As A Gateway Log Source and Use Custom Source Name cleared.
2. Enter the IP address of the system that is sending events in the Log Source Identifier parameter.

QRadar

TCP Multiline Listener <= sending

(ignores syslog header if present)

Log source

Figure 2. A QRadar log source collects events sent from a single system to a TCP Multiline Syslog Listener
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If multiple systems are sending events to the TCP Multiline Syslog listener, or if one intermediary system
is forwarding events from multiple systems and you want the events to be routed to separate log sources
based on their syslog header or IP address, select the Use As A Gateway Log Source checkbox.

Note: QRadar checks each event for an RFC3164 or RFC5424-compliant syslog header, and if present,
uses the IP or hostname from that header as the source value for the event. The event is routed to a log
source with that same IP or hostname as its Log Source Identifier. If no such header is present, QRadar
uses the source IP value from the network packet that the event arrived on as the source value for the
event.

QRadar

Log source 1

System 1

TCP Multiline Listener
(Uses syslog header to route System 2

events to appropriate log source)

Log source 2 '

Log source 3

System 3

Figure 3. Separate QRadar log sources collect events sent from multiple systems to a TCP Multiline Listener,
by using the syslog header.

QRadar

Log source 1

System 1

TCP Multiline Listener

(Uses syslog header to route i
Log source 2 ' events to appropriate log source) <= Inte rmedlate

Log source 3

System 2

System 3

Figure 4. Separate QRadar log sources collect events sent from multiple systems and forwarded through an
intermediate system to a TCP Multiline Listener, by using the syslog header.

To route events to separate log sources based on a value other than the IP or hostname in their syslog
header, follow these steps:

1. Select the Use Custom Source Name checkbox.

2. Configure a Source Name Regex and Source Name Formatting String to customize how QRadar sets
a source name value for routing the received events to log sources.

QRadar

Log source 1

TCP Multiline Listener

System 1

(Uses Source Name Regex and
Source Name Formatting String to
determine the source of events and

route to appropriate log source with « IntermEd iate

that value)

System 2

Log source 2 '

Log source 3

System 3

Figure 5. Separate QRadar log sources collect events sent from multiple systems and forwarded through
an intermediate system to a TCP Multiline Listener, by using the Source Name Regex and Source Name
Formatting String.

226 IBM QRadar : QRadar DSM Configuration Guide



Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically

handle various event types.

TLS Syslog protocol configuration options

Configure a TLS Syslog protocol log source to receive encrypted syslog events from network devices that
support TLS Syslog event forwarding for each listener port.

The TLS Syslog protocol is a passive inbound protocol. The log source creates a listen port for incoming

TLS Syslog events. By default, TLS Syslog log sources use the certificate and key that is generated by IBM

QRadar. The TLS Log Source protocol supports the following functions.

« An Event Collector supports up to 1000 TLS connections.

Each TLS Log Source (except AutoDiscovered) must use a unique port on that Event Collector.

 You can also create up to 1000 TLS Log Sources on an Event Collector.
« For Pem and Key, the Key must be in PKCS8/DER format.
- If you are using the Cert Management app, the Key must be in PKCS8 format.

The following table describes the protocol-specific parameters for the TLS Syslog protocol:

Table 91. TLS Syslog protocol parameters

Parameter

Description

Protocol Configuration

TLS Syslog

Log Source Identifier

An IP address or hostname to identify the log source.

TLS Listen Port

The default TLS listen port is 6514.

Important: You can assign only one TLS Syslog log source to each
TLS listen port.

Authentication Mode

The mode your TLS connection uses to authenticate. If you select
the TLS and Client Authentication option, you must configure the
certificate parameters.

Client Certificate

Select one of the following options from the list:

Authentication
« CN Allowlist and Issuer Verification
« Client Certificate on Disk
Use CN Allowlist Enable this parameter to use a CN allowlist.
CN Allowlist The allowlist of trusted client certificate common names. You can

enter plain text or a regular expression (regex). To define multiple
entries, enter each one on a separate line.

Use Issuer Verification

Enable this parameter to use issuer verification.
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Table 91. TLS Syslog protocol parameters (continued)

Parameter

Description

Root/Intermediate Issuer's
Certificate or Public key

Enter the Root/Intermediate issuer's certificate or public key in PEM
format.

« Enter the certificate, beginning with:

Check Certificate Revocation

Checks the certificate revocation status against the client certificate.
This option requires network connectivity to the URL that is specified
by the CRL Distribution Points field for the client certificate in the
X509v3 extension.

Check Certificate Usage

Checks the contents of the certificate X509v3 extensions in

the Key Usage and Extended Key Usage extension fields. For
incoming client certificate, the allow values of X509v3 Key
Usage are digitalSignature and keyAgreement. The allow
value for X509v3 Extended Key Usage is TLS Web Client
Authentication.

This property is disabled by default.

Client Certificate Path

The absolute path to the client-certificate on disk. The certificate
must be stored on the QRadar Console or Event Collector for this log
source.

Important:

Ensure that the certificate file that you enter begins with:

Server Certificate Type

The type of certificate to use for authentication for the server
certificate and server key.

Select one of the following options from the Server Certificate Type
list:

- Generated Certificate

« PEM Certificate and Private Key

« PKCS12 Certificate Chain and Password

« Choose from QRadar Certificate Store
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Table 91. TLS Syslog protocol parameters (continued)

Parameter

Description

Generated Certificate

This option is available when you configure the Certificate Type.

If you want to use the default certificate and key that is generated by
QRadar for the server certificate and server key, select this option.

The generated certificate is named syslog-tls.cert inthe /opt/
gradar/conf/trusted_certificates/ directory on the target
Event Collector that the log source is assigned to.

Single Certificate and Private
Key

This option is available when you configure the Certificate Type.

If you want to use a single PEM certificate for the server certificate,
select this option and then configure the following parameters:

- Provided Server Certificate Path - The absolute path to the server
certificate.

« Provided Private Key Path - The absolute path to the private key.

Important: The corresponding private key must be a DER-encoded
PKCS8 key. The configuration fails with any other key format.

PKCS12 Certificate and
Password

This option is available when you configure the Certificate Type.

If you want to use a PKCS12 file that contains the server certificate
and server key, select this option and then configure the following
parameters:

« PKCS12 Certificate Path - Type the file path for the PKCS12 file
that contains the server certificate and server key.
« PKCS12 Password - Type the password to access the PKCS12 file.

- Certificate Alias - If there is more than one entry in the PKCS12
file, an alias must be provided to specify which entry to use. If only
one alias is in the PKCS12 file, leave this field blank.

Choose from QRadar Certificate
Store

This option is available when you configure the Certificate Type.

You can use the Certificate Management app to upload a certificate
from the QRadar Certificate Store.

Max Payload Length

The maximum payload length (characters) that is displayed for TLS
Syslog message.

Maximum Connections

The Maximum Connections parameter controls how many
simultaneous connections the TLS Syslog protocol can accept for
each Event Collector.

For each Event Collector, there is a limit of 2000 connections,
including enabled and disabled log sources, in the TLS Syslog log
source configuration for each Event Collector.

The default for each device connection is 50 but not the limit for
each port.

Tip: Automatically discovered log sources share a listener with
another log source. For example, if you use the same port on the
same event collector, it counts only one time toward the limit.
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Table 91. TLS Syslog protocol parameters (continued)

Parameter

Description

TLS Protocols

The TLS Protocol to be used by the log source.
Select the "TLS 1.2 or later" option.

Use As A Gateway Log Source

Sends collected events through the QRadar Traffic Analysis Engine to
automatically detect the appropriate log source.

If you do not want to define a custom log source identifier for events,
clear the checkbox.

When this option is not selected and Log Source Identifier Pattern
is not configured, QRadar receives events as unknown generic log
sources.

Use Predictive Parsing

If you enable this parameter, an algorithm extracts log source
identifier patterns from events without running the regex for every
event, which increases the parsing speed.

Tip: In rare circumstances, the algorithm can make incorrect
predictions. Enable predictive parsing only for log source types that
you expect to receive high event rates and require faster parsing.

Log Source Identifier Pattern

Use the Use As A Gateway Log Source option to define a custom

log source identifier for events that are being processed and for log
sources to be automatically discovered when applicable. If you don't
configure the Log Source Identifier Pattern, QRadar receives events
as unknown generic log sources.

Use key-value pairs to define the custom Log Source Identifier. The
key is the Identifier Format String, which is the resulting source or
origin value. The value is the associated regex pattern that is used
to evaluate the current payload. This value also supports capture
groups that can be used to further customize the key.

Define multiple key-value pairs by typing each pattern on a new
line. Multiple patterns are evaluated in the order that they are listed.
When a match is found, a custom Log Source Identifier is displayed.

The following examples show multiple key-value pair functions.

Patterns
VPC=\sREJECT\sFAILURE
$1=\s (REJECT) \sOK
VPC-$1-$2=\s(ACCEPT) \s (0OK)
Events
{LogStreamName: LogStreamTest,Timestamp:

0,Message: ACCEPT OK,IngestionTime: 0,EventId:
0}

Resulting custom log source identifier
VPC-ACCEPT-OK

Enable Multiline

Aggregate multiple messages into single events based on a
Start/End Matching or an ID-Linked regular expression.
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Table 91. TLS Syslog protocol parameters (continued)

Parameter Description

Aggregation Method This parameter is available when Enable Multiline is turned on.

- ID-Linked - Processes event logs that contain a common value at
the beginning of each line.

- Start/End Matching - Aggregates events based on a start or end
regular expression (regex).

Event Start Pattern This parameter is available when Enable Multiline is turned on and
the Aggregation Method is set to Start/End Matching,.

The regular expression (regex) is required to identify the start of a
TCP multiline event payload. Syslog headers typically begin with a
date or timestamp. The protocol can create a single-line event that
is based on solely on an event start pattern, such as a timestamp.
When only a start pattern is available, the protocol captures all the
information between each start value to create a valid event.

Event End Pattern This parameter is available when Enable Multiline is turned on and
the Aggregation Method is set to Start/End Matching.

This regular expression (regex) is required to identify the end of a
TCP multiline event payload. If the syslog event ends with the same
value, you can use a regular expression to determine the end of an
event. The protocol can capture events that are based on solely on
an event end pattern. When only an end pattern is available, the
protocol captures all the information between each end value to
create a valid event.

Message ID Pattern This parameter is available when Enable Multiline is turned on and
the Aggregation Method is set to ID-Linked.

This regular expression (regex) required to filter the event payload
messages. The TCP multiline event messages must contain a
common identifying value that repeats on each line of the event
message.

Time Limit This parameter is available when Enable Multiline is turned on and
the Aggregation Method is set to ID-Linked.

The number of seconds to wait for more matching payloads before
the event is pushed into the event pipeline. The default is 10
seconds.

Retain En.tire Lines during Event | This parameter is available when Enable Multiline is turned on and
Aggregation the Aggregation Method is set to ID-Linked.

If you set the Aggregation Method parameter to ID-Linked, you can
enable Retain Entire Lines during Event Aggregation to discard or
keep the part of the events that precedes Message ID Pattern. You
can enable this function only when concatenating events with the
same ID pattern together.

;!attlenLMultiline Events Into This parameter is available when Enable Multiline is turned on.
ingle Line
Shows an event in one single line or multiple lines.
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Table 91. TLS Syslog protocol parameters (continued)

Parameter Description

Event Formatter This parameter is available when Enable Multiline is turned on.

Use the Windows Multiline option for multiline events that are
formatted specifically for Windows.

After the log source is saved, a syslog-tls certificate is created for the log source. The certificate must be
copied to any device on your network that is configured to forward encrypted syslog. Other network
devices that have a syslog-tls certificate file and the TLS listen port number can be automatically
discovered as a TLS Syslog log source.

TLS Syslog use cases

The following use cases represent possible configurations that you can create:

Client Certificate on Disk
You can supply a client-certificate that enables the protocol to engage in client-authentication. If
you select this option and provide the certificate, incoming connections are validated against the
client-certificate.

CN Allowlist and Issuer Verification

If you selected this option, you must copy the issuer certificate (with the .crt, .cert, or .der file
extensions) to the following directory:

/opt/qradar/conf/trusted_certificates
This directory is on the Target Event Collector that the log source is assigned to.

Any incoming client certificate is verified by the following methods to check whether the certificate
was signed by the trusted issuer and other checks. You can choose one or both methods for client
certificate authentication:

CN Allowlist

Provide an allowlist of trusted client certificate common names. You can enter plain text or a regular
expression. Define multiple entries by entering each on a new line.

Issuer Verification

Provide a trusted client certificate's root or intermediate issuer certificate, or a public key in PEM
format.

Check Certificate Revocation

Checks certificate revocation status against the client certificate. This option needs network
connectivity to the URL that is specified by the CRL Distribution Points field in the client certificate
for the X509v3 extension.

Check Certificate Usage

Checks the contents of the certificate X509v3 extensions in the Key Usage and Extended Key
Usage extension fields. For incoming client certificate, the allow values of X509v3 Key Usage are
digitalSignature and keyAgreement. The allow value for X509v3 Extended Key Usage is TLS
Web Client Authentication.

User-provided Server Certificates
You can configure your own server certificate and corresponding private key. The configured TLS
Syslog provider uses the certificate and key. Incoming connections are presented with the user-
supplied certificate, rather than the automatically generated TLS Syslog certificate.
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Default authentication
To use the default authentication method, use the default values for the Authentication Mode and
Certificate Type parameters. After the log source is saved, a syslog-tls certificate is created
for log source device. The certificate must be copied to any device on your network that forwards
encrypted syslog data.

Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically
handle various event types.

Multiple log sources over TLS Syslog

You can configure multiple devices in your network to send encrypted Syslog events to a single TLS Syslog
listen port. The TLS Syslog listener acts as a gateway, decrypts the event data, and feeds it within QRadar
to extra log sources configured with the Syslog protocol.

When using the TLS Syslog protocol, there are specific parameters that you must use.

Multiple devices within your network that support TLS-encrypted Syslog can send encrypted events via
a TCP connection to the TLS Syslog listen port. These encrypted events are decrypted by the TLS Syslog
(gateway) and are injected into the event pipeline. The decrypted events get routed to the appropriate
receiver log sources or to the traffic analysis engine for autodiscovery.

Events are routed within QRadar to log sources with a Log Source Identifier value that matches

the source value of an event. For Syslog events with an RFC3164-, or RFC5425-, or RFC5424-compliant
Syslog header, the source value is the IP address or the host name from the header. For events that do not
have a compliant header, the source value is the IP address of the device that sent the Syslog event.

On QRadar, you can configure multiple log sources with the Syslog protocol to receive encrypted events
that are sent to a single TLS Syslog listen port from multiple devices.

Note: Most TLS-enabled clients require the target server or listener's public certificate to authenticate the
server's connection. By default, a TLS Syslog log source generates a certificate that is named syslog-
tls.cexrtin /opt/qradar/conf/trusted_certificates/ on the target Event Collector that the log
source is assigned to. This certificate file must be copied to all clients that are making a TLS connection.

To add a log source over TLS Syslog, go to Adding a log source.

Note: You need to repeat the procedure for adding a log source for each device in your network. You can
also add multiple receiver log sources in bulk from the Log Sources window. See Adding bulk log sources.

Related information
Adding a log source

UDP multiline syslog protocol configuration options

To create a single-line syslog event from a multiline event, configure a log source to use the UDP multiline
protocol. The UDP multiline syslog protocol uses a regular expression to identify and reassemble the
multiline syslog messages into single event payload.

The UDP multiline syslog protocol is an inbound/passive protocol. The original multiline event must
contain a value that repeats on each line in order for a regular expression to capture that value and
identify and reassemble the individual syslog messages that make up the multiline event. For example,
this multiline event contains a repeated value, 2467222, in the conn field. This field value is captured so
that all syslog messages that contain conn=2467222 are combined into a single event.

15:08:56 <IP_address> slapd[517]: conn=2467222 op=2 SEARCH RESULT tag=101
15:08:56 <IP_address> slapd[517]: conn=2467222 op=2 SRCH base="dc=xxx"
15:08:56 <IP_address> slapd[517]: conn=2467222 op=2 SRCH attr=gidNumber
15:08:56 <IP_address> slapd[517]: conn=2467222 op=1 SRCH base="dc=xxx"

The following table describes the protocol-specific parameters for the UDP multiline syslog protocol:
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Table 92. UDP multiline syslog protocol parameters

Parameter

Description

Protocol Configuration

UDP Multiline Syslog

Log Source Identifier

Type a unique name for the log source.

The Log Source Identifier can be any valid value and does not need
to reference a specific server. It can also be the same value as

the Log Source Name. If you have more than one configured UDP
multiline syslog log source, ensure that you give each one a unique
name.

Listen Port

The default port number that is used by QRadar to accept incoming
UDP Multiline Syslog events is 517. You can use a different port in
the range 1 - 65535.

To edit a saved configuration to use a new port number, complete the
following steps:

1. In the Listen Port field, type the new port number for receiving
UDP Multiline Syslog events.

2. Click Save.
3. Click Deploy Changes to make this change effective.

The port update is complete and event collection starts on the new
port number.

Message ID Pattern

The regular expression (regex) required to filter the event payload
messages. The UDP multiline event messages must contain a
common identifying value that repeats on each line of the event
message.

Event Formatter

The event formatter that formats incoming payloads that are
detected by the listener. Select No Formatting to leave the payload
untouched. Select Cisco ACS Multiline to format the payload into a
single-line event.

In ACS syslog header, there are total_seg and seg_num fields.
These two fields are used to rearrange ACS multiline events into a
single-line event with correct order when you select the Cisco ACS
Multiline option.

Show Advanced Options

The default is No. Select Yes if you want to configure advanced
options.

Use Custom Source Name

Select the check box if you want to customize the source name with
regex.
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Table 92. UDP multiline syslog protocol parameters (continued)

Parameter Description

Source Name Regex Use the Source Name Regex and Source Name Formatting String
parameters if you want to customize how QRadar determines the
source of the events that are processed by this UDP Multiline Syslog
configuration.

For Source Name Regex, enter a regex to capture one or more
identifying values from event payloads that are handled by this
protocol. These values are used with the Source Name Formatting
String to set a source or origin value for each event. This source
value is used to route the event to a log source with a matching Log
Source Identifier value when the Use As A Gateway Log Source
option is enabled.

Source Name Formatting String | yoy can use a combination of one or more of the following inputs to
form a source value for event payloads that are processed by this
protocol:

« One or more capture groups from the Source Name Regex. To
refer to a capture group, use \x notation where x is the index of a
capture group from the Source Name Regex.

e The IP address from which the event data originated. To refer to
the packet IP, use the token $PIP$.

- Literal text characters. The entire Source Name Formatting String
can be user-provided text.

For example, CiscoACS\1\2$PIP$, where \1\2 means first and
second capture groups from the Source Name Regex value, and
$PIP$ is the packet IP.

Use As A Gateway Log Source | 1f thjs check box is clear, incoming events are sent to the log source
with the Log Source Identifier matching the IP that they originated
from.

When checked, this log source serves as a single entry point or
gateway for multiline events from many sources to enter QRadar
and be processed in the same way, without the need to configure

a UDP Multiline Syslog log source for each source. Events with an
RFC3164- or RFC5424-compliant syslog header are identified as
originating from the IP or host name in their header, unless the
Source Name Formatting String parameter is in use, in which case
that format string is evaluated for each event. Any such events are
routed through QRadar based on this captured value.

If one or more log sources exist with a corresponding Log Source
Identifier, they are given the event based on configured Parsing
Order. If they do not accept the event, or if no log sources exist
with a matching Log Source Identifier, the events are analyzed for
autodetection.

Flatten Multiline Events Into Shows an event in one single line or multiple lines. If this check box
Single Line is selected, all newline and carriage return characters are removed
from the event.
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Table 92. UDP multiline syslog protocol parameters (continued)

Parameter

Description

Retain Entire Lines During
Event Aggregation

Choose this option to either discard or keep the part of the
events that comes before Message ID Pattern when the protocol
concatenates events with same ID pattern together.

Time Limit The number of seconds to wait for additional matching payloads
before the event is pushed into the event pipeline. The default is 10
seconds.

Enabled Select this check box to enable the log source.

Credibility Select the credibility of the log source. The range is 0 - 10.

The credibility indicates the integrity of an event or offense as
determined by the credibility rating from the source devices.
Credibility increases if multiple sources report the same event. The
default is 5.

Target Event Collector

Select the Event Collector in your deployment that should host the
UDP Multiline Syslog listener.

Coalescing Events

Select this check box to enable the log source to coalesce (bundle)
events.

By default, automatically discovered log sources inherit the value

of the Coalescing Events list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Store Event Payload

Select this check box to enable the log source to store event payload
information.

By default, automatically discovered log sources inherit the value of
the Store Event Payload list from the System Settings in QRadar.
When you create a log source or edit an existing configuration, you
can override the default value by configuring this option for each log
source.

Related concepts

“Gateway log source” on page 15

Use a gateway log source to configure a protocol to use many Device Support Modules (DSMs) instead
of relying on a single DSM type. With a gateway log source, event aggregator protocols can dynamically

handle various event types.

VMware vCloud Director protocol configuration options

To collect events from VMware vCloud Director virtual environments, create a log source that uses the
VMware vCloud Director protocol, which is an active outbound protocol.

The following table describes the protocol-specific parameters for the VMware vCloud Director protocol:
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Table 93. VMware vCloud Director protocol parameters

Parameter

Description

Log Source Identifier

The log source name can't include spaces and must be unique
among all log sources of this type that are configured with the
VMware vCloud Director protocol.

Protocol Configuration

VMware vCloud Director

vCloud URL

The URL that is configured on your VMware vCloud appliance to
access the REST API. The URL must match the address that is
configured as the VCD public REST API base URL field on the
vCloud server. For example, https://<my.vcloud.server>/api

User Name

The username that is required to remotely access the vCloud server.
For example, console/user@organization

If you want to configure a read-only account to use with IBM QRadar,
create a vCloud user in your organization that has the Console
Access Only permission.

Password

The password that is required to remotely access the vCloud Server.

Polling Interval (in seconds)

The amount of time between queries to the vCloud server for new
events. The default polling interval is 10 seconds.

EPS Throttle

The maximum number of events per second that QRadar ingests.

If your data source exceeds the EPS throttle, data collection is
delayed. Data is still collected and then it is ingested when the data
source stops exceeding the EPS throttle.

The default is 5000.

Enable Advanced Options

Enable this option to configure more parameters.

API PageSize

The number of records to return per API call. The maximum is 128.

If you select Enable Advanced Options, this parameter is displayed.

vCloud API Version

The vCloud version that is used in your API request. This
version must match a version that is compatible with your vCloud
installation.

Use the following examples to help you determine which version is
compatible with your vCloud installation:

« vCloud API 33.0 (vCloud Director 10.0)
« vCloud API 32.0 (vCloud Director 9.7)
« vCloud API 31.0 (vCloud Director 9.5)
« vCloud API 30.0 (vCloud Director 9.1)
« vCloud API 29.0 (vCloud Director 9.0)

If you select Enable Advanced Options, this parameter is displayed.
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Table 93. VMware vCloud Director protocol parameters (continued)

Parameter

Description

Allow Untrusted Certificates

When you connect to vCloud 5.1 or later, you must enable this option
to allow self-signed, untrusted certificates.

The certificate must be downloaded in PEM or DER encoded
binary format and then placed in the /opt/qradar/conf/
trusted_certificates/ directory witha .certor .crt file
extension.

If you select Enable Advanced Options, this parameter is displayed.

Use Proxy

If the server is accessed by using a proxy, select the Use Proxy
checkbox. If the proxy requires authentication, configure the Proxy
Server, Proxy Port, Proxy username, and Proxy Password fields.

If the proxy does not require authentication, configure the Proxy IP
or Hostname field.

If you select Enable Advanced Options, this parameter is displayed.

Proxy IP or Hosthame

If you select Use Proxy, this parameter is displayed.

Proxy Port

If you select Use Proxy, this parameter is displayed.

The port number that is used to communicate with the proxy. The
default is 8080.

Proxy Username

If you select Use Proxy, this parameter is displayed.

Proxy Password

If you select Use Proxy, this parameter is displayed.
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Chapter 10. Universal Cloud REST API protocol

The Universal Cloud REST API protocol is an outbound, active protocol for IBM QRadar. You can
customize the Universal Cloud REST API protocol to collect events from various REST APIs, including
data sources that do not have a specific DSM or protocol.

The Universal Cloud REST API protocol behavior is defined by a workflow XML document. You can create
your own XML document, or you can get it from IBM Fix Central, or from third parties on GitHub.

Important: The Universal Cloud REST API protocol is supported on QRadar 7.3.2 or later, and the QRadar
Log Source Management app must be installed. For more information about how to install the app, see
Installing the QRadar Log Source Management app.

For Universal Cloud REST API protocol examples, see GitHub samples (https://github.com/ibm-security-
intelligence/IBM-QRadar-Universal-Cloud-REST-API).

Tip: IBM supports only the workflows that are directly referenced in the DSM Configuration Guide. The
workflows on GitHub can be used as educational resources but are not supported by IBM.

The following table describes the protocol-specific parameters for the Universal Cloud REST API protocol.

Table 94. Universal Cloud REST API protocol parameters

Parameter Description

Log Source Identifier Type a unique name for the log source.

The Log Source Identifier can be any valid value
and does not need to reference a specific server.
It can also be the same value as the Log Source
Name. If you have more than one configured
Universal Cloud REST API log source, ensure that
you give each one a unique name.

Workflow The XML document that defines how the protocol
instance collects events from the target API.

For more information, see “Workflow” on page
241.

Workflow Parameter Values The XML document that contains the parameter
values used directly by the workflow.

For more information, see “Workflow Parameter
Values” on page 242.
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Table 94. Universal Cloud REST API protocol parameters (continued)

Parameter Description

Allow Untrusted Certificates If you enable this parameter, the

protocol can accept self-signed and
otherwise untrusted certificates that are
located within the /opt/qradar/conf/
trusted_certificates/ directory. If you
disable the parameter, the scanner trusts only
certificates that are signed by a trusted signer.

The certificates must be in PEM or RED-encoded
binary format and saved as a .cxrt or .cert file.

If you modify the workflow to include a hardcoded
value for the Allow Untrusted Certificates
parameter, the workflow overrides your selection in
the UL If you do not include this parameter in your
workflow, then your selection in the Ul is used.

Use Proxy If the API is accessed by using a proxy, select this
checkbox.

Configure the Proxy IP or Hosthame, Proxy Port,
Proxy Username, and Proxy Password fields. If
the proxy does not require authentication, you can
leave the Proxy Username and Proxy Password
fields blank.

Recurrence Specify how often the log collects data. The value
can be in Minutes (M), Hours (H), or Days (D). The
default is 10 minutes.

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

The default is 5000.

Related concepts

“Workflow” on page 241

The Workflow is an XML document that describes the event retrieval process. The Workflow defines one
or more parameters, which can be explicitly assigned values in the Workflow XML or can derive values
from the Workflow parameter values XML document. The Workflow consists of multiple actions that run
sequentially. When you run the Workflow, the parameter values are added to the State, and the State can
then be accessed and changed by actions as the Workflow runs.

“Workflow Parameter Values” on page 242

The Workflow Parameter Values is an XML document that contains the input parameters of a workflow
instance. It is a set of name/value pairs where the name must match one of the parameters defined in the
associated workflow. The following table shows the Workflow Parameter Values parameters.

“State” on page 242

240 IBM QRadar : QRadar DSM Configuration Guide



The State is a JSON object that represents the data of a running Workflow. Because the State is not
strictly defined, data is dynamically stored in the State.

Workflow

The Workflow is an XML document that describes the event retrieval process. The Workflow defines one
or more parameters, which can be explicitly assigned values in the Workflow XML or can derive values
from the Workflow parameter values XML document. The Workflow consists of multiple actions that run
sequentially. When you run the Workflow, the parameter values are added to the State, and the State can
then be accessed and changed by actions as the Workflow runs.

The following table shows the Workflow attributes.

Table 95. Workflow attributes
Name Description Required
name The name of the Workflow. Yes
description The description of the Workflow. No
version The version of the Workflow. Yes
minimumRecurrence The minimum recurrence allowed for a Workflow in seconds. |No

You can set this attribute for APIs that have a minimum

amount of time between requests.

Parameters

Use the Workflow actions to access the parameter values. Parameters mostly consist of authentication
credentials, but can be used for anything that you want the user to configure. The following table shows
the Workflow parameters.

Table 96. Workflow parameters

Name Data type Description

name String The name of the parameter. The name must match the
corresponding name value in the parameter values XML.

label String The display name of the parameter.

description String The description of the parameter.

required Boolean Indicates whether the parameter is required.

secret Boolean Indicates whether the parameter is confidential, for example,
a password.

default String The default value of the parameter. If you don’t enter a value

for this parameter in the parameter values XML, the default
value is used.

XML Example

This example shows a workflow example which requires a host with a username and password, where
<x> is the version of the workflow schema that you are using.

<Workflow name="Test" version="1.0" xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/Workflow/
V<x>">
<Parameters>
<Parameter name="host" label="Host" required="true" />
<Parameter name="username" label="Username" required="true" />
<Parameter name="password" label="Password" required="true" />
</Parameters>
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<Actions>

</Ac£i6ns>
</Workflow>

Workflow Parameter Values

The Workflow Parameter Values is an XML document that contains the input parameters of a workflow
instance. It is a set of name/value pairs where the name must match one of the parameters defined in the
associated workflow. The following table shows the Workflow Parameter Values parameters.

Table 97. Workflow Parameter Values parameters

Name Data type Description Required

name String The name of the parameter, as defined in Yes
the workflow

value String The value of the parameter, as defined in No
the workflow

XML Example

In this example, the host parameter is given the value "mycloud.com". The username parameter is given
the value "admin". And the passwoxrd parameter is given the value "password123."

<?xml version="1.0" encoding="UTF-8" ?>
<WorkflowParameterValues xmlns="http://qradar.ibm.com/UniversalCloudRESTAPI/
WorkflowParameterValues/V1">

<Value name="host" value="" />
<Value name="username" value="" />
<Value name="password" value="" />

</WorkflowParameterValues>

State

The State is a JSON object that represents the data of a running Workflow. Because the State is not
strictly defined, data is dynamically stored in the State.

JSON can store almost any kind of data and allows data to be classified in subobjects. API responses are
stored in JSON format and events are assembled to be sent to the pipeline in JSON.

Persistence
The State is persisted and is not lost during upgrades, restarts, and deployments of IBM QRadar.

Encryption
The State supports encryption to prevent sensitive data from being displayed.

Querying
The State can be queried with JPath, which is a JSON query language that is similar to XPath for XML.
For more information, see “JPath” on page 263.

Template Strings
A template string is a string that can contain JPath expressions. JPath expressions are referenced by
using the $3 . . . ¥ syntax. For more information, see “JPath” on page 263.

Example

You can use JPath expressions to determine a result from the following State.

1

"some":

"value": 123
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The following table shows JPath expressions and their results.

Table 98. Template string examples

Description Template string Result

Simple value "The value is ${/some/ "The value is 123"

reference value}"

Arithmetic "The value is ${/some/ "The value is 246"
value * 2}"

Logical operations "The expression is ${/ "The expression is true"
some/value > 12}"

Built-in function "The current time is $ "The current time is 1586968388123ms since epoch"
{time()}ms since epoch"

Actions

Actions are the building blocks of the workflow. Each action has a specific purpose, such as calling HTTP
endpoints, or posting events to the QRadar pipeline.

Abort

The Abort action aborts the workflow.

The workflow is aborted immediately, in error. If the terminate flag is false, the workflow resumes on the
next recurrence, otherwise it stops until either the event collection service is restarted, or the log source
is edited.

The following table shows the parameters for the Abort action.

Table 99. Abort action parameters

Name Data type Required Notes

reason String Yes The reason why the workflow was
aborted. This string displays in the log
source status as an error message.

terminate Boolean No Indicates whether the event retrieval
loop is terminated. The default is False.

Use this parameter only in extreme
situations. The parameter puts the log
source in error and stops it completely.
The log source restarts only when the
event collection service is restarted, or if
the log source is edited.

You can use the terminate parameter
to stop the workflow on authentication
failure to prevent account lockouts.

XML Example:

This action stops the current execution of the workflow, but it runs again on the next recurrence. Until the
log source status is cleared or updated, it includes the following error message:
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The password for <user value> has expired.

<Abort reason="The password for '${/usert' has expired." />

Add

The Add action adds a value to an array in the State.

The following table shows the parameters for the Add action.

Table 100. Add action parameters

Name Data type Required Notes

path JPath Yes The location of the array. The path
must reference an array value.

value String/Number Yes

XML Example:

This action adds the string "V2hhdCBhIHdvbmRlcmZ1bCB3b3JsZC4ulLg==" to the State at location /
tokens.

<Add path="/tokens" value="V2hhdCBhIHdvbmRlcmZ1bCB3b3JsZC4ulLg==" />

CallEndpoint
The CallEndpoint action calls an HTTP endpoint.

The following table shows the parameters for the CallEndpoint action.

Table 101. CallEndpoint action parameters

Name Data type Relationship Required Notes

method Enumeration Attribute Yes Possible values:
- GET

- POST

« PUT

» DELETE

« PATCH

url String Attribute Yes The base URL of the
endpoint (excluding the
query parameters).
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Table 101. CallEndpoint action parameters (continued)

Name Data type Relationship Required Notes

savePath String Attribute No The response is stored
as a JSON object with
the following format:

/xresponse

status_code: 200,
status_message:
"OK"

headers: %
"Date": "Tue, 16
Jun 2020 17:31:29
GMT",
"Content-Type":
"application/json",
body: ...

¥

If you do not provide

a savePath value, the
endpoint response is
not saved in a default
location. A savePath
value must be provided
if you want to store the
response.

sslConfiguration | SSLConfiguration Subelement No For more information,
see SSLConfiguration.

authentication | Authentication Subelement No An Authentication object
must be one of the
following types:

« BasicAuthentication

« BearerAuthentication

- DigestAuthentication

« New in V2
Akamai EdgeGrid
Authentication

« New in V2 Hawk
Authentication

queryParameter | QueryParameter Subelement No You can have more than
S one query parameter.
For more information,
see QueryParameter.

requestHeaders | RequestHeaders Subelement No You can have more than
one request header. For
more information, see
RequestHeader.

Chapter 10. Universal Cloud REST API protocol 245



Table 101. CallEndpoint action parameters (continued)

Name

Data type

Relationship Required

Notes

body

RequestBody

UrlEncodedFormReq
uestBody

XmlRequestBody

Subelement No

The body must be one of
the following types:

» RequestBody

» UrlEncodedFormRequ
estBody

« XmlRequestBody

The following table shows the parameters for SSLConfiguration.

Table 102. SSLConfiguration structure

Name Data type Required Notes

protocol String No The SSL protocol to use. The
default is TLSv1.2.

allowUntrustedServ | Boolean No Indicates whether untrusted

erCertificate server certificates are
allowed. The default is False.

XML Example:

This example allows an untrusted server certificate.

<SSLConfiguration allowUntrustedServerCertificate="true" />

The following table shows the parameters for BasicAuthentication.

Table 103. BasicAuthentication structure
Name Data type Required
username String Yes
password String

XML Example:

This example sets an authentication username and password.

<BasicAuthentication username="${/usernamet" password="${/password:" />

The following table shows the parameters for BearerAuthentication.

Table 104. BearerAuthentication structure

Name Data type Required Notes
token String Yes The access token.
XML Example:

This example sets an access token for authentication.

<BearerAuthentication token="${/access_token}" />

The following table shows the parameters for DigestAuthentication.
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Table 105. DigestAuthentication structure

Name Data type Required
username String Yes
password String Yes
realm String No
nonce String No
algorithm String No

qgop String No
cnonce String No
nonceCount String No

XML Example:

This example sets a username and password for authentication.

<DigestAuthentication username="${/public_key%" password="${/private_key}" />

New in V2

The following table shows the parameters for Akamai EdgeGrid authentication.

Table 106. Akamai EdgeGrid authentication structure

Name Data type Required
accessToken String Yes
clientToken String Yes
clientSecret String Yes

New in V2

The following table shows the parameters for Hawk authentication.
Table 107. Hawk authentication structure

Name Data type Required
keyID String Yes

key String Yes
algorithm String Yes
hash String No

ext String No

app String No

dlg String No

The following table shows the parameters for QueryParameter.
Table 108. QueryParameter structure
Name Data type Required Notes
name String Yes
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Table 108. QueryParameter structure (continued)

Name Data type Required Notes
value String Yes
omitIfEmpty Boolean No Omits the parameter if the

value is empty.

XML Example:

This example sets a name and value for a query, and omits the parameter if the value is empty.

<QueryParameter name="stream_position" value="${/bookmark?" omitIfEmpty="true" />

The following table shows the parameters for RequestHeader.

Table 109. RequestHeader structure

Name Data type Required Notes

name String Yes

value String No

omitIfEmpty Boolean No Omits the header if the value

is empty.

XML Example:

This example sets a name and value for a request header.

<RequestHeader name="authorization" value="client_id:${/client_id?,
client_secrett" />

The following table shows the parameters for RequestBody.

client_secret:$3/

Table 110. RequestBody structure

Name Data type Required Notes

type String Yes Must be a valid HTTP request
content-type. For example,
application/json.

encoding String Yes Must be a valid HTTP body
encoding type. For example,
UTF-8.

content String Yes Include the body content
between the opening and
closing tags of the
<RequestBody> element.

XML Example:

This example sets a content-type, body encoding, and content for a request body.

<RequestBody type="application/json" encoding="UTF-8">{ "grant_type": "client_credentials" </

RequestBody>

The following table shows the parameters for UrlEncodedFormRequestBody.
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Table 111. UrlEncodedFormRequestBody structure

Name Data type Required Notes
parameters Map <String, String> Yes A collection of name/value
pairs.
XML Example:

This example sets the name/value pairs for a URL encoded form request body.

<UrlEncodedFormRequestBody>
<Parameter name="grant_type" value="urn:ietf:params:oauth:grant-type:jwt-
bearer" />
<Parameter name="client_id" value="${/client_id%" />
<Parameter name="client_secret" value="${/client_secret?" />
<Parameter name="assertion" value="${/jwt_assertion}" />
</UrlEncodedFormRequestBody>

The following table shows the parameters for XmlRequestBody.

Table 112. XmlRequestBody structure

Name Data type Required Notes

type String No Must be a valid HTTP request
content-type. For example,
application/json.

encoding String No Must be a valid HTTP body
encoding type. For example,
UTF-8.

content XML Yes The actual XML content of the

body must be nested within
the <XXmlRequestBody>
element as subelements.

XML Example:

This example sets the content for an XML request body.

<XmlRequestBody>
<authRequest>
<maaS360AdminAuth>
<billingID>$$/billing_id%</billingID>
<platformID>$$/platform_idi</platformID>
<appID>${/app_idi</appID>
<appVersion>$$/app_version}</appVersion>
<appAccessKey>${/app_access_keyt</appAccessKey>
<userName>$$/username?</userName>
<password>${/password}</password>
</maaS360AdminAuth>
</authRequest>
</XmlRequestBody>

XML Example:

This action calls makes a POST request to https://${/host}/auth/oauth2/token with a request header and a
request body, and saves the response in the State at /get_access_token.

<CallEndpoint url="https://${/host}/auth/oauth2/token" method="POST" savePath="/
get_access_token">

<RequestHeader name="authorization" value="client_id:${/client_id?, client_secret:${/
client_secrett" />

<RequestBody type="application/json" encoding="UTF-8">{ "grant_type":
"client_credentials" ¥</RequestBody>
</CallEndpoint>
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ClearStatus

The ClearStatus action clears the runtime status of the protocol instance. This clears the status of the log

source.

XML Example

This action clears any info, warning or error messages that are displayed for the log source.

<ClearStatus />

Copy

The Copy action copies one part of the State to another.

The following table shows the parameters for the Copy action.

Table 113. Copy action parameters
Name Data type Required Notes
sourcePath JPath Yes The path to copy. This path
can be either a static path or
a query.
targetPath JPath Yes The location to which the path
is copied. This path overwrites
anything that is stored at this
location.
XML Example

This action copies the objects from the array at /events with a type_id of 4 to an array at location /
interestingEvents, and erasing anything that was stored there previously.

<Copy sourcePath="/events[@type_id = 4]" targetPath="/interestingEvents" />

Create JWTAccessToken
The JWTAccessToken action creates a JISON Web Token (JWT).

For more information, see JWT documentation.

The following table shows the parameters for the Create JWTAccessToken action.

Table 114. Create JWTAccessToken action parameters

Name

Data type

Relationship

Required

Notes®

Header

KeyValuePairs

Subelement

Yes

The set of name/value
pairs that form the
JWT header. For more
information, see Table
115 on page 251

Payload

KeyValuePairs

Subelement

Yes

The set of name/value
pairs that form the
JWT payload. For more
information, seeTable
116 on page 251
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Table 114. Create JWTAccessToken action parameters (continued)

Name Data type Relationship Required Notes®
Secret String Subelement Yes In V1, the Secret must
be a Base64 PKCS8 PEM
file. In V2 or later, it
can be either a PVKS1 or
PVKS8 PEM file, and can
be entered as plain text
or Base64 encoded. For
more information, see
Table 117 on page 251
savePath JPath Attribute Yes The location in the state
to store this value.
Table 115. Header structure
Name Data type Description Required Notes
name String The name of the header. Yes
value String The value of the header. No
Table 116. Payload structure
Name Data type Description Required Notes
name String The name of the payload. Yes
value String The value of the payload. No
Table 117. Secret structure
Name Data type Description Required Notes
value String The value of the secret. No
XML Example

This action creates a JIWT with the provided header, payload and secret values, and saves it in the State at
location /access_token.

<CreateJWTAccessToken savePath="/access_token">

<Header>

<Value name="alg" value="HS256" />
<Value name="typ" value="JIWT" />

</Header>
<Payload>
<Value name="iss" value="${/api_key}" />
</Payload>
<Secret value="${/api_secret}" />
</CreateIWTAccessToken>

Delete
The Delete action deletes an element from the State.

The following table shows the parameters for the Delete action.
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Table 118. Delete action parameters
Name Data type Required Notes
path JPath Yes The location of the element to
delete.
XML Example

This action deletes the value that exists in the State at location /token

<Delete path="/token" />

DoWhile

The DoWhile action loops a series of actions while a condition is true.

The condition is evaluated at the end of the loop. Even if the condition is never true, the contents are
executed once. This action is different from the While action, where the condition is evaluated at the
beginning of the loop.

The following table shows the parameters for the DoWhile action.

Table 119. DoWhile action parameters

Name Data type Required Notes

condition JPath Yes The condition that determines
whether to continue looping.

actions JPath Condition Yes Must be a JPath expression
that resolves to a value of
true or false. References
to the State should not be
within the $3 % notation for
JPath conditions. See “JPath”
on page 263

XML Example

This action executes the nested CallEndpoint action and PostEvent action. If there is a value in the State
at location /next_page the condition is true and the nested actions are executed, and the condition
check is performed until the condition is false.

<DolWhile condition="/next_page != null">
<CallEndpoint ... />
<PostEvent path="/current/event" />
</DoWhile>
ForEach

The ForEach action executes a series of actions for each value in an array or object. In V1, the action
works only for each value in an array.

The following table shows the parameters for the ForEach action.

Table 120. ForEach action parameters

Name Data type Description Required Notes
item JPath The path to store the current item | Yes The path to store
of the iteration. the current item of
the iteration.
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Table 120. ForEach action parameters (continued)

Name Data type Description Required Notes
items JPath The array in the State to iterate. Yes The array in the
State to iterate.
actions Actions|] The sequence of actions to Yes The sequence of
execute for each iteration. actions to execute

for each iteration.
Cannot be empty.

XML Example

An array of objects exists in the State at /events. This action iterates through the array and executes the
nested PostEvent action for each object in the array.

<ForEach item="/current_event" items="/events">
<PostEvent path="/current_event" source="${/host:" />
</ForEach>

FormatDate
The FormatDate action formats a UNIX timestamp to a date.

The following table shows the parameters for the FormatDate action.

Table 121. FormatDate action parameters

Name Data type Required Notes

pattern String Yes See Java DateTimeFormatter
for possible values.

timeZone String No See Java DateTimeFormatter
for possible values.

time Number No The time to format, in
milliseconds since epoch. The
default is the current time.

savePath JPath Yes The location to store the
result.

XML Example

This action extracts the UNIX timestamp currently stored in the State at /bookmark and converts it to a
meaningful timestamp in the following format in the UTC time zone.

yyyy-MM-dd'T'HH:mm:ss.SSS'Z"

<FormatDate pattern="yyyy-MM-dd'T'HH:mm:ss" timeZone="UTC" time="${/bookmarkt"
savePath="/formatted_bookmark" />

The reformatted value is saved in the State at /formatted bookmark.
GenerateHMAC

The GenerateHMAC action applies an HMAC hash to a given input.

The following table shows the parameters for the GenerateHMAC action.
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Table 122. GenerateHMAC action parameters
Name Data type Required Notes
algorithm Enumeration Yes Possible values:
- MD5
« SHA1
- SHA256
« SHA512
secretKey String Yes The secret to use.
message String Yes The input message to process.
saveFormat String Yes Possible values:
- BASE64
e HEX
savePath JPath Yes The location to store the
result.
XML Example

This action generates an HMAC hash of the value stored in the State at /value . The hash is generated
in hex format by using the SHA1 algorithm and the provided secretKey, and is saved in the State at
location /signature.

<GenerateHMAC algorithm="SHA1" secretKey="${/secret_key?" message="${/valuet" saveFormat="HEX"
savePath="/signature" />

If/Elself/Else

The If/Elself/Else actions execute actions if a condition is satisfied.
The If/Elself/Else actions execute nested actions based on one or more mutually-exclusive conditions:

« "If" conditions are always checked.
« "Elself" conditions are only checked if all preceding "If" and "Elself" conditions were not satisfied.

- "Else" actions have no condition; if none of the preceding "If" or "ElseIf" conditions were satisfied, the
"Else" actions are automatically executed.

The following table shows the parameters for the If action.

Table 123. If action parameters

Name Data type Required Notes

condition JPath Yes The condition to evaluate.
Cannot be empty.

actions Actions[] Yes The sequence of actions to
execute if the condition is
true. Cannot be empty.

The following table shows the parameters for the Elself action.
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Table 124. Elself action parameters

Name Data type Required Notes

condition JPath Yes The condition to evaluate.
Cannot be empty.

actions Actions[] Yes The sequence of actions to
execute if the condition is
true. Cannot be empty.

The following table shows the parameters for the Else action.

Table 125. Else action parameters

Name Data type Required Notes

actions Actions[] Yes The sequence of actions

to execute if none of the
preceding "If" or "Elself"
conditions are true. Cannot be
empty.

XML Example
In this example, the following actions are taken:

« If the State value at location /status is 200, only the SetStatus action that sets the status to an INFO
"Success" message is executed.

- Ifthe /status value is 401, only the SetStatus action that sets the status to an ERROR "Authentication
Failure" message is executed.

- If the /status value is 404, only the SetStatus action that sets the status to an ERROR "No Route
Exists" message is executed.

- If the /status value is anything else, only the final SetStatus action is executed.

<If condition="/status = 200">

<SetStatus type="INFO" message="Success." />
</If>
<ElseIf condition="/status = 401">

<SetStatus type="ERROR" message="Authentication Failure." />
</ElseIf>
<ElseIf condition="/status = 404">

<SetStatus type="ERROR" message="No Route Exists." />
</ElseIf>
<Else>

<SetStatus type="ERROR" message="An unknown error (${/status}) has occurred." />
</Else>

Initialize
The Initialize action initializes a value in the State.

If a value exists in the location, the new value does not override the existing value.

Table 126. Initialize action parameters

Name Data type Required Notes

path JPath Yes The location to initialize.
value String/Number Yes The value to set.
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XML Example

This action adds the value "1" to the State at location /bookmaxk, if no value exists at that location. If a
value does exist at that location, the action does nothing.

<Initialize path="/bookmark" value="1" />

Log
The Log action logs troubleshooting messages.

Troubleshooting messages are typically stored in the QRadar log files at /var/log/qradar.errozr,
var/log/qradar.log, and /var/log/qradar.java.debug

The following table shows the parameters for the Log action.

Table 127. Log action parameters

Name Data type Required Notes

type Enumeration Yes The log type.

Possible values:
- INFO

- WARN

« ERROR

- DEBUG

message String Yes The message to log.

XML Example

This action writes a DEBUG level log to the QRadar logs that contain the specified message.

<Log type="DEBUG" message="The value was ${/some_valuet." />

Merge
The Merge action merges an array into an array, or an object into an object.

The following table shows the parameters for the Merge action.

Table 128. Merge action parameters

Name Data type Required Notes

sourcePath JPath Yes The object or array to
copy from.

targetPath JPath Yes The object or array to
merge into.

XML Example:

This action copies all objects that have a type_id value of 4 in the array at location /events in the State to
the array at /cumulativeEvents. Any objects already in /cumulativeEvents are preserved.

<Merge sourcePath="/events[@type_id = 4]" targetPath="/cummulativeEvents" />
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ParseDate

The ParseDate action parses a date into a UNIX timestamp.

The ParseDate action is supported by the Java DateTimeFormatter. Some of the ParseDate action

parameters are passed directly to Java.

The following table shows the parameters for the ParseDate action.

Table 129. ParseDate action parameters
Name Data type Required Notes
pattern String Yes The formatting pattern to use.
See Java DateTimeFormatter for
possible values.
timeZone String No The time zone to use.
See Java DateTimeFormatter for
possible values.
date String Yes The formatted date to parse.
savePath JPath Yes The location to store the result.
XML Example:

This action converts the timestamp that is stored in the State at location /formatted_time to a UNIX
timestamp and stores it in the State at location /timestamp. The current timestamp must be in the
yyyy-MM-dd'T'HH:mm:ss'Z' format and represent a time in the Coordinated Universal Time (UTC) zone.

<ParseDate pattern="yyyy-MM-dd'T'HH:mm:ss" timeZone="UTC" time="${/formatted_timet"
savePath="/timestamp" />

PostEvent

The PostEvent action posts an event to the QRadar event pipeline, which allows the event to be parsed,
correlated, and stored.

The following table shows the parameters for the PostEvent action.

Table 130. PostEvent action parameters

Name Data type Required Notes
path JPath Yes The path of the element to post.
encoding String No The encoding of the event.

Possible values:
- UTF-8

- BASE64

« HEX

The default is UTF-8.
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Table 130. PostEvent action parameters (continued)

Name

Data type

Required

Notes

source

String

Yes

The source (host) of the event.

The source value is used to route the event
within the event pipeline to the correct log
source. The event is matched to the log
source identifier of an existing log source.

If no log source exists with a matching log
source identifier, the event is stored without
parsing and a copy of the event is sent to the
log source autodetection engine.

If a log source is autodetected from the
event, it is created with its log source
identifier set to the source value.

XML Example:

This action posts the string that is stored in the State at /event into the QRadar event pipeline as an
event. If a log source has a log source identifier that matches the value that is stored in /host, the event
is routed to that log source.

<PostEvent path="/event" source="${/host}" />

PostEvents

The PostEvents action posts an array of events to the QRadar event pipeline, which allows the events to

be parsed, correlated, and stored.

The following table shows the parameters for the PostEvents action.

Table 131. PostEvents action parameters

Name Data type Required Notes
path JPath Yes The path of the array element to post.
encoding String No The encoding of the event.

Possible values:

- UTF-8

- BASE64

« HEX

The default is UTF-8.

258 IBM QRadar : QRadar DSM Configuration Guide




Table 131. PostEvents action parameters (continued)

Name

Data type

Required

Notes

source

String

Yes The source (host) of the event.

The source value is used to route the event
within the event pipeline to the correct log
source. The event is matched to the log
source identifier of an existing log source.

If no log source exists with a matching log
source identifier, the event is stored without
parsing and a copy of the event is sent to the
log source autodetection engine.

If a log source is autodetected from the
event, it is created with its log source
identifier set to the source value.

XML Example:

This action posts the array of strings that are stored in the State at /events into the QRadar event
pipeline as a series of events. If a log source has a log source identifier that matches the value that is
stored in /host, the events are routed to that log source.

<PostEvents path="/events" host="${/host}" />

RegexCapture
The RegexCapture action captures part of a string with a regular expression (regex).

The following table shows the parameters for the RegexCapture action.

Table 132. RegexCapture action parameters
Name Data type Required Notes
pattern RegEx Yes The regular expression pattern.
The pattern must contain only one
capture group.
The regex pattern must be
a Java-type regex. For more
information, see Class Pattern (https://
docs.oracle.com/javase/7/docs/api/
java/util/regex/Pattern.html).
value String Yes The value to capture from.
savePath JPath Yes The location to store the result.
XML Example:

This action runs the regex that is defined in the pattern to the string stored in the State as /data. The
capture group value is stored in the State at location /id. The provided regex captures one or more digits
that follow "id=".

<RegexCapture pattern="id=([0-9]+)" value="$$/data}" savePath="/id" />

Chapter 10. Universal Cloud REST API protocol 259



https://docs.oracle.com/javase/7/docs/api/java/util/regex/Pattern.html

Set
The Set action sets a value in the State.
If a value exists at the location, the new value overrides the existing value.

The following table shows the parameters for the Set action.

Table 133. Set action parameters
Name Data type Required Notes
path JPath Yes The location to store
the value.
value String/Number Yes The value to set.
XML Example:

This action adds the value that is returned by the time() function to the State at location /current_time.
If a value exists at that location, it is overwritten.

<Set path="/current_time" value="$itime()3" />

SetStatus

The SetStatus action sets the runtime status of the protocol instance. This information appears in the
status of the log source.

The following table shows the parameters for the SetStatus action.

Table 134. SetStatus action parameters

Name Data type Required Notes

type Enumeration Yes The status type.
Possible values include:
« INFO

« WARN
* ERROR

message String Yes The status message.

XML Example:

This action sets the runtime status of the protocol instance to ERROR with a message that states:
The password has expired

This information is displayed as the log source status in the IBM QRadar Log Source Management app and
APL.

<SetStatus type="ERROR" message="The password has expired" />

Sleep
The Sleep action suspends the Workflow for a specified amount of time.

The following table shows the parameters for the Sleep action.
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Table 135. Sleep action parameters
Name Data type Required Notes
duration Number Yes The amount of time to wait, in
milliseconds.
XML Example:

This action causes the Workflow to pause execution for 5 seconds.

<Sleep duration="5000" />

Split

The Split action splits a string.

For example, if an API returns a set of events as a long string, where each event is separated by a comma
or other delimiter, you can split the string to use the PostEvent or PostEvents action.

The following table shows the parameters for the Split action.

Table 136. Split action parameters

Name Data type Required Notes

value String Yes The value to split.

delimiter String No The delimiter is a regex expression.
Defaults to "newline". If a delimiter is
supplied with regex elements, it must be
a Java-type regex.

savePath JPath Yes The location to store the result.

XML Example:

This action splits the string "value 1,value 2,value 3" intoan array of three strings "valuel",
"value2", and "value3". The strings are stored in the State at location /values.

While

<Split value="value 1,value 2,value 3" delimiter="," savePath="/values" />

The While action loops a series of nested actions while a condition is true.

The condition is evaluated at the beginning of the loop so if the condition is never true, it never executes
its nested actions. This action is different from the DoWhile action, where the condition is evaluated at the
end of the loop.

The following table shows the parameters for the While action.

Table 137. While action parameters

Name Data type Required Notes

The condition that determines
whether to continue looping.
A loop is an execution of all
nested actions.

condition JPath Yes
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Table 137. While action parameters (continued)

Name Data type Required Notes
actions JPath Condition Yes The sequence of actions to
execute.

Must be a JPath expression
that resolves to a value of
true or false. References
to the State should not be
within the $3 * notation for
JPath conditions. See “JPath”
on page 263.

XML Example:

This action executes the nested CallEndpoint action if a value exists in the State at location /next_page.
The While action executes the nested CallEndpoint action until the /next_page value is null. If /
next_page is always null, the nested action is not executed.

<While condition="/next_page != null">
<CallEndpoint ... />
</While>

Related concepts

“CallEndpoint” on page 244
The CallEndpoint action calls an HTTP endpoint.

“DoWhile” on page 252
The DoWhile action loops a series of actions while a condition is true.

XPathQuery

The XPathQuery action executes an XPath query on an XML document value.

If an API returns a response in XML format, you can extract a certain value or set of values from the
response. You can use XPath to extract values.

The following table shows the parameters for the XPathQuery action.

Table 138. XPathQuery action parameters

Name Data type Required Notes

xmlPath JPath Yes The location of the
XML document in the
State.

xPathQuery XPath Yes

singleton Boolean No Interprets the results

as a single value
instead of an array.

The default is False.

savePath JPath Yes The location to store
the result.
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XML Example:

This action executes the XPath query "//event/id/text ()" against the XML document that is stored

in the State at /xml_events, and stores it in the State at location /event/id as a single value.

<XPathQuery xmlPath="/xml_events" xPathQuery="//event/id/text()" singleton="true" savePath="/

event/id" />

JPath

JPath is a language for querying and manipulating JSON elements. You can use JPath to compute values,

such as strings, numbers, and boolean values, from JSON elements.

Basic selection

Select elements by using a forward slash (/). Select array items by using square brackets ([ ]).

The following table shows examples of basic selection of JISON elements.

Table 139. Basic selection examples
Example Description | State Expression Result
Primitive Selects a { "object": /object/attrl "valuel"
JSON i "attri":
primitive. "valuel", "attr2":
"value2" 1 %
Object Selects a i "object": /object {1 "attrl":
JSON object. |4 "attrl": "valuel",
"valuel", "attr2": "attr2":
"value2" %t t} "value2" %
Array Selects a i "array": /array [ "valuel",
JSON array. [ "valuel", "value2" ]
"value2" ] ?}
Array Index Selects an i "array": [ 1.1, /array[1] 2.2
item of a 2.2 1 %
JSON array by
index. The
index starts at
0.
Nested Selects an { "array": /array[1]/id 456
attributeofan | [ § "id": 123 %,
object thatis |§ "id": 456 % ] %
nested in an
array.
Multiple Selects all { "array": /array/id [ 123, 456 ]
Nested attributes of [ § "did": 123 %,
anobjectthat |§ "id": 456 ¥ ] %
is nested in
an array.
Single Quoted | Selects key {1 "name with /'name with true
Keys names by spaces": { "some spaces'/'some
using single |attribute": attribute'
quotation true, "another
marks. attribute":
false } %
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Table 139. Basic selection examples (continued)
Example Description | State Expression Result
Double Selects key i "name with /"name with true
Quoted Keys | names by spaces": {1 "some spaces"/"some

using double |attribute": attribute"

guotation true, "another

marks. attribute":

false } %

Unicode Selects by i "a ct ot o 0" [/Mact ot ocx " "v_"a_ "1l "u_"e
Support using Unicode | "v_*a_*1_“u_"e " "

keys and t

values.

Query

Array elements can be queried by using square brackets ([ ]). The query is evaluated against all of the
array elements. The query can select any fields of the element for comparison and reference anything in
the JSON document.

The following table shows query operators. a and b can be either a constant or a JPath construct. Basic
selection, query, arithmetic, and functions are JPath constructs.

Table 140. Query operators

Operator Description

a=>b Equal

al=b Not equal

a>b Greater than

a<b Less than

a>=b Greater than or equal

a<=b Less than or equal

not a Negates the result of a

exists a Checks if a exists as an attribute

The following table shows examples of the query operators that you can apply to the array elements.

Table 141. Query examples

Example Description | State Expression Result
Equality (or Queries an i "array": /array[@id = 2] [ £+ "id":
Inequality) array for [ 1 "id": 1, 2, "name":
objects with “name": "Object “"Object 2" % 1]
an attribute " ¢, 1 "id": 2,
equaltoa “name": "Object
value. 2" %, 4 "id": 3,
“name": "Object
3" F 1%
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Table 141. Query examples (continued)

Example Description | State Expression Result

Greater than | Queries an { "array": /array[@id > 1] [ £ "id":
array of [ 1 "id": 1, 2, "name":
objects with | "name": "Object "Object
attributes 1" 3%, § "id": 2, 2" %, § "id":
greaterthana | "name": "Object 3, "name":
value. 2" 3, § "id": 3, "Object 3" % 1]

"name": "Object
3" 113

Primitives Selects { "array": /array[@ != "value |[ "value 1",
primitives [ "value 1", 2"] "value 3" ]
fromanarray | "value 2", "value
that passesa [3" ] %
specific
query.

And Selects with [{ "array": /array[@ != "value |[ "value 1" ]
the 'and' [ "value 1", 2" and @ != 'value
operator. "value 2", "value |[3']

3" 1%

Or Selects with | "array": /array[@ = "value [ "value 2",
the 'or [ "value 1", 2" or @ = "value "value 3" ]
operator. "value 2", "value |[3"]

3" 1%

Parentheses |Selects with |{ "array": /array[not (@ = [ "value 1" ]

parentheses. |[ "value 1", "value 2" or @ =
"value 2", "value "value 3")]
3" 1%

Exists Selects i "array": /array[exists [ 1 "id":
objectsofan |[ {1 "id": 1, @name] 1, "name":
array that “name": "Object "Object
have a 1" ¢, 3 "id": 2, 1" %, 3 "id":
specific “name": "Object 2, "name":
attribute. 2" ¢, 3 "id": "Object 2" ¥ ]

3, ¢ 1%

Arithmetic operations in JSON elements

Some basic arithmetic operations can be applied to the JSON elements.

The following table shows arithmetic operators. a and b can be either a constant or a JPath construct.
Basic selection, query, arithmetic, and functions are JPath constructs.

Table 142. Arithmetic operators

Operator Description
a+b Add

a-b Subtract
a*b Multiply
a/b Divide

The following table shows examples of the arithmetic operations that you can apply to JSON elements.
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Table 143. Arithmetic examples

Example Description | State Expression Result
Addition Basic addition [ § "attrl": 1, /attrl + /attr2 5
"attr2": 4 %
Subtraction Basic 3 "attrl": 1, /attrl - /Jattr2 -3
subtraction "attr2": 4 %
Multiplication | Basic 3 "attri": 2, Jattrl x /attr2 8
multiplication | "attr2": 4 %
Division Basic division |§ "attrl": 12, Jattrl / /attr2 3
"attr2": 4 %
Parentheses | Arithmetic i "attrl": 4, (/attrl - /attr2) 12
that uses "attr2": 2 % * (/attrl + /
parentheses. attr2)
Arithmetic as | Uses i "attrl": 4, /array[/attrl - / |"value 3"
Array Index arithmeticto |"attr2": 2, attr2]
compute an "array": [ "value
array index. 1", "value 2",
"value 3", ] %
Arithmeticin |Uses i "attrl": 4, /array[@id != (/ [ £ "did":
Query arithmeticas | "attr2": 2, attrl - /attr2)] 1, "name":
part of a "array": [ {1 "id": "Object
query. 1, "name": "Object 1" ¢, {1 "id":
1" 3%, § "id": 2, 3, "name":
"name": "Object "Object 3" % 1]
2|| }, { "id": 3,
"name": "Object
3"t 1%

Functions in JPath expressions

Some basic functions can be used in JPath expressions, such as using a function as part of a query.

The following table shows the basic functions that can be used in JPath expressions.

Table 144. Functions

Function

Description

count(path)

Returns the number of items at a specific path
expression.

« For an object, returns the number of members.

« For an array, returns the number of array
elements.

- For astring, returns the string length.

base6é4_encode(expr)

Returns the base64 encoded value of a specific
expression.

baseé4_decode(expr)

Returns the base64 decoded value of a specific
expression.

url_encode(expr)

Returns the url encoded value of a specific
expression.
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Table 144. Functions (continued)

Function Description

url_decode(expr) Returns the url decoded value of a specific

expression.

min(path) Returns the minimum value from an array at a
specific path expression.

max(path) Returns the maximum value from an array at a
specific path expression.

time() Returns time in milliseconds since epoch.

The following table shows examples of basic functions that can be used in JPath expressions.

Table 145. Function examples

Example Description | State Expression Result
Functionin |Usesa i+ "array": [ 1 "id": / [ £+ "id": 3,
query functionas |1, "timestamp": array[@timestamp |"timestamp":
part of a 1186978597 &, {1 "id": > time()] 17586978597 %
query. 2, "timestamp": ]
1286978597 &+, {1 "id":
3, "timestamp":
17586978597 + ] %
Find an Uses the i+ "array": [ 1 "id": max (/array/ 17586978597
event with max() 1, "timestamp": timestamp)
the biggest | functionin 1186978597 %, 1 "id":
timestamp | combination |2, "timestamp":
with a 1286978597 &, {1 "id":
generated 3, "timestamp":
array of 17586978597 + ] %
numbers.

Command line testing tool

Use the command line tool to execute a workflow. The command line tool provides quick feedback while
you develop or troubleshoot the contents of a workflow.

The command line tool does not interact with the live IBM QRadar event pipeline. Any events that are
retrieved from the Universal Cloud REST API protocol are written to the QRadar Console.

New in V2

To run the toolin V2 or later, type the following command.
/opt/qradar/bin/test-workflow. sh

To run the tool in V1, add one or more commands to the end of the following command line to run the
tool. If you don't specify any arguments, the entire usage is written.

java -cp "/opt/ibm/si/services/ecs-ec-ingress/
current/bin/x:/opt/ibm/si/services/ecs-ec-ingress/eventgnosis/lib/qllabs/x"
com.qllabs.semsources.sources.universalcloudrestapi.UniversalCloudRESTAPITest

The following table shows the commands for the command line testing tool.
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Table 146. Command line testing tool usage

Command

Description

-?,--help

Displays the usage and exits.

-p <[user@]server:port>

Specifies the proxy to use.

-r <seconds>

Specifies the poll frequency. In V2 or later, by default the tool
runs only once. If you enter a frequency, the tool runs at that
interval.

-s <file> Specifies the file for state persistence.
-V Displays more logging.
-w <file> Specifies the workflow to load.
-wp <file> Specifies the workflow parameter values to load. In V2 or
later, this parameter is optional.
XML Example

In the following example, the command line is used to specify the workflow and workflow parameter
values to load. The -w command is used to specify the myworkflow. XML workflow and the -wp
command is used to specify the myworkflow.parameter.values.xml workflow parameter values.

/opt/qradar/bin/test-workflow.sh -w myworkflow.xml -wp myworkflow.parameter.values.xml
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Chapter 11. Protocols that support Certificate
Management

You can use Certificate Management to upload and manage certificates that can be used by log sources
with supported protocols.

The following table lists the protocols that support Certificate Management.

Protocol Fix Central link
TLS Syslog Download TLS Syslog protocol
HTTP Receiver Download HTTP Receiver protocol

Related information
QRadar Certificate Management
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Part 3. DSMs
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Chapter 12. 3Com Switch 8800

The IBM QRadar DSM for 3Com Switch 8800 receives events by using syslog.
The following table identifies the specifications for the 3Com Switch 8800 DSM:

Specification Value

Manufacturer 3Com

DSM name Switch 8800 Series

RPM file name DSM-3ComSwitch_QRadar-version_build-
number.noarch.xrpm

Supported versions 3.01.30

Protocol Syslog

QRadar recorded events Status and network condition events

Automatically discovered? Yes

Includes identity? No

Includes custom event properties? No

More information For more information, see the 3Com link to public

site website (https://www.3com.com)

To send 3COM Switch 8800 events to QRadar, complete the following steps:

1. If automatic updates are not enabled, download and install the most recent version of the following
RPMs from the IBM Support Website (https://www.ibm.com/support/fixcentral) onto your QRadar
Console:

« Protocol Common RPM
« DSM Common RPM
« 3COM Switch 8800 DSM RPM
2. Configure each 3COM Switch 8800 instance to communicate with QRadar.

3. If QRadar does not automatically discover the DSM, create a log source on the QRadar Console for
each 3COM Switch 8800 instance. Configure all the required parameters, and use the following table
for specific values:

Parameter Description
Log Source Type 3COM Switch 8800
Protocol Configuration Syslog

Related tasks

Configuring your 3COM Switch 8800
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Configure your 3COM Switch 8800 to forward syslog events to IBM QRadar.

Configuring your 3COM Switch 8800

Configure your 3COM Switch 8800 to forward syslog events to IBM QRadar.

Procedure

1. Log in to 3COM Switch 8800.

2. To enable the information center, type the following command:
info-center enable

3. To configure the log host, type the following command:

info-center loghost QRadar_ip_address facility informational language english

4. To configure the ARP and IP information modules, type the following commands.

info-center source arp channel loghost log level informational
info-center source ip channel loghost log level informational
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Chapter 13. AhnLab Policy Center

The IBM QRadar DSM for AhnLab Policy Center retrieves events from the DB2 database that AhnlLab

Policy Center uses to store their log.

The following table identifies the specifications for the AhnLab Policy Center DSM:

Table 147. AhnLab Policy Center DSM specifications

Specification Value
Manufacturer AhnLab
DSM AhnLab Policy Center

RPM file names

DSM-AhnLabPolicyCenter-QRadar-
Release_Build-Number.noarch.xrpm

Supported versions

4.0

Protocol

AhnLabPolicyCenterJdbc

QRadar recorded events

Spyware detection, Virus detection, Audit

Automatically discovered?

No

Includes identity

Yes

More information

Ahnlab website (https://global.ahnlab.com/)

To integrate AhnlLab Policy Center DSM with QRadar, complete the following steps:

1. Download and install the most recent version of the following RPMs from the IBM Support Website

onto your QRadar Console:

« JDBC protocol RPM

« AhnLabPolicyCenterJdbc protocol RPM
« AhnLab Policy Center RPM

Tip: For more information, see your DB2 documentation.

2. Ensure that your AhnLab Policy Center system meets the following criteria:

« The DB2 Database allows connections from QRadar.

 The port for AhnLabPolicyCenterddbc Protocol matches the listener port of the DB2 Database.

« Incoming TCP connections on the DB2 Database are enabled to communicate with QRadar.

3. For each AhnLab Policy Center server you want to integrate, create a log source on the QRadar
Console. The following table identifies Ahnlab-specific protocol values:

Parameter

Value

Log Source Type

AhnLab Policy Center APC

Protocol Configuration

AhnLabPolicyCenterJdbc

Access credentials

Use the access credentials of the DB2 server.

Log Source Language

If you use QRadar v7.2 or later, you must select a
log source language.

Related tasks
“Adding a DSM” on page 4
“Adding a log source” on page 5
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Chapter 14. Akamai Kona

The IBM QRadar DSM for Akamai Kona collects event logs from your Akamai Kona platforms.

The following table identifies the specifications for the Akamai KONA DSM:

Table 148. Akamai KONA DSM specifications

Specification Value
Manufacturer Akamai
Product Kona

DSM RPM name

DSM-AkamaiKona-QRadar_Version-
Build_Number.noarch.xrpm

Protocol

HTTP Receiver, Akamai Kona REST API

Event Format

JSON

Recorded event types

All security events

Automatically discovered? No
Includes identity? No
Includes custom properties? No

More information

Akamai Kona SIEM API Documentation

Related tasks
“Adding a DSM” on page 4
“Adding a log source” on page 5

Configure an Akamai Kona log source by using the HTTP Receiver

protocol

Collect events from Akamai Kona in QRadar by using the HTTP Receiver protocol.

Collect events by using the HTTP Receiver Protocol:

1. If automatic updates are not enabled, download and install the most recent version of the following
RPMs from the IBM Support Website onto your QRadar Console:

 Protocol Common RPM

« DSMCommon RPM

« HTTPReceiver Protocol RPM
- Akamai KONA DSM RPM

2. Configure your Akamai KONA system to communicate with QRadar. For more information, contact

Akamai.

3. If you plan to configure the log source to use the HTTPs and Client Authentication options, copy the
Akamai KONA certificate to the target QRadar Event Collector.

4. For each Akamai KONA server that you want to integrate, create a log source on the QRadar Console.
Configure all the required parameters. Use this table to configure Akamai Kona specific parameters:
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Table 149. Akamai KONA log source parameters

Parameter Description

Log source type Akamai KONA

Protocol Configuration HTTP Receiver

Client Certificate Path The absolute file path to the client certificate on

the target QRadar Event Collector.

Ensure that the Akamai KONA certificate is
already copied to the Event Collector.

If you select the HTTPs and Client
Authentication option from the Communication
Type list, the Client Certificate Path
parameter is required.

Listen Port The destination port that is configured on the
Akamai KONA system.

Important: Do not use port 514. Port 514 is used
by the standard Syslog listener.

Message Pattern The Message Pattexrn '\{"type' isfor JSON
format events.

For more information about this protocol, see “HTTP Receiver protocol configuration options” on page
125.

Restriction: This integration requires you to open a non-standard port in your firewall for incoming
Akamai connections. Use an internal proxy to route the incoming Akamai connections. Do not point
the Akamai data stream directly to the QRadar Console. For more information about opening a non-
standard port in your firewall, consult your Network security professionals.

Related tasks
“Adding a DSM” on page 4
“Adding a log source” on page 5

Configure an Akamai Kona log source by using the Akamai Kona
REST API protocol

Collect events from Akamai Kona in QRadar by using the Akamai Kona REST API protocol.
Collect events from Akamai Kona REST API:

1. If automatic updates are not enabled, download and install the most recent version of the following
RPMs from the IBM Support Website onto your QRadar Console:

« Protocol Common RPM

- Akamai Kona REST API RPM
« DSMCommon RPM

« Akamai KONA DSM RPM

2. Configure Akamai Kona to send Security events to QRadar by using the Akamai Kona REST API
protocol.

3. Configure Akamai Kona to communicate with QRadar.

Note: The Akamai KONA DSM supports only JSON formatted events. Akamai's sample CEF and Syslog
connector does not work with the Akamai KONA DSM.
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4. Add a log source in QRadar.

The following table describes the log source parameters that require specific values for Akamai KONA

DSM event collection:

Table 150. Akamai KONA DSM log source parameters

Parameter

Value

Log Source Type

Akamai KONA

Protocol Configuration

Akamai Kona REST API

Host

Provided during the SIEM OPEN API provisioning
in the Akamai Luna Control Center. The Host

is a unique base URL that contains information
about the appropriate rights to query the
security events. This parameter is a password
field because part of the value contains secret
information.

Client Token

One of the two security parameters. This token
is paired with Client Secret to make the client
credentials. This token can be found after you
provision the Akamai SIEM OPEN API.

Client Secret

One of the two security parameters. This secret
is paired with Client Token to make the client
credentials. This token can be found after you
provision the Akamai SIEM OPEN API.

Access Token

Security parameter that is used with client
credentials to authorize API client access for
retrieving the security events. This token can be
found after you provision the Akamai SIEM OPEN
APL.

Security Configuration ID

ID for each security configuration that you want
to retrieve security events for. This ID can be
found in the SIEM Integration section of your
Akamai Luna portal. You can specify multiple
configuration IDs in a comma-separated list. For
example: configID1,configID2.

Use Proxy

If QRadar accesses Akamai Kona by using a
proxy, enable Use Proxy.

If the proxy requires authentication, configure the
Proxy Server, Proxy Port, Proxy Username, and
Proxy Password fields.

If the proxy does not require authentication,
configure the Proxy Server and Proxy Port fields.

Automatically Acquire Server Certificate

Select Yes for QRadar to automatically download
the server certificate and begin trusting the target
server.
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Table 150. Akamai KONA DSM log source parameters (continued)

Parameter Value

Recurrence The time interval between log source queries to
the Akamai SIEM API for new events. The time
interval can be in hours (H), minutes (M), or days

(D).

The default is 1 minute.

EPS Throttle The maximum number of events per second that
QRadar ingests.

If your data source exceeds the EPS throttle, data
collection is delayed. Data is still collected and
then it is ingested when the data source stops
exceeding the EPS throttle.

For more information about this protocol, see “Akamai Kona REST API protocol configuration options”
on page 67.

Related tasks

“Adding a DSM” on page 4

“Adding a log source” on page 5

Configuring Akamai Kona to communicate with QRadar

You must configure your Akamai Kona platform to make the security events available for IBM QRadar.
Procedure

1. Ensure that you have access to your Akamai Luna Control center (https://control.akamai.com) to
configure and provision the SIEM integration.

2. Go to the Akamai online documentation (https://developer.akamai.com/tools/siem-integration/docs/
siem.htm).

3. Follow steps 1 - 3 in the Akamai documentation to successfully provision the integration.

4. Record the values for the Host, Client Token, Client Secret, Access Token, and Security Configuration
Key.

You need these values when you configure a log source in QRadar.

Creating an event map for Akamai Kona events

Event mapping is required for a number of Akamai Kona events. Because of the customizable nature of
policy rules, some events might not contain a predefined IBM QRadar Identifier (QID) map to categorize
security events.

About this task

You can individually map each event for your device to an event category in QRadar. Mapping events
allows QRadar to identify, coalesce, and track recurring events from your network devices. Until you
map an event, all events that are displayed in the Log Activity tab for Akamai Kona are categorized as
unknown. Unknown events are easily identified as the Event Name column and Low Level Category
columns display Unknown.

As your device forwards events to QRadar, it can take time to categorize all of the events for a device, as
some events might not be generated immediately by the event source appliance or software. It is helpful
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to know how to quickly search for unknown events. When you know how to search for unknown events,
you might want to repeat this search until you are satisfied that most of your events are identified.

Procedure

1. Log in to QRadar.

. Click the Log Activity tab.

. Click Add Filter.

. From the first list, select Log Source.

o b 0N

. From the Log Source Group list, select the log source group or Other.

Log sources that are not assigned to a group are categorized as Other.
6. From the Log Source list, select your Akamai Kona log source.
7. Click Add Filter.

The Log Activity tab is displayed with a filter for your log source.

8. From the View list, select Last Hour.

Any events that are generated by the Akamai Kona DSM in the last hour are displayed. Events that
are displayed as unknown in the Event Name column or Low Level Category column require event
mapping in QRadar.

Tip: You can save your existing search filter by clicking Save Criteria.
What to do next

Modify the event map. For more information about modifying the event map for Akamai Kona, see
“Modifying the event map for Akamai Kona” on page 281

Modifying the event map for Akamai Kona

You can manually map events to an external device in the IBM QRadar Identifier (QID) map tool. Any
event that is categorized to a log source can be remapped to a new QRadar Identifier (QID).

About this task

Akamai Kona events that do not have a defined log source can't be mapped to a QRadar Identifier (QID)
map by a mapped event. Events without a log source display as SIM Generic Log in the Log Source
column.

Procedure

1. In the Event Name column, double-click an unknown event for Akamai Kona.
The detailed event information is displayed.
2. Click Map Event.

3. From the Browse for QID pane, select any of the following search options to narrow the event
categories for a QRadar Identifier (QID):

« From the High-Level Category list, select a high-level event categorization.

 Fora full list of high-level and low-level event categories or category definitions, see the Event
Categories section of the IBM QRadar Administration Guide.

« From the Low-Level Category list, select a low-level event categorization.
« From the Log Source Type list, select a log source type.

The Log Source Type list gives the option to search for QIDs from other log sources. Searching for
QIDs by log source is useful when events are similar to another existing network device. For example,
Akamai Kona provides all events. You might select another product that likely captures similar events.
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4. To search for a QID by name, type a name in the QID/Name field.
The QID/Name field gives the option to filter the full list of QIDs for a specific word, for example,
policy.
5. Click Search.
A list of QIDs are displayed.
6. Select the QID that you want to associate to your unknown event.
7. Click OK.
QRadar maps any additional events that are forwarded from your device with the same QID that

matches the event payload. The event count increases each time that the event is identified by
QRadar.

If you update an event with a new QRadar Identifier (QID) map, past events that are stored in QRadar
are not updated. Only new events are categorized with the new QID.

Akamai Kona sample event messages

Use these sample event messages as a way of verifying a successful integration with QRadar.

The following table provides a sample event message when you use the Akamai Kona REST API protocol
for the Akamai KONA DSM:

Note: Each event might contain multiple Event IDs and Names.
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Table 151. Akamai KONA sample message supported by Akamai Kona REST APL.

Event name Low-level Sample log message
category
The application | Warning {"type":"akamai_siem", "format":"json",
is not available "version":"1.0","attackData":{"configId":"<Config Id>"
- Deny Rule ,"policyId":"<Policy Id>","clientIP":"192.0.2.0",

"rules":"970901", "ruleVersions":"1","ruleMessages":
"Application is not Available (HTTP 5XX)","ruleTags"
: "AKAMAI/BOT/UNKNOWN_BOT", "ruleData":"Vector Score

: 4, DENY threshold: 2, Alert Rules: 3990001:970901

, Deny Rule: , Last Matched Message: Application

is not Available (HTTP 5XX)","ruleSelectors":"",
"ruleActions":"monitor"%, "httpMessage":{"requestId"
:"<Request Id>","start":"1517337032","protocol"”:
"HTTP/1.1", "method":"GET", "host":"siem-sample.csi
.edgesuite.net","port":"80", "path":"path", "request
Headers":"User-Agent: curl/7.35.0Host: siem-sample.
csi.edgesuite.netAccept: x/xedge_maprule:

ksd", "status":"403", "bytes":"298", "responseHeaders":
"Server: AkamaiGHostMime-Version: 1.0Content-Type:
text/htmlContent-Length: 298Expires: Tue, 30 Jan 2018
18:30:32 GMTDate: Tue, 30 Jan 2018 18:30:32 GMTConnec
tion: close"},"geo":{"continent":"<Continent>", "count
ry":"<Country>", "city":"<City>", "regionCode":"<Region
Code>","asn":"<asn>"%}%

{"type":"akamai_siem","format":"json","version":"1.0","a
ttackData":{"configId":"<Config

Id>","policyId":"<Policy
Id>","clientIP":"192.0.2.0","rules":"970901", "ruleVersio
ns":"1", "ruleMessages":"Application is not Available
(HTTP 5XX)","ruleTags":"AKAMAI/BOT/

UNKNOWN_BOT", "ruleData":"Vector Score: 4, DENY
threshold: 2, Alert Rules: 3990001:970901, Deny Rule: ,
%ast Matched Message: Application is not Available

HTTP
5XX)","ruleSelectors":"","ruleActions" :"monitor"%}, "httpM
essage":1"requestId": "<Request
Id>","start":"1517337032", "protocol" :"HTTP/
1.1","method":"GET", "host":"siem-
sample.csi.edgesuite.net", "port":"80","path":"path", "req
uestHeaders": "User-Agent: curl/7.35.0Host: siem-
sample.csi.edgesuite.netAccept: */xedge_mapzrule:

ksd", "status":"403","bytes":"298", "responseHeaders":"Ser
ver: AkamaiGHostMime-Version: 1.0Content-Type: text/
htmlContent-Length: 298Expires: Tue, 30 Jan 2018
18:30:32 GMTDate: Tue, 30 Jan 2018 18:30:32
GMTConnection: close"%},"geo":
{"continent":"<Continent>", "country":"<Country>",6 "city":
"<City>","regionCode":"<Region Code>",6 "asn":"<asn>"%t1%
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Table 151. Akamai KONA sample message supported by Akamai Kona REST APL (continued)

Outbound

Event name Low-level Sample log message
category
Anomaly Score | Suspicious {"type":"akamai_siem", "format":"json",
Exceeded for Activity "version":"1.0","attackData":{"configld":"<Config Id>

", "policyId":"<Policy Id>","clientIP":"192.0.2.0",
"rules" :"OUTBOUND-ANOMALY", "ruleVersions":"4", "rule
Messages":"Anomaly Score Exceeded for Outbound",
"ruleTags":"AKAMAI/POLICY/OUTBOUND_ANOMALY", "rule
Data":"curl_85D6E381D300243323148F63983BD735", "rule
Selectors":"","ruleActions":"alert"}, "httpMessage":
{"requestId":"<Request Id>", "start":"1517337032",
"protocol":"HTTP/1.1","method":"GET", "host":"siem-
sample.csi.edgesuite.net", "port":"80","path":"path",
"requestHeaders":"User-Agent: curl/7.35.0Host: siem-
sample.csi.edgesuite.netAccept: */xedge_maprule: ksd"
,"status":"403","bytes":"298", "responseHeaders":
"Server: AkamaiGHostMime-Version: 1.0Content-Type:
text/htmlContent-Length: 298Expires: Tue, 30 Jan

2018 18:30:32 GMTDate: Tue, 30 Jan 2018 18:30:32
GMTConnection: close"},"geo":{"continent":"<Continent>
", "country":"<Country>",6 "city":"<City>","regionCode":
"<Region Code>","asn":"<asn>"%}%

{"type":"akamai_siem","format":"json","version":"1.0","a
ttackData":{"configId":"<Config

Id>","policyId":"<Policy
Id>","clientIP":"192.0.2.0","rules":"OUTBOUND-

ANOMALY", "ruleVersions":"4",6 "ruleMessages":"Anomaly
Score Exceeded for Outbound","ruleTags":"AKAMAI/POLICY/
OUTBOUND_ANOMALY", "ruleData":"curl_85D6E381D300243323148
F63983BD735", "ruleSelectors":"", "ruleActions":"alert"%,"
httpMessage":{"requestId": "<Request
Id>","start":"1517337032", "protocol" :"HTTP/
1.1","method":"GET", "host":"siem-
sample.csi.edgesuite.net", "port":"80", "path":"path", "req
uestHeaders":"User-Agent: curl/7.35.0Host: siem-
sample.csi.edgesuite.netAccept: x/xedge_maprule:

ksd", "status":"403","bytes":"298", "responseHeaders":"Ser
ver: AkamaiGHostMime-Version: 1.0Content-Type: text/
htmlContent-Length: 298Expires: Tue, 30 Jan 2018
18:30:32 GMTDate: Tue, 30 Jan 2018 18:30:32
GMTConnection: close"%,"geo":
{"continent":"<Continent>", "country":"<Country>", "city":
"<City>","regionCode":"<Region Code>",6"asn":"<asn>"%1%
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Chapter 15. Alibaba ActionTrail

The IBM QRadar DSM for Alibaba ActionTrail supports events that are collected from Alibaba Cloud Object
Storage buckets with the help of Alibaba Cloud Object Storage protocol. It also supports Alibaba Cloud

Simple Log Service Protocol.

The following table lists the specifications for the Alibaba ActionTrail DSM:

Table 152. Alibaba ActionTrail DSM specifications

Specification Value

Manufacturer Alibaba Cloud

DSM Alibaba ActionTrail

RPM name DSM-AlibabaActionTrail-

<QRadar_version-
Build_number>.noarch.rpm

Supported protocols Alibaba Cloud Object Storage
Alibaba Cloud Simple Log Service
Syslog

Event format JSON

Automatically discovered? Yes

Includes identity? Yes

Includes custom properties? No

More information ActionTrail

Related concepts
“Alibaba Cloud Object Storage protocol configuration options” on page 69

The Alibaba Cloud Object Storage protocol for IBM QRadar is an active outbound protocol that collects

logs that are contained in objects from Alibaba Cloud Object Storage buckets.

“Alibaba Cloud Simple Log Service protocol configuration options” on page 71

The Alibaba Cloud Simple Log Service protocol for IBM QRadar is an outbound or active protocol that

collects logs from a specific Log Store available in the Alibaba Cloud Log application.

Alibaba ActionTrail sample event message

Use this sample event message as a way of verifying a successful integration with IBM QRadar.

The following sample event message shows Logon to the Alibaba Cloud Management console.

$"eventId":"2542222-2222-2222-2222-500d4449 **x%","eventVersion":1, "eventSource":"http://
account.test.com/test/login_aliyun.htm", "sourceIpAddress":"10.0.0.1", "userAgent":"Mozilla/5.0
(iPhone; CPU iPhone 0S 15_0 like Mac 0S X) AppleWebKit/605.1.15 (KHTML, like Gecko) Mobile/
11111 Ariver/1.1.0 AliApp(AP/10.2.28.6000) AlipayClient/10.2.11.6000 Language/zh-Hans Region/
CN","eventType":"ConsoleSignin", "userIdentity":

i"accountId":"11122223333%*%", "principalld":"11122223333%*%", "type": "root-

account", "userName":"test"}, "serviceName": "Customer", "additionalEventData":

i"loginAccount":"userl", "isMFAChecked":"false"%}, "extend":"2", "requestId":"111111-6h56-2222-5555-

500d8d25%*x" , "eventTime": "2021-01-01T00:00:002" , "isGlobal":true, "acsRegion":"cn-
abcd", "eventName":"ConsoleSignin"}
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Table 153. Highlighted values in the Alibaba ActionTrail sample event

QRadar field name Highlighted payload field name
Event ID eventName

Username userIdentity.usexName
Source IP sourcelIpAddress

Device Time eventTime

The following sample event message is for Alibaba Cloud Simple Log Service Protocol.

$"owner_id":"1111111111211111", "event":§{"additionalEventData":

i"CallerBid":"11111"%, "apiVersion":"2020-06-16", "datasource": "pop-test-
east-1","eventSource":"alb.test-east-1.test.com", "product”:"Alb", "requestParameters":
$"stsTokenPrincipalName": "test/example", "AcsProduct":"Alb", "X-Acs-Public-

Access":true, "MaxResults":50,"ClientPort":13230, "SignatureType":"", "RegionId": "test-

east-1"%, "sourcelpAddress":"audit.log.test.com", "tlsDetails":
$"tlsVersion":"TLSv1.2", "cipherSuite": "AAAAA-AAAAA-AAAAAA-AAA-
SHA384","clientProvidedHostHeader":"alb.test-

east-1.test.com"%}, "userAgent":"audit.log.test.com", "userIdentity":
$"accessKeyId":"STS.N1111111111111111111111", "accountId":"1111111111111111", "principalld":"11111
111111111111111 :example"”, "sessionContext":{"attributes":
i"mfaAuthenticated":"false"$$, "type": "assumed-

role","userName":"test:example"?, "eventId":"11151579-1111-1111-1111-

CCA7EC29C6C1", "eventName":"ListLoadBalancers", "eventType":"AliyunServiceEvent", "acsRegion":"test

-east-1","serviceName":"ALB", "eventTime":"2024-02-27T09:45:082"%,"__topic__":"actiontrail_event"
,"__source__":"log_service","__time__":"1709027108"%

Table 154. Highlighted values in the Alibaba Cloud Simple Log Service Protocol sample event

QRadar field name Highlighted payload field name

Event ID event.eventName

Username event.userIdentity.usexName

Source IP event.requestParameters.ClientPort
Device Time event.eventTime
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Chapter 16. Amazon

IBM QRadar supports a range of Amazon products.

Amazon AWS Application Load Balancer Access Logs

The IBM QRadar DSM for Amazon Application Load Balancer Access Logs collects access logs from
Amazon AWS Application Load Balancers. The logs are collected in an Amazon S3 bucket by a Simple
Queue Service (SQS) queue.

To integrate Amazon Application Load Balancer Access Logs with QRadar, complete the following steps:

1. If automatic updates are not enabled, download the most recent versions of the RPMs from the IBM
support website.

 Protocol Common RPM

« Amazon AWS S3 REST API protocol RPM

« DSM Common RPM

« Amazon Application Load Balancer Access Logs DSM RPM

2. Configure your Amazon Application Load Balancer Access Logs application to communicate with
QRadar. For more information, see Amazon AWS Enable access logging.

3. Publish flow logs to an SQS bucket. For more information, see Publishing flow logs to an S3 bucket.

4. Create the SQS queue that is used to receive ObjectCreated notifications, then configure S3
ObjectCreated notifications. For more information, see Create an SQS queue and configure S3
ObjectCreated notifications.

5. Configure the security credentials for your AWS user account. For more information, see Configuring
security credentials for your AWS user account.

6. If QRadar does not automatically detect the log source, add an Amazon Application Load Balancer
Access Logs log source on the QRadar Console.

Related tasks

“Adding a DSM” on page 4

“Adding a log source” on page 5

Amazon AWS Application Load Balancer Access Logs DSM specifications

When you configure the Amazon AWS Application Load Balancer Access Logs, understanding the
specifications for the DSM can help ensure a successful integration. For example, knowing what the
supported protocol is before you begin can help reduce frustration during the configuration process.

The following table describes the specifications for the Amazon AWS Application Load Balancer Access

Logs DSM.

Table 155. Amazon AWS Application Load Balancer Access Logs DSM specifications
Specification Value

Manufacturer Amazon

DSM name Amazon AWS Application Load Balancer Access Logs
RPM file name DSM-AmazonAWSALBAccessLogs-QRadar_version-

build_number.noarch.xrpm
Protocol Amazon AWS S3 REST API
Event format Space delimited pre-defined fields
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Table 155. Amazon AWS Application Load Balancer Access Logs DSM specifications (continued)

Specification Value

Recorded event types Access logs

Automatically discovered? Yes

Includes identity? No

Includes custom properties? | No

More information Access logs for your Application Load Balancer

Publishing flow logs to an S3 bucket
Complete these steps to publish flow logs to an S3 bucket.

Procedure

1. Log in to your AWS Management console, and then from the Services menu, navigate to the VPC
Dashboard.

2. Enable the check box for the VPC ID that you want to create flow logs for.

3. Click the Flow Logs tab.

4. Click Create Flow Log, and then configure the following parameters:

Table 156. Create Flow Log parameters

Parameter Description
Filter Select Accept, Reject, or All.
Destination Select Send to an S3 Bucket.
S3 Bucket ARN Type the ARN for the S3 Bucket.
Examples:
e arn:aws;s3:::myTestBucket
« arn:aws:s3:::myTestBucket/testFlows

5. Click Create.

For more information about publishing flow logs to Amazon S3, see the Publishing Flow Logs to
Amazon S3 documentation on the AWS website.

What to do next
Create the SQS queue that is used to receive ObjectCreated notifications.

Create an SQS queue and configure S3 ObjectCreated notifications

Before you can add a log source in IBM QRadar, you must create an SQS queue and configure S3
ObjectCreated notifications in the AWS Management Console when you use the Amazon AWS S3 REST
API protocol.

Complete the following procedures:

1. Finding the S3 Bucket that contains the data that you want to collect.

2. Creating the SQS queue that is used to receive the ObjectCreated notifications from the S3 Bucket that
you used in Step 1.

3. Setting up SQS queue permissions.
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4. Creating ObjectCreated notifications.

5. Configuring security credentials for your AWS user account.
6. Forwarding ObjectCreated notifications to the SQS queue by using Amazon EventBridge.

Finding the S3 bucket that contains the data that you want to collect

You must find and note the region for S3 bucket that contains the data that you want to collect.

Procedure

1.
2.
3.

Log in to the AWS Management Console as an administrator.
Click Services, and then go to S3.

From the AWS Region column in the Buckets list, note the region where the bucket that you want to

collect data from is located. You need the region for the Region Name parameter value when you add
a log source in IBM QRadar.

. Enable the checkbox beside the bucket name, and then from the panel that opens to the right, click

Copy Bucket ARN to copy the value to the clipboard. Save this value or leave it on the clipboard. You
need this value when you set up SQS queue permissions.

Creating the SQS queue that is used to receive ObjectCreated notifications

You must create an SQS queue and configure S3 ObjectCreated notifications in the AWS Management
Console when you use the Amazon AWS S3 REST API protocol.

Before you begin

You must complete Finding the S3 Bucket that contains the data that you want to collect. The SQS
Queue must be in the same region as the AWS S3 bucket that the queue is collecting from.

Procedure

1.

2.
3.

Log in to the AWS Management Console as an administrator.
Click Services, and then go to the Simple Queue Service Management Console.

In the upper right of the window, change the region to where the bucket is located. You noted this
value when you completed the Finding the S3 Bucket that contains the data that you want to
collect procedure.

4. Select Create New Queue, and then type a value for the Queue Name.

. Click Standard Queue, select Configure Queue, and then change the default values for the following

Queue Attributes.

« Default Visibility Timeout - 60 seconds (You can use a lower value. In the case of load balanced
collection, duplicate events might occur with values of less than 30 seconds. This value can't be 0.)

- Message Retention Period - 14 days (You can use a lower value. In the event of an extended
collection, data might be lost.)

Use the default value for the remaining Queue Attributes.

More options such as Redrive Policy or SSE can be used depending on the requirements for your AWS
environment. These values should not affect the data collection.
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Queue Attributes

Default Visibility Timeout € 60 seconds -
Message Retention Period €) | 14 days -
Maximum Message Size €) 256 KB
Delivery Delay € 0 seconds ~
Receive Message Wait Time € 0 seconds

Picture © 2019 Amazon.com Inc. or its subsidiaries. All Rights Reserved.
6. Select Create Queue.

Setting up SQS queue permissions

You must set up SQS queue permissions for users to access the queue.

Before you begin
You must complete Creating the SQS queue that is used to receive ObjectCreated notifications.

You can set the SQS queue permissions by using either the Permissions Editor or a JSON policy
document.

Procedure

1. Log in to the AWS Management Console as an administrator.
2. Go to the SQS Management Console, and then select the queue that you created from the list.
3. From the Details panel, record the ARN field value.

For example: arn:aws:sqs:us-east-1:123456789012:MySQSQueueName

4. To set the SQS queue Access policy (Permissions) by using the AWS Policy generator, complete the
following steps:

a) Select Policy Type > SQS Queue Policy.
b) Add an Access Policy statement.

¢) From the Access policy tab, click Policy generator, and then configure the following parameters:

Table 157. Permission parameters

Parameter Value

Effect Click Allow.

Principal Type x(Everybody).

Actions From the list, select SendMessage

Amazon Resource Name (ARN) Type your queue ARN: arn:aws:sqs:us-
east-1:123456789012:MySQSQueueName

d) Click Add Conditionals (Optional), and then configure the following parameters:
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Table 158. Add Conditionals (Optional) parameters

Parameter Value

Qualifier None

Condition ARNLike

Key Type aws : SourceAzrn.

Value The ARN of the S3 bucket from when you

completed the “Finding the S3 bucket that
contains the data that you want to collect” on
page 302 procedure.

For example: aws:s3:::my-example-
s3bucket

5. To set the SQS queue permissions by using a JSON policy document, complete the following steps:
a) Click Add Condition > Add Statement. > Generate Policy.
b) Copy and paste the following JSON policy into the Access policy window:
Copy and paste might not preserve the white space in the JSON policy. The white space is required.
If the white space is not preserved when you paste the JSON policy, paste it into a text editor and

restore the white space. Then, copy and paste the JSON policy from your text editor into the Edit
Policy Document window.

"Version": "2008-10-17",
"Id": "example-ID",
"Statement": [
1
"Sid": "example-statement-ID",
"Effect": "Allow",
"Principal": §
IIAWS n : II*II
5o
"Action": "SQS:SendMessage",
"Resource": "arn:aws:sqs:us-east-1:123456789012:MySQSQueueName",
"Condition": $
"ArnLike": {
"aws:SourceArn": "arn:aws:s3:::my-example-s3bucket"

6. Click Review Policy. Ensure that the data is correct, and then click Save Changes.

Creating ObjectCreated notifications

Configure ObjectCreated notifications for the folders that you want to monitor in the bucket.

Procedure

1. Log in to the AWS Management Console as an administrator.
2. Click Services, go to S3, and then select a bucket.

3. Click the Properties tab, and in the Events pane, click Add notification. Configure the parameters for
the new event.

The following table shows an example of an ObjectCreated notification parameter configuration:
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Table 159. Example: New ObjectCreated notification parameter configuration

Parameter

Value

Name

Type a name of your choosing.

Events

Select All object create events.

Prefix

AWSLogs/

Tip: You can choose a prefix that contains

the data that you want to find, depending on
where the data is located and what data that
you want to go to the queue. For example,
AWSLogs/, CustomPrefix/AWSLogs/, AWSLogs/
123456789012/.

Suffix

json.gz

Send to

SQS queue

Tip: You can send the data from different folders
to the same or different queues to suit your
collection or QRadar tenant needs. Choose one
or more of the following methods:

- Different folders that go to different queues

- Different folders from different buckets that go
to the same queue

« Everything from a single bucket that goes to a
single queue

 Everything from multiple buckets that go to a
single queue

SQS

The Queue Name from step 4 of Creating
the SQS queue that is used to receive the
ObjectCreated notifications.
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Create event notification

The notification configuration identifies the events you want Amazon 53 to publish and the destinations where you want
Amazon 53 to send the notifications. Learn more [}

General configuration

Event name

NewS30bjectToSQS

Event name can contain up to 255 characters

Prefix - optional
Limit the notifications to objects with key starting with specified characters.

AWSLogs/

Example. This value must match the location of the data that you want to collect.
Suffix - optional

Limit the notifications to objects with key ending with specified characters.

Json.gz [~

Example. Enter a value so that you can filter out unwanted files that match the prefix.

Event types

Specify at least one type of event for which you want to receive notifications. Learn more E

All object create events
s3:0ObjectCreated:*

Figure 6. Example: Events

Picture: © 2019 Amazon.com Inc. or its subsidiaries. All Rights Reserved.

In the example in figure 1 of a parameter configuration, notifications are created for AWSLogs/ from
the root of the bucket. When you use this configuration, All ObjectCreated events trigger a notification.
If there are multiple accounts and regions in the bucket, everything gets processed. In this example,
json.gzis used. This file type can change depending on the data that you are collecting. Depending
on the content in your bucket, you can omit the extension or choose an extension that matches the
data you are looking for in the folders where you have events set up.

After approximately 5 minutes, the queue that contains data displays. In the Messages Available
column, you can view the number of messages.
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*  Messages Avallable ~

2,799

Figure 7. Number of available messages

Picture: © 2019 Amazon.com Inc. or its subsidiaries. All Rights Reserved.
4. Click Services, then go to Simple Queue Services.

5. Right-click the Queue Name from step 4 of Creating the SQS queue that is used to receive the
ObjectCreated notifications, then select View/Delete Messages to view the messages.

B SecureQ
Send a Message

Configure Queue
Add a Permission

Purge Queus
Dalate Cusus

Subscribe Queue to SMS Topic

Configure Trigger for Lambda Function

Figure 8. SecureQueue TEST list

Picture: © 2019 Amazon.com Inc. or its subsidiaries. All Rights Reserved.

Example: Sample message

"Records": [

"eventVersion":"2.1",
"eventSource":"aws:s3",
"awsRegion":"us-east-2",
"eventTime":"2018-12-19T01:51:03.251Z2",
"eventName":"ObjectCreated:Put",
"userIdentity":{
"principalId":"AWS:AIDAIZLCFC5TZD36YHNZY"

"iequestParameters":{
"sourceIPAddress":"52.46.82.38"

"responseElements":{
"x-amz-request-id":"6CO5F1340AA50D21",
"x-amz-id-2":"9e8KovdAUJwmYulgnEv+urr08TOvQ+UOpkPnFYLE6agmISn745
/T3/tVsOLow/vXonTdATvW23M="

IIS3II:{
"s3SchemaVersion":"1.0",
"configurationId":"test_SQS_Notification_1",
"bucket":{
"name" : "myBucketName",
"ownerIdentity":{
"principalId":"A2SGQBYRFBZET"

"érn":"arn:aws:s3:::myBucketName"
"object”:{
"key" :"AWSLogs/123456789012/CloudTTrail/eu-west-
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3/2018/12/19/123456789012_CloudTrail_eu-west-3_TestAccountTrail
_us-east-2_20181219T014838Z.json.gz",
"size":713,
"eTag":"1f£1209e4140b4££7a9d2b922f57£486",
“"sequencer":"005C19A40717D99642"

I
hy
]
I

Tip: In the key value, your DSM name displays.

. Click Services, then navigate to IAM.

. Set a User or Role permission to access the SQS queue and for permission to download from the
target bucket. The user or user role must have permission to read and delete from the SQS queue.
For information about adding, managing and changing permissions for IAM users, see the IAM Users
documentation. After QRadar reads the notification, and then downloads and processes the target file,
the message must be deleted from the queue.

Sample Policy:

1
"Version": "2012-10-17",
"Statement": [
1

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [

"sqs:DeleteMessage",
"sqs:ReceiveMessage",

] "s3:GetObject"

"Resource": [
"arn:aws:s3:::<bucket_name>/AWSLogs/*",
"arn:aws:sqs:us-east-2:<AWS_account_number>:<queue_name>"

]

3
]
3

You can add multiple buckets to the S3 queue. To ensure that all objects are accessed, you must have
a trailing /* at the end of the folder path that you added.

You can add this policy directly to a user, a user role, or you can create a minimal access user with
sts:AssumeRole permissions only. When you configure a log source in QRadar, configure the assume
Role ARN parameter for QRadar to assume the role. To ensure that all files waiting to be processed in
a single run (emptying the queue) can finish without retries, use the default value of 1 hour for the API
Session Duration parameter.

When you use assumed roles, ensure that the ARN of the user that is assuming the role is in the
Trusted Entities for that role. You can view the trusted entities that can assume the rule from the
Trust Relationship tab