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7 ME BERICERT DI EICKS T, FRET—N— - 705 AWNEE LZEASICEEEL - @
T DI EICES T, ZOZEZ2fFnET., ZHu. BiEES (D) 251 VILL. —E XA &2t d
DHT WA, TaNAY—) IZDRITFBE52bDTT, NOZEM (—/)N—. ZopfTiE a1
5 —) INEREITRNE T I, E’fﬁiﬁﬁjbi’é‘ TOaONA T —E, VIA4T > FRINELWHTICER TS
@&9@%%;T% ZOERITEFE L TWAMENBHEE T HROEZNET,

axr a2l X BEEEE. MEXLIET -5 DIEREZETD L TOEGENHLINTNRNDHDTY,

ROOIZ, T=N— - TOVSLPZELREOAFZHEEL T EFHOL D), MEMICFMRZHLT
. *H?ﬁ%@?%ﬁ%“ﬁﬁié&bﬁﬁﬁ’*@ﬁﬂﬁfcﬂmﬂi%Di’d‘/u REOFREFHFOLENHZIETL &
9. MILEDICIDBERTIE, T—FDOKET, TV T4 TRV TIVI A LERIZH D FE A,

iy MEEOHIRIAE
7TV A —3 3 i3 socket) API ZHWTY 7y REIERT DG, LFD/INTA—F—EREL T
w N Z2EP Uz ndz 0 8 A,

. ‘/b‘/l\@?l\“l/x T7IU—=IZ&>T, VI v bOY RLABEDOHRANMRED LT, ZOREY
2iE BT RLA T 73IU—0O7 RLARKEOHIND D £T,

. ‘/7‘) b 1T T VT FOBEBINRED XTI,

s Yy b-TJOobalid, VY RAERTS, YR—-—hInTWa 70 VEHRILET,
INEDNT A= —FI3FEICE->T, Yoy b - 7T r—2a &, %a"mi‘ﬂﬁ@‘/ﬁ‘y k77
F—a Y EMEENT S HEENEREINET. VIry bOTRLA - T773I)—IC&>T, BizdYTr

v b FATBEIOY Ty b TV EERTEET, UMFOERIEE, @Ed27 FLA - 77 J—&
ZHICEHEL =Y Ty b« A TBXOY Ty b - 7O RNV ERLTVWET,

Uiy bheTarsizyg 7



X1 V7Y MEEDER

FEVA-T7IU— VAR R o Y vy bk Jokan
AF_UNIX SOCK_STREAM N/A
SOCK_DGRAM N/A
AF_INET SOCK_STREAM TCP
SOCK_DGRAM UDP
SOCK_RAW IP. ICMP
AF_INET6 SOCK_STREAM TCP
SOCK_DGRAM UDP
SOCK_RAW IP6. ICMP6
AF_UNIX_CCSID SOCK_STREAM N/A
SOCK_DGRAM N/A

NS5Oy MEEFZIZNT A= —IZIMZ T, QSYSINC 71 7T —IZfME@Dxry hTU—2 « )L—
FrEAvY— - TrAINZIE, EEENERSINTVET, Av¥— -+ Ty ALILOFHBHIZONVTIE, &
APl ZZHRL TL/Z3 W, & APl Tid. APl OFHDMERED 7 2 a @iz y ¥ — -« 77 A )L
JAREINTWET,

iy ke Ry hT—=27  )—FURFHLT, YTy b 7TUr—3 203, RAALY « F—A XK
/I (DNS)., RA N, ORI, —ERX, BLUOFY hNT—7 « Ty AN SIEREEETDHEN
TEET,

BY &k

OX—>D IVry b -2y bT— B |

iy ke Ry NO=0BKEERALT, 77— a> - O I AEFA N, O3, —FE
A, By hT—2 - Ty A IS EREBEETLIENTEET,

B

Ty b7 RV REE
V7w M sockaddr 7 R AREZEZEHA LT RLADZIFELZ2ITWET, ZOEETIE. 7 RLAE
HZE@AT 52007y ~ API 3 ED D EH A,

BE BM i AXVLV—FT 4 27« ATLE N—=UL—+VTRhIxTY T4 AMJEa—Ta >
(BSD) 4.3 BL U X/Open Single UNIX Specification (UNIX 98) ZHHR— KL TWET, FA IBM i API
2. BSD 4.3 DWW ZFHAL £9, _XOPEN_SOURCE Y7 ODfEZE 520 LA EICEFRT S &,
UNIX 98 DA >4 —T7 2 —A&RIRNTEET., IS BSD 43 OV 7w hOET KL AKEE
78, UNIX 98 DOHGEIZHIET 2HDIZ/RD £7,

8 BMiVyYh-TOVSILY



#2. BSD 4.3 & BSD 4.4/ UNIX 98 D7 ~ « 7 R L Xl D HL#g

BSD 4.3 H§id

BSD 4.4/ UNIX 98 H.ItDksE

struct sockaddr{
u_short sa family;
char sa_data [14];

}s

struct sockaddr_storagef{
sa_family_t ss_family;

struct sockaddr {

uint8_ t sa_len;
sa_family_t sa_family
char sa_data[14]

}s

struct sockaddr_storage {

char _ss_padl[_SS_PADISIZE]; uint8_t ss_len;

charx _ss_align; sa_family_t ss_family;

char _ss_pad2[_SS_PAD2SIZE]; char _ss_padl[_SS_PADISIZE];
bs charx _ss_align;

char _ss_pad2[_SS_PAD2SIZE];
bs

£3. 7 L X
7 RLARGET 1 —IVE E

sa_len

ZD7 4 =)V RITIL UNIX 98 DT RL ZAEMNWAD &
E

iE: salen 71 —J)LRIZ, BSD 44 EDHEMMEZED=

DIZHFEEL TWBIT\BE EH A, BSD 4.4/UNIX 98 Hift
HOBETH, 20T =)V REHFHATAHEETHD FH
o ANT RLADBE, ZO74—)V RIZEHINE

E

sa_family

ZOT 4=V RIZIE, YRLVA - 773U —2ERLE
9, T3, socket) ML TY RL A« 77 3IU—IT
HESNDHETT,

sa_data

DT 4=V RIZIE. 7 RV ZADBRERICHERSN TV S
14 NA SWADET,

£ sadata @ 14 N FORIEVWIDIIT RLZADT
L—ZAFRNE—=3TTd, 7RLVABZIDEIZEBATLE
SBPENHVET., ZOMEILXT RLADEZEHELR
WOTHAMERHOET., 7RLZADERIZ T > AR—
rDYA Tk TEESIN., Yy MIbT o AR—b
DY TITEbETERSNET., TNENO T AR
—h - 7ONAY =L, BEDOT KL AT L B
. BUOTY RLABETERELET. FIAR—hK

2. socket) API O 7T RI)L « ST A= —lIZE>T
RlE N ET,

sockaddr_storage

ZDT4 =)V FiF, H5PETY LA - T7IU—DT B
LADEODA N —YaEELET, Jo/iEE. 7o
FIVFFED ED K D BEEITH L THREI N4 T,
MEGODEBIEL <{fThbNET, API THHAT 29I
sockaddr #iEICF ¥ A FINHLEHH D ET,
sockaddr_storage @ ss_family 7 ¢ —)L RiZ, 7O ~a)b
FAEDEDLSMEED family 7 4 —)L REH, BT IE
LLHMEEHDEEINET,

Uiy bke7arsizg 9



Ty D7 VR -T773U—
socket() APl D7 RL A« 77 I —« )XT A—4 — (address_family) IZ&>T. Vv~ APl THEH
57 RLABEOHANRED £7,

ZRLA - T773IY—-7ObMIE, Xy NT—=VHNOHZT TV r—2a > nsilory JUr—a >
AN(FERE AU ATFLANOSH S 7O ANSHOTatAN) 77U r—2 3 - T—FEBETED
EICLET, 77U —2aiE Uy boT7ORI o NTA—F—ITEFY NT—2 « bT U AR—
ke 7ONA Yy —Z2EELET,

AF_INET 7 FVR - 773U —
IOV RLVA 77 3= WA—IATFLAERERDDPAT L ETETINSEHROTOEARMT, 7
Ot AMGEEZTADESICLET,

AF_INET V45w FOT7 RL AL, IP 7 RLABLPIR—FHBSTY., AFINET V7 v hD IP 7 RL A
3. IP 7 RL A (130.99.128.1 72&) F/21d 32 E v ML (X'82638001) D ELEMNTHREL T,

A2 =%y h-TJONI) N—=Ta 4 Apvd) ZHEHATEZY 5y b - 77U r—2 a3 > OHA,
AF_INET 7 RL A « 77 21 —I3 sockaddr_in 7 R L Zf&E 2@ H L £9 . _XOPEN_SOURCE Y7 0%
T 5E, AF_INET 7 KL ZMi#id BSD 4.4/ UNIX 98 fhikE Bt 2RO X512k L 9. LUF
DFERIT sockaddr_in 7 R L ARG DOHERZENIL £,

# 4. BSD 4.3 & BSD 4.4/ UNIX 98 DD sockaddr_in 7 R L X #4185 D FE 53

BSD 4.3 @ sockaddr_in 7 R L A BSD 4.4/ UNIX 98 @ sockaddr_in 7 KL ZAH§i&
struct sockaddr_in { struct sockaddr_in {

short sin_family; uint8_t sin_len;

u_short sin_port; sa_family_t sin_family;

struct in_addr sin_addr; u_short sin_port;

char sin_zero[8]; struct in_addr sin_addr;
}s char sin_zero[8];

bs

# 5. AF_INET 7 KL Z#i&

7L AME T 4 —IV R 7%
sin_len ZD7 4 =)V RITIL UNIX 98 LD 7 RL AEMAD &
ER

7E: sin_len 7 ¢ —)L RiZ. BSD 44 EDHMEMEEFED
DICHEIEL TWBICIEBEE L, BSD 4.4/ UNIX 98 F.ff
HEDBETH, ZOT 44—V REHHTILHEZHD FH
e AT RLADHE., ZO7 =)V RiFEHINE

ER

sin_family ZDT7 4 =)V RICIET RL A« 77 IU—MWAD TN,
U3 TCP Flda—Y—--7—%r - TJObhal
(UDP) WMER XN 5 & Z13HIC AF_INET T3,

sin_port ZDT 4= RIZIIR—EBNAD ET,
sin_addr ZDT4—=IVRIZIEIP 7 RLANADET,
sin_zero ZDT7 4= RIFFREATT, ZO7 41—V I 16 it

BOYOICHREL TLEIWN,

B i B
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[0 X—=>® TAE INET 7 RLZ - 77 I U—DOfifJ |

AFINET 7 RL A - 773IU—-VYh vy M3, aFx7a i (#4147 SOCK_STREAM) &%V 3>
L 2/ (¥4 7 SOCK_DGRAM) OWFTHNNIZT DI ENTEEY, IV a i AF INET V7 v b
!d. Transmission Control Protocol (TCP) # hJ > AdR—h - JOMVELTHEALEY., IV a >
L A% AF_INET V4 v b, RS 2AR—b-7obalElLCa—Y—--5F—%75A- 703V
(UDP) ZffHL £7.,

AF_INET6 7 RVR - 773U —
COT7RLA-T7IU—F 12 —%vbh-7Obra2J)V N=T3> 6 (IPv6) ZHR—KLET,
AF INET6 Y RL X« 773U—d, 128 Ewv b (16 N b)) OF RLAZEHRALFET,

ZDT7 RLUADEKRKRIZIZ. 64 Ev FDOFy NT—VFKFE, 64 Ev FOKRZA MFEENHAATEIN TN
F9, AF_INET6 7 RL A3, xxxxxxxx EVWIBRTIHRETEET, 8 D x 3. ThEN 16 Ev
FDY RL A% 16 #ETELZHDTTY . HlZAIX. FEDC:BA98:7654:3210:FEDC:BA98:7654:3210 (B %)

77 RLVATY,

TCP, 1—Y— - F—47F /- 70Kr2)L (UDP) £/l RAW ZHEHATHY 7y s - 7 TUr—a >
D&, AFINET6 7 RL A « 77 2 U—IZ, sockaddr_in6 7 RL A#EEZMEHL £9 . BSD 4.4/ UNIX
98 L2 FEET 5/~0IZ _XOPEN_SOURCE X7 OZHTEHE. ZO7 RL AMEIENLET., U
TDZIT sockaddr_in6 7 R L ARGEOMERZEHL £,

#6. BSD 4.3 & BSD 4.4/ UNIX 98 DHD sockaddr_in6 7 K L X fis D FHE =

BSD 4.3 @ sockaddr_in6 7 F L AHit BSD 4.4/ UNIX 98 @ sockaddr_in6 7 F L Ak
struct sockaddr_in6 { struct sockaddr_in6 {

sa_family_t sin6_family; uint8_t sin6_len;

in_port_t sin6_port; sa_family_t sin6_family;

uint32_t sin6_flowinfo; in_port_t sin6_port;

struct in6_addr sin6_addr; uint32_t sin6_flowinfo;

uint32_t sin6_scope_id; struct in6_addr sin6_addr;

}s uint32_t sin6_scope_id;

}s

#£ 7. AF_INET6 7 R L X it

7 RLUAMSE 7 ¢« —IV R TE 7%
sin6_len ZD7 4 =)V RIZIE UNIX 98 fERD 7 RL ZAEMNWAD &
T,

7E: sin6_len 7 ¢ —)L RiZ., BSD 44 EOHEEMEZERED

FDIHEEL TWAIZEEER A, BSD 4.4/ UNIX 98 H
WEDOBETH, 2074 =V RZHEHTZ2LETIHD E
Bho ANNT RLADHE, 2074 —)L RIZEHINE

EBS

sin6_family ZO7 4 =)V FiZid. AFINET6 VY FL A - 773 —%
fRELET,

sin6_port ZOT7 4=V RIZiE. M I AR—RFER—FPADE
ES

sin6_flowinfo ZDT4 =)V RIZIE, b T4 vy T AETO— T

N EWD 2 DDIFHWMAAD £T,

A BE. 2074 =)V RIZPYR—hINTWARWNEZD,
FEN—=2 g o EEHEMEEOICIIYOIREL T2
N,

vy bke-7orsirs 11



£ 7. AF_INET6 7 R L X (%)

7L AME T ¢ —IV R 75

sin6_addr D74 =)V RICIE. IPv6 7 RL AZEELET.

sin6_scope_id D7 4—)VRid, sin6_addr 7 1 — Il RICANSNSEY
RL ZOEZhEMIC#EY R, —#HDA > ¥ —T7 2 — A%
ELET,

AF_UNIX 7 RLVR - T773VU—

ZO7RLA-T773IU—=d YTy bk APL 2T 2~ AT AT O AMBREZTASELDICL
£9, ZOT7RLAIE 77A)« AT LDQHENOEBRD/NNAAHTY,

Uy MEL b=k T LT FN)—HN, FEETXRTOA—=T > - Ty M)« AT L TERTEET,
72720, QSYS 7213 QDOC i ED T 7 A « AT LEBREET., TV ILE. T—F T T LEZT
B 572%12. AF_UNIX. SOCK_DGRAM /7 v hEHAFNIHEET H2LENHDET, 512, a7 I A
2 unlink() API 2L T, Y7y ko7 O—ZXBZT 74 « AT A« F TP 7 b ZHRIITHRZE
THBENHDET,

Y RLA 7731 — AF_UNIX ZfE L=V 7w M, sockaddrun 7 R ZAREEZ2FHL £9, BSD
4.4/ UNIX 98 fttkz3FEET 5728HIC _XOPEN_SOURCE Y7 OZfAd 285456, 207 KL AMEIIAL
LET., AFOEIT sockaddr un 7 R L AMEOMHESRZEHNL ET,

# 8. BSD 4.3 & BSD 4.4/ UNIX 98 DEID sockaddr_un 7 R L X115 DHE 5

BSD 4.3 @ sockaddr_un 7 FL ARk BSD 4.4/ UNIX 98 @ sockaddr_un 7 F L AREE
struct sockaddr_un { struct sockaddr_un {

short sun_family; uint8_t sun_len;

char sun_path[126]; sa_family_t sun_family;
s char sun_path[126];

}s

#9. AF_UNIX 7 R L X i

7 L AME T ¢ —IV R 7%
sun_len ZD7 4 =)V RITIL UNIX 98 LD 7 RL ZAEMAD &
ER

;E: sun_len 7 ¢ —JL Ri&, BSD 44 EOHMEZRED-
DICHEEL TS IZEBEEH A, BSD 4.4/ UNIX 98 Hift
HEDHBETH, ZOT 44— IV REZHHTI2HEZHD FH
o ANMT RLADEE, 2074 =)L RIZEHINE

ED
sun_family ZDOT74—=)VRIZIE, P7RLZA - 77 IU—MNADET,
sun_path DT 4=V RIZE. T7A4) « AT LDHEAND/NA
HINAD X,

AF_UNIX 7 RLZ «+ 77 3IU—TI3, 7O NI)VEENBIRLZW=D, YO N)VEEIGEHA I NEE
e TD 2 DOT OV ANMERT ZWEHEILS XA T LBETT,

B 3 & k-

2 R=2D TAF UNIX 7RV A - 77 I U—0fH |

AF UNIX F721d AF_UNIX_CCSID 7 RL A - 77y IU—%FHAT5V 7y MZliE, IJxra i (¥
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4 7 SOCK_STREAM) &% %7 3L A% (¥4 SOCK_DGRAM) NdH D 7,

[ TAF_UNIX CCSID 7 RL A - 773U —] |

AF_UNIX CCSID 773U —Id AF UNIX 7 RL A - 77y IU—ELHHENDHD, FEUCHIESHH D ET,

IBET e 5
[unlink()--Remove Link to File API|

AF_UNIX_CCSID 7 FLR - 773XV —

AF_UNIX CCSID 773U —Id AF UNIX 7 RL A - 7y I U—EHWENHD, FULCHIESHH D ET,

INSOMEDOT7yI)—3EEEH, AFx T a L AMEFLZAXRIa BMOEEENTTEHIEN
TE., 2 D070t A&2EHRT HINTEEREKIIH D EE L. BB>TVWEDIE, YRLVZX - 773 —
AF_UNIX_CCSID Z#5@E L7z 7w hAY, sockaddr_unc 7 R L ZAREEZ AT H5E NS HTT. ZOT R
L 21513 sockaddr_un EFEMRIL TWE G 78, Qlg_Path Name T &z H L T. UNICODE X7I3MEE

D CCSID THNALLZERETEET,

7272L. AF_UNIX V%4 v hid, AF_UNIX_CCSID V4 v h®D/)NA%% AF_UNIX 7 RL ZHEEICRET
ERBHBDT, INA P RITIFHIBRNH D £3, AF_UNIX N R— T 25D 126 LFEDHAIZD T,

AF_UNIX_CCSID & 126 XFICHIESNET,

I—H—I%, 1 DOV 4w T AF_UNIX 7 RL A& AF _UNIX CCSID 7 RL AZAHTEER A,
socket() FETXH LT AF_UNIX_CCSID Z#EET 5 &, LD API NFOVH L TIXRTOTY RL AN

sockaddr_unc T2 HUE2 0 8 A,

struct sockaddr_unc {

short sunc_family;
short sunc_format;
char sunc_zero[12];
QTg_Path_Name_T  sunc_qlg;
union {

char unix[126];
wchar_t wide[126];
charx* p_unix;
wchar_t* p_wide;

} sunc_path;

b

# 10. AF_UNIX_CCSID 7 R L X ##i&

7 RV AMET =V R

A

sunc_family

DT 4—=)VRICIET RL A« 77 IU—=NADETH,
Z U311 AF_UNIX_CCSID TT9,

sunc_format

ZDOT7 4 =) RiZid. NAADOHEAHOLUTD 2 DOE

TEHDMEMNAD ET,

* SO_UNC_DEFAULT &, &7 71 « AT L - /N
ZHAOBEDT 7 4 )V b CCSID ZHAT 5, £/
A4%ERLUET, sunc_qglg 7« —)V RIIWE N E
ER

+ SO_UNC_USE_QLG 3. sunc_glg 71 —JL RW/X24%
D& CCSID ZEHEL TWDHIEERLET,

sunc_zero

ZDT 4=V RIZTFHRIEATT, TDOT7 4 —IVRIT 16 i
BOoOICRE L TLEI N,

sunc_qlg

D74 =) RN AR EEEL XTI,

vy b-7orsirs 13



#10. AF_UNIX_CCSID 7 R L XHit (%0 &)

7RV ARGET + —IVE e

sunc_path ZDT 4 =) RIZIFNALBAD £T, ZONAAIE &
K 126 XFT, H—/NA FTH 2 N FTHHWEE

Mo INAFIE. sunc_path 7 4 —J)V RICANTH, Hlxic
F DR > T sunc_path 2HET LI THHWER .

JEIX, sunc_format & sunc_glg ICE > THRED XTI,

BY i &k

39 X—>® TAF UNIX_CCSID 7 RLZ - 77 I U—DffifJ |

AF UNIX CCSID 7 RL A« 773U — 4w hOHARIZ, AFUNIX Y RL A« 773IU— -4 w bk
DHFRERCTY, AF UNIX_CCSID V RL A« 77 IU— Yy NMIF, axra ieEaxyy
a L ABRHDET, ZN6HIE, F—T AT AICBEEZEHETEET,

[12X—=2D TAF UNIX 7 RLZ - 7731 —]
IO7RLA-T773IU—=3. Y7y b APl 2FHT 3R~ AT AT/ O AMBREEITASLDICL
F9, TOT7RLVAE, 771« SATLADHEEANDEBRDO/NALTT,

BT e 5 ¥R -

x24T 5—< v 1

Iy b --947

V7w RIEOHLD 2 BHD/ISNTA—=F—=IZL>T, Yy b - A4 TDRFVDET, Yy b 1T
ZE->T, HAEXIOoMNBRORIDEREHDTOCANSOTOZANDT—FD T > AR—MH
WHHAIREIC I NS, DY A TH# SRt I N E T,

AT AE ROy b e AL TEYR—RLET,
ABMU—LA (SOCK_STREAM)

IOV b AT aFx7a BT, bind(). listen(). accept(). B I connect() API ZfHifL
T, TORY—I2 RERZEMILET. SOCK_STREAM ZLT7—FHEMBELL TTF—FZEEL. £IER
DNEfFTT—4 %225 LE T, SOCK_STREAM 3. T—F DA —/)N\—F > %5 <7212 7 O — il i % 4
LEJ, 7—F i a—REFRIIFR TSN EE A, SOCK_STREAM 57— % N1 FDA M) —ALEHR
2L %9, IBM i OFEEEETIX, EXEH#E 70 ~2)L (TCP). AF_UNIX. BXN AF_UNIX_CCSID #
NMLUTARNY =L Iy NEFEATHZIENTEET, FALANI—LA -V Ty b EFERHLT. EFa
T e RAN (T7ATIH—I) ORI HE AT LAEBRETHIEHTEET,

F—4455 L (SOCK_DGRAM)

A2 —%w bk 7OMIIVHETIE, T—YEBEOHEKENZ T—F T ITAENNET, EARMIZITNL
OMDT—F effolz vy —2ELEd., T—F TV I7L Iy MIAFRra L ABTY, hT22A
A=k 7JONA Y — (FO D)) EOMHAMERERNPMLINSZEFHDERA. VI MIT—
7T NEMSINT Y bELT, BREORIENTNWEFEELET, T OEEFAIFEENLEZ0,
T T ILNENTERETLHIEDHVET, 7T TLDHAXE, 1 BIONT YT 3 TEE
TELYA ARXBESINTNET, WSOPD KR T AR—h - 7ONAF—IZH LT, TNTNDT—%
T LMty NT—NORLELRHEFHTEET, 2OV b« 17 Tld connect() API #F17T
XFEIN, OV ITLEREZIETBEHDIHET KL AL connect() API THRE LTl =8 .
IBM i OFERETIZ, 21— — - F—4% 7 F L4 - 70Kr3)V (UDP). AF_UNIX. BIN
AF_UNIX_CCSID ZN L TCT—4% T I L I Ty "l T2ZENTEET,
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O— (SOCK_RAW)

IDITy N LT T A7 —Fv - 7ORa)L (IPvd F7213 IPv6) 1 & —F v Nl A v
t— - 7O )L ICMP F7213 ICMP6) DX S I E 7O N VICEEY VA TEEY, hT >
AR—h - TONA Y —=PHWS 7O RO)) « AN ¥ —EFREEHT S L1575, SOCK_RAW Z#
H=DITIIEOTOT T I T OHEMABNNLEICZDET, I AR—F - TONA Y =TT DLAX
NTTF—YORREREL., BT 4V AERKETEET,

Yoy b-Zakan
Yoy k7R bhalid, 2y NT=T2ROHZII ONERIDORI >N (F21d. AR >HOH BT
O 2N 7Ot AN) 77U r—ar - T—HEBETEDHXIICLET,

77— a id. socket() API @ protocol /NT A—F—IZ kT AR—F - TONA Y —=HEEL
ECIN

AF_INET 7 RL A+ 773U —Tl3. #BHEDON T AR—F - JONA Y —2FHTEZET, > AT L -
v R —24K% (SNA) & TCP/IP @70 k)i, WICUAZ>2 « V2w h ETREHZY 754 7
952 EMAJRETY ., ALWANYNET (ANYNET H7h— KhZ0FEICT %) *v b=V EEZRE T,

AF_INET V7w b« 77U —2 3 212 TCPIP S D b T 2 AR — M b TE 20 E S D EBEIE

WTEDEDITRDET, Zoxy U=V EMEIL *YES £/213 *NO TY., T 7 #J)V MAIL *NO T

ER

%2@ BRI (77 )V BRI Y *NO DA, SNA R T > AR— bk ETO AF_INET Offi 135G
IR EE mmiﬁh AF_INET V7 v h% TCP/IP +T > AKR— KN TOAMEMAT BHE1E,. CPU HfxR%
WET B2 ALWANYNET IR ZE *NO ICRETDHENH D ET,

fE: ALWANYNET *v bU—2Z @M, TCP/IP Y 7R—k E®D APPC ITH#EE2 52 %7,

TCP/IP %4t L7z AF_INET BXLU AF_INET6 V7w b Tld, SOCK_RAW ¥ JEIFEETHEHTE
F9., 2L, YT RN A =%y b T7ORI AP) EWVWH Ry NIV BEEEBEETHI L%
RLUTWET, TCP £7213 UDP T AR —b - 7ONA ¥ =3, @EEIZOEEBELET,
SOCK_RAW V7w haEHATZEE, Y7 Ur—a2 - 7JO7I 483 0 05 255 o770 ra)lzEN
THIFETEET (TCP BXY UDP 7O F AN DEHZERLS). *v FT—7 LTI 2NHEELTWS
BE.IP Ay —icZo7a haANVBENADET, Y TUr— 3> - 7O A3 UDP £721E TCP
T ZAR—MDNEFERBETLZ2IXRTORN T AR—F - U—EZZRELBRTFNIRSRNDOT, 207
T —ar - TJaTILANEELEN T O AR—K - TONA Y —ERDET,

AF_UNIX BELW AF UNIX_ CCSID 7 RL A« 77 3IU—7lF, 7O bDILHEKBIFIEFZR LD T, 7O
I ZIREL THERITIIBE®RNS D EB A, F—~ 2 LD 2 D070t A O@EREITI~ S > EH
HTY,

T3 3 1
[APPC. APPN. LN HPR DAY

Vo POBRXRFHRE
DT oL, mbEAWREREEZFHLTWAY Yy - 7O I L0056, &b —RNRY A TE2RLT
WET, UL, K0DEHRY Ty NRETOEAE L THERATH I ENTEET,
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AR aryBYTy FOERK
UROY—=N—&275147 > hOFlL, mEHE O 3L (TCP) 2EDax7 > a7 o k)L
HEZAENZVY T Y N API Z2RLULTWET,

DIFOKIE, axra®M7aba)VH Y 7Y s APL DU 547 > M —N—BREELET,

H—ii—
socket ()

.
bind()

]

LY SIA4F 2k

{‘ socket ()
accept { )

i ¥
DI2AF L kivad gethostbyname ()
EEEzTO7Ouwe ‘

_ g on Y

¥ connect ()
gelect ()

! '
| T—2 (ER) sond ()
ET%ISFE
send { ) 7% ER) e recy [}

r
close () close ()

oy bDARY bO7O—: ORI 3 BY—/N—

LRV 7y MIEORH LD —4 > A, ROFHER> TWET, ZHUTEZ, 33723 JRIEREHTH

F5H—N—=E0F147 b8 77U =2 a OBROFHE SR> TNET, TNTHhO 70—,

BED API O EOEBEAD) >V NEENTVWET,

1. socket() API 2%, WimiZRKITVry Fibid FEZRLET, AT—FAX NI, ZOVTy NOEDHITA
=%y h-JOMI) N—=23> 6 YRL A+ 773IYU— (AF_INET6) & TCP k< > AHR—h
(SOCK_STREAM) ZffiHT5 I EHRLET,
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2. setsockopt() API IZK VD, HERFFERHNG I 2 —N—2HBELHEIT. o—A) - TR
L 2AZHAATESLLDITRDET,

3. V7w ML FOMER S /2. bind() APL 28, V7w FOBEBFHZESELET, ZofTlE, 12—
—1d s6_addr ZYOICRELFT, ZFUTKD. R"—1b 3005 Z8E€T2H 55 IPvd £/213 1IPv6
DIA4T 2 NINER AL TESLEDITRDET,

4. listen() API IZ& D, H—N—DNERFV F7147 > bEREZTANSGNEEIITRBRDET, ZOHT
3. N8l 10 TRESNTVWET., Jiud. FBITFIICANSNIZEFEERN 10 #iZkb
E. VATLADEREREELRTAHEDITRDEND T ETT,

5. B—N—3., BREEREREZITANDZDIT accept() API ZIHL ET, accept() MO LI, #&
EEREZHEL T, BURICT7Ooy 7 LET,

6. select) API I D, TOEVANA R FOFREZFEL T, ARV I RETEHET AV T v T T
HEICRBDET, ZOHITIE, T—FNHAHWOAJRERGEICOH, AT LAITOAIEHAIL E
T, D select() DML T, 1 4L7 7 K3 30 BTY,

7. tecv) APL 28, 7547 >k« 77U =2 a heT—92%2ELET. ZOFITIE. 79147 >k
13250 N1 FDOT—FEREELET, £D2D. SO RCVLOWAT V7w b A7 a ZFHL.
250 N FOTF—=FMITXNTHEETEHET reecv() WI ATV T LIBNWEIITIRETDHIENTEE
_a—o

8. send() API 28, 79147 > MNZT—4%Z#£0DRLET,

9. close() API 2%, A—7>LTWasY vy hadid 729 XRTr/O0—XLET,

Iy bDARY bOZ7A—: AR a3 BOSATU B

RD APl FEONH L D> — > 2013, axr va REEHI BT 20— N—E0 3147 > b - 7T r—

a > ORREFRHLET,

1. socket() API 73, Wiz &IV 7y bbb FEZRLET, AT—FACRI. ZOVFT Y hDDHITA
=%y h-JOMI) N—=T3> 6 YRLA 757 3IYU— (AF_INET6) & TCP < > AdHR—h
(SOCK_STREAM) ZffiH 425 ZEHRLET,

2. 7947 > bDTO7 T LMFITIE, inet_pton() APl ICHEINDH—/)N—« A U > NEZNE IPve 7

RLZ « AR T TRIFNIE, TNEd—N—DHKEANTHSERBLET., TOHEIE.
getaddrinfo() API ZfifiL T, H—N—D IP ¥ RLAZEUGFL £7,

3. Uy btk FEZE L5, connect() API ZfHL T, Y —/N—~OEHEMLL ET,

4. send() API 23, 250 N1 FDOTF—# 2H—N—IZEELXT,

5. recv() API 2%, H—/N—M5 250 N hOT—FINEDRINDDERHELE£T, ZOfITlE. —N
—FEEINZDOLEFEL 250 N1 R TIRELET. 757147 > hOBEIOEHE. 250 N1 hOFT—4 03]
2 DINTy N TEIFET DN D D720, 250 NA MW TRTHFET S E T, reev() API Z#E0DIRL
HHLET,

6. close() API 28, =7 > L TWBYV 7y MR FZ2ITXRTr/7O0—XLET,

B L it

[listen()--Invite Incoming Connections Requests API|

[bind()--Set Local Address for Socket API|

faccept()--Wait for Connection Request and Make Connection API|
|send()--Send Data API|

[recv()--Receive Data API|

fclose()--Close File or Socket Descriptor API|
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[socket()--Create Socket API|
[setsockopt()--Set Socket Options API|
[select()--Wait for Events on Multiple Sockets AP]|

[zethostbyname()--Get Host Information for Host Name API|

|connect()--Establish Connection or Destination Address API]

Fl: ARxs 3 BY—/)N—
O, a% T MY —N—FEDLIIHERTE DN ERLTNETD,

ZOBIEEALT, MEDOY Yy b - = N— 7T U= 3 VEERTEET, IR 3 RPN
—f&ahd. VI kT TUT =23 O -RNBETIIND 1 DT, I%7 T a JRRENTIER, ¥
—N— 7TV r—=alid, VI47 2 MERERZTANDZODY Ty b EERLET.

H: COBIOERZS-> T, 07 R=20 Ta—RICBET 5 71 & 2 ZHB L O B [OL&MICFE
L7ebDELET,

/**************************************************************************/

/* This sample program provides a code for a connection-oriented server. =/
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program . */
/**************************************************************************/
#include <stdio.h>

#include <sys/time.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <sys/poll.h>

/**************************************************************************/
/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PORT 12345
#define BUFFER_LENGTH 250
#define FALSE 0

void main()

{ /***********************************************************************/
/* Variable and structure definitions. x/
/***********************************************************************/
int sd=-1, sd2=-1;
int rc, length, on=1;
char  buffer[BUFFER_LENGTH];
struct pollfd fds;
nfds_t nfds = 1;
int timeout;
struct sockaddr_in6 serveraddr;

[ Fk ek ke ko k Kok kok ok k ok ok ke k ok ok ok ok ok A LR R Fkkkkkkkkkkkkkkkk [
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of each of the socket descriptors is only done once at the =/

/* very end of the program. */
/***********************************************************************/
do
{
/********** """"""""" *****************************************/
/* The socket() function returns a socket descriptor, representing =*/
/* an endpoint. The statement also identifies that the INET6 */
/* (Internet Protocol version 6) address family with the TCP */
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/* transport (SOCK_STREAM) will be used for this socket. */
/********************************************************************/
sd = socket(AF_INET6, SOCK STREAM, 0);
if (sd < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to =*/
/* be reused when the server is restarted before the required wait =*/
/* time expires. */
/********************************************************************/
rc = setsockopt(sd, SOL_SOCKET, SO _REUSEADDR, (char *)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt(SO_REUSEADDR) failed");

break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* s6_addr to zero, which allows connections to be established from */
/* any client that specifies port 12345. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons (SERVER_PORT) ;

memcpy (&serveraddr.sin6_addr, &in6addr_any, sizeof(in6addr_any));

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection x/
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)

perror("listen() failed");

break;

}

printf("Ready for client connect().\n");

/****************************** """"""""""" *****************/
/* The server uses the accept() function to accept an incoming %/
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}
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/********************************************************************/
/* The pol1() function allows the process to wait for an event to */
/* occur and to wake up the process when the event occurs. In this */

/* example, the system notifies the process only when data is */
/* available to read. A 30 second timeout is used on this poll */
/* call. */

/********************************************************************/

timeout = 30000;

memset (&fds, 0, sizeof(fds));
fds.fd = ds2;

fds.events = POLLIN;
fds.revents = 0;

rc = pol1(&fds, nfds, timeout);
if (rc < 0)
{
perror("pol1() failed");
break;

}

if (rc == 0)

{
printf("pol1() timed out.\n");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO_RCVLOWAT socket x/
/* option and specify that we don't want our recv() to wake up untilx/
/* all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,
(char *)&length, sizeof(length));

if (rc < 0)
{

perror("setsockopt (SO_RCVLOWAT) failed");

break;

}

/********************************************************************/
/* Receive that 250 bytes data from the client */
/********************************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{

perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||
rc < sizeof(buffer))

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */

/********************************************************************/
rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
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perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/ """"" *khkkkkhkkhkk k% ************************************************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
if (sd2 1= -1)

close(sd2);
1

B & )

[0 X—=>® TAEINET 7 RLZ - 77 2 U—DfifJ |

AF INET 7 RL A - 773U— Yy M3, %7 a B (#4147 SOCK_STREAM) &%V a3
L 2/ (¥4 7 SOCK_DGRAM) OWFTHNNIZT DI ENTEET, IV a > AF INET V7 v b
!Z. Transmission Control Protocol (TCP) Z ~< > AHR—h - 7O I ELTHALET., axrar
L A% AF_INET V7w bE, RS 2ZAR—b-7obalElLCa—Y— - 5F—%754- 70TV
(UDP) ZffHL £7.

[ Th]: Jxra®Mr547 b1

OB, axr T a P RERET, Ay a RS- N—ICEHRTHY T NI4T N TOTS
LBERT 2 HiEERLIEZDHDTT,

Bl: Axo2aBHS472H
ZOFNE. A% T a PMFEET, A% a VY- N—ERT AV Sy b VST R - T 0SS
LEAERT B EERLIEZDOTT,

Y—EADV AT U472 b - 70l I 1F == 7077 LDY—EXEFERLRT
N0 FERA. TOFIEFHLT, MEOYZ IA4T7 >k - 7TV r—2a VEERTEXT.

E: COPIDERZS> T, Qo7 RXR—VD IO—RIZBT 2 J 1 &2 ABWMB IR F ) (O &MFICFE
LzbDELXT,

/**************************************************************************/

/* This sample program provides a code for a connection-oriented client. =/
[k dkkk ek kK Kk kxx xRk hhh kR x**h kK Kk R R R R R R R R R /

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/

/* Constants used by this program */
/**************************************************************************/

#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
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#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the %/
/* address or host name of the server, or =/
/* set the server name in the #define */

/*

SERVER_NAME. */

void main(int argc, char *argv[])

{

22

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;

char  buffer[BUFFER_LENGTH];

char  server[NETDB_MAX_HOST_NAME_LENGTH] ;

struct sockaddr_in6 serveraddr;

struct addrinfo hints, *res;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =/

/* of the program. */
[ Fk Kk dkk kg kk ok deok ok kK ok ok kK R R 2 2 R R R R R R T TR T e *kkxrhhhhhk kxR **A *xk [
do

/********************************************************************/
/* The socket() function returns a socket descriptor, representing =*/

/* an endpoint. The statement also identifies that the INET6 */
/* (Internet Protocol version 6) address family with the TCP */
/* transport (SOCK_STREAM) will be used for this socket. */

/********************************************************************/
sd = socket (AF_INET6, SOCK_STREAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/********************************************************************/
if (argc > 1)

strcpy(server, argv[1]);
else

strcpy(server, SERVER_NAME);

memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER_PORT);

rc = inet_pton(AF_INET6, server, &serveraddr.sin6_addr.s6_addr);

if (rc 1= 1)

{ /*****************************************************************/
/* The server string that was passed into the inet_pton() x/
/* function was not a hexidecimal colon IP address. It must */
/* therefore be the hostname of the server. Use the */
/* getaddrinfo() function to retrieve the IP address of the */
/* server. */

/*****************************************************************/
memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET6;

hints.ai_flags = AI_VAMAPPED;

rc = getaddrinfo(server, NULL, &hints, &res);

if (rc !=0)

{
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printf("Host not found! (%s)\n", server);
perror("getaddrinfo() failed\n");
break;

}

memcpy (&serveraddr.sin6_addr,
(&((struct sockaddr_in6 *)(res->ai_addr))->sin6_addr),
sizeof(serveraddr.sin6_addr));

freeaddrinfo(res);

1
/********************************************************************/
/* Use the connect() function to establish a connection to the */
/* server. */
[ Fk gk ke kk ok deokkk Kok ok ok ok ok ok k ok Kkkkkh kR KRR KK F KKK KKk kkhk kR Kkkkkkkkkkkk ko kK k [
rc = connect(sd, (struct sockaddr x)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("connect() failed");

break;
}
/********************************************************************/
/% Send 250 bytes of a's to the server */

/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
perror("send() failed");
break;

}

/********************************************************************/

/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */
/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{
rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;
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}
} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

}

Y 2Rt

BOX—=@ TAEINET 7 RLZ - 77 2 U—0OffJ |

AF_INET 7 RL A+ 77 3IU—+ VY vy M, a%7 3 8 (¥17 SOCK_STREAM) &% 3>
L 2R (47 SOCK_DGRAM) ODWITNNITBHIENTEET, Ix7 a8 AFINET V7 v b
!d. Transmission Control Protocol (TCP) # k< > AHR—h « JO bV ELTHEALEY., 2%V 3>
L 2 AF_INET V7 v b, hI 2 AR—Fr-Jobralelca—Y— - 5F—=%¥75LA - 7Oral
(UDP) ZfiH L £7,

[18 XR=2 D TH: %7 3  HHg—)\—] |

ZOHNE, a7 a By —N—Z2EDLDIMERTELMERL TVET,

Axo2ayVREY 5y FOER
ARTLALLAEY ey M. T R ERET B0 DEEEH L ER . ZORDD., H—N— - 7
T2 a 3T Y MERERETES LS. HAOLRIEEELET.

ax7 a3 > L A8 ry Mid, TCPIP Db D Iic1—Y— -« 5F—4 754« 70 k)L (UDP) Z{#iff
LET,

UFoME, axra LAYy bRGHHOBITHER S NS, V7 v b APL D7 147 2 MMY—=N
—DRRZEERL TWET,
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H—ii—

socket () 7247~k
1 socket ()
bind ()
Y
1 gethostbyname ()
recvfrom()
F—sBEETOIOVS |
- T3 (R sendto ()
" F—5 (EE)
sendto () z - « recyvfrom()
r
close () close()

Iy bpARbO70—: AR a3V VRBY—)N—

LRV 7y RIERH LD —4 > A, IBEXRZo#O 7Oy I AFAOSHHER> TWET, ZHTE
2. %023 L ARREICB I —N—E0714 7> - 7T r—2 3 > OBBROFHHEDEH>T
WET, TNTNO 70123, FED APL O LOFEE~NDY D IVMEENTVWET, FHED API
OFEAICEET 53322 BT 572012, 20l > 2 FHATEEd, ax 72 a o L ARG —N
—DOEMOFNL. LAFD APL MO LD —7 > AZERL XTI,

1. socket() API 7\, UWiiZRKITVrw bbb FZ2RLET, AT—KAZ NI, 20OV y bOEDHITA
A =%y heTFObRI) N—=P32 6 TRLA - T773IYU— (AF_INET6) & UDP k7> AKR—Fh
(SOCK_DGRAM) ZfFHTHI EHRLUET,

2. Uy RREIRFAMERR S 172%%. bind() API 28, V7 v hOEGHZTRSELET., ZOHITIE. 12—
—13 s6_addr ¥ OICERELET., Z4Ud. UDP A—h 3555 28, AT LLEDTRTO IPvd B&X
N IPV6 7 RLAWNA > RENDZENVWDH T ETT,

3. U—=N\—MW, T—F%22ZIETB=DIT recvfrom() API Z#HL 9. recvfrom() API IF. T—% D
AR 9,

4. sendto() API WT—% %7747 > MIEDRLET,

5. close() API 28, A—7>LTWaY Y btk FEITRTKTIHET,

Iy bDAXRMO70—: AR a3 VVRBIOSAT UM

a2 a LA S54 720 2 HEHOHIZ, LAFD AP NFOH L O —4F > A ZFEHLET,

1. socket() API 8, Wimiz&RTY 7y bitb TZ2RLET, AT—F A2 MIE. 2OV Y hD7=DITA

A =%y heTFORI) N—=P32 6 TRLZA 77 3IYU— (AF_INET6) & UDP k7> AHR—Fh
(SOCK_DGRAM) ZffiHTH I EHRLUET,
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2. 7IAT7 > hOT0r T ABITIE, inet_pton() API IZJESI NS H—/N— + X N > TRNE#L IPve 7
RLZ « Z8) 2T THRINE TNE2d—N—DKRAMNTHDERRZLET, FOHEAEIL.
getaddrinfo() API ZfHL T, ¥—N—0 IP 7 RLAZHEL £,

. sendto() API ZfEL T, T—% &P —N—IZEEFL X7,
4. recvfrom() API 2L T, Y—N—Dn56T7—FZZEL £,
close() API 28, A—7>2LTWaY 7y FEiR FE2ITRTHRTIHET,
ESPUSIEES
[close()--Close File or Socket Descriptor API|
[socket()--Create Socket API|
[pind()--Set Local Address for Socket API|
|recvfrom()——Receive Data API|
[sendto()--Send Data API|
[zethostbyname()--Get Host Information for Host Name API|

Fl: AxOLaVREY—/)N—
ZOFEITIH, - — - FT—=FF I, - TJOMI)L UDP) BEALTCaART > a L AR ry k- Y —
IN— - 0T T NEERT S HEERLET,

91

H: ZOFOEHZ S-S T, P07 RX=YO [O—RIZET ST 2 AEHRD L OVE LRI &I E
LiedbDELET,

[ F gk dekkk ok kk ok ok ok ko k ok ok ok kR kKK I IR IR Khh kI kI *h* kKK * ok kkkxrhhhhhk kxR *hA *xk [

/* This sample program provides a code for a connectionless server. */
/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program x/
/**************************************************************************/
#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PORT 3555
#define BUFFER_LENGTH 100
#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc;

char  buffer[BUFFER_LENGTH];

struct sockaddr_in6 serveraddr;

struct sockaddr_in6 clientaddr;

int clientaddrlen = sizeof(clientaddr);

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =/

/* very end of the program. */
/***********************************************************************/
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/********************************************************************/
/* The socket() function returns a socket descriptor, representing =*/

/* an endpoint. The statement also identifies that the INET6 */
/* (Internet Protocol version 6) address family with the UDP */
/* transport (SOCK_DGRAM) will be used for this socket. */

/********************************************************************/

sd = socket(AF_INET6, SOCK_DGRAM, 0);

if (sd < 0)
{
perror("socket() failed");
break;
}
[ Fk gk ke kk ok dok ok ok Kok ok ok ok ok ok Kk ok Kk kkh kR KKK EF KKK KKk Kk kkk kR KkkkkkkkkkkkkkkKkk [

/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* s_addr to zero, which means that the UDP port of 3555 will be */
/* bound to all IP addresses on the system. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER _PORT);

memcpy (&serveraddr.sin6_addr, &in6addr_any, sizeof(in6addr_any));

rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));

if (rc < 0)
{

perror("bind() failed");

break;
1
/********************************************************************/
/* The server uses the recvfrom() function to receive that data. */
/* The recvfrom() function waits indefinitely for data to arrive. =*/
[ Fkkdkk ok ke kk ok deokkok Kok kok ok ok ok ok ko kK xx I IR hhhhhhkrhhh Kk kK *k kkkxrhhhhhh kxR **A /

rc = recvfrom(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&clientaddr,
&clientaddrlen);

if (rc <0)

{
perror("recvfrom() failed");
break;

}

printf("server received the following: <%s>\n", buffer);
inet_ntop(AF_INET6, &clientaddr.sin6_addr.s6_addr,
buffer, sizeof(buffer));
printf("from port %d and address %s\n",
ntohs(clientaddr.sin6_port),

buffer);
/********************************************************************/
/* Echo the data back to the client */
/****************************** """"""""""" *****************/

rc = sendto(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&clientaddr,
sizeof(clientaddr));

if (rc < 0)
{

perror("sendto() failed");

break;
/********************************************************************/
/* Program complete */
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/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

}

Bl: AR aVRBOSLT B
oL, 1 —Y— - F—=FFF - 7Ob) (UDP) ZHHL T a> LAy N 751
Tk O T AEY—=N—=ITHRET D HEICDNWTRLET,

H: ZOHIOERZEDH- T, Ro7RXR=20 TO—RIZBET S 51 2 2ERP XV HIEH) DEEICEE
L72bDELET,

/**************************************************************************/

/* This sample program provides a code for a connectionless client. */
[k gk gk ke deokkok ok ok ok ok kh R 2 2 R R R R T TR T e *kxxrhhhhh kAR *K*A *xk [

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/**************************************************************************/
/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PORT 3555

#define BUFFER_LENGTH 100

#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the %/

/* address or host name of the server, or =/

/* set the server name in the #define */

/* SERVER_NAME */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd, rc;
char  server[NETDB_MAX_HOST_NAME_LENGTH] ;
char  buffer[BUFFER_LENGTH];
struct sockaddr_in6 serveraddr;
int serveraddrlen = sizeof(serveraddr);
struct addrinfo hints, *res;

/***********************************************************************/

/* A do/while(FALSE) Toop is used to make error cleanup easier. The x/
/* close() of the socket descriptor is only done once at the very end =/

/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
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/* The socket() function returns a socket descriptor, representing =*/

/* an endpoint. The statement also identifies that the INET6 */
/* (Internet Protocol) address family with the UDP transport */
/* (SOCK_DGRAM) will be used for this socket. */

/********************************************************************/
sd = socket(AF_INET6, SOCK DGRAM, 0);
if (sd <0)
{
perror("socket() failed");
break;

}

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
/****** """"""""""" kK hkhhhhkhhhhhhhhhhhhhkhk*k *****************/
if (argc > 1)

strcpy(server, argv[1l]);
else

strcpy(server, SERVER_NAME);

memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER _PORT);

rc = inet_pton(AF_INET6, server, &serveraddr.sin6_addr.s6_addr);
if (rc !=1)

{ /*****************************************************************/
/* The server string that was passed into the inet_pton() x/
/* function was not a hexidecimal colon IP address. It must x/
/* therefore be the hostname of the server. Use the */
/* getaddrinfo() function to retrieve the IP address of the */
/* server. */
/*****************************************************************/
memset (&hints, 0, sizeof(hints));
hints.ai_family = AF_INET6;
hints.ai_flags = AI_V4MAPPED;
rc = getaddrinfo(server, NULL, &hints, &res);
if (rc !'= 0)

{
printf("Host not found! (%s)", server);
break;
}
memcpy (&serveraddr.sin6_addr,
(&((struct sockaddr_in6 =*)(res->ai_addr))->sin6_addr),
sizeof(serveraddr.sin6_addr));
freeaddrinfo(res);
}

/********************************************************************/
/* Initialize the data block that is going to be sent to the server x/
/********************************************************************/
memset (buffer, 0, sizeof(buffer));
strcpy (buffer, "A CLIENT REQUEST");

/ """ ER R R R R R R R R ************************************************/
/% Use the sendto() function to send the data to the server. */
/********************************************************************/
rc = sendto(sd, buffer, sizeof(buffer), 0,

(struct sockaddr *)&serveraddr,

sizeof(serveraddr));
if (rc < 0)
{

perror("sendto() failed");
break;
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}

/********************************************************************/
/* Use the recvfrom() function to receive the data back from the */
/* server. */
/********************************************************************/
rc = recvfrom(sd, buffer, sizeof(buffer), 0,
(struct sockaddr *)&serveraddr,
& serveraddrlen);
if (rc < 0)
{
perror("recvfrom() failed");
break;

}

printf("client received the following: <%s>\n", buffer);
inet_ntop(AF_INET6, &serveraddr.sin6_addr.s6_addr,
buffer, sizeof(buffer));
printf("from port %d, from address %s\n",
ntohs(serveraddr_sin6_port), buffer);

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
[ Fk ke kk ok ke kk ok ok ok ok ok ok ok ok ok ok ok ok ok kK r I IR IRk h kI hhh kKK * ok kkkxrhhhhhk kxR * kA *xk [
if (sd != -1)

close(sd);

}
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[recvfrom()--Receive Data API|

faccept()--Wait for Connection Request and Make Connection API|

[zetpeername()--Retrieve Destination Address of Socket API|
[sendto()--Send Data AP]|
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[bind()--Set Local Address for Socket API|
[zethostbyname()--Get Host Information for Host Name API|
[zetaddrinfo()--Get Address Information API|
[zethostbyaddr()--Get Host Information for IP Address API|

[zetnameinfo()--Get Name Information for Socket Address API|
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[close()--Close File or Socket Descriptor API|
|socket()--Create Socket API|

[bind()--Set Local Address for Socket API|
[unlink()--Remove Link to File API|
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[listen)--Invite Incoming Connections Requests API|
|send()--Send Data API|

[recv()--Receive Data API|

[socketpair()--Create a Pair of Sockets API|

|connect()--Establish Connection or Destination Address API]

Bil: AF UNIX Z7RL X - 77 IU—2iHTHIY—N— -7 TUr— 3

PLFOHE. AF UNIX 7RL A « 77 I U—2FHT YT « b—=N— - TOV I LEZRLTVE
9, AFUNIX 7RL X+ 773U—=F, fOT7 RL A - 77IV—=LFREUCVYT Y MEXRHL O£ 2/
LET, 2L, ¥=N— 77— a > az2#T57-DICNALEEEZHEHT D E0WD SR> T
WET,

H: COBIOERZS> T, 07 RXR=20 TO—RICBEHT S 71 & 2 ZEHRB IO B ORI FE
L7ebDELET,

/**************************************************************************/

/* This example program provides code for a server application that uses */
/* AF_UNIX address family */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/un.h>

/**************************************************************************/

/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

[ F gk ke ok dokkk ok ok ok ke k ok ok kok kR Fkkkkh kR KR KK F K KKKk kkk ok kR KkkkkkkkkkkkkkkKkk [
/* Variable and structure definitions. x/
/ """"" ER R R R R R R R R R R ************************************************/

int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH];
struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =x/

/* very end of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents */

/* an endpoint. The statement also identifies that the UNIX */
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. x/

/********************************************************************/
sd = socket(AF_UNIX, SOCK_STREAM, 0);
if (sd < 0)
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{

perror("socket() failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. x/
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sun_family = AF_UNIX;

strcpy(serveraddr.sun_path, SERVER_PATH);

rc = bind(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection */
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)

perror("listen() failed");

break;

}

printf("Ready for client connect().\n");

[ Fkkdkk kR gk ok kk ko kk kR ok ok kk ok dk ok ko k ko kk ok k ok k ok kkkxrhhhhhk kxR **A *xk [
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =x/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up */
/* until all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,
(char *)&length, sizeof(length));

if (rc < 0)
{

perror("setsockopt (SO_RCVLOWAT) failed");

break;

}

/*************************** """"""""""" ****/
/* Receive that 250 bytes data from the client */
/****************************************************/
rc = recv(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)
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{
perror("recv() failed");
break;

printf("%d bytes of data were received\n", rc);
if (rc == 0 |

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */
[ Fk gk ke kk ok deok ko ok ok ok ok ok ok Kk ok FkEEF I IR *KhhF IR kI I h*h kK H % kkKx I IR hhhE AR *K*A /
rc = send(sd2, buffer, sizeof(buffer), 0);

if (rc < 0)

{
perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

RIS kK E I I IR KRRk hh kI hh* kKK H % kK xx I IR KRRk kI *hh kKK Kk kkkxrhhhhh kAR R *K*A /
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/

/* Remove the UNIX path name from the file system */

/***********************************************************************/
unlink (SERVER_PATH);

fil: AF UNIX 7KL R+ 77 IV—2FHTEIIIA4T7 b T TUr—al:

PLFOBFNE. AF UNIX 7RL R« 77 I —ZFHL T, Y—N—DV I 7 > MEGZIERT DT >

TN TSI AhERLTVNET,

H: ZOFOERESH> T, R07TRX=20 ITO—RICBHT 2 1 > ABMB L FH) 054 R

L7zbDELET,

/**************************************************************************/

/* This sample program provides code for a client application that uses */

/* AF_UNIX address family */

/**************************************************************************/
/**************************************************************************/
/* Header files needed for this sample program */
[ kK dkk ke k kK e e e o o ok e ok ok ok o ok o ok ok o e e e o o o e ok koo o ek ok ok o ek ok ok ok o ok ko ko kK /
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/un.h>

/** """"" kkhkkhkhkkhhkhhkhk ************************************************/
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/*

Constants used by this program */

/**************************************************************************/

#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the =/
/* path name of the server as a UNICODE */
/* string, or set the server path in the */
/* #define SERVER_PATH which is a CCSID */
/* 500 string. */

void main(int argc, char *argv[])

{

38

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;

char  buffer[BUFFER_LENGTH];

struct sockaddr_un serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The =/
/* close() of the socket descriptor is only done once at the very end =/
/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies that the UNIX =/

/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. */
/********************************************************************/
sd = socket (AF_UNIX, SOCK_STREAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/
/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */
[ Fk ek ke kkk ok kk ok ok ok ok k ok ok ko LR Fkkkkkkkkkkkkkkhk [
memset (&serveraddr, 0, sizeof(serveraddr));
serveraddr.sun_family = AF_UNIX;
if (argc > 1)

strcpy(serveraddr.sun_path, argv[1]);
else

strcpy(serveraddr.sun_path, SERVER PATH);

/********************************************************************/
/* Use the connect() function to establish a connection to the x/
/* server. */
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, SUN_LEN(&serveraddr));
if (rc < 0)

{

perror("connect() failed");

break;
}
[ Frk Rk kR gk ok kkk ko kk kR ok ok kk ok k ok ko k ko k ok ok ok ok Kk ok ok R R T T *xk [
/* Send 250 bytes of a's to the server */

/********************************************************************/

memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
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if (rc < 0)

{
perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 x/

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)
{
rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}

} while (FALSE);

JEZTETITEE Kk kxx IR hhhhh R R I ** Kk KKk R R R R R R R R R /
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
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4, H—N—Id, ERHEHEREZITANDZDIT accept() API ZfFHL 9, accept() FEHLIL. %
EEREZHEL T BUEICT7Ooy 7 LET,

5. recv() APL 28, 7947 K 7T Ur—2anor—4%%2ELET, ZOHTIE. 79147 > b
13 250 N ROT—F%#EELET., DD, SO RCVLOWAT V7 vy k-7 a aHL.,
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6. send) API 2%, 7947 > NITF—4%Z%£0DKRLET,
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8. unlink() API 78, UNIX NZA%%Z2 77 A) « AT LMERELET,

JTy bDARY FOTZ70—: AF_UNIX_CCSID 7 RVR - 773 VU—%2#ERTEI5347 >
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AF_UNIX_CCSID 772U —I|Z AF_.UNIX Y RL X - 77 I U—LH#HENRH D, FUHIR®H D £,

32 X—=2® TAFE UNIX 7 RL A - 77 2 U—DffifJ |
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|recvfrom()——Receive Data API|

[accept()--Wait for Connection Request and Make Connection API|

[zetpeername()--Retrieve Destination Address of Socket API|

[setsockname()--Retrieve Local Address of Socket API|

[recvmsg()--Receive a Message Over a Socket API|
[close()--Close File or Socket Descriptor API|
[socket()--Create Socket API|

[bind()--Set Local Address for Socket API|
[unlink()--Remove Link to File API|

[listen()--Invite Incoming Connections Requests API|

|send()--Send Data API|
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[connect()--Establish Connection or Destination Address API|
Irecv()——Receive Data API|
[socketpair()--Create a Pair of Sockets API|

#il: AF_UNIX_CCSID P RL A «- 77 IU—2iHTHH—N— -7 TUr—a:

Zo7ar I AFNE. FUNIX CCSID V7 RV A« 77 IU—2HT 59— /N— - 7 TUr—33 V%R
LTWET,

H: COFIOERZEH-> T, P07 R=20 TO—RICBET S 51 2 AHRB I OVl HHE) |0 FE
L72bDELET,

/********************************* """"""""""" *khkkkkhkhkkhhkhhhhkk ***/
/* This example program provides code for a server application for */
/* AF_UNIX_CCSID address family. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
[k gk g kk kK ok ok ok Kok ko Kk ok R R R R R R R T T T E *kkxrhhhhh kAR *K*A *xk [
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <sys/unc.h>

[ Fk g kk e dkk ok dokkk ok kok ok k ok ok ok kR kKK I I IR KRR hh kI hhh Kk k K * ok kkkxrhhhhh kA xR **A *xk [
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sd2=-1;

int rc, length;

char  buffer[BUFFER_LENGTH];

struct sockaddr_unc serveraddr;

/***********************************************************************/

/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =/

/* very end of the program. x/
/************* """"""""" *****************************************/
do

{

/********************************************************************/

/* The socket() function returns a socket descriptor, which represents =/
/* an endpoint. The statement also identifies that the UNIX_CCSID =*/

/* address family with the stream transport (SOCK_STREAM) will be */

/* used for this socket. */
/********************************************************************/

sd = socket(AF_UNIX_CCSID, SOCK_STREAM, 0);

if (sd < 0)

{

perror("socket() failed");
break;

}

/********************************************************************/
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/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. */
/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX_CCSID;
serveraddr.sunc_format SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID 500,

serveraddr.sunc_qlg.Path_Type QLG_PTR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER_PATH);

serveraddr.sunc_path.p_unix = SERVER_PATH;
rc = bind(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)
{

perror("bind() failed");

break;
1
/********************************************************************/
/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection x/
/* requests before the system starts rejecting the incoming */
/* requests. */

/********************************************************************/
rc = listen(sd, 10);
if (rc< 0)

perror("listen() failed");

break;

1
printf("Ready for client connect().\n");

/********************************************************************/

/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive. */

/********************************************************************/
sd2 = accept(sd, NULL, NULL);
if (sd2 < 0)
{
perror("accept() failed");
break;

}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */

/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
/* option and specify that we don't want our recv() to wake up x/
/* until all 250 bytes of data have arrived. */

/********************************************************************/
length = BUFFER_LENGTH;
rc = setsockopt(sd2, SOL_SOCKET, SO_RCVLOWAT,

(char *)&length, sizeof(length));

if (rc <0)
{
perror("setsockopt (SO_RCVLOWAT) failed");
break;
1
[ Fkdkk ok ke kk ok dok ok ok Kok kok ok ok ok ok kh B Kkkkkkkkkkkk ko kK k [
/* Receive that 250 bytes data from the client */

/********************************************************************/

rc = recv(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)
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{
perror("recv() failed");
break;

}

printf("%d bytes of data were received\n", rc);
if (rc == 0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");
break;

}

/********************************************************************/

/* Echo the data back to the client */

/********************************************************************/

rc = send(sd2, buffer, sizeof(buffer), 0);
if (rc < 0)

perror("send() failed");
break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);

if (sd2 != -1)
close(sd2);

/***********************************************************************/

/* Remove the UNIX path name from the file system */

/***********************************************************************/
unlink (SERVER_PATH) ;

#il: AF_UNIX_CCSID PRL A - 77 IU—2{iHTEZ2I54T7 > - 7TV r—al:

Zo7ar I AFNE, FUNIX CCSID 7V RV A« 77 IU—2HTLIZV AT > 7T Ur— 3>
ZRLTWET,

E: ZOFOERZB- T, P07 R=20 TO—RICEHT 3 51 o ZAEHRB X OE i F ) [D5MICFEE
LiebDELET,

/**************************************************************************/

/* This example program provides code for a client application for */
/* AF_UNIX_CCSID address family. */

/**************************************************************************/

2 — R ——

/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <wcstr.h>

#include <sys/types.h>

#include <sys/socket.h>
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#include <sys/unc.h>

/**************************************************************************/

/* Constants used by this program x/
/**************************************************************************/
#define SERVER_PATH "/tmp/server"

#define BUFFER_LENGTH 250

#define FALSE 0

/* Pass in 1 parameter which is either the %/

/* path name of the server as a UNICODE */

/* string, or set the server path in the =/

/* #define SERVER_PATH which is a CCSID x/

/* 500 string. x/

void main(int argc, char *argv[])

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived;

char  buffer[BUFFER_LENGTH];

struct sockaddr_unc serveraddr;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =x/
/* of the program. */
/***********************************************************************/
do

{

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies that the UNIX_CCSID =/
/* address family with the stream transport (SOCK_STREAM) will be */
/* used for this socket. x/
/********************************************************************/

sd = socket (AF_UNIX_CCSID, SOCK_STREAM, 0);

if (sd < 0)
{

perror("socket() failed");

break;
}
JEZTETS kkkxxrhhhhh kR x**h kK Kk R R R R R R R R R R R /
/+* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. */

/********************************************************************/

memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sunc_family = AF_UNIX_CCSID;

if (argc > 1)

{
/* The argument is a UNICODE path name. Use the default format =/
serveraddr.sunc_format = SO_UNC_DEFAULT;
wcscpy (serveraddr.sunc_path.wide, (wchar_t *) argv[1]);

}

else

{
/* The local #define is CCSID 500. Set the Q1g_Path_Name to use */
/* the character format */
serveraddr.sunc_format SO_UNC_USE_QLG;
serveraddr.sunc_qlg.CCSID 500,
serveraddr.sunc_qlg.Path_Type QLG_CHAR_SINGLE;
serveraddr.sunc_qlg.Path_Length = strlen(SERVER PATH);
strcpy((char *)&serveraddr.sunc_path, SERVER PATH);

}

/********************************************************************/
/* Use the connect() function to establish a connection to the x/

*/
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/* server. x/
/********************************************************************/
rc = connect(sd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (rc < 0)

perror("connect() failed");
break;

}

/********************************************************************/
/* Send 250 bytes of a's to the server */
/********************************************************************/
memset (buffer, 'a', sizeof(buffer));
rc = send(sd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");

break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and x/
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. x/
/* The 250 bytes of the data may arrive in separate packets, */
/% therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */

/********************************************************************/
bytesReceived = 0;
while (bytesReceived < BUFFER_LENGTH)

rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);
if (rc < 0)
{
perror("recv() failed");
break;
}
else if (rc == 0)
{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/

/* Increment the number of bytes that have been received so far =/
/*****************************************************************/

bytesReceived += rc;

}

} while (FALSE);

/************* """"""""" dhhkkkhkhhkrhhkhhhkhhhhhrhhxk *****************/
/* Close down any open socket descriptors */
/***********************************************************************/
if (sd != -1)

close(sd);
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TTA—N=Fy TAMNREEZFFEET. AHAE TR
—MIZORERZERLEXT,

QsoStartAccept() JERMIZ T ANEIEZKBL £,
E: 2O APL WY R—1FTBDIF. YRLVA - T73
—7% AF_INET %7213 AF_INET6 T 1 7N
SOCK_STREAM D7 FODATT,

QsoStartRecv() JEFMZEREEMIGL £,
E: 2D APL Y R—FT 2D, YRLA 773V
—7N AF_INET /213 AF_INET6 TH 1 7
SOCK_STREAM DV kDA TT,

QsoStartSend() JEFRMEFHIEEBIBE L £7,

E: 2O APL WU R—1FTBDIE, YRLA - T73
—7% AF_INET %7213 AF_INET6 TY 7w b « A T
SOCK_STREAM D7 FOATT,

QsoPostIOCompletion()

T —a it ASNO APL E/ZIAIEEINFEEL
2 EESETR—RMIBEAITESLDICLET,

QsoGenerateOperationld()

TV = a 2Ny MICER O#E ID ZBEA T
5N5KDITLET,

QsolsOperationPending()

TTUr—=a Ny MT 1 DU EOIERBIAH T
BAENRBE ER O TVAENEIMERBETESLLIICLE
E
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F11. FEFIAH T API (6 Z)
API BT

QsoCancelOperation() TIVT—=a NIy NTHREER->TWS 1 DL
L OIEFAARNREIEEZROEE D ELDICLET,

FERAAA L DS

77U —3a 3. QsoCreatelOCompletionPort() API Z i L CTAHNZE THR—FEERLET., 2D
API 13, JERIAAHNESRDTE T E2 AT P a— )V L TR T 572D TEAN RIVERLET, 7
TV —arid, ARTETR—F - N BIVEEEL T, ANBERESHEIBERERKL £9. Al
HOFETRHC, RIEHRET TV r—2a DEFROND RIVA, f/E L AHNE T HR— MBS nE
T, AN TR —FAOHEANCE> T, BEELEZHDLHFEFDOAL Y ROSIED 1 DETFNT A
D7 TEINET, 7TUr—aid, UFOHEEZZELET,

o JLOERTIRHEEINIZNY 77—

s TONY Ty —ERODRO L TUEINZT—YDES

« BT LEAMNEBEEDY 1 TDFKR

s MIAAHNERTESINZT T r—a @FDON RV

ZO7TVr—ar NCRIVE. 753147 > MERE#RBIT DY ry Mk FThr5Ead UL, U
FAT 2 MEBDIREBIZOWTOILHZIERNPASD TVEARNL—V2FETHRA Y —ThHI2EEHHD E
T, BIENETLTY U —2a N RIUVBNESNZDOT, U—H— ALy RIZZ I4 7 > Nk
BT HEODRDAT Yy TERELET., INSO5%E TEREEZUETLZT—H— - AL v Rid.
1 DOV A7 > hNERZEFICHE NSO TR, IEIERVIA47 > MERZNUHETEET, 1—
Y= e Ny T 7—E0C0RNTZIE—E, b—N— - TOb X LR THRETLIDOT, V5147 ME
ROBHEERNIFEAD L ET, UL, BEOTo0ty =052 AT A TIEHAENH D £,

FERAA LN DEE

FFEIAH N ZHHAT2Y 7 U —> a2 id. WFOO—F « T3 A2 MAURT KD G/ > THhE
ER

#include <gsoasync.h>
struct Qso_OverlappedIO t
{
Qso_DescriptorHandle_t descriptorHandle;
void *buffer;
size_t bufferLength;
int postFlag : 1;
int fillBuffer : 1;
int postFlagResult : 1;
int reservedl : 29;
int returnValue;
int errnoValue;
int operationCompleted;
int secureDataTransferSize;
unsigned int bytesAvailable;
struct timeval operationWaitTime;
int postedDescriptor;
char reserved2[40];

}

BY & )

[124 XR=2 @ TH: FEFRBTAHTT APL O |

77U —3a 3. QsoCreatelOCompletionPort() API ZfifH L TAHNZE THR—FEERLET., 2D

Uiy bk-7arsi2ry 49



APIL 1&, FERBAAH N EROE T2 AT 22—V L TRET 72D TE SN FILZRL T,

05 XR=2D TV ry k-7 TV r— a3 atO#RFIHE] |

Uy ke 7T a DERWET HEC. HREES. HEE BXXVY Ty k- 7T U= a O E
HEEELTLEINn, £/, 77U 5= 3> O T4 =X AEEBLIRI AT A - UV —ZADEEIZ
DNTHEELTLEI N,

b8 X=> @ Thl: a%7 3 3 D RIFKE ) |
IEIERAET, YATL ORI a By ks Y= N—ERETHIENTEET, TNHD
Ty I LFEFERLT, MEOORY > a VRIEREHEERT A ZENTEET,
|U4N~D®F%:7Dy7m77yFIWIT®ﬁH®@mJI
TOvAERRB T T r—ainiyay INEHREIC. BETEANEZT5ZENTEET, £, 7
FIZED, 7oy ZBICHIRRRE RN T 5N E T,

e e 155 -

|gsk_secure_soc_startlnit()——Start asynchronous operation to negotiate a secure session APII

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

[esk_secure_soc_startSend()--Start asynchronous send operation on a secure session API|

[QsoCreateIOCompletionPort()--Create 1/0 Completion Port API|

[QsoDestroylOCompletionPort()--Destroy 1/0 Completion Port API|
QsoWaitForlOCompletion()--Wait for I/O Operation AP
P P

|QsoStartAccept()——Start asynchronous accept operation API1

[QsoStartSend()--Start Asynchronous Send Operation API|

[QsoStartRecv()--Start Asynchronous Receive Operation AP]|
[QsoPostIOCompletion()--Post I/0 Completion Request API|
[QsoGenerateOperationld()--Get an I/O Operation ID|

[QsoIsOperationPending()--Check if an I/O Operation is Pending]

[QsoCancelOperation()--Cancel an /O Operation|

t¥a7 -y bk

BEDODEZA, IBMi ARL—FT 4 27 « AT ALETEYFaT7 Iy s 7TV r—2 3 D &ERT
HHIEICIE 2 EB0DHDET, SSL_API BE W Global Security Kit (GSKit) API (&, #—7 Vi#lE+% v
FNT—2 (FZNTWOHHEIRA >y —%y N 2HEUTCEE T I N — &k L ET,

INHD APL Z2HEHTZE, 251472 MY —N— - 77U r— g 3ERE, BEH, Avt—088
< HIETHEIETEEL Y., SSL_ API & Global Secure Toolkit (GSKit) API (i & & —/N—F%iE &
7947 > NRFEE YR — ]\LVC%V) WhHESHTY T r— a2 Secure Sockets Layer (SSL) 7’1 k
DVEFHTAHIEEREICLET, 72720, GSKit API 19T XRTD IBM P AT AICKHL THHR—FE
NFETMN, SSL_API IZ IBM i AXL—F 4 27 « AT LACOBREFEELET, ATLEOR—=FEY
TA—&ALEIEDED, vFaT -V Ty MERAOTY TUr—2a > ERFT S EEI12IE. GSKit API
EREATAHIEEBEHOLET,

t¥a7 - Vry bOBLER

Secure Sockets Layer (SSL) 710 k OJUIZJE3H Netscape 12Xk > THFE I N, &I 0 k)L (TCP) @
EOREEEOEVWR T AR — MR EHTHERAINSEE Lo ) ThD, 77U r—a itk
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FaTVEEERELET, EFaTVHEELELETSHEOY Y — a3 2123, Hypertext Transfer
Protocol (HTTP)., 7 7 { JV#xi% 70 k J)1 (FTP). Simple Mail Transfer Protocol (SMTP). # XN Telnet
BREMNHDET,

—#IZ. SSL DY U —3a i3, SSL RSO Y U —a > ERIOR— N EHEHT 505
MBHOET, FlZIE, SSL MDD T T UH—IL, http TII7R< https THiE S Universal Resource
Locator (URL) Zf#if L C. SSL ®IE®D HTTP H—N—IZ7 7 AL ET, IFEALEDHE. https &
5 URL 3. #E#E@ HTTP H—N\—0FHTSH— K 80 Tida<, ¥—/N— - AT LDHE— 443 N
OHEEfwEA—T > LE5ELET,

BEDON—a>® SSL 7O RNNERINTWET, H&H/N— 3 > @ Transport Layer Security
(TLS) N—>3a > 12 & TLS N—2 3 > 1.1 6O Y v 77 L — RZ2#ME L £9 ., SSL_ API
& GSKit API IZMAES TLS /N— 3> 1.2, TLS N—Y 3> 1.1, TLS /N— 3> 1.0, SSL N—
3> 30, BRWSSL N—=P 3> 20 2HR—FLET, TLS N—Ta > 12 ZDOWTFHL<IL

[5246: "Transport Layer Security (TLS) 7O ~I)L )N—T 3 > 1.2" (ﬁ%)l'.‘d' SR TLSEZEI N,

Global Security Kit (GSKit) API

Global Security Kit (GSKit) (&, 77U —3 3 >® SSL MInEr[fEICT B2 —HED 7O/ I 7)) « A >
=71 —ATT,

SSL_API &[H#kIC, GSKit API ZfFHTIULX, Vv - 77U r—ar - 707 J A2 SSL BLW
NI ZAR—KgtFaUF— (TLS) YO M)V EFEETEET, 72/2L. GSKit API 13D IBM
VATLATHR—=REINTHED, SSL_ API K0DBHTOVIIITNESHTT, 612, Rty asn
FATIT—ar, RET—YDERGE, BELXORET -5 OZEZETI 720 OIEREREZIZIET 5, #HHL
V) GSKit API WEBIMSINTWET, ZNSDOIEFEM API 13 IBM i ARV —F 4 27 « AT LAITDHIF
FTHHDT, MDD AT LICBHETZZEIETEERA,

IBM i E® GSKit 1F3> A5 AL SSL 2L FT, AT AL SSL O7ONT 4 —EBEICDWTELL
. A5 4 SSL 7087 4= 2L TIZI N,

7¥: GSKit API WY R— KT 2DIE. Y RL A« 77 3IU—2 AF_INET £7/213 AF_INET6 TH A 7N
SOCK_STREAM DV 77 hDOATT,
PIFDZFE T, GSKit API Z#HHAL £9,

# 12. Global Security Kit API

API el

gsk_attribute_get_buffer() tFa7 -kyiarEkiF SSL BEICDONWT
DREDLTFA N > 715w GEHEA LY - 7
7). GEHAEARTY - XAT—R, 77U —
ar ID, WHERE) EAFLET,
gsk_attribute_get_cert_info() tFaT -y alEzid SSL BEHOY—
IN—EAEE/137 7147 > FEPEIT DOV TO
HEDEHREZAFLET,

gsk_attribute_get_enum_value() tFay - kyaEkid SSL BEMHORE
DOHNFERF—H D% ATFLET,
gsk_attribute_get_numeric_value() TFaT -ty aFEziT SSL BEEICOWT

DREDEKMEFHRZEATLET.
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7 12. Global Security Kit APl (¥ &)

API

G|

gsk_attribute_set_callback()

A—H— - 7TV =3 >HNDI—F IZa—
Ny 7« RA 2 —%FRELET, TOHTD
7T —=2a iE, INS5DIIN—F U EERED
HDEDIHEHTESLDITARDET,

gsk_attribute_set_buffer()

fBELENYy 7y —@lEZE, ffElit+a7 -
tva E/zld SSL BRENOMICEEL £
7,

gsk_attribute_set_enum()

RE LAY A TREEE, tFaT -ty
a > FEIL SSL BRENOFIHAEICEE L E
7,

gsk_attribute_set_numeric_value()

tFa7 -ty a T SSL BEAORE
DEEHFREHRELET,

gsk_environment_close()

SSL BEEZ /70— 2L, TOREICHEET TN
TOANL =22 ET,

gsk_environment_init()

WBRIBIEDRERIT SSL B AZYIIRRE L £
ED

gsk_environment_open()

RELTHERED gk WO L THATIHEDH
% SSL BN RIVERLET,

gsk_secure_soc_close()

tFa7 -tyviarEr/7o—XL, TOEFa
7 etwialOITNTOEY Y — A 2L
S

gsk_secure_soc_init()

SSL BEBIONtFa7 - by a ViR ESN
FEEEFERL T vFa 7 -y arExd
vI—arL T,

gsk_secure_soc_misc()

tFa7 - byaHOER API Z2ETLE
R

gsk_secure_soc_open()

tFay -y aHOANL—2ZFAFEL.
EBHEOT 74V MEEZREL., REL TEFa
7 -twia IZBEE L7 API MOV L T
THENEDHHN RIVERLET.

gsk_secure_soc_read()

tFay - -kyviaihsTF—yE%ELXT.

gsk_secure_soc_startInit()

SSL MEBL N tF a7 -y ia JITRESN
et EERLT, EFay -ty aoxd
PI—a  EIEFEIHICBBL 7,

gsk_secure_soc_write()

tFay - kyialTT—YEESRALEXT.

gsk_secure_soc_startRecv()

tFay -y ia X THRRAMZEREEZREIAL
SN

gsk_secure_soc_startSend()

TFay -y ia rTHRAMRERIEZMEL
ES N

gsk_strerror()

IT—« Awt—IBINN GSKit API OOV
L CRINZEOEZLiRT S, BEELZTF A
e ZRMU 72RO LET,

Vrw hBELW GSKit API 2T 27 7 r—2 a3 2 icid. LFOEENEGENTHET,
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9.
10.
11.
12.
B

Vi R T2 AFTH720DD socket() NDOIFUH L,

SSL BREEANDN Y RIVE AF T 570D gsk_environment_open() ~DFENH L,

SSL IREEDBMEZRE T /2D D gsk_attribute_set_xxxxx() D 1 [AIXZIFERE O L, D7
< &%, GSK_0S400_APPLICATION_ID f %7213 GSK_KEYRING_FILE fEZFET 570D D,
gsk_attribute_set_buffer() ~DOFENHL, EE5N—FHDEDAHEHELET,
GSK_0S400_APPLICATION_ID ZfiH 9 % Z & ZH#EHEL £9. gsk_attribute_set_enum() ZfEHL T,
7TV —a > (DA77 > hERIFY—/IN—) DF A1 7 (GSK_SESSION_TYPE) b4 3% EL T<
723,

gsk_environment_init() ~“NOFENH L, ZOPFENH UIL, SSL 2T 5720 D Z OBREL 2 WIHHEE

L., ZOREZHEHLTETINDTRTO SSL Ty a D SSL tFaU 7 —EREZREL
ES A

BREIEM LI 5200 7y MEOH L, ZONERH UL, connect) ZFENH LT 9147 >
k7005 LDEDIHEREIEE(ES /20, bind(). listen(). BE accept() ZFEUH L THIER
BERZEZZITAND L O —N—2FHIEICLET,

tFa7 -ty aiaAONY RIVEAFTSH0DD gsk_secure_soc_open() ~“DFENH L,

tFaT -ty alOEMEERETSHDD gsk_attribute_set_xxxxx() D 1 [A1F =13 EE A DX
HL, DiaEd, BEOY Yy h2I0tFay - by a VICBEEMTSZD0
gsk_attribute_set_numeric_value() DML,

BH/NTA—%—0 SSL N> R z—07 « XA T —2a > ZHIET 579D D gsk_secure_soc_init()
ANOFEDH L,

H: BEIL, = N— - 0T T LM SSL N> Rz — 7 IR BERFEAHRZIR LN E, BIEI3AK
WUEE . Fv—N—l1F, —/N—FEHZICBEMEL fEgt s, EHZENREIN TN S F— T
—HR—=Z + Ty AINAT I EATERTNUIRD EHA, BAEICEK>TIE SSL N R z—74L
Az 947 > b BIHEZIER LTRSS BN ESHDET, TORDZDIET. 79147+
MEHRLTWDEY—/N—T, V5347 > MRINMEARREICSN TNBAHEAETT,
gsk_attribute_set_buffer(GSK_0OS400_APPLICATION_ID) E/zl3 gsk_attribute_set_buffer
(GSK_KEYRING_FILE) API FECMH LIS, N> Rz —7 Il SN 2EHEB S OMERDO AT
DF—+ T—=IXR=Z « Ty M)V (ENTNHREDHET) #HlL £7

T—H & EZET H720DD gsk_secure_soc_read() BI N gsk_secure_soc_write() ~NDFENH L,
tFaT -y alERKTT S0 gsk secure_soc_close() NDIFOHIL o

SSL BRiEZEZ /70— X9 572D gsk_environment_close() DO L,

B 7y NEBEFET 57200 close() NDFEFUH L,

#k

(132 X=2 @ T JEFRMT—¥ZIE&2[HT 5 GSKit F a7 - H—/)V—] |

ZDOHFITIL. Global Security Kit (GSKit) API Zfi L TtF 27 - B—/N—ZfEL T2 HEEZRLET,

[142 X=> @ T EREIN R 2 —27 295 GSKit ¥ a7 - J—/)N—1 |

gsk_secure_soc_startlnit() API Zfffd 5 &, BERZFERPTUETZSFaT - H—N— T TUr—
Ta EERTEET,

[153 X—=2 @ THi: Global Security Kit API I£5YF7 - 75147 > SO |

ZDOFITIL, Global Security Kit (GSKit) API ZfiHL TV 7147 > MWL 5 HiEERLET,
B 15 it

[esk_attribute_get_buffer()--Get character information about a secure session or an SSL environment API|
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[esk_attribute_get_cert_info()--Get information about a local or partner certificate API|

[esk_attribute_get_enum()--Get enumerated information about a secure session or an SSL environment API|

|gsk_attribute_get_numeric_value()--Get numeric information about a secure session or an SSL environment API]

[esk_attribute_set_callback()--Set callback pointers to routines in the user application API|

|gsk_attribute_set_buffer()——Set character information for a secure session or an SSL environment API1

|gsk_attribute_set_enum()--Set enumerated information for a secure session or an SSL environment APII

|gsk_attribute_set_numeric_value()-—Set numeric information for a secure session or an SSL environment APII

[esk_environment_close()--Close an SSL environment API|

|gsk_environment_init()-—Initialize an SSL environment API]

[zsk_environment_open()--Get a handle for an SSL environment API|

[esk_secure_soc_close()--Close a secure session API|

[esk_secure_soc_init()--Negotiate a secure session API|

|gsk_secure_soc_rnisc()--Perform miscellaneous functions for a secure session API]

[esk_secure_soc_open()--Get a handle for a secure session API|

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|

|gsk_secure_soc_read()--Receive data on a secure session APII

|gsk_secure_soc_write()——Send data on a secure session APII

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

[esk_secure_soc_startSend()--Start asynchronous send operation on a secure session API|

[esk_strerror()--Retrieve GSKit runtime error message API|
|socket()--Create Socket API|

[bind()--Set Local Address for Socket API|
[connect()--Establish Connection or Destination Address API|

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|
[close()--Close File or Socket Descriptor API|

SSL_API

HLWT TUr—2 3 21021d SSL. API ZfHLBNWTLZE W, Y A5 A SSL OFEEED %L < 25 7R
— hTERWh, FREEBTERLWNSTY, AEIL, 72 GSKit BRI N TWRWEEED Y 7Y 4
—TarE, BIEHRENRELTNET,

GSKit API &#E> T, SSL_ API & IBM i XL —F 4 27 « AT LAICDAGFIELET, KOEIL.
IBM i OFEERETHR—FEN5 SSL_ APl IZDWTHBHLZHDTT,

72 13. SSL_API

API B

SSL_Create() fRESINEY 7y Mgl TN SSL Hih— h 2515 &
HICLET,

SSL_Destroy() fREXN/Z SSL vy a BLYY Yy T SSL ¥R
—hEKTIEET,
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# 13. SSL_API (#%)

API LA
SSL_Handshake() SSL N>Ry xz—27 - 7O NI)VERKLET,
SSL_Init() SSL OBTYa 7EHMEREL. BT a7® SSL &+

2T —ERERELET,
7 SSL 29 513, £9 SSL_Init() /=13
SSL_Init_Application() API Z LI HNHENH D £,

SSL_Init_Application() SSL OHlfTYa 7EYHREL. BfrYa o SSL F
2T —ERERELET.

& SSL 29 512l £9 SSL_hit) 7zl
SSL._Init_Application() AP1 ZALEET HNENH D £7,

SSL_Read() SSL RISV 7w RTINS T —F 22 ELET,

SSL_Write() SSL Ry 7w R FIc T — ¥ 2/ EABRET,

SSL_Strerror() SSL TR LI — - Awt—YZ2WMOMLUET,

SSL_Perror() SSL TT— - Ayt—Z2HRBILET,

QIgSSL_Init() NLS 1b/SA&ZM LT, SSL 0BT 3 7 Z2¥Ht
L. TOBFYa 7D SSL vFa U5 —fEReEREL
EC I

Vi RBELD SSL_API 2T 577U r— a2 izid, LFOEENGTENTNET,

s Uy FERFEATTEH2DD socket() NDFERH L,

o FEONH L SSL_Init() & 7z13 SSL_Init_Application()e Z DFEFINH LIX, SSL WA DY 3 TEHE & g%
EL, BT a 7 TEITINDGTRTO SSL vy a > HD SSL tFaU T —EREZELET,
EE50—HD APl OHZMEHLET, SSL_Init_Application() API ZfH T2 Z EZ2HERL £,

s BEREIEIMLIBDZHDY  ry MERH L., ZOEURH UL, connect() ZIFNH LT F147 > b -
07T ADEDITHEREIEEBE I E7/2 0., bind(). listen(). BRI accept() ZFEOH U THAE Bk EoK
ZZIAND IO —N—Z2EHAREICL XTI,

o ¥y RN SSL AR — M 2ES5N5KDICT 570D SSL_Create() ~“DIFEFNH L,

s WEH/NNTA—=F—D SSL N> R xz—7 « xd>T—3 a3 > &=MIET 579 SSL_Handshake() D
MEONH L

A @R U= N— - 7O I LM SSL N> Rz — 7 IZhERFEHEZFR LW E, BIEIERT)
LEBh. £ —N—ld B—N—GEHZICBEE L 2B L, EHENREIN TS F— - T—
HR=Z + Ty AINANT VA TERITINERDERA, BEICK>TIE. SSL N> R = — 7Lk
27947 2 hbiFHEZIERLARTNE RS WI EHHDFET, 512D, 7593147 > b
LTWDY—=N—=T, 75347 > biENMEHATRRICESNTWASEHE T, SSL_Init) £7ziF
SSL_Init_Application() API I&. N> Rz —7 A I NDAHEB I OWMERDO AT LEOF— - 7
—HIR—=A - Ty AIE (FNTNELDHET) #pLET,

s T—HERZIETDHZDD SSL_Read() BXU SSL_Write() ~DIEFRH L,

« V7w MIHTD SSL YR — b ZEAATICT 57280 @ SSL_Destroy() ~NDIFUHH L,

o BTy NEWET L7200 close() NDOIEOH L.

B 175 4t

[socket()--Create Socket API|

[listenO)--Invite Incoming Connections Requests API|
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[bind()--Set Local Address for Socket API|
|connect()--Establish Connection or Destination Address API]

[accept()--Wait for Connection Request and Make Connection API|
[close()--Close File or Socket Descriptor API|

[SSL_Create()--Enable SSL Support for the Specified Socket Descriptor API|
[SSL_Destroy()--End SSL Support for the Specified SSL Session API|
[SSL_Handshake()--Initiate the SSL Handshake Protocol API|
[SSL_Init()--Initialize the Current Job for SSL API|

[SSL_Init_Application()--Initialize the Current Job for SSL Processing Based on the Application Identifier API|
[SSL_Read()--Receive Data from an SSL-Enabled Socket Descriptor API|

[SSL_Write()--Write Data to an SSL-Enabled Socket Descriptor API|

[SSL_Strerror()--Retrieve SSL Runtime Error Message API|

[SSL_Perror()--Print SSL Error Message API|

+a17 Yy b APl DIS5S—-2—K - Ay—o
tFa7 Iy b APL DT T — -+ I— R« Avt—Y28E9 51003 LROATy TEEFLTLE
=W,

1. a2 Rfr/n5S DSPMSGD RANGE (XXXXXXX) Z AL E T, T T, XXXXXXX [ FRDI—RDAyt—
2 ID TY, HlZIX, RO a— RN 3 O& X3, DSPMSGD RANGE(CPDBCBY) AN TE %,

2.1 ZBRLT, Avt—2 - FTFAMEERLET,
F14 vFaT VT API DT S5— - I—F - Xwt—3

Ra—F Avtz— ID EB

0 CPCBC80 GSK_OK

1 CPDBCAI GSK_INVALID_HANDLE

2 CPDBCB3 GSK_API_NOT_AVAILABLE

3 CPDBCBY GSK_INTERNAL_ERROR

4 CPC3460 GSK_INSUFFICIENT_STORAGE

5 CPDBC95 GSK_INVALID_STATE

8 CPDBCB2 GSK_ERROR_CERT_VALIDATION

107 CPDB(C98 GSK_KEYFILE_CERT_EXPIRED

201 CPDBCA4 GSK_NO_KEYFILE_PASSWORD

202 CPDBCBS5 GSK_KEYRING_OPEN_ERROR

301 CPDBCAS5 GSK_CLOSE_FAILED

402 CPDBCSI1 GSK_ERROR_NO_CIPHERS

403 CPDBCS82 GSK_ERROR_NO_CERTIFICATE

404 CPDBC84 GSK_ERROR_BAD_CERTIFICATE

405 CPDBCS86 GSK_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
406 CPDBCSA GSK_ERROR_IO

407 CPDBCA3 GSK_ERROR_BAD_KEYFILE_LABEL

408 CPDBCA7 GSK_ERROR_BAD_KEYFILE_PASSWORD
409 CPDBCYA GSK_ERROR_BAD_KEY_LEN_FOR_EXPORT
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Fl4 EF2T7 VT NAPI DT 5— - I— R« XAvt—32 (&)

ROa—F AvtE—2 ID ERH

410 CPDBCSB GSK_ERROR_BAD_MESSAGE

411 CPDBCSC GSK_ERROR_BAD_MAC

412 CPDBCSD GSK_ERROR_UNSUPPORTED

414 CPDB(C84 GSK_ERROR_BAD_CERT

415 CPDBCSB GSK_ERROR_BAD_PEER

417 CPDB(C92 GSK_ERROR_SELF_SIGNED

420 CPDBC96 GSK_ERROR_SOCKET_CLOSED

421 CPDBCB7 GSK_ERROR_BAD_V2_CIPHER

422 CPDBCB7 GSK_ERROR_BAD_V3_CIPHER

428 CPDBCS82 GSK_ERROR_NO_PRIVATE_KEY

501 CPDBCAS8 GSK_INVALID_BUFFER_SIZE

502 CPE3406 GSK_WOULD_BLOCK

601 CPDBCAC GSK_ERROR_NOT_SSLV3

602 CPDBCA9 GSK_MISC_INVALID_ID

701 CPDBCA9 GSK_ATTRIBUTE_INVALID_ID

702 CPDBCA6 GSK_ATTRIBUTE_INVALID_LENGTH

703 CPDBCAA GSK_ATTRIBUTE_INVALID_ENUMERATION
705 CPDBCAB GSK_ATTRIBUTE_INVALID_NUMERIC

6000 CPDBC97 GSK_0S400_ERROR_NOT_TRUSTED_ROOT
6001 CPDBCBI GSK_0S400_ERROR_PASSWORD_EXPIRED
6002 CPDBCC9 GSK_0S400_ERROR_NOT_REGISTERED

6003 CPDBCAD GSK_0S400_ERROR_NO_ACCESS

6004 CPDBCBS GSK_0S400_ERROR_CLOSED

6005 CPDBCCB GSK_0S400_ERROR_NO_CERTIFICATE_AUTHORITIES
6007 CPDBCB4 GSK_0S400_ERROR_NO_INITIALIZE

6008 CPDBCAE GSK_0S400_ERROR_ALREADY_SECURE

6009 CPDBCAF GSK_0S400_ERROR_NOT_TCP

6010 CPDBCYC GSK_0S400_ERROR_INVALID_POINTER

6011 CPDBCYB GSK_0S400_ERROR_TIMED_OUT

6012 CPCBCBA GSK_0S400_ASYNCHRONOUS_RECV

6013 CPCBCBB GSK_0S400_ASYNCHRONOUS_SEND

6014 CPDBCBC GSK_0S400_ERROR_INVALID_OVERLAPPEDIO_T
6015 CPDBCBD GSK_0S400_ERROR_INVALID_IOCOMPLETIONPORT
6016 CPDBCBE GSK_0S400_ERROR_BAD_SOCKET_DESCRIPTOR
6017 CPDBCBF GSK_0S400_ERROR_CERTIFICATE_REVOKED
6018 CPDBC87 GSK_0S400_ERROR_CRL_INVALID

6019 CPCBCS88 GSK_0S400_ASYNCHRONOUS_SOC_INIT

0 CPCBCS80 EHBRDI—B

-1 CPDBCS81 SSL_ERROR_NO_CIPHERS

2 CPDBCS2 SSL_ERROR_NO_CERTIFICATE
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-4 CPDBC84 SSL_ERROR_BAD_CERTIFICATE

-6 CPDBC86 SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE
-10 CPDBC8A SSL_ERROR_IO

-11 CPDBCSB SSL_ERROR_BAD_MESSAGE

-12 CPDBC8C SSL_ERROR_BAD_MAC

-13 CPDBCSD SSL_ERROR_UNSUPPORTED

-15 CPDBC84 SSL_ERROR_BAD_CERT (-4 1< v )
-16 CPDBCSB SSL_ERROR_BAD_PEER (-11 IZ¥ v 7)
-18 CPDB(C92 SSL_ERROR_SELF_SIGNED

21 CPDBC95 SSL_ERROR_BAD_STATE

22 CPDBC96 SSL_ERROR_SOCKET_CLOSED

23 CPDBC97 SSL_ERROR_NOT_TRUSTED_ROOT

24 CPDBC98 SSL_ERROR_CERT_EXPIRED

26 CPDBCY9A SSL_ERROR_BAD_KEY_LEN_FOR_EXPORT
91 CPDBCBI SSL_ERROR_KEYPASSWORD_EXPIRED

-92 CPDBCB2 SSL_ERROR_CERTIFICATE_REJECTED
93 CPDBCB3 SSL_ERROR_SSL_NOT_AVAILABLE

94 CPDBCB4 SSL_ERROR_NO_INIT

95 CPDBCB35 SSL_ERROR_NO_KEYRING

97 CPDBCB7 SSL_ERROR_BAD_CIPHER_SUITE

-98 CPDBCBS SSL_ERROR_CLOSED

99 CPDBCBY SSL_ERROR_UNKNOWN

-1009 CPDBCC9 SSL_ERROR_NOT_REGISTERED

-1011 CPDBCCB SSL_ERROR_NO_CERTIFICATE_AUTHORITIES
-9998 CPDBCDS SSL_ERROR_NO_REUSE
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[bind()--Set Local Address for Socket API|

[connect()--Establish Connection or Destination Address API|

|accept()——Wait for Connection Request and Make Connection API]

[setsockname()--Retrieve Local Address of Socket API|
[Rbind()--Set Remote Address for Socket API|

AVyR - -£—20574—

Fl—7 O ARNOEEDO AL v RTRIEICHBTENL, TOBKIEAL Y R - —T7ThrERABINE
T, BAENAL Y R t—T7ThsDIE. TOEENERNHTIXNTOREEHAL YR - =T THH5E
DHTT, UYrv bk APL 1. SATLBERE Ry hT—VB% (WHEHAL Y R - —7) THERIHN
TWET,

BHIOKEIC 1 SHOTRBTRTOF Y hT— 7 BB LY 74 7 A%HE, ALy K -t
—7T.,

ZF DD resolver J—F NFIHWIZALw R« =7 TIN, TNHIE res T—VHBEEZFHLET, =
DOTF—FHEIX. 1 DO7OCZOTRTOALy RETHHATN., UVILUN—FERHLOMIZY 77—
A Ko TEETHIENTEXT,

B

[159 X—=2 @ T gethostbyaddr r() ZFHLZAL v R -t—T - %y hT—=7 « )—F ] |

ZO7 17T LFIE. gethostbyaddr r() API ZfHL TWET., HETOKRREIC _r DMV TNBMDTRT
DIV—F ULz >T 4 7V A%RE, ALy R - &2—77T9Y,

[183 XR—=2 @ Thl.: DNS OEFHB IV |

ZOHFITIE, RAAL « F—L AT (DNS) LO— ROBEHFEEFH HEERLET,

JEZavyF>4 10
TV r—=a BN ginnoy ry B AT APL 2FITLEEEIL, mANDET—FN0WEE. APL 13
Javw b, GANBET—YNTELETRDERA,

FfRIC, T—F Z2RIFICEETERWES, 77U r—2a i3V ry M APL 27097 LET, &
FEINZ connect() BEN accept() 1&. /S—hF—DT OV T LEDEFROELEZHEL TWaIcTOy
TEET,

62 BMi VArvhbh-TOrsIzs



Uiy M3, 7w kT B APL 27 TU = a s Tal I ANEFLTH, BiEe< API 2R3
2T HEEREMELET., ZHUE. O_NONBLOCK 7T 7 %4 2T 572DIT fentl() ZIFEONHT
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e accept()

e connect()

* gsk_secure_soc_read()

* gsk_secure_soc_write()

e read()

e readv()

e recv()

e recvfrom()

* recvmsg()

* send()

* send_file()

* send_file64()

* sendmsg()

* sendto()

e SSL_Read()

e SSL_Write()

e write()

* writev()
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[fentl()--Perform File Control Command API|

[accept()--Wait for Connection Request and Make Connection API|
ioctl()--Perform 1/0 Control Request API|

[recv()--Receive Data API|

[send()--Send Data API|

fconnect()--Establish Connection or Destination Address API|

|gsk_secure_soc_read()--Receive data on a secure session API|

|gsk_secure_soc_write()--Send data on a secure session API|

[SSL_Read()--Receive Data from an SSL-Enabled Socket Descriptor API|
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[SSL_Write()--Write Data to an SSL-Enabled Socket Descriptor API|
[read()--Read from Descriptor API|

[readv()--Read from Descriptor Using Multiple Buffers API|
[recvfrom()--Receive Data API|

[recvmsg()--Receive a Message Over a Socket API|

[send_file()--Send a File over a Socket Connection API|
send_file64()

[-Send a Message Over a Socket API|

[sendto()--Send Data AP]|

[write()--Write to Descriptor API|

[writev()--Write to Descriptor Using Multiple Buffers API|
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* poll()

e read()

e readv()
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* recvfrom()

* recvmsg()

e select()

* send()
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* sendmsg()
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[accept()--Wait for Connection Request and Make Connection API|

[-Send a Message Over a Socket API|

[sendto()--Send Data API|

[write()--Write to Descriptor API|
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[writev()--Write to Descriptor Using Multiple Buffers API|
[read()--Read from Descriptor API|

[readv()--Read from Descriptor Using Multiple Buffers API|
[connect()--Establish Connection or Destination Address API|
Irecvfrom()—-Receive Data API|

[recvmsg()--Receive a Message Over a Socket API|
[recv()--Receive Data API|

|send()--Send Data API|

[select()--Wait for Events on Multiple Sockets AP]|
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AL THERT2LENHDET., TCPAP JO/NT 44—« R=JIZT 7 AT BIE. LFDOAT
v T EFEITLET,
1. IBM Navigator for i 7225, [IBM i O] > Ry I—2] > [IXTOYAY] >
[TCP/IP Kkl EJERBAL X7,

2. ITCPIP Wk auns 1 —1 270y L %9,

TCP/IP HERIEHORE &5
TCP/IP EHMOEAF (RTVICPINF) I< > RiZ, T 74N RO AT L - O —2a >n6EER
TCP/IP FERRIERZINEL . WELZE®RE. 175U — (LIB) NTA—F—THREINZITA
TIU—IZANE T, EEIN/L TCPIP HERIE®RIZ. AT LD TCPIP #kZEJ Yy LD
T L7720 T 57202, TCP/IP fEMOFEH (UPDTCPINF) IX > RICK->THHATE I ENTEX
ER

bind()

BSD AT AT, 7547 > M3 socket() ZfifH L T AF_UNIX V7 v FZ{ER L. connect()
ZREFA L TH—N—IZR L. KNT bind) Z2HHL THARIZY 7y MINA > RTE X9, IBM
i OERBEREIZ, O FUAZEYR—FLEREA (bind) 1ZEBLET),

close()

IBM i OEEREIX, > A57L4L - %y NT—2{K% (SNA) D AF_INET V7 v K ZBRIFIE.
close() API OV > Fj— « ZAX—%HYR—KLET, —HD BSD TIid. close() API IZxfL TV
SH— e A=Y R— LTI A,

connect()
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BSD > AT ATl connect() MEARTICT RL AR INTW =Y 7y M L THRITS, O
Fa VAN O AR—F cH—EXZFHLTBD., B 7 RLAERIIE) T R
ZAEMERASINTWSEEIE. V7Y MIUBSNET, IBM i OREREIL, 0 FUA4%EY
A—KRLUFEHEA (connect() IFRBL., Y7y MIERINZEFITREDET),

connect() 7]“5%??3317;3*7“/3 DU ABNT AR —K Y w M. address_length /X T A—
H—2XOIZREL T, BID connect() ZFITITH I EICL>TUIMTEET,

accept(). getsockname(). getpeername(). recvfrom(). BXU recvmsg()

ioctl()

listen()

T7Ihb -

AF_UNIX F721& AF_UNIX_CCSID 7 RL A+ 77y I U—ZFHLTNWT, Y7y hWNA 2R
INTWABRWE, T73)LEO IBM i OFEEREIITOOY RLAEERIBEDTY R AiEZE
BRI ZENHDET, IBM i BSD 4.4/ UNIX 98 EZDMDEEREIT, Y RL A - 7731 —
DHMIRESNIZNS WY RL ZAMEERT I ENDDET,

« BSD AT AT, 1 77 SOCK DGRAM DY/ kT, FIONREAD ZE:RiFTF—yEET
RLZAEZRLEZDDZRELET, IBM i OFEEREETIE, FIONREAD 357 —Y DEI DA%
BRUET,

e ioctl) DIFEAED BSD DFEIEEREE T PTRE/RZERAY ioctl) @ IBM i OEEIRFETINRT
FHEETH D EIFED 8 A,

BSD AT AT, NwrnOZl « NFGA—F =200 /NI WEIZEEL T listen() ZHi9
L. IT—IChkDEFA, 51T, BSD EETIE. Nur0y « XTI A—F—2HI N2>
0. Ny 7O EORKERE RBETZ0IC7IVT) XLANMERINSGENH D ET ., IBM i
DOFEIEREL, Ny r7alENYOREOEE, TI7—2KLET, Ny 7Oy e EICRE
IT5E, TOENMNy a7 ELTHERASINET, 27ZL. Ny n0r/% {SOMAXCONN} XD
RKEWEICHRET D E, Nw2rOli3T 7 4) 8T {SOMAXCONN} IZREE L7ZMEIZ7/2 0 £7,

*7 - NVF (00B) T—%

IBM i DOEEBEETIL. SO_OOBINLINE MR EINTWARENWEEIZ O0B T—NZEEIN., +
D%IL—H—7 SO_OOBINLINE %F IZRET S &, O0B T—HIIHEINET L. BID
00B NA K, BET—FY ERRBRINET,

socket) DTO B « INTA—F—

YFaUF o —ZBMNTS5FEE LT, IPPROTO_TCP /1% IPPROTO UDP ® 7O k)L %45
95 SOCK_RAW V47w hafEkd s &3 TEEH A,

res_xlate() BEL T res_close()

ZN5O APL 13, IBM i OFEEEREED resolver I —F NTHAAENTWET, res_xlate() API
W ERAAL > « F—L + AT L (DNS) O/N7w ~%, EBCDIC /n5 ASCH ~, F/= ASCII 25
EBCDIC ~ZiL £, res_close() API Z{ffH 9 #1/X. RES_STAYOPEN # 7 a »INi%E I /=
res_send() API 2MERH L T\ oy a2 0—XTEEJ, £/, res_close() API X _res Hid
Uty FLET,

sendmsg() BE U recvmsg()

sendmsg() BEL recvmsg() @ IBM i DEEERE TIL. {MSG_MAXIOVLEN} AHiJIXZ KL
FFajanEd. BSD TId. {MSG_MAXIOVLEN - 1} AHAXRY MILWNFAISNET,

BEEYR—NMIBE#ELZW DD DOHERZLL FITRL ET,
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« BSD &, HIMIBHTREINEZT—HIZDODNT, BEIWEZZET S/, SIGIO E5%H
LET, IBMi V7Y FOREREBIZTYINNT R = ICEHELZESZERL ETE A,

« BSD ¥ T® SIGPIPE E5DT 7 4 ) hOBHEIL, UWHEZK TIES5ZETY., IBMi OHY
) — 2 EDTFAMEMMEZERT 572912, IBM i OFEMEEREIL SIGPIPE E5126 L CEHE W
ST 7 HIVENEMEEFEHLET,

SO _REUSEADDR # 7Y a Yy

BSD AT LADYAE. AFINET 77 2 —BXUY {7 SOCK_DGRAM D/ kT connect()
EERITTEHE DATLRYTY RIINA D REINET RLAZPOTY RLUAICAELET., 972
DB, connect() API IZHEESIN/ZY RLACEETHLOICHEHATEA > —Tx2—ADT RL A
WWEELET, #lziE. 17 SOCK_DGRAM D)% k%7 KL A INADDR_ANY (Z/\NA >
RLU., #1277 RL A abed IZER LGS, JATLAR BHENT O RESNTWEY Yy M
MOT RLA, bbb, N7y hE7 RL A abed ICREBIEET DRI NSZA 27—
Tr—AD IP 7 RLVAKEELET, 51T, Y7y RDBINA > Féhflﬂéﬁ.@ IP 7 RL A
N abce 72ETHUE. 7 RL A abee 13 INADDR_ANY DfR D IZ getsockname() API IZHi#1
DT, DV h&ET RLUAMN abee THAE—DR—RHFIT/NNAT > RTBI2IE
SO_REUSEADDR # 7 a »ZfH LN £8 A,

KA, ZOFITIE. IBM i OFEEREIZO—H)L - 7 KL A% INADDR_ANY 25 ab.ce 12
B L EH A, getsockname() API 13N Rz I N/2% S INADDR_ANY %R LT E T,

SO_SNDBUF X' SO_RCVBUF #7733V
BSD A5 AT SO_SNDBUF 3L SO RCVBUF I[ZRESIN/fHEIZ. IBM i OFEEEEID S
EWLN)LOHEZIRM L 9, IBM i OFEERETIZ., N5 OEIGHEREE RIS NET,
B

b X=20 W“/#/ ~ DfEALA |

Iy ME—RIZZ AT > hET—N—DOMFETHHINET ., BHEOIATLEKTIE, —Hovi >
WZH—N—%, 5 —HDIXI I IAT > aEEET, 7747 > Md¥—/N— J%n‘uub'@[‘%i&%i
L., TORYML £,

B 2 et

(174 R=2@ T Toy 7Ly b APL TOEHSOFAL |

TOvAERIZT TV = a nTyay 7 INEHAIC. BETEANEZTLHIENTEET., £ F
FIZEO, Ty ZABICHIFRRE AR T 5 NE T,

ESPUS[FR:

faccept()--Wait for Connection Request and Make Connection API|
[-Send a Message Over a Socket API|

|connect()——Establish Connection or Destination Address APII
Irecvfrom()--Receive Data API|

[recvmsg()--Receive a Message Over a Socket API|
[pind()--Set Local Address for Socket API|
[zetsockname()--Retrieve Local Address of Socket API|
[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

ioctl()--Perform 1/0 Control Request API|

[zetpeername()--Retrieve Destination Address of Socket API|
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fclose()--Close File or Socket Descriptor API|
[RTVTCPINE-TCP/IP 15 O B 7]
[UPDTCPINE--TCP/IP 15 D 57

UNIX 98 Hiftk

UNIX 98 (3. BAFEZEEXR Y —DHETHS The Open Group IZE > THERSINE L7z, UNIX FXL
=T AT AT LDALEFEREDEA F =%y NEHEDL < OWEEZIDIAA DD, UNIX OAEAZ
KELTNWET,

IBM i V7w ME, 707 5<—2 UNIX 98 BEREEBEHEOH D 7y k- 77U r—a > %&1E
RIBHIEEMRICLET, BHIE IBM 3. KT DOY 7Y b APL IZDWT, 2 DDON—T 3 > &HR—
FLUTWET, R IBMi V7Y b APLI3N—2 L —+V 7y T4 ARJEa2—32 (BSD) 43
OGEEELZHHLET, 5 —Hld. BSD 44 BXU UNIX 98 7OV 537 « A > —Tx—R
ke E EHMEDO S DB IS 2@ L £9. _XOPEN_SOURCE Y7 ODfEZ 520 ML LICEFRT S
&, UNIX 98 H#DA 27 —T 2 —AZRRTEET,

UNIX 98 Bt 77U =23 D7 RV RBEDHES

_XOPEN OPEN *Z7 0% EETNUI. T74) D IBM i OFEEBETHHAINAFEUTY RLA - 77
Y —%ZFD UNIX 98 B#fiY 7Ur— a3 > 2ERTEETH, sockaddr 7 R L ARG ITIIAHE SN H
DET, AFDOFEIZ, BSD 4.3 @ sockaddr 7 R L A&, UNIX 98 DY R AEDLIRZRL
£9,

Z15. BSD 4.3 & UNIX 98/BSD 4.4 D b « 7 R L XD ik

BSD 4.3 M |BSD 4.4/ UNIX 98 HIDOREE
sockaddr 7 R L AH§E

struct sockaddr { struct sockaddr {
u_short sa_family; uint8_t sa_len;
char sa_data[14]; sa_family_t sa_family
b

char sa_data[14];
bs

sockaddr_in 7 R L A&

struct sockaddr_in { struct sockaddr_in {
short sin_family; uint8_t sin_len;
u_short sin_port; sa_family_t sin_family;
struct in_addr sin_addr; u_short sin_port;
char sin_zero[8]; struct in_addr sin_addr;

s char sin_zero[8];

sockaddr_in6 7 R L AR &

struct sockaddr_in6 { struct sockaddr_in6 {
sa_family_t sin6_family; uint8_t sin6_len;
in_port_t sin6_port; sa_family_t sin6_family;
uint32_t sin6_flowinfo; in_port_t sin6_port;
struct in6_addr sin6_addr; uint32_t sin6_flowinfo;
uint32_t sin6_scope_id; struct in6_addr sin6_addr;

}s uint32_t sin6_scope_id;

sockaddr_un 7 KL A#iE
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Z#15. BSD 4.3 & UNIX 98/BSD 4.4 D7 ~ « 7 R L X#ED S (FiZ)

BSD 4.3 Hid

BSD 4.4/ UNIX 98 H.ItDRsE

struct sockaddr_un {
short sun_family;
char sun_path[126];
}s

struct sockaddr_un {

uint8_ t sun_len;
sa_family_t sun_family;
char sun_path[126]

}s

APl D#HES

77— ar% ILE R—ADSEETHHE L. _XOPEN_SOURCE Y7 OZfi->Ta> /1)L T 5 &,
—EDV Ay k API DINERZICY w TENE T, N5 DNEEEMET DHEEIL. D API E[RIUT
T, LTFORIC, EEZITS APl ) ARLET., C XR—ZADMOZETY Ty b -7 T Ur— 3
CEERT A5E. BEEICINSD API ONHAZFHATEET, INH5D APL O AFDN—23 >0
i EOEEEFMICOVTHHRSITIE, JTtD API O > 7 &2 ESTLEI N,

£ 16. API EF1UTHET D UNIX 98 TDHHAET

API %

WEHiES

accept()

gso_accept98()

accept_and_recv()

gso_accept_and_recv98()

bind() gso_bind98()
bind2addrsel() gso_bind2addrsel98()
connect() gso_connect98()
endhostent() gso_endhostent98()
endnetent() gso_endnetent98()
endprotoent() gso_endprotoent98()
endservent() gso_endservent98()
getaddrinfo() gso_getaddrinfo98()
gethostbyaddr() gso_gethostbyaddr98()

gethostbyaddr_r()

gso_gethostbyaddr_r98()

gethostname()

gso_gethostname98()

gethostname_r()

gso_gethostname_r98()

gethostbyname() gso_gethostbyname98()
gethostent() gso_gethostent98()
getnameinfo() gso_getnameinfo98()
getnetbyaddr() gso_getnetbyaddr98()
getnetbyname() gso_getnetbyname98()
getnetent() gso_getnetent98()
getpeernamel() gso_getpeername98()
getprotobyname() gso_getprotobyname98()
getprotobynumber() gso_getprotobynumber98()
getprotoent() gso_getprotoent98()
getsockname() gso_getsockname98()
getsockopt() gso_getsockopt98()
getservbyname() gso_getservbyname98()
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#16. API EZF3UTHHYET D UNIX 98 TOHLET (&)

API % PR
getservbyport() gso_getservbyport98()
getservent() qso_getservent98()
getsourcefilter() gso_getsourcefilter98()
inet_addr() gso_inet_addr98()
inet_Inaof() gso_inet_Inaof98()
inet_makeaddr() gso_inet_makeaddr98()
inet_netof() gso_inet_netof98()
inet_network() gso_inet_network98()
inet6_is_srcaddr() gso_inet6_is_srcaddr98()
listen() gso_listen98()

Rbind() gso_Rbind98()

recv() qso_recv98()
recvirom() gso_recvirom98()
recvmsg() gso_recvmsg98()
send() gso_send98()
sendmsg() gso_sendmsg98()
sendto() gso_sendto98()
sethostent() gso_sethostent98()
setnetent() qso_setnetent98()
setprotoent() gso_setprotoent98()
setservent() qso_setprotoent98()
setsockopt() gso_setsockopt98()
setsourcefilter() gso_setsourcefilter98()
shutdown() gso_shutdown98()
socket() gso_socket98()
socketpair() gso_socketpair98()

Bel B

U= Iy SR |

Ty NE—RIZTZ AT > hEH—N—OaE THEASINET., BHEDL AT LERTIE, —HFD<T >
I —N—%, 5 —FHFDOIXI NI4T hEBEET, 77147 > MIT—NN—I1CHH L THEHR 23S
L., ZTO®%RYMLET,

B e 1

[accept()--Wait for Connection Request and Make Connection API|

laccept_and_recv()|

fconnect()--Establish Connection or Destination Address API|
[-Send a Message Over a Socket API|

|recvfrom()——Receive Data API|

frecvmsg()--Receive a Message Over a Socket API|
[Rbind()--Set Remote Address for Socket API|
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[recv()--Receive Data API|

[bind()--Set Local Address for Socket API|
[zetsockname()--Retrieve Local Address of Socket API|
[socket()--Create Socket API|

[socketpair()--Create a Pair of Sockets API|

[listen()--Invite Incoming Connections Requests API|
lioctl)--Perform 1/0 Control Request API|
[zetpeername()--Retrieve Destination Address of Socket API|
[close()--Close File or Socket Descriptor AP]|

endhostent(

endnetent(

I
!I

.

endprotoen

endservent(

—

|gethostbyname()——Get Host Information for Host Name API]
[cetaddrinfo()--Get Address Information API|
[zethostbyaddr()--Get Host Information for IP Address API|

|getnameinfo()——Get Name Information for Socket Address API|
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[send()--Send Data API|
|sendto()——Send Data API]
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[setsockopt()--Set Socket Options API|

7A+t R sendmsg() HE U recvmsg() BITOERFDZIFEL

e THTH— T RRTOZIEL 275 ZEIcE-> T, $2 708X (EMIT—/N—) DR T% A
FEDEDIBERTRTOZEEFABESI RO ET, Bl Ty Ed—T> L. BeEaiy
L. accept() API W2 T HDEFHET DR ETT, £z, ployov X GEFHIZT—H—) b, silb 70
F—=T 2 LTI IRTOT— YR EELNETE L X DI/ D ET,

CadMTA =T R TOZFELETO ZENTENL, FILWHETIIA TN T T U r—3
SEY=N— T T g L ERFHTEDRLIICARVET, ZOHET. F—N—PaTEU—N

— - Va TV OmMBEMBICLET, ZORFICELST, B35 TOT—H— - 2 a THHEICYR—b
TELEDICRDET, Y—N—& EDYA TOT—N—NiR T2 ZETLH2O0EEHICHPTE S X
STV ET,

VA MZiE, == P a TR TFE2ZTETIEOTEDLLUTD 3 DO API BHEINTW
iTo

* spawn()

H: spawn() ¥V 7w b API TlIH D EFHA. ZHUT, IBM i 7Ot ZAR#E API O—H & L Tieftx
NET,

« givedescriptor() KN takedescriptor()
 sendmsg() BEL U recvmsg()

spawn() API 13, HiLWH—N—-2a7 ([F2a7) o) 2L, BEDRERTFE2ZTDTFYa T
WEIDMTET, TOFYa 7N TITEEIRETH 2513, givedescriptor() 3& N takedescriptor()
API, F7213 sendmsg() BE N recvmsg() API ZHT 246ENH D £,

L2 L. sendmsg() BE recvmsg() API [d. spawn(). givedescriptor(). takedescriptor() & 0 HLLFD T
ENTNWET,

nHRE givedescriptor() 3L TN takedescriptor() API (FFEMESN T, 2D IBM i AXL—F 1 27 « AT A
WEAD API T9, IBMi AXL—F 4 >7 - A5 A& UNIX MICBFB7 U r—a >
DOBHETEICHED B 2 5818, D DIT sendmsg() BE recvmsg() API ZHHTLHIEHTEE

ER

RS H D IS
FEAEDHGE, U—H— - PaJdRBFEeZId M5 EEC, WFOL D RBMEHRzEZNEE L
X9,

s Sk FOYAT
s T—H— - TVaTNITREZL
sendmsg() B L recvmsg() API ZHHT UL, Wik FET TR, HIEERZEDT—4% bigik
T&EET, givedescriptor() BX U takedescriptor() API Tld. TNTAEH A,

T A=A
sendmsg() BE N recvmsg() API 2T 27 71U — a > DHIN, givedescriptor() HBXN
takedescriptor() API #5770 r—a > kDb, IFD 3 DOSHTENEREKRT
fHAIZH D £,

o P EEREE
« CPU Dffi =R
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« A—IEUT 4 —
T TV r—2a O\ T = AMEOEEMETZNE, 7 Uy — 3 VN T &2 E
LI 58HPEICE> TRAEDET,

J—h—-Tag7nsS—)
J—H—2adOT—IVE2RELTBFE, —N—13ZF iRk T+2ETLENTE, 7=
WD 1 DT a TREINEORLIRFEZITID ZENTEET, DI EETHIDITIL.
sendmsg() BE N recvmsg() API ZFHL T, IXRTOT—H— - Pa INEHARRTFEFES LD
WCLET, H—/N—2 sendmsg() ZMOHTE, ZNE5DT—H— - 2aTD56 1 DETFNE
T ZZITED £,

AT —H—+TYaT ID
givedescriptor() API Tld, H—/N—+ a7 NTI—H— 237D a7 ID ZHl> THhDLEN
HOET, M, V—H—-2aTiF¥a T ID EAFLT. ThET—FHEBITHICL>TY
—N\N—+ PaJITHEELET ., sendmsg() BEN recvmsg() Tl TDOT—FFEEITHIZERP X
VEMTHIDDRTDA—/IN—Ny RINARETT,

Il 7 — N —akGt
givedescriptor() B XN takedescriptor() ZffifH L TH—/N—%2&5 LEE. @FIET—Y B4
EHEALTI—H— - Padhsd—N—~&Ta7 ID ZiEELET., 0%, —N—Z
socket(). bind(). listen(). FBLIN accept() ZHEITL FJ, accept() APl NE T T HE, H—/NN—IT
KRICHEARIE/R Y a7 ID 25— FBFBT5NS TINVA T LET, Thhs, 1 2N\T 2 RigEkE
FDOT—H— - 2aTIPELET, BMENKEET LD, —EIIEL OEEERERNHIN.,
HrgelR T —H— - 2adNART2HE5TT, J—H—-2a7 ID Z5ATNWET—YHELT
FIMZEIZIe B &, = N—3T—H— - Da TDNEHRICRZ2DEHET LI 21D &
HNTBMOT—H— - PadE2ERLET, FEAEDORETIE, BIMDOEREZERN listen /N
a7 a&l TR B B0, NS DBBREEDOEE S HITORETIEH D EH A,
sendmsg() PE recvmsg() APl ZfFH L Citib FZ&2IE T Y —/N—Id. HEERITITON TN S
7oy 7 SNRWREDEETT, Y—N—1F. EOT—h— - 2 a TNENETNDEERS
D DINEHBINENBZNZDTY ,, H—/N—N sendmsg() ZMENHT &, HEREEROLIRT &
HHT—2 72 AF_UNIX V7 v MHONEREBTAICESAENET., V—H— - Ta Tk, il
AJHEIC/E B & recvmsg() ZFFONH L T, HHBITAICRIICE A E Nz 7 E KT — 4% 2217
D £9,

GBI —h— - TaT
givedescriptor() API OH., T—H— « 2 a JINEEHRE TR INUTR D £ . sendmsg() API
OHLE. IEERE TR THHMWEY . sendmsg() ZEUHT T a7id, V—h—+2a7Ic
DNWTOEMEZNEE L. sendmsg() APl 2T 572D HER T &1, AF_UNIX V77
v hNERERET DI EDATT,
sendmsg() API ZfHL T, HHELBRVWS a IR T2 EDLSITET Z ENTE N ERTH
Z., LI LET,

H—/N—13. socketpair() API ZffiflL T AF_UNIX V% v hDO#ZERK L. sendmsg() API % ff
FA LT socketpair() TIERLL 7= AF_UNIX V%7 v FOMO—EZ0 L Cilib FZ2EFL. RNT

spawn() ZIENHLTY 7y FOHMOB S —HEMKTH T2 a T E2ERTHZENTEET, T
2 a 713 reevmsg() ENFOH LT, U= N—0NELRRBRTF22ZEL£T, H—/V—7"" sendmsg()
ENOHLZEE, FYa 7IAEERETIADERATL .

—EICEBORE T ZIET
givedescriptor() B KN takedescriptor() API |&, —F£IC 1 DORBRFLMNET ZENTEER A,
sendmsg() BEL recvmsg() API ZHHAT UL, L FOESZET Z ENTEET,
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el R

(109 XR=2 @ Tfi: T Ot AHTORRTFDOZIFIELY |

LUFOFITIE, sendmsg() BE recvmsg() AP Zffifl L THEER AWM T 50— /N— - 707 5 LDF%
tiEERLET,

ESPUA FFR:

[socketpair()--Create a Pair of Sockets API|

Vioy NEEI—-Y—HOKRS 2 b

Vo FEEI—HF—HORA > I, 0707 I LK > TREDY 7y b API OIEFHK T ZIET
EHEDOITLET,

Vay NEEI—F—HORA > MI, A7 005 AMETRICY a TIZEA ORFICE D W TR &
HTEBEOICLET., ZOHEEIT. AT LARBEBI-—TF—HORAS > F2EUT. EEEZEREEZZITAND
V7w b API TdH % connect() BEL listen() IR NEd, 12— —HOF. BEFAHOTOV S

LMTE O TRE SN RIBITHEDONWTERIEOEFK T2 L DESR LD TAHIENTEXYT, 12—
—HOOHMIE, ZRY a TORMICE DWW TR EDERIEEZ T T TE2 L5 IR TWaEGIcHO O s
T LDETRFHP 2T TH5ZEICHDET, ZOLIRFEELTIE, 22— — 1D, a7 - ¥1 7,

Rl BT AT AFERRMZEH D £,

1—¥— - LYR MY —TERENZEOKS D b

A—Y— - LA MY —=TEHRINZHORA > MIEEINTWA AV —EZHO 70T I A1, EiE
PR ERBEEREGRTLZENTEET, I —ERHEO 7OV I LORED I— R, EFK T Z70]
9 HMEDM%Z connect(). listen(). accept(). accept_and_recv(). F7zlX QsoStartAccept() IZ/RL X7,

#17. Vo y NEEIL—H—HOR1 > R

A—¥F—HORL b FLA

QIBM_QSO_ACCEPT T T MK o TRRE S NZHIBRICHE D W TH A Y A
A7 072 ANEREGREFTEIIESETESLLDITL
EJCIN

QIBM_QSO_CONNECT TOT I LI TRESNIZHIBICEDNTHAY LH
O707 7 ABREERETEZIEETESLDICL
ESCP

QIBM_QSO_LISTEN T T AL TRESNZFIRICHEDINWTHAY LH
078275 LNy MR LU T Z listen 3 5REH
R ELIIESETESLLDICLET,

1

1. 774 bTIE. EHEEZITANDY 7y b APL 13, RSN #kEZ2 HBMNICERL T, ROERE
BHEHFbET, HESNEREY U —2a Y ICBAITELXDICT D200y b« AT
a>MbHOET, ZOVTy b AT aid. L)L SOL_SOCKET &4 7T a s
SO_ACCEPTEPERM %157 L 7= setsockopt() IZ& > THARREIC/ARD £, Yy k- AT a 2hl
HRIREIC/R > TWB &, #EiEaZITANSY 7 v b APl 13, QIBM_QSO_ACCEPT 2% &k /z1—
F—HO707 I ANEEEREEHESR T 572N EPERM TRBL T,

2. Vi MEEI—F MO0/ I AZEBMLEZVBRELZDT2HEEITIE. *I0OSYSCFG.
*ALLOBJ., 3L *SECADM HMERRDHAE 720 £7,
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3. ROWTNMOHEEIZED, IBM DR LZITXRTOT U r— 3 UWREAO1—F—HIO 7o
7T NENEORHTHITTIEIH D F8 A,

s YU —=a ity NU—=JBEICY v b APL ZER LW,
« Yy bk APL A, A—H—HOT0O7 I LAERCHERNWS AT L - ¥ A7 DSRVHI N,
ESPUSIEE S
[Sockets accept API Exit Program|
[Sockets connect() API Exit Program|
[Sockets listen() API Exit Program|

ffl: QIBM_QSO_ACCEPT na—¥-—-HOA7A4 54

I—H—HORA >~ QIBM_QSO_ACCEPT IZ¥8k3 57 77U r—a > Ofl, Tai 12 K ST 4 K
ORI EDIUE—KN IP 7 RLAMSEK S, Bm—F 12345 % listen L TNWHY—/N\N—A"DITXRTDHERE
EReiEa L £,

COYATLIEEO T O I L3, #EE2ZTANDY 7y b APL WEEHERZ 2T ANS XD ICF#R]
EINTVDH, ZTANZHEGET 2N ZHRNET,

H: CofOAZS> T, T RX=20 TO—RNIZBT 5 5 1 > AME#B LR I D& FICHE
LizbDELET,

/******************************************************************/

/* Sample User Exit Program for QIBM_QSO_ACCEPT */
/* */
/* Exit Point Name : QIBM QSO ACCEPT */
/* */
/* Description : The following ILE C language program */
/* will reject all incoming connections to */
/* the server listening on port 12345 coming */
/* from the remote IP address of '1.2.3.4' */
/* between the hours of 12 A.M. and 4 A.M. */
R AR R A S T R T T T Kk kkkhh ok Kk *%/

#include stdio.h
#include string.h
#include esoextpt.h /* Exit program formats x/
int main(int argc, char xargv[])
{
Qso_ACPT0100 Format input; /* input format */
struct in_addr addr;
char return_code;

/****************************************************************/
/* Initialize the address to compare to 1.2.3.4 */
/****************************************************************/

addr.s_addr = 0x01020304;

/****************************************************************/
/* By default allow the connection. */
/****************************************************************/
return_code = '0';

/****************************************************************/

/* Copy format parameter to Tocal storage. */

/****************************************************************/

memcpy (&input, (Qso ACPTO100 Format *) argv[1],
sizeof(Qso_ACPT0100_Format));

/****************************************************************/

/* If the local port is 12345 */

/****************************************************************/
if((input.Local_Incoming_Address_Length == sizeof(sockaddr_in) &&
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input.Local Incoming_Address.sinstruct.sin_port == 12345) ||
(input.Local_Incoming_Address_Length == sizeof(sockaddr_in6) &&
input.Local_Incoming Address.sin6struct.sin6_port == 12345))

{

/**************************************************************/
/* And the incoming connection is from 1.2.3.4 */
/**************************************************************/
if(input.Remote_Address_Length == sizeof(sockaddr_in) &&
(memcmp (&input.Remote_Address.sinstruct.sin_addr,
addr, sizeof(struct in_addr)) == 0))

/************************************************************/

/* And the time is between 12 A.M. and 4 A.M. */

/* Reject the connection. */
/************************************************************/

if(IsTimeBetweenMidnightAnd4AM())
return_code = '1';
}

}
*argv[2] = return_code;
return 0;

}

VTybDIFVF: IPVA 54T EIPV6 9547 bEZITAN

B37TVr— a3 DERK
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<728, AFINET6 7 RL A+ 77 I U—%ffi5/=, IPv4d & IPv6 DM OHR =2 T ANDTY 7Y r—
A DAL= ERFETLHZIEE, SHPMRELE L, ERLZVWOIE, IPvd /—RE IPv6 /—R
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TRLVA«T77IU— Iy bEOHAEERAMEZIRMTS AFINET6 7V RL A -« 773U —%Z2HYHR—h
THZEWRDMOTWET, ZDEDIC IPvd Y7 IPv6 7 RL AWK ZHFHTEENWS ZEH00->T
W9,

FIUFADEN

ZOTFUFOHMIEIRDOEBD T,

L. IPv6 747> RE IPvd V5347 2 IS DEREZZIFANTURT S, —N—- T TUr—23
> EERT %,

2. IPv4 H—N— 77— a3 > F=E IPv6 Y—N— - 7 TUr—2a L il5—F2ERTS, 75
A7 > 7TV =2 a B ERT 5,

BREEDRTY S

FLROHWZENZT T T —a  EFETHITE. BENCDLUTOY AV ZETLTHBLENRH D

EJ

1. QSYSINC 794 77U —%A A b—=)VT5D, ZOIFIATZ7U—F Y7y b -7 TUr—3>0a
NIRRT E e\ ¥ — « Ty A )V it L £7,

2. ILEC A4 A - 7OV I A (5770-WDS 73> 51) 214 A —ILT %,
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3. A—PFy b e H—REASAP—INBLOHERT D, 1—FFv b - F T3 ico0TI
Information Center @ [-f —H 3% v h] O FEY T EZHZRL T ZI N,

TCP/IP BELNN IPv6 v hU—r %ty 87 v 7 F %, TCP/IP DB LN 1IPv6 DIERIZDOWTO
IBEHREZRBL T ZI 0,

SFUADRHM

DIFoRE, 77U 5= aaz2ERT 05 E0% IPv6 % NT—VERLIEZHDTY, ERTZT7
Dr—alid, IPv6 753147 > hE IPvA 75347 > S DQEREZPNIELET, IBMi AXRL—F ¢
T ATAE. INS5DTTAT 2 RIS DOERE listen LTI S 7O LANEENTNE

T 2Oy RT—=21% 2 DOFUED RAA TR EINE T, —HITIX IPvd V53147 > FOBINEE

N, B3 —HDODUE—b - Fxy hT—=ZIZIX IPv6 VT4 T7 > bOBANEFENET, PATLDRAA > -
F— A&, myserver.myco.com T9, H—/N— 7 7Ulr— 3213, AFINET6 V7 RL A - 773 —%
FHLTINS DERFERZWIHL £, bind() API MEUH LIZIZ, in6addr_any Z$5E L £,

IPvE 3w F7—4% IPyvd v b 7—%
FEBQ: - B33
FEBO:-: 5334 -
.4 MyServer. myco. com
g P G -
Pk
h— B
FERO: - B336
—_—
r i o :i *
FEBO:: B33G

[31 "= TAF INET6 7 KL Z -« 77 I U—DfifJ |

AF_INET6 V7 M3, A >F—*v b - 703y N—Ta> 6 (IPv6) @ 128 Ew ~ (16 NA ) 7
RL ARG ZTR—MLET, YO0/ F<—Id AFINET6 Y RL A - 77 IU—2EHL T TU r—
g >&ERL. IPvd /—RERIT IPv6 /—RODEESNNS, HDHWT IPv6 / — ROAENS, 751

72 RNEREZIFAND ZENTEET,

B e

1T—9xv b

[ZT®TD TCPIP D&

Bl: IPv6 547 bE IPVA 547 FOBANSEEERITANS

ZOT7ar I AFITIE, IPvd (AFINET 7RL R - 77y I —2FHT2I vy b - 7T r—32)
BIIPv6 (AF_INET6 7 RL A« 77 IU—2HHT BT TUr—2 3 ) OGNS DEREZITA
NHZY—N—12F314T7 > b« BEFINEERT 2 HiEEZRLET,
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HEDODEZA, Yy b -7 TUr—2 3 id, TCP BLr1—Y— - F—% 75 - 7O ka)L (UDP)
ZHEBIZAN AFINET 7 RL A« 77 Y —DAZEFHTEET, LML, ZHUL IPv6 7 KL ZDff
FOHEINZES T, ZHEINDAEEENH D ET, ZOF>T)V - 7OV L2 EHL T, WFDTY KL
ATy IV—IZHETBET7 TV r—a D EERTDEIENTEET,

DLFORE, 207075 AFIINEDIDITHEET 20 ERLTNWET,

PS4 TF ok
i (IPvd E1=12 1PV D ELSHY)
socket () inet_pton (AF_INET)
a1 56

linet_pton (AF_INETE)
setsockopt ()

| getaddrinfo ()

bind (infaddr_any) | | socket () |

accept () I-— WiRESr ——  connect ()
getpeearname UI
recy () I-— T8 (BR) — send () I

send () |—?—9{£15]—-{ recv() |
close () I f close {) I

Iy bDANRNMDOZ70—:IPVA 2547 bEIPV6 2547 PORENSDE

REZSFANZY—N— - F7TYs—2ay
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=3 iz, EOLDH7 API RO LG ENTHBD., FNTNRMEZITHINEZHBEALEZHDTT,

1. socket() API 73, UimiZfERRT 2V 7y hdid F2EELET., 512, IPv6 ZHYHR—F7T 5%
AF_INET6 7 RL A« 772U —HRELET, ZDV v MZid, TCP b5 > AR—h
(SOCK_STREAM) ZMEH SN ET,

2. setsockopt() API 12X D, MHERGFERAN 7 20— N—0PEBEH L 28Ha1c. 77U r— 3
da—H) - 7 RV AZHAHTESELDITRDET,
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9.

bind() API 28, V7w FOBEEHERELET. ZOFTIE. 70V I3 =137 KL A% in6addr_any
WERELET, ZHUTKD., TT7HIRTHR—b 3005 28E€T2H50% IPvd 757147 > MEizlZ
IPv6 7 A7 > "R AL TELXDICRDET (DD, IPvd A—b + AX—Z & IPv6 T—
K« AR=ZADWMFIINA > REINET),

H: == 1Pv6 7 T4 7 > b DAZPETEIUIIWEAEIL, IPV6_ONLY Vv kA7 T3
CERMHATEET,

listen() API IZX D, H—=N—DNEFEV 7147 > bR EZITANSGNAHELDITRDET, ZOHTIE.
IOy I—=3N\yrar% 10 IZRELET. UL FBITINICANS NI HEHEERD 10 #iCEE
5L, DATLAMNEREREZESTHEIICRBDHEND T ETT,

H—N—ld, BREREREZTANDZDIT accept() API ZHHL 9, accept() MO L&, IPv4
DIAT 2 RERIZIPV6 V94T > MInSOFEBEREZHKL T, BRI 7oy 7 LET,
getpeername() API 728, 7 A7 > hDY RLAZTY T Ur—2a IZRLET, IPvd 757147 2 FD
Ba., 7RLZE IPvd B’y T L& IPv6 7 RLAELTERINET,

recv() API 28, 747 > hm5 250 N FOT—5%2ZELET. ZOHITIE. 75147 > Mid 250
NA PDOTF—HZE2FEELET., 0D, 707 F7<—IF SO RCVLOWAT V7w b« A7 3 2
AL, 250 N RDT—=FMNITRTCEFETDET reev() APL NI 2477 v T LWL ICHEELE
To

send) API 28, 7947 > M TF—%Z2E0DIRL T,

close() API 2%, =72 L TWbsY 7y hatid 72T RXRTr/O0—X LT,

VT bDARMDZ70—: IPVv4 V54T bEIE IPV6 95472 b SDEK

o
Y .
1

D7 5147 ROpNE, 1Pvd J— RE7Z1E 1Pv6e / — ROERZZITANDS, O —)N— 77

Dr—ra &etE—BICEMTERT, 2O IFA47 2 MITIE, fOT—N—KEHBMMT 2 ENT
EEXR

1.

inet_pton() MEOXHH LY, TF A MEXDT RLZZNAFU—BRITEBML LT, ZOfITIE. LLFD
2 DOV L ZFHITLET. RO UK, —N—2VG%)72 AF_INET 7 R L AN E S &H]
BLET, 2 HHOD inet_pton() FENH LIL, B—/N—78 AF_INET6 7 RL A &> TWanhaHpIL
F9., 7 RLUADNBIEDE A, getaddrinfo() W F—L + LU a—2a 2 Z2LABNVWESITTHHEND
DET, T5LATFHUL, getaddrinfo() FFONH UAVEITIND EEIC, IRIESNZHA N EFIRT S
ZEMPBEITIRDET,

getaddrinfo() FEOVH LU 72Y, #&6ED socket() FECNHE L & connect() FEONHE LICABER Y R L AERZ R
LET,

socket() API 7%, WimiZETY vy Mtk F2RLET, I 5ICAT—h A2 M3, getaddrinfo() API
IO LNSREINDEREHEHA LT, 7RLA - 77IU—, Yy b7, BXO7o~alb
Hakpl L E 9,

4. H—/)N—73 IPvd 0 IPv6 THDMNITMNIND ST, connect() API 23U —/N—~ DR &ML L £,
5.
6
7

send() API 2%, H—N—lCTF—FERZEEFL £,

. recv() API 28, —N— - 7T U r—a o r—yEZELET,
. close() API 28, A—7>LTWsY 7y ik F2 I XRTr/O0—XLET,

UFovy>7)V - a—Fid, 20 FIFOY—N—-- 7T r—3>TY,

H: ZOBOERZES->T, P01 R=20 TO—RICET 551 o AEMB L OVELFEI W&EICFRE
LEbDELET,
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/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

/**************************************************************************/
/* Constants used by this program */
/**************************************************************************/
#define SERVER_PORT 3005
#define BUFFER_LENGTH 250
#define FALSE 0

void main()

{

/***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, sdconn=-1;

int rc, on=1, rcdsize=BUFFER_LENGTH;

char buffer[BUFFER_LENGTH] ;

struct sockaddr_in6 serveraddr, clientaddr;

int addrlen=sizeof(clientaddr);

char str[INET6_ADDRSTRLEN];

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of each of the socket descriptors is only done once at the =x/

/* very end of the program. */
/***********************************************************************/
do
{
[ Fkkdkk ok ke kk ok ok kok Kok ok ok ok ok ok k ok ok e ek o ok ok ok ok ko ke ko e o o o o ok ok ok ok /
/* The socket() function returns a socket descriptor, which represents =/
/* an endpoint. Get a socket for address family AF_INET6 to */
/* prepare to accept incoming connections on. */

/********************************************************************/
if ((sd = socket(AF_INET6, SOCK STREAM, 0)) < 0)
{

perror("socket() failed");

break;

}

/********************************************************************/
/* The setsockopt() function is used to allow the local address to =*/
/* be reused when the server is restarted before the required wait =*/
/* time expires. */
/********************************************************************/
if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,

(char *)&on,sizeof(on)) < 0)
{

perror("setsockopt(SO_REUSEADDR) failed");
break;

}

/********************************************************************/
/* After the socket descriptor is created, a bind() function gets a */
/* unique name for the socket. In this example, the user sets the =*/
/* address to in6addr_any, which (by default) allows connections to */
/* be established from any IPv4 or IPv6 client that specifies port =*/
/% 3005. (that is, the bind is done to both the IPv4 and IPv6 TCP/IP */
/* stacks). This behavior can be modified using the IPPROTO_IPV6  =*/
/* level socket option IPV6_VGONLY if required. */
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/********************************************************************/
memset (&serveraddr, 0, sizeof(serveraddr));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(SERVER_PORT);
/********************************************************************/
/* Note: applications use in6addr_any similarly to the way they use */
/* INADDR_ANY in IPv4. A symbolic constant IN6ADDR_ANY_INIT also  */
/* exists but can only be used to initialize an in6_addr structure */

/* at declaration time (not during an assignment). */
/********************************************************************/
serveraddr.sin6_addr = in6addr_any;

/********************************************************************/
/* Note: the remaining fields in the sockaddr_in6 are currently not */

/* supported and should be set to 0 to ensure upward compatibility. */
/********************************************************************/

if (bind(sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr)) < 0)

{
perror("bind() failed");
break;

}

/********************************************************************/

/* The listen() function allows the server to accept incoming */
/* client connections. In this example, the backlog is set to 10. =*/
/* This means that the system will queue 10 incoming connection x/
/* requests before the system starts rejecting the incoming x/
/* requests. */

/********************************************************************/

if (Tisten(sd, 10) < 0)

perror("listen() failed");
break;

}
printf("Ready for client connect().\n");

/********************************************************************/
/* The server uses the accept() function to accept an incoming */
/* connection request. The accept() call will block indefinitely =*/
/* waiting for the incoming connection to arrive from an IPv4 or */
/* IPv6 client. */
/********************************************************************/

if ((sdconn = accept(sd, NULL, NULL)) < 0)

{
perror("accept() failed");
break;

}

else

{
/*****************************************************************/
/* Display the client address. Note that if the client is x/
/* an IPv4 client, the address will be shown as an IPv4 Mapped =*/
/* IPv6 address. */

/*****************************************************************/
getpeername(sdconn, (struct sockaddr *)&clientaddr, &addrlen);
if(inet_ntop(AF_INET6, &clientaddr.sin6_addr, str, sizeof(str))) {
printf("Client address is %s\n", str);
printf("Client port is %d\n", ntohs(clientaddr.sin6_port));
}
}

/********************************************************************/

/* In this example we know that the client will send 250 bytes of  */
/* data over. Knowing this, we can use the SO_RCVLOWAT socket */
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/* option and specify that we don't want our recv() to wake up x/
/* until all 250 bytes of data have arrived. */

/********************************************************************/
if (setsockopt(sdconn, SOL_SOCKET, SO_RCVLOWAT,

(char *)&rcdsize,sizeof(rcdsize)) < 0)
{

perror("setsockopt(SO_RCVLOWAT) failed");

break;
/ """ *khkkkkhkkhkkkhk ************************************************/
/* Receive that 250 bytes of data from the client */

/********************************************************************/
rc = recv(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)

perror("recv() failed");

break;

}

printf("%d bytes of data were received\n", rc);
if (rc ==0 ||

rc < sizeof(buffer))
{

printf("The client closed the connection before all of the\n");
printf("data was sent\n");

break;
}
[ Fk Kk dkk ke kk ok deokkk Kok kok ok ok ok ok kh kK xx I IR KhKhhhhkkxhhh kK Kk k kkkxrhhhhh kAR R *K*A /
/* Echo the data back to the client */

/********************************************************************/

rc = send(sdconn, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("send() failed");

break;

}

/********************************************************************/

/* Program complete */
/********************************************************************/

} while (FALSE);

/***********************************************************************/

/* Close down any open socket descriptors x/
/***********************************************************************/
if (sd != -1)

close(sd);
if (sdconn != -1)
close(sdconn);
1

B 28}
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socket(). connect(). send(). recv(). B close() ZEITLFET,
BE S 155 -

[socket()--Create Socket API|

[setsockopt()--Set Socket Options AP]|

[bind()--Set Local Address for Socket API|

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|

[zetpeername()--Retrieve Destination Address of Socket API|
[recv()--Receive Data API|

[send()--Send Data API|

[close()--Close File or Socket Descriptor AP]|

inet_pton()
[zetaddrinfo()--Get Address Information API|
|connect()——Establish Connection or Destination Address API]

Gl: 1IPv4a F7=1% IPv6 2547 b
ZOY ) Tar I, IPvd 7547 REFITIPVG6 V94T > hDOEBSMMNSEDERZSZIT
ANDBHT—N— - 7T r— g E—BIFEHTEET,

H: ZOBIOMERZS> T, P07 RX=20 TO—RIZBT 2 I 1 &2 XEHMB LR FE &R
LzbDELET,

/**************************************************************************/

/* This is an IPv4 or IPv6 client. */

/**************************************************************************/

/**************************************************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <string.h>

#include <sys/types.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <netdb.h>

/* Constants used by this program */
/**************************************************************************/
#define BUFFER_LENGTH 250

#define FALSE 0

#define SERVER_NAME "ServerHostName"

/* Pass in 1 parameter which is either the %/

/* address or host name of the server, or =/

/* set the server name in the #define */

/* SERVER_NAME. */

void main(int argc, char *argv[])

{ /***********************************************************************/
/* Variable and structure definitions. */
/***********************************************************************/
int sd=-1, rc, bytesReceived=0;
char  buffer[BUFFER_LENGTH];
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char  server[NETDB_MAX_HOST_NAME_LENGTH];
char  servport[] = "3005";

struct in6_addr serveraddr;

struct addrinfo hints, *res=NULL;

/***********************************************************************/
/* A do/while(FALSE) Toop is used to make error cleanup easier. The */
/* close() of the socket descriptor is only done once at the very end =/

/* of the program along with the free of the 1ist of addresses. */
/***********************************************************************/

do

{

/********************************************************************/

/* If an argument was passed in, use this as the server, otherwise =*/
/* use the #define that is located at the top of this program. x/
/****** """"""""""" kK hkhhhhhhhhhhhhhhhhhkhk*k *****************/
if (argc > 1)

strcpy(server, argv[1l]);
else

strcpy(server, SERVER_NAME);

memset (&hints, 0x00, sizeof(hints));
hints.ai_flags = AI_NUMERICSERV;
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;

/********************************************************************/

/* Check if we were provided the address of the server using x/
/* inet_pton() to convert the text form of the address to binary */
/* form. If it is numeric then we want to prevent getaddrinfo() */
/* from doing any name resolution. */

/********************************************************************/
rc = inet_pton(AF_INET, server, &serveraddr);
if (rc == 1) /* valid IPv4 text address? x/

AF_INET;

hints.ai_family _
AI_NUMERICHOST;

hints.ai_flags |

}

else

{
rc = inet_pton(AF_INET6, server, &serveraddr);
if (rc == 1) /* valid IPv6 text address? =/

hints.ai_family = AF_INET6;
hints.ai_flags |= AI_NUMERICHOST;
}
1
/********************************************************************/
/* Get the address information for the server using getaddrinfo(). =/
/********************************************************************/
rc = getaddrinfo(server, servport, &hints, &res);
if (rc != 0)
{
printf("Host not found --> %s\n", gai_strerror(rc));
if (rc == EAI_SYSTEM)
perror("getaddrinfo() failed");
break;

}

/********************************************************************/
/* The socket() function returns a socket descriptor, which represents
/* an endpoint. The statement also identifies the address family, =*/
/* socket type, and protocol using the information returned from */
/* getaddrinfo(). x/
/********************************************************************/
sd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

if (sd < 0)

*/
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{
perror("socket() failed");
break;

}

/********************************************************************/

/* Use the connect() function to establish a connection to the */

/* server. */

/********************************************************************/

rc = connect(sd, res->ai_addr, res->ai_addrlen);

if (rc < 0)
/*****************************************************************/
/* Note: the res is a linked Tist of addresses found for server. =/
/% If the connect() fails to the first one, subsequent addresses =*/
/* (if any) in the list can be tried if required. */
/*****************************************************************/
perror("connect() failed");
break;

}

/********************************************************************/
/% Send 250 bytes of a's to the server */
[ Frkd gk gk ok kk ok kk kR Rk ok Rk ok Rk ko k ko k ko k ok Kk ok ok R T T *xk [
memset (buffer, 'a', sizeof(buffer));

rc = send(sd, buffer, sizeof(buffer), 0);

if (rc < 0)

{

perror("send() failed");
break;

}

/********************************************************************/
/* In this example we know that the server is going to respond with */
/* the same 250 bytes that we just sent. Since we know that 250 */

/* bytes are going to be sent back to us, we can use the */

/* SO_RCVLOWAT socket option and then issue a single recv() and */
/* retrieve all of the data. */
/* */
/* The use of SO_RCVLOWAT is already illustrated in the server */
/* side of this example, so we will do something different here. */
/* The 250 bytes of the data may arrive in separate packets, */
/* therefore we will issue recv() over and over again until all */
/* 250 bytes have arrived. */
[ Fk gk ko k ok kk ok ok ok ok ok ok ok ko kkkkkkkh Rk khkhkkhkh kK x Kkkkkkkkkkkkkkkkk [

while (bytesReceived < BUFFER_LENGTH)
{
rc = recv(sd, & buffer[bytesReceived],
BUFFER_LENGTH - bytesReceived, 0);

if (rc < 0)

{
perror("recv() failed");
break;

}

else if (rc == 0)

{
printf("The server closed the connection\n");
break;

}

/*****************************************************************/
/* Increment the number of bytes that have been received so far =/
/*****************************************************************/
bytesReceived += rc;

}

} while (FALSE);
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/***********************************************************************/

/* Close down any open socket descriptors
/***********************************************************************/

if (sd != -1)
close(sd);

*/

/***********************************************************************/

/* Free any results returned from getaddrinfo
/***********************************************************************/

if (res != NULL)
freeaddrinfo(res);

}
Bel i 2t
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/**************************************************************************/
/* Application creates an iterative server design x/
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#define SERVER _PORT 12345

main (int argc, char =*argv[])

{
int i, len, num, rc, on = 1;
int lTisten_sd, accept_sd;
char  buffer[80];
struct sockaddr_in6  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/

/* Create an AF_INET6 stream socket to receive =/
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);
if (1isten_sd < 0)
{

perror("socket() failed");

exit(-1);

/* Allow socket descriptor to be reuseable */
/*************************************************/

rc = setsockopt(1isten_sd,
SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));
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if (rc < 0)

{
perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
addr.sin6_port = htons (SERVER_PORT) ;

rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{
perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Set the listen back Tlog */

/*************************************************/
rc = 1isten(1isten_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/% Inform the user that the server is ready */
AR AR E SRR AR EE AR HER RS ERRHHR RS HR RS /

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection x/
/*************************************************/
for (i=0; i < num; i++)
/**********************************************/
* Wai or an incoming connection *
/* Wait f g t /
/**********************************************/
printf("Interation: %d\n", i+l);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)

perror("accept() failed");
close(listen_sd);
exit(-1);

}

printf(" accept completed successfully\n");

/**********************************************/
/* Receive a message from the client */
/**********************************************/
printf(" wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);
if (rc <= 0)
{

perror("recv() failed");

close(listen_sd);
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close(accept_sd);
exit(-1);

}

printf(" <%s>\n", buffer);

/**********************************************/

/* Echo the data back to the client */

/**********************************************/

printf(" echo it back\n");

len = rc;
rc = send(accept_sd, buffer, len, 0);
if (rc <= 0)

{
perror("send() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

1

/**********************************************/

/* Close down the incoming connection */
/**********************************************/

close(accept_sd);

}

/*************************************************/

/% Close down the listen socket */
/*************************************************/

close(listen_sd);

}

B -

(121 R=2D Tl A7 14T > b |

ZoHNZiE, B IAT R - PaTdDaA—RPFENTVWET, V7347 > b Pa7id
socket(), connect(), send(). recv(). BEL close() ZETL X7,

ESPUAIFR:

Irecv()--Receive Data API|

[pind()--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[accept()--Wait for Connection Request and Make Connection API|
[send()--Send Data API|
fclose()--Close File or Socket Descriptor API|

fil: spawn() APl ZfERLE=F7O0XDERK
ZORFITIE, H—/)N— - 707 T LM spawn() API ZEHL T, BNV ry hNdid FZE#KT 5170
T AEERT % HEERLTNWET,

H—N\N— P a TIIEEER AL, KIT spawn() API ZIEONH L THEEEREUHET 520D TP 3
TEERLET, +7 Ot 213, spawn() API ICX > T TFOEMEEMAL £7,

s Ty EBXUT A ILEtib T
« BHEYAY

s BETUar - RZ KN

o BREAE

vy bk-7ors3>7 103



AR OBKIE, spawn() Y —/N—8&EIRNEH I NS5GEICT, T—/N—,

TR T 22 RL THET,

H—ri— J—H— D24 TF 2k
socket [ )
bind({ }
listen{) socket { )
(1 i L.
—=( N ET{O) connect ( )
iE W
R At
spawnl } f—e BiEZHT-
1 i @8R
1r
close( ) recy( ) send( )
— : |
close( ) send{ ) recy( )
closel ] cloge( )

T—=H—, BRI I14T7 > b - 23

YTy bDARY bD70—: spawn() ZfEA L TEREZZITANNET S5 —/N—

UTDOV 7y MERHLOY—4 > Ald, MOFHER>TWET, ZHUdER, —N—LT—H—0DH
DOBMRDFHE B> TNET, ZNFNOT7O0—-I121E,. BED API Offif] FOFEEADY > 7NgGEN

TWET, BED API O I T 25 EHRIZ.

IN5OY 7 EFERALTSRLTIZS N, B

B, ARy REOH U ZEH LT, spawn() API FENH L CTF 702 A Z2ERL £7,

1. socket() API 2%, UimiZaR TV Ty FiR FZRLET, AT—FAZ NI, ZDOVTy hDDIC
INET ({ >%—%v bh-7O0ra2)) PRLA - T773IU—& TCP bT > AKR—1 (SOCK_STREAM)
EERATAHZEHRLET,

2. V7w R FAMER SN2, bind) API 2%, V7 vy NOBEAEHEREL £,

3. listen() LD, B—N—MNERFEIV ITAT7 > M MEREZTANSNDELDITRDET,

4. H—N—I3, BEEHRERZEZZTANDSZOIT accept() API ZHHL £,

EHEmZMHRL T BURIC 7oy 7 LET,

104 BMi: Vrwyh--7ars3izy

accept() MFOVHH L 1T, #&



5. spawn() APl 7%, ERERZUHTET—H— - DaTONITA—FY—ZUHIRELET. ZOHIT
3. HRBER O oy RTINS T AORRT 0 Iy FEnEd,

6. ZOPITIE. BAID close() API 70 listen V7w hidib FE2 70— L ET, 2 FHD close () X
HUIE, ZTF ANy FEKTLET,

Voy bDARY bD70—: spawn() ICK>THERENZT7—h—-2a37

2 HEOHNL, LAFD API UL D> —r > AZfHL£T,

1. B—/N—T spawn() API NIERNHEINS &, recv() API WEEHEEN ST -5 E2ZEL £,
2. send() API 28, 7947 > NZT—4%Z%£0DKRLET,

3. close() API 2%, spawn SN/=T—H— - PaTEKTLET,

B -

(21 X=2 0 Thl: WHZ 1T >R

ZoHNZiE, B SAT R - PadOaA—RPFENTVWET, V547> b Pa7id
socket(). connect(). send(). recv(). B close() ZEITLET,

ESPUS IFR:

spawn()

[bind()--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

faccept()--Wait for Connection Request and Make Connection API|
[close()--Close File or Socket Descriptor API|

[send()--Send Data API|

[recv()--Receive Data API|

#il: spawn() ZHEH 9 58 —)N—DIERKk:
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HiEERLTWET,
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/**************************************************************************/

/* Application creates an child process using spawn(). x/
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char =*spawn_envp[1];
struct inheritance inherit;
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struct sockaddr_in6  addr;

/*************************************************/
/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET6 stream socket to receive =/
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);

if (1isten_sd < 0)

{

perror("socket() failed");

exit(-1);
[ Fk Kk dkk kg kk ok deok ok kK ok ok kK R R 2 2 2 R R R R R R TR /
/* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(1listen_sd,
SOL_SOCKET, SO_REUSEADDR,
(char *)&on, sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin6_family = AF_INET6;
addr.sin6_port = htons(SERVER_PORT);
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
rc = bind(Tisten_sd,
(struct sockaddr *)&addr, sizeof(addr));

if (rc < 0)
{

perror("bind() failed");

close(listen_sd);

exit(-1);
/*************************************************/
/* Set the Tisten back Tog x/

/*************************************************/
rc = listen(listen_sd, 5);
if (rc <0)

perror("listen() failed");
close(listen_sd);

exit(-1);
1
/****************************** """""""""" /
/* Inform the user that the server is ready */

/*************************************************/
printf("The server is ready\n");
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}

/*************************************************/

/* Go through the loop once for each connection */
/*************************************************/

for (i=0; i < num; i++)

{

}

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
{

perror("accept() failed");

close(listen_sd);

exit(-1);
}

printf(" accept completed successfully\n");

/**********************************************/

/* Initialize the spawn parameters */
/* */
/* The socket descriptor for the new */
/* connection is mapped over to descriptor 0 */
/* in the child program. */

/**********************************************/
memset (&inherit, 0, sizeof(inherit));

spawn_argv[0] = NULL;
spawn_envp[0] = NULL;
spawn_fdmap[0] = accept_sd;

/**********************************************/
/* Create the worker job */
/**********************************************/
printf(" creating worker job\n");
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR1.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{
perror("spawn() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}

printf(" spawn completed successfully\n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/

close(accept_sd);

/*************************************************/

/* Close down the Tisten socket */
/*************************************************/

close(listen_sd);

el 2 e
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/* Worker job that receives and echoes back a data buffer to a client */
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>

main (int argc, char =*argv[])
{

int rc, len;

int sockfd;

char  buffer[80];

/* The descriptor for the incoming connection is */
/* passed to this worker job as a descriptor 0. =*/
/*************************************************/

sockfd = 0;

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(sockfd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(sockfd);
exit(-1);

printf("<%s>\n", buffer);

/****************************** """""""""" /

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");

len = rc;

rc = send(sockfd, buffer, len, 0);
if (rc <= 0)

perror("send() failed");
close(sockfd);
exit(-1);

}

/*************************************************/

/* Close down the incoming connection */
/*************************************************/

close(sockfd);

1
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[bind()--Set Local Address for Socket API|

|socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

faccept()--Wait for Connection Request and Make Connection API|

fclose()--Close File or Socket Descriptor API|

[socketpair()--Create a Pair of Sockets API|

[-Send a Message Over a Socket API|

[recvmsg()--Receive a Message Over a Socket API|

[send()--Send Data API|

[recv()--Receive Data API|

Bil: sendmsg() BXL recvmsg() THHATHH—N— - TOF I A:

LUFOHITIE, sendmsg() API ZfH LTI —H— - 2a T OT—)IVEERT 2 HEEZRL THET,

H: ooz > T, R07X=20 TO—RICBET 571 2 AERB IRt B [(DEMFICFRE
LzbDELET,

/**************************************************************************/

/* Server example that uses sendmsg() to create worker jobs
/**************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{

int i, num, pid, rc, on = 1;

int lTisten_sd, accept_sd;

int server_sd, worker_sd, pair_sd[2];
int spawn_fdmap[1];

char =*spawn_argv[1];

char *spawn_envp[1];

struct inheritance inherit;

struct msghdr msgs

struct sockaddr_in6  addr;

/*************************************************/

/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET6 stream socket to receive =/
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);
if (listen_sd < 0)
{

perror("socket() failed");

exit(-1);
1

vy bke7orsiys 111



/*************************************************/
/* AlTow socket descriptor to be reuseable */
/************* """"""""" *******************/
rc = setsockopt(1listen_sd,

SOL_SOCKET, SO_REUSEADDR,

(char *)&on, sizeof(on));

if (rc < 0)

{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************/

/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
addr.sin6_port = htons (SERVER_PORT) ;

rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)

{

perror("bind() failed");

close(listen_sd);

exit(-1);
}
/*************************************************/
/* Set the listen back Tog */

/*************************************************/
rc = listen(listen_sd, 5);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
}
/*************************************************/
/* Create a pair of UNIX datagram sockets */
[ Fk ek ek ok kok ok k ok ok ke k ok ok ke k ok ok R Kkkkkkkkkkkkkkkkhkk [
rc = socketpair(AF_UNIX, SOCK DGRAM, 0, pair_sd);
if (rc !'=0)
{

perror("socketpair() failed");
close(listen_sd);
exit(-1);

1

server_sd = pair_sd[0];

worker_sd = pair_sd[1];

/*************************************************/
/* Initialize parms before entering for loop */

/* */
/* The worker socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));

spawn_argv[0] = NULL;

spawn_envp[0] = NULL;

spawn_fdmap[0] = worker sd;

/*************************************************/
/* Create each of the worker jobs */
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/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR2.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{
perror("spawn() failed");
close(listen_sd);
close(server_sd);
close(worker_sd);
exit(-1);
}
printf(" Worker = %d\n", pid);
}

/*************************************************/
/* Close down the worker side of the socketpair =/
/*************************************************/

close(worker_sd);

/*************************************************/
/* Inform the user that the server is ready %/
/*************************************************/

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection =*/
/*************************************************/
for (i=0; i < num; i++)
{
/**********************************************/
ai or an incoming connection
/* Wait f t */
/**********************************************/
printf("Interation: %d\n", i+1);
printf(" waiting on accept()\n");
accept_sd = accept(listen_sd, NULL, NULL);
if (accept_sd < 0)
perror("accept() failed");
close(listen_sd);
close(server_sd);
exit(-1);

printf(" accept completed successfully\n");

/**********************************************/

/* Initialize message header structure */
/ """ *khkkkkhkkhkkkhk **************************/

memset (&msg, 0, sizeof(msg));

/**********************************************/
/* We are not sending any data so we do not */
/* need to set either of the msg_iov fields. =/
/* The memset of the message header structure */
/* will set the msg_iov pointer to NULL and  */
/* it will set the msg_iovcent field to 0. */

/**********************************************/

/**********************************************/

/* The only fields in the message header */
/* structure that need to be filled in are */
/* the msg_accrights fields. */
/**********************************************/
msg.msg_accrights = (char *)&accept_sd;
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msg.msg_accrightslen = sizeof(accept_sd);

/**********************************************/
/* Give the incoming connection to one of the */

/* worker jobs. */
/* */
/* NOTE: We do not know which worker job will */
/* get this inbound connection. */

/**********************************************/

rc = sendmsg(server_sd, &msg, 0);
if (rc < 0)
{

perror("sendmsg() failed");
close(listen_sd);
close(accept_sd);
close(server_sd);
exit(-1);

}

printf(" sendmsg completed successfully\n");

/**********************************************/
/* Close down the incoming connection since */
/* it has been given to a worker to handle */
/**********************************************/

close(accept_sd);

}

/*************************************************/
/% Close down the server and listen sockets */
e /

close(server_sd);
close(listen_sd);

!
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/**************************************************************************/
/* Worker job that uses the recvmsg to process client requests */
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])
{
int rc, len;
int worker_sd, pass_sd;
char  buffer[80];
struct iovec iov[1];
struct msghdr msg;

/*************************************************/
/* One of the socket descriptors that was */
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/* returned by socketpair(), is passed to this */
/* worker job as descriptor 0. */
/*************************************************/

worker_sd = 0;

/*************************************************/
/* Initialize message header structure */
/*************************************************/
memset (&qmsg, 0, sizeof(msg));
memset (iov, 0, sizeof(iov));

/*************************************************/
/* The recvmsg() call will NOT block unless a */
/* non-zero length data buffer is specified */
/*************************************************/
jov[0].iov_base = buffer;

jov[0].iov_len = sizeof(buffer);

msg.msg_iov = iov;

msg.msg_iovlen = 1;

/*************************************************/

/* Fill in the msg_accrights fields so that we */

/* can receive the descriptor */
/*************************************************/
msg.msg_accrights = (char *)&pass_sd;

msg.msg_accrightslen = sizeof(pass_sd);

/*************************************************/
/* Wait for the descriptor to arrive */

printf("Waiting on recvmsg\n");
rc = recvmsg(worker_sd, &msg, 0);
if (rc <0)

{

perror("recvmsg() failed");
close(worker_sd);
exit(-1);

1

else if (msg.msg_accrightslen <= 0)

printf("Descriptor was not received\n");
close(worker_sd);
exit(-1);

1

else

printf("Received descriptor = %d\n", pass_sd);

}

/*************************************************/
/* Receive a message from the client */
/*************************************************/
printf("Wait for client to send us a message\n");
rc = recv(pass_sd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(worker_sd);
close(pass_sd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */

/*************************************************/

printf("Echo it back\n");
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len = rc;

rc = send(pass_sd, buffer, len, 0);

if (rc <= 0)

{
perror("send() failed");
close(worker_sd);
close(pass_sd);

exit(-1);
/************* """"""""" *******************/
/* Close down the descriptors */

/*************************************************/

close(worker_sd);
close(pass_sd);

}
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YTy bDARY bDO70O—: EHD accept() ZFERTZH7—Hh—- 237

2 ZHEHOHFNL, LATFD API MO L D> —r > AZFHAL £T,

. Y=N=—NT—F—+TaT% spawn L7z, TDT—H—+ 37T listen V7 Mdid 728, O
RURTNTA—F—ELTHEINET, accept() API N, EREV T4 T > MERZREL £,

2. reev() APL 28, VAT b T—FEZELET,

3. send) API 28, 7547 > NIT—4%Z%£0DKRLET,

4. close() API 2%, T—Hh—+-2aT&KTLET,

B -

(21 RX=2@ TH: WHZ F147 > R

ZoHNZIE, B IAT O PaTdOaA—RPFENTVWET, V7I5A4 7> b 2aTid

socket(). connect(). send(). recv(). B close() ZEITLET,

ESPUAIEE: T

spawn()

[bind()--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|

[accept()--Wait for Connection Request and Make Connection API|
[send()--Send Data API|

[recv()--Receive Data API|

Bil: EEBD accept) T—Hh—+ PaTOTS—NWEEKRTIE2DDOY—N— - TOFT A:

DUFOHITIE, EED accept) ETINEMEHAL T, V—H— - TaTdz27—)IVEERT D HEEZRLTY
£7,

E: ZOFOERZB-> T, po7R=20 TO—RICEHT 3 51 o ZAEHRB X OR i FH) [D&MEICFEE
LibDELET,

/*****************************************************************************/

/* Server example creates a pool of worker jobs with multiple accept() calls */
/*****************************************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <spawn.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])

{
int i, num, pid, rc, on = 1;
int listen_sd, accept_sd;
int spawn_fdmap[1];
char *spawn_argv[1];
char =*spawn_envp[1];
struct inheritance inherit;
struct sockaddr_in6  addr;

/*************************************************/
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/* If an argument was specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/

/* Create an AF_INET6 stream socket to receive =/
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);

if (listen_sd < 0)

{

perror("socket() failed");

exit(-1);
}
/*************************************************/
/* Allow socket descriptor to be reuseable */

/*************************************************/
rc = setsockopt(Tisten_sd,
SOL_SOCKET, SO_REUSEADDR,
(char =*)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));
addr.sin6_family = AF_INET6;

memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));

addr.sin6_port = htons (SERVER_PORT) ;
rc = bind(listen_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
!
/*************************************************/
/% Set the Tisten back log */
/ """"" ER R R R R R R R R **************************/
rc = listen(listen_sd, 5);
if (rc < 0)
{

perror("listen() failed");
close(listen_sd);
exit(-1);

1

/*************************************************/
/* Initialize parameters before entering for loop

/* */
/* The Tisten socket descriptor is mapped to */
/* descriptor 0 in the child program. */

/*************************************************/
memset (&inherit, 0, sizeof(inherit));
spawn_argv[0] = NULL;

*/
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spawn_envp[0] = NULL;
spawn_fdmap[0] = listen_sd;

/************* """"""""" *******************/
/* Create each of the worker jobs */
/*************************************************/
printf("Creating worker jobs...\n");
for (i=0; i < num; i++)
{
pid = spawn("/QSYS.LIB/QGPL.LIB/WRKR3.PGM",
1, spawn_fdmap, &inherit,
spawn_argv, spawn_envp);
if (pid < 0)
{

perror("spawn() failed");
close(listen_sd);
exit(-1);
}
printf(" Worker = %d\n", pid);
}

/*************************************************/

/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");

/*************************************************/

/* Close down the listening socket */
/*************************************************/

close(listen_sd);

}

Y 2Rt

(21 R=2@ Tl NHYZ 147 > B |

ZOFNCIE, B IAT 2 h - PaTdDA—RREENTVWET, VI4 7> b - Va7id.
socket(). connect(). send(). recv(). BEN close() #ETL ET,

Bil: #EED accept) DT —H— T aT:

IR OHNIE. EED accept() API WU —F— « 2a T Z&%Z(EL. accept() T—/N\N—ZIEOHTHIEITON
TRLET,

H: ZOBIOERZS>T, P07 RX=20 TO—RICBT 2 I 1 &2 XE#MB LR FE O&MFICRHE
LzbDELXT,

/**************************************************************************/
/* Worker job uses multiple accept() to handle incoming client connections=*/
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

main (int argc, char =*argv[])

{
int rc, len;
int listen_sd, accept_sd;
char  buffer[80];

/*************************************************/

/* The listen socket descriptor is passed to */
/* this worker job as a command line parameter  */
/*************************************************/

listen_sd = 0;
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/*************************************************/
/* Wait for an incoming connection */
/*************************************************/
printf("Waiting on accept()\n");

accept_sd = accept(Tisten_sd, NULL, NULL);

if (accept_sd < 0)

{

perror("accept() failed");
close(listen_sd);
exit(-1);

1

printf("Accept completed successfully\n");

/*************************************************/
/* Receive a message from the client */
[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/
printf("Wait for client to send us a message\n");
rc = recv(accept_sd, buffer, sizeof(buffer), 0);

if (rc <= 0)

perror("recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

1

printf("<%s>\n", buffer);

/*************************************************/

/* Echo the data back to the client */
JEXEETS B R R L R R e o Kk kR kKKK KKK KK KK *%/
printf("Echo it back\n");

len = rc;

rc = send(accept_sd, buffer, len, 0);

if (rc <= 0)

perror("send() failed");
close(listen_sd);
close(accept_sd);

exit(-1);
/*************************************************/
/* Close down the descriptors */
/ """"" *hkkkhkrhkhkkhhkhhhkhhrhhrk *******************/

close(listen_sd);
close(accept_sd);
1
fl: AR S47 > b
ZOFNCIE, B IAT R P aTOA—RPEENTWET, VI3 T7 > F - PaTid,
socket(). connect(). send(). recv(). BEL close() ZFEITL £,

54Tk Yadid, INDEZETET—F - Ny T =N —N—TEARTU—h— - TaTJITA
HZEERHBLUETN, —/N—M AF_INET 7 RL A - 77 IU—F/=ld AFINET6 7 RL X - 77 3
J—DEE5E2HHTEHETHIMET DV IAT 8 - 7T U= a DEERLIZVWEEIE. IPvd £
72X IPv6 79147 > bOBIZERL T ZI 0N,

ZOIA47 >k Yadid UTFoENFnodmaxy > g oMy — )N—520HE L £7,
o MEY—N—, [l KEY—/N— - 707 I LDMERI 22 TL/Z3 0,

o spawn H—N\—BXONT—H—, T[fil: spawn() API ZEHAL7=F 7O ADERI 2L TEX
b)o
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sendmsg() I —/N—B LW revmsg() 7—H—. [fl: sendmsg() BE recvmsg() THEHAT 2P —/N— -
TS L) EBRLTI/ZI N,

GO accept) i, Bl D accept) T—H— + 33 TOT— IV EERT HDDF—/N— » 7
0758 2R LTEIN,

JETOYF O TARNIBEN select() #%dt. Tl JETOwF T ARNIBEIN select)) ZHHL T
I,

IPvd 7547 2 RERRIE IPV6 77147 2 "6 DR ZZ T ANDS Y —/N—, [ IPv6 77147 >
~& IPvd 7547 > hOMAN SR EZZITANDS] 2SR TEI N,

VT bDANY rDOZ0-: AR 3547 2+

KOTO7 S5 AN, LFO API MO L O —4 > AZEHLET,

1

2
3.
4
5

socket() API 2V, Uiimiza&£ Ty Mt F2RLET, AT—MA NI, ZTOVT Y FD7DI
INET (f > % —%v bh-70R2)) YRLA - T773I—& TCP +T > AHR—F (SOCK_STREAM)
EHERATAHZEBRLET,

Vo REib FEZE LS, connect() API ZfiH L T, Y —/N—~DEHZMLL T,

send) APL 2, T—4 « Ny T y—%&TJ—H— - DaJITERELET,

. recv() APL 28, T—H— - PaTIns5—% - Ny 7 y—%2%ZELET,

close() API 28, A—7>LTWaY 7 vy hitid Fa2dXRT/7O0—XLET,

H: COBIOERZSS T, 7 R=V0 TO—FIZBT% 5 (&> AfEWmB Z ORI W0 4MICFE
LEbDELET,

/**************************************************************************/
/* Generic client example is used with connection-oriented server designs */
/**************************************************************************/
#include <stdio.h>

#include <stdlib.h>

#include <sys/socket.h>

#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])

{

int len, rc;

int sockfd;

char  send_buf[80];

char  recv_buf[80];

struct sockaddr_in6  addr;

/*************************************************/
/* Create an AF_INET6 stream socket */
/*************************************************/
sockfd = socket(AF_INET6, SOCK_STREAM, 0);

if (sockfd < 0)

{

perror("socket");
exit(-1);
1

/*************************************************/

/* Initialize the socket address structure */
/*************************************************/

memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
addr.sin6_port = htons(SERVER_PORT);
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/*************************************************/

/* Connect to the server */
/*************************************************/
rc = connect(sockfd,
(struct sockaddr *)&addr,
sizeof(struct sockaddr_in6));
if (rc < 0)
{
perror("connect");
close(sockfd);
exit(-1);
1
printf("Connect completed.\n");

[ Fk gk dekk ok ke ok ke ok k ok ko k ok k ok kR kkkxrhhhhh kA xR *K*A *%/

/* Enter data buffer that is to be sent */

/*************************************************/

printf("Enter message to be sent:\n");
gets(send_buf);

/*************************************************/

/* Send data buffer to the worker job */

/*************************************************/
Ten = send(sockfd, send_buf, strlen(send_buf) + 1, 0);
if (len != strlen(send_buf) + 1)

{

perror("send");
close(sockfd);
exit(-1);

}

printf("%d bytes sent\n", len);

/*************************************************/

/* Receive data buffer from the worker job */
/*************************************************/

Ten = recv(sockfd, recv_buf, sizeof(recv_buf), 0);
if (len != strlen(send buf) + 1)
{

perror("recv");
close(sockfd);
exit(-1);

1

printf("%d bytes received\n", len);

/*************************************************/

/* Close down the socket */
/*************************************************/

close(sockfd);

1

B R}

[02 R=> D THI: 1Pva £/ IPve 7517 > i |

ZOY T - TaT ML, IPvd V34T > RERIZ IPV6 747 > hDEE SIS DEREZT
ANBY—=N— T TV r—2 3 > E—IERATEET,

8 X=> @ Tl J% 7 3 DRI |

IEIERAFET, PATL ORI a By b s = N—ERGFTHIENTEET, INHD
TO7 I LIEERLT, MEOI XY > a DRRGEERT S ENTEET,

[100 XR=> D Tl KES—/)N— - T 075 LDIER |

ZOBITIE, IRTOBERBEREZUET 28 —~OY—/N— - Pa TEERT 2 HEERLET, accept()
APl WETTHE, U—N—NK TP a  2REZUHL £,
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[109 R—=2@ Tf]: 7Ot AM TR TDOZTIEL] |

PLFOFITIE. sendmsg() BE recvmsg() API 2 L CEGRERZWM T 20 —/)N— - 707 T LD
sHEZERLET,

[111 R=2 @ TH: sendmsg() BELN recvmsg() THATHH—/N— - TO7 T L] |

LR OHITIE, sendmsg() API ZfFHL T —H— - 2a 7D T —IVEERT B HiEERLTWET,
[116 X=> @ THl: 5D accept() API Z i L /=755 B RO |

LIROHITIE, EEOD accept) TETFINZ@BHATHH—/)N— - 7OV T LZHF LT, BlEEREREZN>
RU T B/ EEZRLTHET,

(118 R=2 D THl: EED accept) T—H— - 2aTDT—I)VEIERT H-DDY—/N— - TOT T 1] |
DIFOHFITIE, EED accept) ETIINEMHL T, V—H—+2aTdz27—)IVEERT S HEERLTY
ESU

[103 X—=2 D THl: spawn() API Zflifl L7717 0 ZDIERKS |

ZOHITIE, B—/)N— -+ 70O T LN spawn() API ZfEHL T, 15V v heidFZE2MEKT 2770
T AZIERT 2 5iEERL TWET,

[86 X=2 D THi: IPv6 7 5147 > h& IPvd 7547 2 SOW DS ki e % A5 ] |

2070l I LHITIA, IPv4 (AFINET 7 LA - 773 U—Z2HT2Y 7y b - 77U r—33)
BEU IPv6 (AFINET6 7 RL A« 77 IU—2EMT2H7 T UTr—=3 ) OMiNsDEREZTA
NBEZY—N—=17FA4T >« BETIWVEERT 5 HEEZRLET,

[ T SERAM ) APL O |

77U —3 a3 3. QsoCreatelOCompletionPort() API 2 L CAHNZE THR—FEERLET. 2D
APL 1d. FEFBAA IR DTS T2 AT P 2a— IV U THRET 2D TESN RILERL T,
[l61 XR—=>@ THI: JET0wF T AHTBEY select()d |

ZOYT) - TOTIAE T Oy F T E select() API 2T 29— N— 7T r—2a %
RLUTWET,

BE S 155 -

[socket()--Create Socket API|

[connect()--Establish Connection or Destination Address API|

[close()--Close File or Socket Descriptor API|

[send()--Send Data API|

[recv()--Receive Data API|

#1: IERRAA LS API DfER

77U —3a . QsoCreatelOCompletionPort() API i L CAHNZE THR—FEERLET., 2D
APL 13, JERHIAHAERDTZE T2 AT 2a— IV L THET DI TEAN RIVERLET,

7TV = a g, AMAZETHR—b N RIVEREL T, ANWBEEELIIHAEEERALET. A
HAODZ TR, RERET TV r— 3 VERONY RV, HEELEARAZE THR— M@ NE
To AMNETHR— FADBEANCE ST, BELLEZHBHLHETDOAL Yy ROSBED 1| DEFNT =1
77w ITENET, 7TV —Taid, UTOHEAZZELET,

o LOERTIRMEETNIZNY 77—

s TONY Ty —EROVRD LTI INZT—YDES

s BT LEAMNEBEEDY A TDFRR

o MIIANERTESINEZT T r—2a DEZEONS RV
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IO TV r—ar - NCRIVE 7947 > NEREHNT 2 7y Ml FThrHEadHIUL, 7
TA4T > MEFOIREBIZOWTOIRHRERNASD TNEA N —V2IETRA I —ThHI2HEEHHDE
T BIENETLTY U —2a N RIUVNEINZDOT, U—H— ALy RIZTI4 7 > Nk
BRTTDEODROATy TERELET, ZNS5D%E T IERAMRIEZNETZT—h—« AL v Rid,
1 DDA 7 > FNEREFICHERINZDO TR, SEIEZRIIAT 2 NEREZUETEET, 21—
Y= e Ny T 7—E0C0RNTZIE—F, —N— - JOb A LR THRETLIDT, V5147 ME
SROGHEIZBAOLET, 2d. RO 7oty 5 —0NH53 AT ATRAERD D £,

OsoCreatel0Completionport ()l
pthread ceate ()h'o %E‘Tlgj_ b o 9—H—RALYE
socket () 1
[bsoWaitForlOCompletion 0
bind 0
v OsoStartRecv () T

listen () , ‘
[ﬁosoStartSend () l
accept () ,
[bsoWaitForlOCompletion (4

@soStartRecv ()

_;; OsoStartSend () T
close (WARZUT « Yy b 1

—

— ALl
pthread_join () '%{ close (F&#) l
OsoDestroy|0CompletionPort (' D—h—"ALw KA
BTT5D

VT bDARY bDOZ70—: FERBMARAY—/N—

TV 7y MIERHLOS— > Ald, MOFHER>TWET, 2tz —NN—ET—H—0DH

DOEBROFHHE D> TVWET, ZNZENO 70—, BED API OfFH EOEEADY > 7NEaEN

TWET, FrED APl OERICBET 23EMRFHZZIRT 52012, ZN60Y UV &fHTEEYd, Z

O7O—%, UFOY >« 7TV r—23 > TOY 7y MIEOHLZERLTWET, ZOH—/N—4

. WHZ AT Ol E—FEITHHL T /ZS N,

1. YA%—+ AL v Ri&. QsoCreatelOCompletionPort() ZF-UNHT Z Lick> T, AHAZETHR— N Z&{E
I AV

2. YXAHZ—+ XL v Rid. pthread_create BIEUICEL > T, AHNZE TR — NERZUHE T 5720127 —H
— ALy ROT =)V ZERL £
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HE:

T—H— ALy Rld. 7747 > FERMUEZTD ZE 2R d %5 QsoWaitForlOCompletionPort()
EFEONH LU ET,

NAY— - ALy RV IA47 > "MEiaZ AN, T—H— - AL v ROFHEL TWBH AHNZE TR
— ~ZHEET % QsoStartRecv() ZFITTHLIITRDET,

1E: QsoStartAccept() 2T 5T LICE> T, T ANZIERPTHERTAHZIEHTEET,
HBREET, 79147 > PERIZY—N— - TOv 2 L TIERBITRELET, Vv bk - AXD
—T A4 2T AT A RIS — - Ny T y—ZO—RL. %7 L7 QsoStartRecv() TR
. fRELZAHMADZETR—NMIRERELET, 1 DOU—H— - ALy RBRTzA 77y 7TIN, IO
FROWHE 2T L E T,

J—H— ALy RiZ, 77U Tr—2a EZON RIS IAT > b -y Mk T2 H
L. QsoStartSend() #{EZEITTHZLICL> T, ZBELET—H¥E2VIF4 7 MITI—95L51C
RDET,

T — 4 MENRFIZ A E TRE/R B &1, QsoStartSend() API WNFDHEEDBEHIZR L. T THRWLIFEIZ.
VTR e AR =T 4 2T « AT LNT Y EABEORIEEFL, T0FEEZEZ, IHELEZAH
NETAR—NMGBEAILET, T—Hh— - AL v RE, T—REEINEENWIBHEET. AHNE
THR— R THOERZEET D20, BT THEIITHINEGLA5NDEEEIKRTLET, J—H—- X
Ly BETARY NEBEAT B0, YAY— + XL RO QsoPostlOCompletion() API Zffif T&
£7,

NAZ— ALy RiF, U—=H— - AL v R TTH5D%EFFH. KIZ QsoDestroylOCompletionPort()
API ZIEOHT Z EICE> TAHAZETHR— FEWHFEL £T.

ZOBDHEMRZED> T, P07 X—2D TO—RIZBT % I A &> AMEMB S R L ) ORFICHE

LzbDELXT,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <errno.h>
#include <unistd.h>
#define _MULTI_THREADED
#include "pthread.h"
#include "gsoasync.h"
#define BufferLength 80
#define Failure 0
#define Success 1
#define SERVPORT 12345

void *workerThread(void *arg);

/********************************************************************/

/*
/*
/*
/*
/*
/*
/*
/*

*/

Function Name: main */
*/

Descriptive Name: Master thread will establish a client */
connection and hand processing responsibility */

to a worker thread. */
Note: Due to the thread attribute of this program, spawn() must =/
be used to invoke. */

/********************************************************************/

int main()

{

int Tisten_sd, client_sd, rc;
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int on =1, ioCompPort;
pthread_t thr;

void *status;

char buffer[BufferLength];
struct sockaddr_in6 serveraddr;
Qso_OverlappedIO_t joStruct;

/*********************************************/
/* Create an I/0 completion port for this */

/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{
perror("QsoCreateIOCompletionPort() failed");

exit(-1);
1

/*********************************************/

/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =/
/* port just created. */

/*********************************************/

rc = pthread_create(&thr, NULL, workerThread,
&ioCompPort) ;

if (rc < 0)

{
perror("pthread_create() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);

1

/*********************************************/

/* Create an AF_INET6 stream socket to */
/* receive incoming connections on */
/*********************************************/
if ((1isten_sd = socket(AF_INET6, SOCK STREAM, 0)) < 0)
{

perror("socket() failed");

QsoDestroyIOCompletionPort (ioCompPort);

exit(-1);
}

/*********************************************/
/* AllTow socket descriptor to be reuseable  */
/*********************************************/
if ((rc = setsockopt(listen_sd, SOL SOCKET,

SO_REUSEADDR,

(char *)&on,

sizeof(on))) < 0)

perror("setsockopt() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);

}

/*********************************************/

/* bind the socket */

[ kK gk ke ok kk ok kok ok ok ko k ok k ok ok *kKxrhhhhh kAR *K*A *%/

memset (&serveraddr, 0x00, sizeof(struct sockaddr_in6));
serveraddr.sin6_family = AF_INET6;
serveraddr.sin6é_port = htons (SERVPORT) ;

memcpy (&serveraddr.siné_addr, &in6addr_any, sizeof(in6addr_any));
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if ((rc = bind(1isten_sd,
(struct sockaddr *)&serveraddr,
sizeof(serveraddr))) < 0)

perror("bind() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);
/*********************************************/
/* Set listen backlog x/

/*********************************************/
if ((rc = Tisten(listen_sd, 10)) < 0)
{
perror("listen() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
exit(-1);
}

printf("Waiting for client connection.\n");

/*********************************************/

/* accept an incoming client connection. */

/*********************************************/

if ((client_sd = accept(listen_sd, (struct sockaddr *)NULL,
NULL)) < 0)

{

perror("accept() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);

exit(-1);

1

[ Fk Kk kk ok kk ko kkk ko kk ko k ok ko kk ko k ko k ko k ko k ok ok k /
/* Issue QsoStartRecv() to receive client */
/* request. */
/* Note: */
/* postFlag == on denoting request should x/
/* posted to the I/0 */
/* completion port, even if  */
/* if request is immediately =/
/* available. Worker thread =/
/* will process client */
/* request. */

/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/*********************************************/
memset (&ioStruct, '\0', sizeof(ioStruct));

ioStruct.buffer = buffer;
ioStruct.bufferLength = sizeof(buffer);

/*********************************************/
/* Store the client descriptor in the */
/* Qso_OverlappedIO t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
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/* connection state if needed. */
/*********************************************/
*((intx)&ioStruct.descriptorHandle) = client_sd;
ioStruct.postFlag = 1;

ioStruct.fillBuffer = 0;

rc = QsoStartRecv(client_sd, ioCompPort, &ioStruct);
if (rc == -1)
{
perror("QsoStartRecv() failed");
QsoDestroyIOCompletionPort (ioCompPort);
close(listen_sd);
close(client_sd);

exit(-1);
1
[ kK gk ke kk ok kk ok ok ko k ok kh *kkxrhhhhh kAR **A *%/
/* close the server's listening socket. */

/*********************************************/
close(listen_sd);

/*********************************************/
/* Wait for worker thread to finish */

/* processing client connection. */
/*********************************************/

rc = pthread_join(thr, &status);

QsoDestroyIOCompletionPort (ioCompPort);

if (rc == 0 & (rc = _ INT(status)) == Success)
{
printf("Success.\n");
exit(0);
1
else

{

perror("pthread_join() reported failure");
exit(-1);

}
}

/* end workerThread */

/********************************************************************/

/* */
/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */

/********************************************************************/
void *workerThread(void *arg)
{
struct timeval waitTime;
int ioCompPort, clientfd;
Qso_OverlappedIO_t ioStruct;
int rc, tID;
pthread_t thr;
pthread_id_np_t t_id;
t id = pthread getthreadid np();
tID = t_id.intld.lo;

/*********************************************/

/* 1/0 completion port is passed to this */
/* routine. */
L ——————— s ke 5 ok ok ok o ok ok o ok */

ioCompPort = x(int *)arg;

/*********************************************/

/* Wait on the supplied I/0 completion port =*/
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/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;

waitTime.tv_usec = 0;

rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Client request has been received. */
/*********************************************/
else
{
printf("QsoWaitForIOCompletion() or QsoStartRecv() failed.\n");
if(rc 1= 1)
perror("QsoWaitForIOCompletion() failed");
if(ioStruct.returnValue == -1)

printf("QsoStartRecv() failed - %s\n",
strerror(ioStruct.errnoValue));

return __VOID(Failure);
}

/*********************************************/

/* Obtain the socket descriptor associated */
/* with the client connection. */
/*********************************************/

clientfd = *((int *) &ioStruct.descriptorHandle);

/*********************************************/

/* Echo the data back to the client. */
/* Note: postFlag == 0. If write completes */
/* immediate then indication will be */
/* returned, otherwise once the */
/* write is performed the I/0 Completion */
/* port will be posted. */

/*********************************************/
ioStruct.postFlag = 0;

ioStruct.bufferLength = ioStruct.returnValue;

rc = QsoStartSend(clientfd, ioCompPort, &ioStruct);

if (rc == 0)

/*********************************************/
/* Operation complete - data has been sent. */

[ Fk ek ko kkk Kok kok ok ok ok ok ko Kkkkkkkkkkkhkkkhkk [
else

{
/*********************************************/
/* Two possibilities x/
/* rc == - */
/* Error on function call */
/* rc == 1 */
/* Write cannot be immediately */
/* performed. Once complete, the I/0 */
/* completion port will be posted. */

/*********************************************/

if (rc == -1)

{
printf("QsoStartSend() failed.\n");
perror("QsoStartSend() failed");
close(clientfd);
return _ VOID(Failure);

/*********************************************/
/* Wait for operation to complete. */

/*********************************************/
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rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if (rc == 1 && ioStruct.returnValue != -1)
/*********************************************/
/* Send successful. */

/*********************************************/

else
{
printf("QsoWaitForIOCompletion() or QsoStartSend() failed.\n");

if(rc !'= 1)
perror("QsoWaitForIOCompletion() failed");
if(ioStruct.returnValue == -1)

printf("QsoStartRecv() failed - %s\n",
strerror(ioStruct.errnoValue));
return _ VOID(Failure);

}

close(clientfd);
return _ VOID(Success);
} /* end workerThread */
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/* GSK Asynchronous Server Program using ApplicationIdx/
/* "IBM grants you a nonexclusive copyright license */
/* to use all programming code examples, from which */
/* you can generate similar function tailored to your */
/* own specific needs. x/
/* */
/* A1l sample code is provided by IBM for illustrativex/
/* purposes only. These examples have not been */
/* thoroughly tested under all conditions. IBM, */
/* therefore, cannot guarantee or imply reliability, =*/
/* serviceability, or function of these programs. */
/* */
/* A11 programs contained herein are provided to you =*/
/* "AS IS" without any warranties of any kind. The */
/* implied warranties of non-infringement, */
/* merchantability and fitness for a particular */
/* purpose are expressly disclaimed. " */
/* Assummes that application id is already registered */
/* and a certificate has been associated with the */
/* application id. */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple */
/* use following command to create bound program: */
/* CRTBNDC PGM(PROG/GSKSERVa) */
/* SRCFILE(PROG/CSRC) */
/* SRCMBR (GSKSERVa) */

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskssl.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define _MULTI_THREADED

#include "pthread.h"
#include "gsoasync.h"
#define Failure 0
#define Success 1
#define TRUE 1
#define FALSE 0

void *workerThread(void *arg);
/********************************************************************/

/*
/*
/*

Descriptive Name: Master thread will establish a client */
connection and hand processing responsibility */
to a worker thread. */
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/* Note: Due to the thread attribute of this program, spawn() must =*/
/* be used to invoke. */
/********************************************************************/
int main(void)
{
gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my_session_handle=NULL; /* secure session handle x/

struct sockaddr_in6 address;

int buf_Ten, on = 1, rc = 0;

int sd = -1, 1sd = -1, al = -1, ioCompPort = -1;
int successFlag = FALSE;

char buff[1024];

pthread_t thr;

void *status;

Qso_OverlappedIO_t ioStruct;

/*********************************************/

/* Issue all of the command in a do/while */
/* Toop so that clean up can happen at end =*/
/*********************************************/

do
{

/*********************************************/
/* Create an I/0 completion port for this */

/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)
{

perror("QsoCreateIOCompletionPort() failed");

break;

1

/*********************************************/
/* Create a worker thread */
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion =/
/* port just created. */

/*********************************************/
rc = pthread_create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{
perror("pthread create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */

rc = errno = 0;

rc = gsk_attribute_set_buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{
printf("gsk_attribute_set buffer() failed with rc = %d & errno = %d.\n",
rc,errno);
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printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION) ;

if (rc != GSK_OK)

printf("gsk_attribute_set_enum() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default TLSV10, TLSV11, and TLSV12 are enabled =/
/* We will disable SSL_V3 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV3,
GSK_PROTOCOL_SSLV3_OFF);

if (rc != GSK_OK)

printf("gsk attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* We will disable TLS_V10 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_TLSV10,
GSK_FALSE) ;

if (rc = GSK_OK)

printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_TLSV12_CIPHER_SPECS_EX,
"TLS_RSA_WITH_AES_128 CBC_SHA",
28);

if (rc != GSK_OK)

printf("gsk_attribute_set buffer() failed with rc = %d & errno = %d.\n"
,rC,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* Initialize the secure environment x/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc = GSK_OK)
{
printf("gsk_environment_init() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
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break;

}

/* initialize a socket to be used for listening x/
1sd = socket (AF_INET6, SOCK_STREAM, 0);
if (1sd < 0)
{
perror("socket() failed");
break;

}

/* set socket so can be reused immediately */
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char =)&on,
sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
break;

}

/* bind to the local server address */
memset ((char *) &address, 0, sizeof(address));
address.sin6_family = AF_INET6;
address.sin6_port = 13333;
memcpy (&address.sin6_addr, &in6addr_any, sizeof(in6addr_any));
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");

break;

}

/* enable the socket for incoming client connections */
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection x/
al = sizeof(address);
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my session_handle);
if (rc 1= GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* associate our socket with the secure session */

rc=errno=0;

rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);
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if (rc 1= GSK_OK)
{
printf("gsk _attribute_set numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake =/

rc = errno = 0;

rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_OK)

printf("gsk_secure_soc_init() failed with rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
/*********************************************/
/* Issue gsk_secure_soc_startRecv() to */
/* receive client request. */
/* Note: */

/* postFlag == on denoting request should */
/* posted to the I/0 completion port, even =*/
/* if request is immediately available. */
/* Worker thread will process client request.*/
/*********************************************/
/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/*********************************************/
memset (&ioStruct, '\0', sizeof(ioStruct));
memset ((char =) buff, 0, sizeof(buff));
ioStruct.buffer = buff;

ioStruct.bufferLength = sizeof(buff);

/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */

/*********************************************/
ioStruct.descriptorHandle = my_session_handle;
ioStruct.postFlag = 1;

ioStruct.fillBuffer = 0;

rc = gsk_secure_soc_startRecv(my_session_handle,
ioCompPort,
&ioStruct);
if (rc != GSK_AS400_ASYNCHRONOUS_ RECV)
{
printf("gsk_secure_soc_startRecv() rc = %d & errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;
1
/*********************************************/
/* This is where the server can loop back */

/* to accept a new connection. */
[k K gk ke ko ke ko ke k ok ok ke k ok ok k ok kA kKK I IR hhhEEK KRR /

/*********************************************/

/* Wait for worker thread to finish */
/* processing client connection. */
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}

/*********************************************/

rc = pthread_join(thr, &status);

/* check status of the worker =/
if (rc == 0 & (rc = __INT(status)) == Success)
{
printf("Success.\n");
successFlag = TRUE;
1
else

{

perror("pthread_join() reported failure");
} while(FALSE);

/* disable the SSL session */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the Tistening socket =/
if (1sd > -1)

close(1sd);
/* close the accepted socket =/
if (sd > -1)

close(sd);

/* destroy the completion port =/
if (ioCompPort > -1)
QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)
exit(0);

else
exit(-1);

/********************************************************************/

/*
/*
/*
/*
/*
/*
/*

Function Name: workerThread
Descriptive Name: Process client connection.
Note: To make the sample more straight forward the main routine

handles all of the clean up although this function can
be made responsible for the clientfd and session_handle.

*/
*/
*/
*/
*/
*/
*/

/********************************************************************/

Vo

{

id *workerThread(void =*arg)

struct timeval waitTime;

int ioCompPort = -1, clientfd = -1;
Qso_OverlappedIO_t ioStruct;

int rc, tID;

int amtWritten;

gsk_handle client_session_handle = NULL;
pthread_t thr;

pthread_id _np_t t_id;

t_id = pthread_getthreadid_np();

tID = t_id.intId.lo;
/*********************************************/
/* 1/0 completion port is passed to this */
/* routine. */
/*********************************************/
ioCompPort = *(int *)arg;
/*********************************************/
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/* Wait on the supplied I/0 completion port =/
/* for a client request. */
/*********************************************/
waitTime.tv_sec = 500;
waitTime.tv_usec = 0;
rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);
if ((rc == 1) &&
(ioStruct.returnValue == GSK_0K) 8&&
(ioStruct.operationCompleted == GSKSECURESOCSTARTRECV))
/*********************************************/
/* Client request has been received. */
/*********************************************/

else

{
perror("QsoWaitForIOCompletion()/gsk_secure_soc_startRecv() failed");
printf("ioStruct.returnValue = %d.\n", ioStruct.returnValue);
return _ VOID(Failure);

}

/* write results to screen =%/

printf("gsk_secure_soc_startRecv() received %d bytes, here they are:\n",
joStruct.secureDataTransferSize);

printf("%s\n",ioStruct.buffer);

/*********************************************/
/* Obtain the session handle associated */
/* with the client connection. */
/*********************************************/
client_session_handle = ioStruct.descriptorHandle;

/* get the socket associated with the secure session */
rc=errno=0;
rc = gsk_attribute_get numeric_value(client_session_handle,
GSK_FD,
&clientfd);
if (rc = GSK_OK)
{
printf("gsk_attribute_get numeric_value() rc = %d & errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return _ VOID(Failure);
}

/* send the message to the client using the secure session */
amtWritten = 0;
rc = gsk_secure_soc_write(client_session_handle,
ioStruct.buffer,
ioStruct.secureDataTransferSize,
&amtWritten);
if (amtWritten != joStruct.secureDataTransferSize)
{
if (rc != GSK_OK)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
return __VOID(Failure);
1
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
return __VOID(Failure);
1
}

/* write results to screen */
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printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",ioStruct.buffer);

return _ VOID(Success);
} /* end workerThread */
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[esk_environment_close()--Close an SSL environment API|
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|gsk_secure_soc_write()--Send data on a secure session API]
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#1
#i
#i
#i
#i
#d
#i
#i
#d
#d
#d
#d

Vo

nclude <sys/socket.h>
nclude <gskssl.h>
nclude <netinet/in.h>
nclude <arpa/inet.h>
nclude <errno.h>
efine MULTI_THREADED
nclude "pthread.h"
nclude "gsoasync.h"
efine Failure 0

efine Success 1

efine TRUE 1

efine FALSE 0

id *workerThread(void *arg);

/********************************************************************/

/*
/*
/*
/*
/*

Descriptive Name: Master thread will establish a client
connection and hand processing responsibility

to a worker thread.

Note: Due to the thread attribute of this program, spawn() must
be used to invoke.

*/
*/
*/
*/
*/

/********************************************************************/

in

t main(void)
gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my session_handle=NULL; /* secure session handle */

struct sockaddr_in6 address;
int buf_len, on =1, rc = 0;
int sd = -1, 1sd = -1, al, ioCompPort = -1;

1
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/* GSK Asynchronous Server Program using Application Id*/

/* and gsk_secure_soc_startInit() */

/* Assummes that application id is already registered */

/* and a certificate has been associated with the */

/* application id. */

/* No parameters, some comments and many hardcoded */

/* values to keep it short and simple */

/* use following command to create bound program: */

/* CRTBNDC PGM(MYLIB/GSKSERVSI) */

/* SRCFILE(MYLIB/CSRC) */

/* SRCMBR (GSKSERVST) x/

#include <stdio.h>

#include <stdlib.h>

#include <sys/types.h>
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int successFlag = FALSE;
pthread_t thr;

void *status;
Qso_OverlappedIO_t ioStruct;

/*********************************************/
/* Issue all of the command in a do/while */

/* Toop so that clean up can happen at end */
/*********************************************/

do
{

/*********************************************/

/* Create an I/0 completion port for this */

/* process. */
/*********************************************/

if ((ioCompPort = QsoCreateIOCompletionPort()) < 0)

{
perror("QsoCreateIOCompletionPort() failed");

break;
1
/*********************************************/
/* Create a worker thread x/
/* to process all client requests. The */
/* worker thread will wait for client */
/* requests to arrive on the I/0 completion */
/* port just created. */

/*********************************************/
rc = pthread create(&thr, NULL, workerThread, &ioCompPort);
if (rc < 0)
{
perror("pthread_create() failed");
break;

}

/* open a gsk environment */
rc = errno = 0;
printf("gsk_environment open()\n");
rc = gsk_environment_open(&my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */

rc = errno = 0;

rc = gsk_attribute_set buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_SERVER_APP",
13);

if (rc != GSK_OK)
{
printf("gsk_attribute_set_buffer() failed with rc = %d and errno = %d.\n"
,rC,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the server */

rc = errno = 0;

rc = gsk_attribute_set _enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_SERVER_SESSION);

if (rc != GSK_OK)
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{

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default TLSV10, TLSV11, and TLSV12 are enabled =*/
/* We will disable SSL_V3 for this example. */

rc = errno = 0;
rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV3,
GSK_PROTOCOL_SSLV3_OFF);
if (rc != GSK_OK)
{
printf("gsk_attribute_set_enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* We will disable TLS V10 for this example. */

rc = errno = 0;

rc = gsk_attribute_set _enum(my_env_handle,
GSK_PROTOCOL_TLSV10,
GSK_FALSE) ;

if (rc != GSK_0OK)

printf("gsk _attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk strerror(rc));

break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set buffer(my_env_handle,
GSK_TLSV12_CIPHER_SPECS_EX,
"TLS_RSA_WITH_AES_128 CBC_SHA",
28);
if (rc != GSK_OK)
{
printf("gsk_attribute_set _buffer() failed with rc = %d and errno = %d.\n"
,rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* Initialize the secure environment */
rc = errno = 0;
printf("gsk_environment_init()\n");

rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)

printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* initialize a socket to be used for listening */
printf("socket()\n");

1sd = socket(AF_INET6, SOCK STREAM, 0);

if (1sd < 0)

{

perror("socket() failed");
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break;

}

/* set socket so can be reused immediately =/
rc = setsockopt(1sd, SOL_SOCKET,
SO_REUSEADDR,
(char =*)&on,
sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
break;

}

/* bind to the Tocal server address */
memset ((char *) &address, 0, sizeof(address));
address.sin6_family = AF_INET6;
address.sin6_port = 13333;
memcpy (&address.sin6_addr, &in6addr_any, sizeof(in6addr_any));
printf("bind()\n");
rc = bind(1sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)
{

perror("bind() failed");

break;

}

/* enable the socket for incoming client connections */
printf("listen()\n");
listen(1sd, 5);
if (rc < 0)
{
perror("listen() failed");
break;

}

/* accept an incoming client connection x/
al = sizeof(address);
printf("accept()\n");
sd = accept(1sd, (struct sockaddr *) &address, &al);
if (sd < 0)
{
perror("accept() failed");
break;

}

/* open a secure session */
rc = errno = 0;
printf("gsk_secure_soc_open()\n");
rc = gsk_secure_soc_open(my_env_handle, &my session_handle);
if (rc = GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
1
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set_numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)

{
printf("gsk_attribute_set _numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
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/ """" kkkkhkkkhkhkkhkkkk ***********************/
/* Issue gsk_secure_soc_startInit() to */

/* process SSL Handshake flow asynchronously =/
/*********************************************/

/*********************************************/
/* initialize Qso_OverlappedIO_t structure - */
/* reserved fields must be hex 00's. */
/ """" *khkkkkhkkhkk k% ***********************/

memset (&ioStruct, '\0', sizeof(ioStruct));

/*********************************************/
/* Store the session handle in the */
/* Qso_OverlappedIO_t descriptorHandle field.*/
/* This area is used to house information */

/* defining the state of the client */
/* connection. Field descriptorHandle is */
/* defined as a (void *) to allow the server */
/* to address more extensive client */
/* connection state if needed. */
JEZTET FkkxF I I I hKhhhhkkr I h* kKK H % kK xxhhhhh kAR K *A /

joStruct.descriptorHandle = my session_handle;

/* initiate the SSL handshake =*/
rc = errno = 0;
printf("gsk_secure_soc_startInit()\n");
rc = gsk_secure_soc_startInit(my_session_handle, ioCompPort, &ioStruct);
if (rc != GSK_0S400_ASYNCHRONOUS_SOC_INIT)
{
printf("gsk_secure_soc_startInit() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;
}
else
printf("gsk_secure_soc_startInit got GSK_0S400_ASYNCHRONOUS_SOC_INIT\n");

/*********************************************/

/* This is where the server can loop back =/
/* to accept a new connection. */
/*********************************************/

JEZEITIEE e e e o o ok e ok ok ok o o ok ok ok o Kkkkkkkkkkkhkkkk [
/* Wait for worker thread to finish */
/* processing client connection. */

/*********************************************/

rc = pthread_join(thr, &status);

/* check status of the worker =/
if (rc == 0 & (rc = __INT(status)) == Success)

printf("Success.\n");
successFlag = TRUE;
}

else

{
perror("pthread_join() reported failure");
} while(FALSE);
/* disable the SSL session */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
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if (my_env_handle != NULL)

gsk_environment_close(&my_env_handle);

/* close the Tistening socket =/
if (1sd > -1)

close(1sd);

/* close the accepted socket */
if (sd > -1)

close(sd);

/* destroy the completion port */
if (ioCompPort > -1)

QsoDestroyIOCompletionPort (ioCompPort);

if (successFlag)

exit(0);

exit(-1);

/********************************************************************/

/* Function Name: workerThread */
/* */
/* Descriptive Name: Process client connection. */
/* */
/* Note: To make the sample more straight forward the main routine */
/* handles all of the clean up although this function can */
/* be made responsible for the clientfd and session_handle. =*/
[ F gk ke ko k ok kk ok ok ok k ok k ok kR kK x I IR IR KRk kI I hh kKK Kk Kk kkkhh kK k *xkk [
void *workerThread(void *arg)
{

struct timeval waitTime;

int ioCompPort, clientfd;

Qso_OverlappedIO_t ioStruct;

int rc, tID;

int amtWritten, amtRead;

char buff[1024];

gsk_handle client_session_handle;

pthread_t thr;

pthread_id np_t t_id;

t_id = pthread_getthreadid_np();

tID = t_id.intId.lo;

[ kg ko dk ok ok ke k ok ok ok ok ok ok ok ok A Kkkkkkkkkkkkkkhk [

/* 1/0 completion port is passed to this */

/* routine. */

/*********************************************/

joCompPort = *(int *)arg;

/*********************************************/

/* Wait on the supplied I/0 completion port =*/

/* for the SSL handshake to complete. */

/*********************************************/

waitTime.tv_sec = 500;

waitTime.tv_usec = 0;

sleep(4);

printf("QsoWaitForI0Completion()\n");

rc = QsoWaitForIOCompletion(ioCompPort, &ioStruct, &waitTime);

if ((rc == 1) &&

(ioStruct.returnValue == GSK_OK) &&
(ioStruct.operationCompleted == GSKSECURESOCSTARTINIT))

/*********************************************/

/* SSL Handshake has completed. */

/*********************************************/

else

{
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printf("QsoWaitForIOCompletion()/gsk secure_soc_startInit() failed.\n");
printf("rc == %d, returnValue - %d, operationCompleted = %d\n",
rc, ioStruct.returnValue, ioStruct.operationCompleted);
perror("QsoWaitForIOCompletion()/gsk_secure_soc_startInit() failed");
return _ VOID(Failure);
1

/*‘k*‘k‘k'k*‘k‘k*‘k‘k*****‘k‘k*************‘k*‘k******‘k‘k**/
/* Obtain the session handle associated */
/* with the client connection. */
/ """" *khkkkkhkkhkkkhk ***********************/

client_session_handle = ioStruct.descriptorHandle;

/* get the socket associated with the secure session */
rc=errno=0;
printf("gsk_attribute_get_numeric_value()\n");
rc = gsk_attribute_get numeric_value(client_session_handle,
GSK_FD,
&clientfd);
if (rc != GSK_OK)
{
printf("gsk _attribute_get numeric_value() rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return __VOID(Failure);
1
/* memset buffer to hex zeros x/
memset ((char *) buff, 0, sizeof(buff));
amtRead = 0;
/* receive a message from the client using the secure session */
printf("gsk_secure soc_read()\n");
rc = gsk_secure_soc_read(client_session_handle,
buff,
sizeof (buff),
&amtRead) ;

if (rc = GSK_OK)

{
printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
return;

}

/* write results to screen */

printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",
amtRead) ;

printf("%s\n",buff);

/* send the message to the client using the secure session */
amtWritten = 0;
printf("gsk_secure soc_write()\n");
rc = gsk_secure_soc_write(client_session_handle,
buff,
amtRead,
&amtWritten);
if (amtWritten != amtRead)
{
if (rc 1= GSK_OK)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
return __VOID(Failure);
1
else

{

printf("gsk_secure_soc_write() did not write all data.\n");
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return _ VOID(Failure);

}
1
/* write results to screen */
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buff);

return _ VOID(Success);

}

/* end workerThread x/

BEEE R 2

[51 X—2® TGlobal Security Kit (GSKit) APIJ |

Global Security Kit (GSKit) (&, 77U —3 3 >® SSL MInEA[HEICT 2 —HEDO 7Oy I 7)) « 1 >~
=71 —ATT,

BEE R}

[153 =@ Tfi: Global Security Kit API \2X5tF27 - 75147 > SO |

ZDOHFITIE. Global Security Kit (GSKit) API ZfiHL TV 7147 > b ZWLT D fiEERLET,

(132 X—=> 0 Tl FEFMT—~ZEEFHTS GSKit tF a7 - B—/)N—1] |

ZDOHITIL. Global Security Kit (GSKit) API ZfEHL CTEF a7 - U—N—ZM LT 2 HEERLET,

ESPUSIEES

[QsoCreateIOCompletionPort()--Create 1/O Completion Port API|
[QsoWaitForlOCompletion()--Wait for /0 Operation API|
[QsoDestroylOCompletionPort()--Destroy 1/0 Completion Port AP]|
[bind()--Set Local Address for Socket API|

[socket()--Create Socket API|

[listen()--Invite Incoming Connections Requests API|

[close()--Close File or Socket Descriptor API|

[accept()--Wait for Connection Request and Make Connection API|

|gsk_environment_open()——Get a handle for an SSL environment API1

|gsk_attribute_set_buffer()--Set character information for a secure session or an SSL environment APII

|gsk_attribute_set_enum()--Set enumerated information for a secure session or an SSL environment APII

|gsk_environment_init()——Initialize an SSL environment API]

[esk_secure_soc_open()--Get a handle for a secure session API|

|gsk_attribute_set_numeric_value()--Set numeric information for a secure session or an SSL environment APII

|gsk_secure_soc_init()——Negotiate a secure session API1

pthread_joi

|gsk_secure_soc_close()--Close a secure session API]

[esk_environment_close()--Close an SSL environment API|

[esk_attribute_get_numeric_value()--Get numeric information about a secure session or an SSL environment API|

|gsk_secure_soc_write()--Send data on a secure session APII

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|
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Igsk_secure_soc_read()——Receive data on a secure session API|

f5l: Global Security Kit APl IC&5tEF+a7 - 9547 bDH¥EIL
ZDOHITIE. Global Security Kit (GSKit) API ZfEfL T/ 517 > b &N T 5 HiEZERLET,

PUFDOXIL. GSKit API 2T 2+ a7 - 75147 h® APl NEOH L ZRLTWET,

G5K S A4F
gsk_environment_open () I

gsk_attribute_set_buffer []|

L
gek_attribute_set_enum () I
¥
gsk_environment_init () I
v

socket () I
accept () -= connect () I

gsk_secure_soc_open () I
¥
gsk_secure_soc_startinit () gsk_attribute_set_numeric_value [ I
~DEER T
WERIRN L Kz -] gsk_secure_soc_init () I
gsk_secure_soc_init ()

ADER JERBF - 2 2E

gsk_secure_soc_read ()
ADER Y

- FRMN Fx—7) gsk_secure_soc write () I
gsk_secure_soc_startRecv ()
~OEBRET
[FERMF— ¥ Z(R)
Y
gsk secure soc write() ——— =  gsk_secure_soc_read () I
 J
gak_secure_soc_close () I
L J
gsk_environment_close () I
v

cloge I

Iy bDARNMD7A0O—: GSKit 2547 b

Zo7O0—=Z, LFOY ) - 7TU =23 > TOIry MIECHLZERLTWET, ZOTI3147 >
~DFl%. GSKit —/N—DF], BIN MF: JEFRPANS Rz —rV Z2HH9d % GSKit &+ 7 - —N
—1] E—REICHERAL TS ZES N,
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4. socket() API I3V 7w g FEIERL £, D%, 7IF3147 > M3, ¥—N—-T7TUr—a >
\ZHEHET 5 72D1C. connect() API ZFE{T L E£7,

5. gsk_secure_soc_open() API 2%, ¥ a7 -ty aHOANL—YZ2AFL., BEOT 7 4L Mz
BREL. RELTEFaT -y a icBE L API MOH LU THERATA2HEDH S\ > RV ER
LET,

6. gsk_attribute_set_numeric_value() API 2%, fEDV 7y hEZDEF a7 -y a afEf T E
—d—o

7. gsk_secure_soc_init() API 7%, SSL BREBINEF a7 - Ly a VICRESNLEEEZMHEHL T, &
Fa7 -bwialoxrddI—2 3 z2ERBICHBLET.

8. gsk_secure_soc_write() APl I8, ¥+ a7 -ty a hOr—4%E2T7—H— - AL v RICTEZIAAE
ER
H: GSKit H—/N—0DOH#IDEGE. D API &, gsk_secure_soc_startRecv() API Z5¢ 7 L7277 — 7:7“—
ALy RIZHLTT—42EEZAARET, ERMOFOEEIT. 587 L7z gsk_secure_soc_startlnit()
U TESABLET,

9. gsk_secure_soc_read() API 78, ©F a7 -ty a ZMHHLTAY -2 —N— - AL vy RS
ZfELET,

10. gsk_secure_soc_close() API 78, tF a7 - v a za&TrLETd,

11. gsk_environment_close() API 7%, SSL ¥REiZ7 O0— XL £7,

12. close() API 7%, #fiaf& T LEd,
H: COBIOERHZEH ST, RO7IR—20 TO—RIZET 2712 XERB LR ) (OD&EEFICHE

L72bDELET,

/* GSK Client Program using Application Id */
/* This program assumes that the application id is */
/* already registered and a certificate has been */
/* associated with the application id */
/* */
/* No parameters, some comments and many hardcoded */
/* values to keep it short and simple x/
/* use following command to create bound program: */
/* CRTBNDC PGM(MYLIB/GSKCLIENT) */
/* SRCFILE(MYLIB/CSRC) */
/* SRCMBR (GSKCLIENT) */

gsk_environment_open() API 73, SSL IREADN B ZAFL T,

SSL RREEDBEMEZHRET 572D D gsk_attribute_set_xxxxx() ~ND 1 [AIEZIFEREONEUNHL, D7
< &%, GSK_0S400_APPLICATION_ID f# 7213 GSK_KEYRING_FILE fEZ%ET 572D D,
gsk_attribute_set_buffer() DML, EBE5N—FHDEDOAHEHREL £T,
GSK_0S400_APPLICATION_ID ZffHd % Z L ZH#EHEL £9. gsk_attribute_set_enum() ZfFHL T,
7TV —a > (U347 > hERIFY—IN—) DF A 7 (GSK_SESSION_TYPE) b4 T HREL T
20,

gsk_environment_init() ~NOFENH L, ZOFEFNH UL, SSL 2T 5720 D Z OBREE 2 IR E

L., ZOREZFEHALTETINDEGTANTO SSL Ly a VHD SSL tFa )70 —EHwERTL
¥,

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <gskss1.h>
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#include <netinet/in.h>
#include <arpa/inet.h>
#include <errno.h>
#define TRUE 1

#define FALSE 0

void main(void)

{

gsk_handle my_env_handle=NULL; /* secure environment handle */
gsk_handle my session_handle=NULL; /* secure session handle */

struct sockaddr_in6 address;
int buf_len, rc =0, sd = -1;
int amtWritten, amtRead;

char buff1[1024];

char buff2[1024];

/* hardcoded IP address (change to make address where server program runs) */
char addr[40] = "FE80::1";

/*********************************************/
/* Issue all of the command in a do/while */
/* loop so that cleanup can happen at end x/
/*********************************************/
do
{
/* open a gsk environment */
rc = errno = 0;
rc = gsk_environment_open(&my_env_handle);
if (rc = GSK_OK)
{
printf("gsk_environment_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the Application ID to use */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_0S400_APPLICATION_ID,
"MY_CLIENT APP",
13);
if (rc != GSK_OK)
{
printf("gsk_attribute_set _buffer() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set this side as the client (this is the default =/

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_SESSION_TYPE,
GSK_CLIENT_SESSION);

if (rc != GSK_OK)

{

printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* by default TLSV10, TLSV11, and TLSV12 are enabled =/
/* We will disable SSL_V3 for this example. */

rc = errno = 0;
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rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_SSLV3,
GSK_PROTOCOL_SSLV3_OFF);
if (rc != GSK_OK)
{
printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* We will disable TLS_V10 for this example. */

rc = errno = 0;

rc = gsk_attribute_set_enum(my_env_handle,
GSK_PROTOCOL_TLSV10,
GSK_FALSE) ;

if (rc != GSK_OK)
{
printf("gsk_attribute_set enum() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* set the cipher suite to use. By default our default Tist */
/* of ciphers is enabled. For this example we will just use one */
rc = errno = 0;
rc = gsk_attribute_set_buffer(my_env_handle,
GSK_TLSV12_CIPHER _SPECS_EX,
"TLS_RSA_WITH_AES_128 CBC_SHA",
28);
if (rc != GSK_OK)
{
printf("gsk _attribute_set buffer() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk strerror(rc));
break;

}

/* Initialize the secure environment =*/
rc = errno = 0;
rc = gsk_environment_init(my_env_handle);
if (rc != GSK_OK)
{
printf("gsk_environment_init() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initialize a socket to be used for listening x/
sd = socket(AF_INET6, SOCK_STREAM, 0);
if (sd < 0)
{
perror("socket() failed");
break;

}

/* connect to the server using a set port number */

memset ((char *) &address, 0, sizeof(address));
address.sin6_family = AF_INET6;

address.sin6_port = 13333;

rc = inet_pton(AF_INET6, addr, &address.sin6_addr.s6_addr);

rc = connect(sd, (struct sockaddr *) &address, sizeof(address));
if (rc < 0)

{

perror("connect() failed");
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break;

}

/* open a secure session */
rc = errno = 0;
rc = gsk_secure_soc_open(my_env_handle, &my_session_handle);
if (rc != GSK_OK)
{
printf("gsk_secure_soc_open() failed with rc = %d and errno = %d.\n",
rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;
}
/* associate our socket with the secure session */
rc=errno=0;
rc = gsk_attribute_set numeric_value(my_session_handle,
GSK_FD,
sd);

if (rc != GSK_OK)
{
printf("gsk _attribute_set numeric_value() failed with rc = %d ", rc);
printf("and errno = %d.\n", errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* initiate the SSL handshake =/

rc = errno = 0;

rc = gsk_secure_soc_init(my_session_handle);
if (rc != GSK_0OK)

printf("gsk_secure_soc_init() failed with rc = %d and errno = %d.\n",
rc,errno);

printf("rc of %d means %s\n", rc, gsk_strerror(rc));

break;

}

/* memset buffer to hex zeros =*/
memset ((char *) buffl, 0, sizeof(buffl));

/* send a message to the server using the secure session */
strcpy (buffl,"Test of gsk secure_soc_write \n\n");

/* send the message to the client using the secure session */
buf_len = strlen(buffl);
amtWritten = 0;
rc = gsk_secure_soc_write(my_session_handle, buffl, buf len, &amtWritten);
if (amtWritten != buf_len)
{
if (rc != GSK_OK)
{
printf("gsk_secure_soc_write() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;
}
else
{
printf("gsk_secure_soc_write() did not write all data.\n");
break;
}
1

/* write results to screen =/
printf("gsk_secure_soc_write() wrote %d bytes...\n", amtWritten);
printf("%s\n",buffl);
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/* memset buffer to hex zeros */
memset ((char *) buff2, 0x00, sizeof(buff2));

/* receive a message from the client using the secure session */

amtRead = 0;
rc = gsk_secure_soc_read(my_session_handle, buff2, sizeof(buff2), &amtRead);

if (rc 1= GSK_OK)
{

printf("gsk_secure_soc_read() rc = %d and errno = %d.\n",rc,errno);
printf("rc of %d means %s\n", rc, gsk_strerror(rc));
break;

}

/* write results to screen */

printf("gsk_secure_soc_read() received %d bytes, here they are ...\n",
amtRead) ;

printf("%s\n",buff2);

} while(FALSE);

/* disable SSL support for the socket */
if (my_session_handle != NULL)
gsk_secure_soc_close(&my_session_handle);

/* disable the SSL environment */
if (my_env_handle != NULL)
gsk_environment_close(&my_env_handle);

/* close the connection */
if (sd > -1)
close(sd);

return;

1

BY

[51 X—2>® TGlobal Security Kit (GSKit) APIJ |

Global Security Kit (GSKit) (&, 77U —3 3 >® SSL MIn&E [T 5 —HED 7Oy I 7) - A >
=71 —ATT,

BY & f:

[132 X=> @ TH: EFRT—5ZEE2MFHT S GSKit tF27 - B—/\—] |

ZDOHITIL. Global Security Kit (GSKit) API ZfiH L CtF o7 « U—/N—ZM I T2 HEERLUET,

[142 XR=> @ Th: FERIAIN R =2 &fHT 5 GSKit £F a7 - H—/N—1 |
gsk_secure_soc_startlnit() API Zfif 92 &, BoRZERPCUETELEFaT - F—N— - T TUF—
a rlERTEEXT,

ESPUSIEE S

|socket()——Create Socket API|

[close()--Close File or Socket Descriptor API|

[connect()--Establish Connection or Destination Address API|

[esk_environment_open()--Get a handle for an SSL environment API|

[esk_attribute_set_buffer()--Set character information for a secure session or an SSL environment API|

|gsk_attribute_set_enum()--Set enumerated information for a secure session or an SSL environment APII

[esk_environment_init()--Initialize an SSL environment API|
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Igsk_secure_soc_open()——Get a handle for a secure session API|

[esk_attribute_set_numeric_value()--Set numeric information for a secure session or an SSL environment AP]|

[esk_secure_soc_init()--Negotiate a secure session API|

Igsk_secure_soc_close()——Close a secure session APII

[esk_environment_close()--Close an SSL environment API|

|gsk_secure_soc_write()--Send data on a secure session APII

[esk_secure_soc_startInit()--Start asynchronous operation to negotiate a secure session API|

[esk_secure_soc_startRecv()--Start asynchronous receive operation on a secure session API|

|gsk_secure_soc_read()--Receive data on a secure session API|

fl: gethostbyaddr_r() ZEFBHL/=ZAVY R - =27 - Xy b NT—0 - )V—

Fr

ZD7 17 AL, gethostbyaddr_r() API ZfiH L TWET ., HETOKRREIC _r DN TNBMDTRT

DIV=F > FUL Y T4V AZRHB, ALy R =7 TY,

o7l I LTI, IP 7T RLAZ Ry b 10 BEGLTEL, RAMGZERIL E9,

H: CoflofifZS-> T, o7 X=20 TO—RICET 251 2 AGmP I VB HEH] [D&EICFEE

LizbDELET,
/********************************************************/
/* Header files %/

/********************************************************/
#include </netdb.h>

#include <sys/param.h>

#include <netinet/in.h>

#include <stdlib.h>

#include <stdio.h>

#include <arpa/inet.h>

#include <sys/socket.h>

#define HEX00 '\x00'

#define NUMPARMS 2

/********************************************************/

/* Pass one parameter that is the IP address in */
/* dotted decimal notation. The host name will be */
/* displayed if found; otherwise, a message states */
/* host not found. */

/********************************************************/
int main(int argc, char xargv[])

int rc;

struct in_addr internet_address;
struct hostent hst_ent;

struct hostent_data hst_ent data;
char dotted decimal_address [16];
char host_name [MAXHOSTNAMELEN] ;

/**********************************************************/

/* Verify correct number of arguments have been passed

/**********************************************************/

if (argc != NUMPARMS)
{

printf("Wrong number of parms passed\n");
exit(-1);
}

/**********************************************************/

/* Obtain addressability to parameters passed */
/**********************************************************/
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strcpy(dotted decimal_address, argv[1]);

/**********************************************************/
/* Initialize the structure-field */
/* hostent_data.host_control_blk with hexadecimal zeros  */
/* before its initial use. If you require compatibility =*/
/* with other platforms, then you must initialize the */
/* entire hostent_data structure with hexadecimal zeros. */
/**********************************************************/

/* Initialize to hex 00 hostent data structure */
[ ek gk gk dkk ok ke k ok ok ke kok ok ok ok ok A LR T *kkkk [

memset (&hst_ent_data,HEX00,sizeof(struct hostent_data));

/**********************************************************/
/* Translate an IP address from dotted decimal */
/* notation to 32-bit IP address format. */

/**********************************************************/
internet_address.s_addr=inet_addr(dotted_decimal_address);

/**********************************************************/

/* Obtain host name */
/**********************************************************/
[ kK gk Kk Kk kk Kk kK R 2 2 R R R R R R T T TR T e Kk kkkh kA /
/* NOTE: The gethostbyaddr r() returns an integer. */
/* The following are possible values: */
/* -1 (unsuccessful call) */
/* 0 (successful call) */

/**********************************************************/
rc=gethostbyaddr r((char *) &internet_address,
sizeof(struct in_addr), AF_INET,
&hst_ent, &hst ent data);

if (rc== -1)
{
printf("Host name not found\n");
exit(-1);
1
else
{
/*****************************************************/
/*  Copy the host name to an output buffer */

/*****************************************************/
(void) memcpy((void *) host_name,

[k ke d ok ke ok ok ok ke kok ok ek ok ok R Fk Kk xrrhhhhhhhkkrhhh kK Kk *xk [
/* You must address all the results through the */
/* hostent structure hst_ent. */

/* NOTE: Hostent_data structure hst_ent_data is just =/
/* a data repository that is used to support the */
/* hostent structure. Applications should consider =/
/* hostent _data a storage area to put host level data */
/* that the application does not need to access. */
/****************************************************/

(void *) hst_ent.h_name,

MAXHOSTNAMELEN) ;
/*****************************************************/
/* Print the host name */

/*****************************************************/
printf("The host name is %s\n", host_name);

}

exit(0);
}
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B 1 it

|gethostbyaddr_r()——Get Host Information for IP Address API1

fl: IETOYF U TAENE LD select()
oY) - Tar I LI, ETOwF T E select() API ZEHT Y —N— -7 TUr— 3%
RLTWET,
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socket ()

L

isctl O
bind I
listen () I

FD_ZERD ()

FD_SET () I
HSALLTFIR select ()

A-=T

‘J&'?? close () FD_ISSET ()

70— FE5 47 - iR
¥ 18 —

WAZT -
vk

® LI S
7o9S A
HETETS accept () recy () recy
nnf/ data
FD_SET () I close () I send () I
A FD_CLR UI A

A

YTy bDAR b D70—: E7OYF 20 110 BLUV select() ZERT S —/N—

OB THEAINAEOHLIZ. SFOEBDTY,

1. socket() API 7%, ¥WimiZa &9V 7y bbb FZ2RLE T, AT—hA KNI ZOVT Y FDDIT
INET (f{ >¥—*v bh-70rI3)) PRLA-T773IU—& TCP b T > AAR—1 (SOCK_STREAM)
EHEATHZEHRULET,

2. doctl) API 12XV, HELEBREMINE 7T SR1ICY—N—Z2HEH L2541, O—H)b - 7 RL X
EEAATESDXISICRVDET, ZOHITIE. Viry haETOvFOTICHRELET. ELEREERR
DFTRTDY 7w b listen V7 v MSDIREERAT 20T, 70y F27ICRDET,

3. VA FREFAMER SN/, bind) 2. V7w hOBEBHRERIGLET,

4. listen() I2EXD. H=N—NERI T4 7 > MEFiEZ T ANSGND LI D LT,
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7.
8.
9.

H—N—ld, BEEREREZZITANDZOHIT accept() API ZfEH L £9°,

3. EEHEREFRL T, BHRICTOy 7 LET,

accept() API MEURHYL

select() API 12X D, 7OBANA RN FOREEZFHEL T, AN IDIRETLHETZA I T v TT
HEDITHRDET, ZOHIDOEE. select() APT 13, W DOMEMNE S /=Y 7y it F 2R ITHEZ

RLET.

0 TOVAMIALT I MNIBHIEERLET, ZOHBITIE. 1 LT7 TN 3 FITRESN

TWET,
-1 WMEMNER L EE2ERLET,

1 IR DYEfFDEE S T2fliR 728 | DT HAHZEZRLET, ZOFITIE. 1 DREINS L.

FD_ISSET &8t 7y MIFORH LN —ERLTEFEINET,

n MIREL ORI TNERDH D EZ2ELET, ZOFTIE. n NRENSE, FD_ISSET &%
HDOIA— R —T L., Y—N—0ZE L ZIEFIH> TEREZUHEL F7,

EWOULDBLOCK R X315 &, accept() BE recv() API N T LET,

send) API 28, 7947 > MIT—¥ZE0DIRLET,

close() API 28, F—7>LTWwsY vy hidid 723 RXRTr7o0—XLET,

E: COPIDEHAZS> T, Q7 RXR—VD IO—RIZBT 2 71 £ ABEWMB IR ac F ) (O &MICFE
LzbDELXT,

#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char =*argv[])

{

int i, len, rc, on = 1;

int listen_sd, max_sd, new_sd;

int desc_ready, end_server = FALSE;

int close_conn;

char  buffer[80];

struct sockaddr_in6 addr;

struct timeval timeout;

fd_set master_set, working set;

/*************************************************************/
/* Create an AF_INET6 stream socket to receive incoming */
/* connections on */
/*‘k****"k*‘k*********‘k******‘k******‘k****"k****‘k******‘k******‘k**‘k*/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);

if (1isten_sd < 0)

{

perror("socket() failed");

exit(-1);
}
JEXTET S R 2 2 R P TR E T TR kKK I I IR KhKhhhhhkxhhh Kk kK * ok *kkkkkk [
/* Allow socket descriptor to be reuseable */

/*************************************************************/

rc = setsockopt(1isten_sd, SOL_SOCKET, SO_REUSEADDR,
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(char *)&on, sizeof(on));
if (rc < 0)
{
perror("setsockopt() failed");
close(listen_sd);
exit(-1);

/*************************************************************/
/% Set socket to be nonblocking. A1l of the sockets for x/
/* the incoming connections will also be nonblocking since  */
/* they will inherit that state from the listening socket. x/
/*************************************************************/
rc = ioct1(listen_sd, FIONBIO, (char x)&on);
if (rc < 0)
{

perror("ioct1() failed");

close(listen_sd);

exit(-1);
/*************************************************************/
/* Bind the socket */

/*************************************************************/

memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
addr.sin6_port = htons (SERVER_PORT) ;

rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{
perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************************/
/* Set the listen back log */

/*************************************************************/
rc = listen(listen_sd, 32);
if (rc < 0)

perror("listen() failed");
close(listen_sd);

exit(-1);
/*************************************************************/
/* Initialize the master fd_set */
[ F ke ke kkk ok kok ok k ok ok ke kok ok ke k ok ok R ok kkkk kKRR A A F K KKKk kkh kxR *kkkkkk [

FD_ZERO(&master_set);
max_sd = Tisten_sd;
FD_SET(Tisten_sd, &master_set);

/*************************************************************/

/* Initialize the timeval struct to 3 minutes. If no x/
/* activity after 3 minutes this program will end. */
/*************************************************************/
timeout.tv_sec = 3 * 60;

timeout.tv_usec = 0;

/*************************************************************/

/* Loop waiting for incoming connects or for incoming data =*/

/* on any of the connected sockets. */
/*************************************************************/

do
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/**********************************************************/

/* Copy the master fd_set over to the working fd_set. */

R R R R R a2 s s T
memcpy (&working_set, &master_set, sizeof(master_set));

/**********************************************************/
/* Call select() and wait 3 minutes for it to complete. */
/**********************************************************/
printf("Waiting on select()...\n");

rc = select(max_sd + 1, &working_set, NULL, NULL, &timeout);

/**********************************************************/
/* Check to see if the select call failed. */
/**********************************************************/
if (rc <0)

perror(" select() failed");

break;

}

/**********************************************************/
/* Check to see if the 3 minute time out expired. */
/**********************************************************/
if (rc == 0)
{

printf(" select() timed out. End program.\n");

break;

}

/**********************************************************/

/* One or more descriptors are readable. Need to */

/* determine which ones they are. */

/**********************************************************/

desc_ready = rc;

for (i=0; i <= max_sd && desc_ready > 0; ++i)
/*******************************************************/
/* Check to see if this descriptor is ready */
/*******************************************************/

if (FD_ISSET(i, &working set))

/****************************************************/
/* A descriptor was found that was readable - one  */
/* less has to be Tooked for. This is being done x/
/* so that we can stop looking at the working set =/
/* once we have found all of the descriptors that =/
/* were ready. */
/****************************************************/
desc_ready -= 1;

/****************************************************/
/* Check to see if this is the listening socket */
/****************************************************/
if (i == listen_sd)

printf(" Listening socket is readable\n");
/*************************************************/

/* Accept all incoming connections that are */
/* queued up on the listening socket before we x/
/* loop back and call select again. */
/*************************************************/
do

{

/**********************************************/

/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
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/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. x/
/********************** """"""""" *******/
new_sd = accept(listen_sd, NULL, NULL);

if (new_sd < 0)

{

if (errno != EWOULDBLOCK)

{
perror(" accept() failed");
end_server = TRUE;
}
break;
!
/**********************************************/
/* Add the new incoming connection to the */
/* master read set */

/**********************************************/
printf(" New incoming connection - %d\n", new_sd);
FD_SET(new_sd, &master_set);
if (new_sd > max_sd)

max_sd = new_sd;

/**********************************************/
/* Loop back up and accept another incoming */

/* connection */
/**********************************************/
} while (new_sd != -1);

}

/****************************************************/
/* This is not the Tistening socket, therefore an */

/* existing connection must be readable x/
/****************************************************/
else

printf(" Descriptor %d is readable\n", i);
close_conn = FALSE;
/*************************************************/

/* Receive all incoming data on this socket */
/* before we loop back and call select again. x/
/*************************************************/
do

{

/**********************************************/

/* Receive data on this connection until the =/
/* recv fails with EWOULDBLOCK. If any other =*/

/* failure occurs, we will close the */
/* connection. x/
/********************** """"""""" *******/
rc = recv(i, buffer, sizeof(buffer), 0);
if (rc < 0)
{
if (errno != EWOULDBLOCK)
{
perror(" recv() failed");
close_conn = TRUE;
}
break;
!
[ F gk kkk ok k ko k ok ok k ok ok k ok ko k ko ko X Kk kkkhh kK k /
/* Check to see if the connection has been */
/* closed by the client */
/**********************************************/
if (rc == 0)
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{

printf(" Connection closed\n");
close _conn = TRUE;
break;

}

/**********************************************/
/* Data was received */
/**********************************************/
len = rc;

printf(" %d bytes received\n", len);

/**********************************************/
/* Echo the data back to the client */
/**********************************************/
rc = send(i, buffer, len, 0);
if (rc < 0)
{

perror(" send() failed");

close_conn = TRUE;

break;

}

} while (TRUE);

/*************************************************/

/*
/*
/*
/*
/*
/*
/*

If the close_conn flag was turned on, we need */
to clean up this active connection. This x/
clean up process includes removing the */
descriptor from the master set and */
determining the new maximum descriptor value =/

based on the bits that are still turned on in */
the master set. */

/*************************************************/

if
{

}

(close_conn)

close(i);
FD_CLR(i, &master set);
if (i == max_sd)

while (FD_ISSET(max_sd, &master set) == FALSE)
max_sd -= 1;
}

} /* End of existing connection is readable x/
} /* End of if (FD_ISSET(i, &working set)) =*/
} /* End of loop through selectable descriptors =/

} while (end_server == FALSE);

yr—— o5k e e Fe ook ok ok ok ok o s 5k 9o 9 e e ok ok ok ok o ok o e ok ok ok ok ok ok ok ok e ok ok ok ok ok o o o /

/* Clean up all of the sockets that are open */
/*************************************************************/

for (i=0; i <= max_sd; ++i)

if (FD_ISSET(i, &master_set))

close(i);

}
}
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faccept()--Wait for Connection Request and Make Connection API|

[recv()--Receive Data API|

lioctl)--Perform 1/0 Control Request API|

[send()--Send Data API|

[listen()--Invite Incoming Connections Requests API|
[close()--Close File or Socket Descriptor AP]|
[socket()--Create Socket API|

[bind()--Set Local Address for Socket API|
[select()--Wait for Events on Multiple Sockets API|

select() TI37%x< poll() DfEA

poll) API |3, Single Unix Specification 357 UNIX 95/98 fZHED—H T, poll) API 3. BEFED
select() API E[RIU API 237 L ET., 25 2 DO API 3. MO LIt NnTNnS 1 >y —7
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3. ioctl) API &, V7w hZ2IETOvFOVICHRELET ., FREBEROITRTOY 7 v NI listen
Ty RIS DIREEZMKT HDT, 7Oy F IR0 ET,

4. V7w FEEIRTAMER S 1172, bind() API 28, V7w FOBEBAZHZEERIGL £
5. listen() API MEOYHLICEK D, H—N—MNERFBI 747 > bEHREZZITANS NS LD IRV XTI,
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#include <stdio.h>
#include <stdlib.h>
#include <sys/ioctl.h>
#include <sys/poll.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <errno.h>

#define SERVER_PORT 12345

#define TRUE 1
#define FALSE 0

main (int argc, char =*argv[])

{
int len, rc, on = 1;
int listen_sd = -1, new_sd
int desc_ready, end_server
int close_conn;
char  buffer[80];
struct sockaddr_in6  addr;
int timeout;
struct pollfd fds[200];
int nfds = 1, current_size = 0, i, J;

-1;
FALSE, compress_array = FALSE;

EZT I kK x I I IR h KRk kI kI *h* Kk kK Kk kK x I I IR KhKhhhh kI *hh kKK Kk *kkkkk [
/* Create an AF_INET6 stream socket to receive incoming */
/* connections on */

/*************************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);
if (lTisten_sd < 0)
{
perror("socket() failed");
exit(-1);
}
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/*************************************************************/
/* Allow socket descriptor to be reuseable */
/*************************************************************/
rc = setsockopt(1isten_sd, SOL_SOCKET, SO_REUSEADDR,

(char =*)&on, sizeof(on));
if (rc < 0)
{

perror("setsockopt() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Set socket to be nonblocking. A1l of the sockets for */
/* the incoming connections will also be nonblocking since */
/* they will inherit that state from the listening socket. */
/*************************************************************/
rc = joct1(1isten_sd, FIONBIO, (char =*)&on);

if (rc < 0)

{

perror("ioct1() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/

/* Bind the socket */

/*************************************************************/

memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
addr.sin6_port = htons (SERVER_PORT) ;

rc = bind(Tisten_sd,

(struct sockaddr x)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/

/* Set the listen back log */
[ Fk ke kkk Kk kk Kok ok ok Kok ok ko k ok ok ok k Fkkrx I I IRk hhhhkkrhh kKK Kk *kkkkk [
rc = listen(listen_sd, 32);

if (rc < 0)

{

perror("listen() failed");
close(listen_sd);
exit(-1);

}

/*************************************************************/
/* Initialize the poll1fd structure */
/*************************************************************/

memset (fds, 0 , sizeof(fds));

[ Fk ke ke kkk Kk kok Kok kok ok ok ok ok k ok ok ko Kk kkkk kKRR A K H KKKk kkkk kxR *kkkkkk [
/* Set up the initial listening socket */
/*************************************************************/
fds[0].fd = listen sd;
fds[6] .events = POLLIN;

/******************************* """"""""""" * Kk Kk Kk Kk k k% /
/* Initialize the timeout to 3 minutes. If no */
/* activity after 3 minutes this program will end. */
/* timeout value is based on milliseconds. */

/*************************************************************/

170 BM i Vv h--7ars3i2y



timeout = (3 * 60 * 1000);

/*************************************************************/
/* Loop waiting for incoming connects or for incoming data */
/* on any of the connected sockets. */
/*************************************************************/
do

/***********************************************************/

/* Call pol1() and wait 3 minutes for it to complete. */
/'""'"*******"""'*************************************/
printf("Waiting on poll()...\n");

rc = poll(fds, nfds, timeout);

/***********************************************************/

/* Check to see if the poll call failed. */

/***********************************************************/

if (rc < 0)
{

perror(" poll() failed");
break;

}

/***********************************************************/

/* Check to see if the 3 minute time out expired. */
/***********************************************************/

if (rc == 0)
{
printf(" pol1() timed out. End program.\n");

break;

}

/***********************************************************/

/* One or more descriptors are readable. Need to x/
/* determine which ones they are. */
[HERIEKIRKERIEKIRFERIRKERIRKARKERIRKERIRKARKARARKARK K AR A AKRA [

current_size = nfds;

for (i = 0; i < current_size; i++)

{
/*********************************************************/
/* Loop through to find the descriptors that returned x/
/% POLLIN and determine whether it's the listening */
/* or the active connection. */
/*********************************************************/
if(fds[i].revents == 0)

continue;

/*********************************************************/

/* If revents is not POLLIN, it's an unexpected result, =*/
/* log and end the server. */
/*********************************************************/
if(fds[i].revents != POLLIN)
{
printf(" Error! revents = %d\n", fds[i].revents);
end_server = TRUE;
break;

}
if (fds[i].fd == Tisten_sd)
{

/*******************************************************/

/* Listening descriptor is readable. */
/*******************************************************/

printf(" Listening socket is readable\n");

/*******************************************************/
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/* Accept all incoming connections that are */

/* queued up on the Tistening socket before we */

/* loop back and call poll again. */

[k ke ke dkk ke k ok ok ke kok ok ok ok ok R kKK xR I IR KRRk kR Ik hh kK Kk *kkkkk [

do

{
/*****************************************************/
/* Accept each incoming connection. If */
/* accept fails with EWOULDBLOCK, then we */
/* have accepted all of them. Any other */
/* failure on accept will cause us to end the */
/* server. */

/*****************************************************/
new_sd = accept(listen_sd, NULL, NULL);
if (new_sd < 0)
{
if (errno != EWOULDBLOCK)
{
perror(" accept() failed");
end_server = TRUE;

}

break;
/*****************************************************/
/* Add the new incoming connection to the */
/* pol1fd structure */

/*****************************************************/
printf(" New incoming connection - %d\n", new_sd);
fds[nfds].fd = new_sd;

fds[nfds].events = POLLIN;

nfds++;

/*****************************************************/

/* Loop back up and accept another incoming */
/* connection */
[ Fk Kk dkk ok dkk ok dk ok ok dk ok ok k ok ok k ok k ok ko k ko k ok ok ok ok k kKK rh kKK /

} while (new_sd != -1);

}

/*********************************************************/

/* This is not the Tistening socket, therefore an */
/* existing connection must be readable */
[ Fk ek ko kkk Kok ok ok ko ko ko kK xrrhhhhhhhkkrhhh kK Kk *kkkkk [
else

{

printf(" Descriptor %d is readable\n", fds[i].fd);
close_conn = FALSE;
/*******************************************************/
/* Receive all incoming data on this socket */
/* before we loop back and call poll again. */
/*******************************************************/

do

{
/*****************************************************/
/* Receive data on this connection until the */
/* recv fails with EWOULDBLOCK. If any other */
/* failure occurs, we will close the */
/* connection. */

/*****************************************************/
rc = recv(fds[i].fd, buffer, sizeof(buffer), 0);
if (rc < 0)
{
if (errno != EWOULDBLOCK)
{
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}

/*
/*
/*
/*
/*
/*
/*
if
{

perror(" recv() failed");
close_conn = TRUE;

}

break;
}
/*****************************************************/
/* Check to see if the connection has been */
/* closed by the client */
/*****************************************************/
1f (rc == 0)

printf(" Connection closed\n");
close_conn = TRUE;
break;

}

/*****************************************************/
/* Data was received */
/*****************************************************/
len = rc;

printf(" %d bytes received\n", len);

/*****************************************************/
/* Echo the data back to the client */
/*****************************************************/
rc = send(fds[i].fd, buffer, len, 0);
if (rc < 0)
{

perror(" send() failed");

close_conn = TRUE;

break;
}
} while(TRUE);
[k F ke ke k ke ke ok ok ok ke kok ok ke k ok kR Kk kxx I IR Rk hhhkkrhhh kKK k% *kkkkk [
/* If the close conn flag was turned on, we need */
/* to clean up this active connection. This */
/* clean up process includes removing the */
/* descriptor. */

/*******************************************************/
if (close_conn)

close(fds[i].fd);
fds[i].fd = -1;
compress_array = TRUE;

}

}/* End of existing connection is readable */
/* End of Toop through pollable descriptors */
**********************************************************/

If the compress_array flag was turned on, we need */
to squeeze together the array and decrement the number =/
of file descriptors. We do not need to move back the */
events and revents fields because the events will always=*/
be POLLIN in this case, and revents is output. */
**********************************************************/

(compress_array)

compress_array = FALSE;
for (i = 0; i < nfds; i++)

if (fds[i].fd == -1)
{
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for(j = i3 j < nfds; j++)

fds[j].fd = fds[j+1].fd;
1
i--
nfds--;
!
}
1

} while (end_server == FALSE); /* End of serving running. */

/*************************************************************/

/* Clean up all of the sockets that are open */
/*************************************************************/

for (i = 0; i < nfds; i++)

if(fds[i].fd >= 0)
close(fds[i].fd);
}

}

e e 5

[accept()--Wait for Connection Request and Make Connection API|
|recv()——Receive Data API|

lioctl()--Perform 1/0 Control Request API|

[send()--Send Data API|
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[close()--Close File or Socket Descriptor API|
[socket()--Create Socket API|

[bind()--Set Local Address for Socket API|
[setsockopt()--Set Socket Options API|

[pol1)--Wait for Events on Multiple Descriptors API|
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/******************************************************************/
/* Example shows how to set alarms for blocking socket APIs */

/******************************************************************/

T e 5k 5o 36 e ek ok ok ok ok ok ok o e ok ok ok ok ok o ——

/* Include files */

/******************************************************************/

#include <signal.h>
#include <unistd.h>
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#include <stdio.h>
#include <time.h>
#include <errno.h>
#include <sys/socket.h>
#include <netinet/in.h>

/******************************************************************/
/% Signal catcher routine. This routine will be called when the =/
/* signal occurs. */
/******************************************************************/
void catcher(int sig)

{

printf("  Signal catcher called for signal %d\n", sig);

/******************************************************************/
/* Main program */
/******************************************************************/
int main(int argc, char xargv[])
{

struct sigaction sact;

struct sockaddr_in6 addr;

time_t t;

int sd, rc;

/******************************************************************/

/* Create an AF_INET6, SOCK_STREAM socket */

/******************************************************************/
printf("Create a TCP socket\n");
sd = socket(AF_INET6, SOCK_STREAM, 0);

if (sd == -1)
{
perror("  socket failed");
return(-1);
}
R R R Rt 2 R R Rt Kk kkkhk kK ok *%/
/* Bind the socket. A port number was not specified because */
/* we are not going to ever connect to this socket. */

/******************************************************************/
memset (&addr, 0, sizeof(addr));
addr.sin6_family = AF_INET6;
printf("Bind the socket\n");
rc = bind(sd, (struct sockaddr *)&addr, sizeof(addr));
if (rc !'= 0)
{
perror("  bind failed");
close(sd);
return(-2);

/******************************************************************/
/* Perform a listen on the socket. */

/******************************************************************/
printf("Set the Tisten backlog\n");
rc = listen(sd, 5);
if (rc !'= 0)
{
perror(" Tlisten failed");
close(sd);
return(-3);

/******************************************************************/
/* Set up an alarm that will go off in 5 seconds. */

/******************************************************************/
printf("\nSet an alarm to go off in 5 seconds. This alarm will cause the\n");
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printf("blocked accept() to return a -1 and an errno value of EINTR.\n\n");
sigemptyset (&sact.sa_mask);

sact.sa_flags = 0;

sact.sa_handler = catcher;

sigaction(SIGALRM, &sact, NULL);

alarm(5);

/******************************************************************/

/* Display the current time when the alarm was set */
/******************************************************************/

time(&t);
printf("Before accept(), time is %s", ctime(&t));

/******************************************************************/

/* Call accept. This call will normally block indefinitely, */

/* but because we have an alarm set, it will only block for */

/* 5 seconds. When the alarm goes off, the accept call will */

/* complete with -1 and an errno value of EINTR. */

/******************************************************************/
errno = 0;

printf(" Wait for an incoming connection to arrive\n");

rc = accept(sd, NULL, NULL);

printf(" accept() completed. rc = %d, errno = %d\n", rc, errno);
if (rc >= 0)

printf(" Incoming connection was received\n");
close(rc);

}

else

{
}

/******************************************************************/

perror("  errno string");

/* Show what time it was when the alarm went off */
/******************************************************************/
time(&t);

printf("After accept(), time is %s\n", ctime(&t));
close(sd);
return(0);

}
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[listen()--Invite Incoming Connections Requests API|
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[close()--Close File or Socket Descriptor API|
|socket()--Create Socket API|
[pind()--Set Local Address for Socket API|
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DIEHFRTT, YIVFFv A ML, Y17 SOCK_STREAM OO x7 g By ry v&2#ifT5 2
LIFTEER A, 17 SOCK_DGRAM DV 7y haMERSNZ &, 77U —3 a3 213 setsockopt()
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« IP_ADD_MEMBERSHIP: 8§ E S N/=~XINFFv A+ « V) —T2HEEI8ET,
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ELET,
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2. sockaddr_in #&i&E7A%, %% IP 7 RLABLVOAR—MEFSEHBELET, oS, 7 RL AKX
225.1.1.1 THR—h&F=HIL 5555 TT,

3. setsockopt() API 13, EEINBETIFFXY AL « T—F VT LDAE—ZREEMT AT LNZE LN
£ 91T IP_MULTICAST_LOOP Vv ks - A7 a »&FRELET,

4. setsockopt() API 7%, IP_MULTICAST_IF V%7 v b « A7 a a#HLET, ZOF T aid. b
FFr AN T T ITANEFEINZO—H) - A YT —AEEHRLET,

5. sendto() API 2%, ffESNLVI—T IP 7 RL AN, XINFFv AN - T—5 T T LEEEFELET,

6. close() API 28, =7 > L TWBY Ty Mtk FZE2ITXRTr/7O0—XLET,

Iy RDAR I D70—: RIVFFY AN - T—9 55 LDZ(E

2 HEOHNL, ATD APL WU L D2 —7 > AZEHLET,

1. socket() API 78, ¥WimZa& IV T Fidib TZ2RLET, AT—FARNI. ZOVTYy DD
INET (1> —%wbh-7O0b2)) TRLA - T773IJ—& TCP FT 2 AR— F(MEKD@MM)
EHATEIEBRLET., ZOUYTY R, T=ATITLEHED —HDOTY TUr— 3 VICEELE
@—0

2. setsockopt() API »%, SO_REUSEADDR V7 v K+ A7 a> %, WLO—Hh) - A— FEFIZIEEN
HDT—=HTITLEEEOT T r—2a i ZIETEEIICHERELET,

3. bind() APL 2%, O—H)L « "= BEHFEHEELET. ZOHOHE. YILFFr AL - ZI—TIT5T
SNT—H T I ANEZIET LD, IP 7 KL Ald INADDR_ANY &tffEanEd,

4. setsockopt() API 7%, IP_ADD_MEMBERSHIP V7w k - A7 a ZRALEd, 2047 a >
W& T T ITLEZETHINFFY AL - TI—TEEEGLET, VI —TE2#EET DI
—HN AT —=T2—AD IP Y RLAERITVFIA D VI—T - 7RLAZEELET, AT
LZE, INVFFr AL - T T ITLEZETIHIETNTNOO—H) « {2 F—T 2 —AITDNT,
IP_ADD_MEMBERSHIP V7 v b «+ 7 a > Z NS BB 0 EE L. ZOHOHE. <IVF
FrY AN ZI)—"7 (2251.1.1) 1%, O—H)L 9511 A > —TJxz—A L THEINET,

{¥: IP_ADD_MEMBERSHIP # 7> 3 21d, XIFFv A T—F T I Lh%ET50—H) - 1>
5 =7z — AT LT HENH D £T,

5. read) API 2%, REEFEINTVBIINFFr AL « T—F T I LZEHARDET,

6. close() API 2%, A—7>LTWwasY vy hadid 723 XRTr/O0—XLET,
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ZOHNE. VT MZEBIIVTFFY AL - T T T LOEEEAREICLET,

ESPUAIFR: S

[close()--Close File or Socket Descriptor API|

[socket()--Create Socket API|

[pind()--Set Local Address for Socket API|

[setsockopt()--Set Socket Options API|

[read()--Read from Descriptor API|
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[sendto()--Send Data API|

Bl: RVFFvRb - T—9 TS LDEE
ZOBlE. Uy MCEKBINFF Y AL - F—5 75 LOREETRICLET,

H: ooz > T, R07TX=20 TO—RICBET 571 2 AERB IR HH) [(DEMFICHRE
LbDELET,

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct in_addr locallnterface;
struct sockaddr_in groupSock;
int sd;
int datalen;
char databuf[1024];
int main (int argc, char =*argv[])
{
ey */
/* */
/* Send Multicast Datagram code example. */
/* */
I S Sy U S S S S S ST ST */
/*
* Create a datagram socket on which to send.
*/
sd = socket (AF_INET, SOCK DGRAM, 0);
if (sd < 0) {
perror("opening datagram socket");
exit(1l);
}
/*

* Initialize the group sockaddr structure with a

* group address of 225.1.1.1 and port 5555.

*

/
memset ((char *) &groupSock, 0, sizeof(groupSock));
groupSock.sin_family = AF_INET;
groupSock.sin_addr.s_addr = inet_addr("225.1.1.1");
groupSock.sin_port = htons(5555);

/*

* DisabTe loopback so you do not receive your own datagrams.
*/

{

char loopch=0;

if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_LOOP,
(char *)&loopch, sizeof(Toopch)) < 0) {
perror("setting IP_MULTICAST_LOOP:");
close(sd);
exit(1);
}
}

/*

* Set local interface for outbound multicast datagrams.
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* The IP address specified must be associated with a Tocal,
* multicast-capable interface.
*
/
localInterface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_MULTICAST_IF,
(char *)&localInterface,
sizeof(locallnterface)) < 0) {
perror("setting local interface");
exit(1);
}

/*
* Send a message to the multicast group specified by the
* groupSock sockaddr structure.
*
/
datalen = 10;
if (sendto(sd, databuf, datalen, 0,
(struct sockaddr=*)&groupSock,
sizeof (groupSock)) < 0)
{

perror("sending datagram message");
}
1

B e R}

[178 X—>2 @ [f]: AF_INET ZfiHT2<IVFF X A7 1 > 7 DI |

IP XIVFFXY AT 4 2V EERTZE, 77U —2aBry NT—=DIZHBHRA DT I —TIN%ZIF
nlEE7R. H—0D IP T T T LEREETELIIITRDET,

Bl: RVFFvRb - T—9 IS LDRE
ZOWliE. VY NCRBIYNFF v AL - F—5 75 LADOREEIREICLET,

H: ZOBIOERZS>T, P07 RX=20 TO—RIZBT 2 I &2 XE#MB LR FE O&MFICHE
LzbDELXT,

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <netinet/in.h>
#include <stdio.h>
#include <stdlib.h>

struct sockaddr_in localSock;
struct ip_mreq group;
int sd;
int datalen;
char databuf[1024];
int main (int argc, char =*argv[])
{
% === ... */
/* */
/* Receive Multicast Datagram code example. */
/* */
]/ Sy */
/*
* Create a datagram socket on which to receive.
*
/

sd = socket (AF_INET, SOCK_DGRAM, 0);
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if (sd < 0) {
perror("opening datagram socket");
exit(1l);

}

/*

* Enable SO_REUSEADDR to allow multiple instances of this
* application to receive copies of the multicast datagrams.
*/

{

int reuse=1;

if (setsockopt(sd, SOL_SOCKET, SO_REUSEADDR,
(char *)&reuse, sizeof(reuse)) < 0) {
perror("setting SO _REUSEADDR");
close(sd);
exit(1);
1
}

/*
* Bind to the proper port number with the IP address
* specified as INADDR_ANY.
*
/
memset ((char *) &localSock, 0, sizeof(localSock));
localSock.sin_family = AF_INET;
TocalSock.sin_port = htons(5555);;
localSock.sin_addr.s_addr = INADDR_ANY;

if (bind(sd, (struct sockaddr=x)&localSock, sizeof(localSock))) {
perror("binding datagram socket");
close(sd);
exit(1);

}

/*

* Join the multicast group 225.1.1.1 on the local 9.5.1.1
* interface. Note that this IP_ADD_MEMBERSHIP option must be
* called for each Tocal interface over which the multicast
* datagrams are to be received.

*

/
group.imr_multiaddr.s_addr = inet_addr("225.1.1.1");
group.imr_interface.s_addr = inet_addr("9.5.1.1");
if (setsockopt(sd, IPPROTO_IP, IP_ADD_MEMBERSHIP,

(char =*)&group, sizeof(group)) < 0) {

perror("adding multicast group");

close(sd);

exit(1);
}

/*

* Read from the socket.

*
/

datalen = sizeof(databuf);

if (read(sd, databuf, datalen) < 0) {
perror("reading datagram message");
close(sd);
exit(1l);

}

f5l: DNS DEMBLUVEBE

ZOHFITIE, RAAL « F—LA AT A (DNS) LOI— ROBEHELEFEH HEERLET,
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H: COBOERZE->T, P07 R=20 TO—RICET 551 o ABMB L OVELFE W&EICRFEE
LEbDELET,

/**************************************************************************/
/* This program updates a DNS using a transaction signature (TSIG) to */
/* sign the update packet. It then queries the DNS to verify success. x/

/**************************************************************************/

/**************** """"""""" *****************************************/
/* Header files needed for this sample program */
/**************************************************************************/
#include <stdio.h>

#include <errno.h>

#include <arpa/inet.h>

#include <resolv.h>

#include <netdb.h>

/**************************************************************************/
/* Declare update records - a zone record, a pre-requisite record, and x/
/* 2 update records */
[ kg ke ko ke ok ko ok ok ok ok ok R 2 2 R R R R T TR T *kKxrhhhhhh AR *K*A *xk [
ns_updrec update records[] =

{
{

{NULL,&update_records[1]},
{NULL,&update_records[1]},
ns_s_zn, /* a zone record */
"mydomain.ibm.com.",
ns_c_in,

ns_t_soa,

0,

NULL,

0,

0,

NULL,

NULL,

0

{&update_records[0] ,&update_records[2]},
{&update_records[0],&update records[2]},

ns_s_pr, /* pre-req record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t a,

0,

NULL,

0,

ns_r_nxdomain, /* record must not exist */
NULL,

NULL,

0

{&update_records[1],&update records[3]},
{&update_records[1],&update_records[3]},
ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t a, /* IPv4 address =/
10,

(unsigned char *)"10.10.10.10",

11,

ns_uop_add, /* to be added =*/
NULL,

NULL,

0
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}s

1

{
{&update_records[2] ,NULL},
{&update_records[2] ,NULL},

ns_s_ud, /* update record */
"mypc.mydomain.ibm.com.",

ns_c_in,

ns_t aaaa, /* IPv6 address =*/
10,

(unsigned char =*)"fedc:ba98:7654:3210:fedc:ba98:7654:3210",
39,
ns_uop_add, /* to be added =*/
NULL,
NULL,
0
1

/**************************************************************************/

/*
/*
/*
/*
/*
/*
/*
/*

These two structures define a key and secret that must match the one
configured on the DNS :

allow-update {

key my-long-key.;

This must be the binary equivalent of the base64 secret for
the key

*/
*/
*/
*/
*/
*/
*/
*/

/**************************************************************************/
unsigned char secret[18] =

{

s

ns_

s

0x6E,0x86,0xDC,0x7A,0xB9,0xE8,0x86,0x8B,0xAA,
0x96,0x89,0xE1,0x91,0xEC,0xB3,0xD7,0x6D,0xF8

tsig_key my_key = {

"my-Tong-key", /* This key must exist on the DNS */
NS_TSIG_ALG_HMAC_MD5,

secret,

sizeof(secret)

void main()

yRr—— s e o ok o ok ok ok o ok ok o ok st e ok o ok ok o o o ok o o o o ok ok o o ok ok o ok o

/* Variable and structure definitions.

*/

/***********************************************************************/

struct state res;

int result, update_size;

unsigned char update_buffer[2048];
unsigned char answer_buffer[2048];

int buffer_length = sizeof(update_buffer);

/* Turn off the init flags so that the structure will be initialized
res.options &= ~ (RES_INIT | RES_XINIT);

result = res_ninit(&res);

/* Put processing here to check the result and handle errors

/* Build an update buffer (packet to be sent) from the update records
update_size = res_nmkupdate(&res, update_records,

update_buffer, buffer_length);

/* Put processing here to check the result and handle errors

{
char zone_name[NS_MAXDNAME] ;
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size_t zone_name_size = sizeof zone_name;
struct sockaddr_in s_address;

struct in_addr addresses[1];

int number_addresses = 1;

/* Find the DNS server that is authoritative for the domain */
/* that we want to update x/

result = res_findzonecut(&res, "mypc.mydomain.ibm.com", ns _c_in, 0O,
zone_name, zone_name_size,
addresses, number_addresses);

/* Put processing here to check the result and handle errors */

/% Check if the DNS server found is one of our regular DNS addresses  */
s_address.sin_addr = addresses[0];
s_address.sin_family = res.nsaddr_Tist[0].sin_family;
s_address.sin_port = res.nsaddr_list[0].sin_port;
memset (s_address.sin_zero, 0x00, 8);

result = res_nisourserver(&res, &s_address);

/* Put processing here to check the result and handle errors */
/* Set the DNS address found with res_findzonecut into the res */
/* structure. We will send the (TSIG signed) update to that DNS. */

res.nscount = 1;
res.nsaddr_1ist[0] = s_address;

/* Send a TSIG signed update to the DNS */
result = res_nsendsigned(&res, update buffer, update size,

&my_key,

answer_buffer, sizeof answer_buffer);
/* Put processing here to check the result and handle errors x/
1
/***********************************************************************/
/* The res_findzonecut(), res_nmkupdate(), and res_nsendsigned() */
/* can be replaced with one call to res_nupdate() using */
/* update_records[1] to skip the zone record: */
/* */
/* result = res_nupdate(&res, &update records[1], &my key); */
/* */

/***********************************************************************/
/***********************************************************************/
/* Now verify that our update actually worked! */
/* We choose to use TCP and not UDP, so set the appropriate option now */
/* that the res variable has been initialized. We also want to ignore =/

/* the local cache and always send the query to the DNS server. x/
/************* """"""""" khhkkkhkhkhkrhhkhkhhkhhhkhrhhxk *****************/

res.options |= RES_USEVC|RES_NOCACHE;

/* Send a query for mypc.mydomain.ibm.com address records x/
result = res_nquerydomain(&res,"mypc", "mydomain.ibm.com.",

ns_c_in, ns_t_a,

update_buffer, buffer_length);

/* Sample error handling and printing errors */
if (result == -1)

printf("\nquery domain failed. result = %d \nerrno: %d: %s \
\nh_errno: %d: %s",
result,
errno, strerror(errno),
h_errno, hstrerror(h_errno));
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}

/***********************************************************************/

/* The output on a failure will be: x/
/* */
/* query domain failed. result = -1 */
/* errno: 0: There is no error. */
/* h_errno: 5: Unknown host */
/***********************************************************************/
return;
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|accept()——Wait for Connection Request and Make Connection API]

[recv()--Receive Data API|

[send()--Send Data API|

[listen)--Invite Incoming Connections Requests API|

fclose()--Close File or Socket Descriptor API|

[socket()--Create Socket API|

[pind()--Set Local Address for Socket API|

[setsockname()--Retrieve Local Address of Socket API|

fopen()--Open File AP]|

[read()--Read from Descriptor API|
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[connect()--Establish Connection or Destination Address API|

f5l: accept_and_recv() & U send_file() APl ZFERL=7 71 IILORBDIXE(E
ZDOHilE. send_file() BE N accept_and_recv() API ZfFH LY —N—&E0 5147 > FO@EEZEREICL
£,

H: ZOHIOERZEDH-S T, P07 R=V0 TO—RIZBET ST 1 2 2ERP L O HIEH) (DEEICEE
L72bDELET,

/*************************************************/

/* Server example send file data to client */
/*************************************************/

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <fcntl.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define SERVER_PORT 12345

main (int argc, char =*argv[])
{
int i, num, rc, flag = 1;
int fd, listen_sd, accept_sd = -1;

size_t local_addr_length;
size_t remote_addr_length;
size_t total_sent;

struct sockaddr_in6  addr;
struct sockaddr_in6  Tocal_addr;
struct sockaddr_in6  remote_addr;
struct sf_parms parms;

char  buffer[255];

/*************************************************/
/* If an argument is specified, use it to */
/* control the number of incoming connections */
/*************************************************/
if (argc >= 2)

num = atoi(argv[1]);
else

num = 1;

/*************************************************/
/* Create an AF_INET6 stream socket to receive =/
/* incoming connections on */
/*************************************************/
Tisten_sd = socket(AF_INET6, SOCK_STREAM, 0);

if (1isten_sd < 0)

{

perror("socket() failed");

exit(-1);
/****************************** """""""""" /
/* Set the SO_REUSEADDR bit so that you do not  */
/* need to wait 2 minutes before restarting */
/* the server */

/*************************************************/

rc = setsockopt(listen_sd,
SOL_SOCKET,
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SO_REUSEADDR,
(char *)&flag,
sizeof(flag));
if (rc < 0)
{

perror("setsockop() failed");
close(listen_sd);

exit(-1);
1
/ """"" ER R R R R R R R R R **************************/
/* Bind the socket */

/*************************************************/

memset (&addr, 0, sizeof(addr));
addr.sin6_family = AF_INET6;

memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));

addr.sin6_port = htons(SERVER_PORT) ;
rc = bind(1isten_sd,
(struct sockaddr *)&addr, sizeof(addr));
if (rc < 0)
{

perror("bind() failed");
close(listen_sd);

exit(-1);
/*************************************************/
/* Set the listen backlog */

/*************************************************/
rc = 1isten(Tisten_sd, 5);
if (rc <0)
{
perror("listen() failed");
close(listen_sd);
exit(-1);
1

/*************************************************/
/* Initialize the local and remote addr lengths =*/
/*************************************************/
Tocal_addr_length = sizeof(local_addr);
remote_addr_length = sizeof(remote_addr);

/ """"" kkhkkhkhkkhkhhkkhhhhhhhhhhhhk *******************/

/* Inform the user that the server is ready */
/*************************************************/

printf("The server is ready\n");

/*************************************************/
/* Go through the loop once for each connection =*/

/ """"" ER R R R R R R R R R **************************/
for (i=0; i < num; i++)

/**********************************************/
/* Wait for an incoming connection */
/**********************************************/
printf("Iteration: %d\n", i+l);

printf(" waiting on accept_and_recv()\n");

rc = accept_and_recv(listen_sd,
&accept_sd,

(struct sockaddr *)&remote_ addr,

&remote_addr_length,

(struct sockaddr *)&local_addr,

&local_addr_length,
&buffer,
sizeof (buffer));
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if (rc < 0)
{
perror("accept_and recv() failed");
close(listen_sd);
close(accept_sd);
exit(-1);
}
printf(" Request for file: %s\n", buffer);

/**********************************************/
/* Open the file to retrieve */
/**********************************************/
fd = open(buffer, O_RDONLY);

if (fd < 0)

{

perror("open() failed");
close(listen_sd);
close(accept_sd);
exit(-1);

}

/**********************************************/
/* Initialize the sf_parms structure */
/**********************************************/
memset (&parms, 0, sizeof(parms));
parms.file_descriptor = fd;

parms.file_bytes = -1;

/**********************************************/
/* Initialize the counter of the total number x/
/* of bytes sent */

/**********************************************/

total_sent = 0;

/**********************************************/
/* Loop until the entire file has been sent */

[ Fkkdkk kg kk gk ok kkk kR ok ok kkk ok k ko k ko kk ok ok k ok ok k /
do
{
rc = send_file(&accept_sd, &parms, SF_CLOSE);
if (rc < 0)
{

perror("send file() failed");
close(fd);
close(listen_sd);
close(accept_sd);
exit(-1);

}

total_sent += parms.bytes_sent;
} while (rc == 1);
printf(" Total number of bytes sent: %d\n", total_sent);

/**********************************************/

/* Close the file that is sent out */

/**********************************************/

close(fd);
/*************************************************/
/* Close the listen socket */
/****************************** """""""""" /

close(listen_sd);

/*************************************************/
/* Close the accept socket */
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/*************************************************/
if (accept_sd != -1)
close(accept_sd);

}
el i 155 -

kend_fﬂe(}—Send a File over a Socket Connection /\Pﬂ

laccept_and_recv()|

Bl: 93472 bDT7 74 IVEK

ZOBITIR, 2947 2 MEY—N=05T7 7))V 2ERKL, T—N—NZDT 7 1IIVONEEEET LD
L ET,

H: ZOBOEAZES ST, RO7IRX—20 TO—RIZBT 2571 2 AEBRB LR ) [(O&EHFICHE
L7ZzbDELET,

/*************************************************/
/* Client example requests file data from server */
/*************************************************/
#include <ctype.h>

#include <stdio.h>

#include <stdlib.h>

#include <netdb.h>

#include <sys/socket.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#define SERVER_PORT 12345

main (int argc, char *argv[])
{

int rc, sockfd;

char  filename[256];
char  buffer[32 = 1024];

struct sockaddr_in6  addr;
struct addrinfo hints, *res;

/*************************************************/

/* Initialize the socket address structure */
/*************************************************/
memset (&addr, 0, sizeof(addr));

addr.sin6_family = AF_INET6;

addr.sin6_port htons (SERVER_PORT) ;

/*************************************************/

/* Determine the host name and IP address of the */
/* machine the server is running on */
/*************************************************/

if (argc < 2)
{
memcpy (&addr.sin6_addr, &in6addr_any, sizeof(in6addr_any));
else if ((isdigit(xargv[1])) || (xargv[1] == ':'))
{

rc = inet_pton(AF_INET6, argv[l], &addr.sin6_addr.s6_addr);

1
else
{

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET6;

hints.ai_flags = AI_VAMAPPED;

rc = getaddrinfo(argv[1], NULL, &hints, &res);
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if (rc !'=0)

{
printf("Host not found! (%s)\n", argv[1]);
exit(-1);

}

memcpy (&addr.sin6_addr,
(&((struct sockaddr_in6 =*)(res->ai_addr))->sin6_addr),
sizeof (addr.sin6_addr));

freeaddrinfo(res);

}

/**************************************************/
/* Check to see if the user specified a file name */

/* on the command line */
/**************************************************/

if (argc == 3)
strcpy(filename, argv[2]);

else

{
printf("Enter the name of the file:\n");

gets(filename);

}

/*************************************************/
/* Create an AF_INET6 stream socket */
[ Fk ke kk ok ke kk ok ok ok ok ok ok ok ok ok ok ok ok ok kkkxxhhhhhhkrrrhh kKK kk /

sockfd = socket(AF_INET6, SOCK_STREAM, 0);
if (sockfd < 0)
{

perror("socket() failed");

exit(-1);

printf("Socket completed.\n");

/*************************************************/
/* Connect to the server */
/*************************************************/
rc = connect(sockfd,
(struct sockaddr x)&addr,
sizeof(struct sockaddr_in6));
if (rc < 0)
{
perror("connect() failed");
close(sockfd);
exit(-1);
}

printf("Connect completed.\n");

/*************************************************/
/* Send the request over to the server */
/*************************************************/
rc = send(sockfd, filename, strlen(filename) + 1, 0);
if (rc <0)
{

perror("send() failed");

close(sockfd);

exit(-1);

printf("Request for %s sent\n", filename);
/*************************************************/

/* Receive the file from the server */
/*************************************************/
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rc = recv(sockfd, buffer, sizeof(buffer), 0);
if (rc < 0)
{

perror("recv() failed");

close(sockfd);

exit(-1);

else if (rc == 0)

{
printf("End of file\n");
break;

}

printf("%d bytes received\n", rc);
} while (rc > 0);

/*************************************************/

/* Close the socket */

/*************************************************/
close(sockfd);
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£ 19. Xsocket D1 > A N—ILHICIER SN2 4727 k

FITTx b4 | AUN—% V=R TyA | ATz b |[IET G|
%4 L
TSOINI TSOINI QATTSYSC *MODULE C JSP & TSOSTSOC
OEDOA 5 —T7 <
—ATHERTZEY
a—J)b
TSODLT TSODLT QATTCL *PGM CLP V=) X Ty

NE =AY S
7AIDA L IN— (F
232 o) ZHikk
T HHHZE 0T
7 Do

TSOXSOCK N/A N/A *PGM C SOCKETS X6
—I)VTHERT 2 AA
AL/ NN
TSOXGJOB N/A N/A *SRVPGM C SOCKETS xfahzl
— )LDV R— T
fAansy—EX -
T 7 A,

TSOINI N/A N/A *SRVPGM C SOCKETS XFEZY
=)V DY HR— D7
. ISP &
TSOSTSOC DDA
=T — AT
AEnsy—EZ -
Tar7 7 A,

vy bke7arsiry 197



# 19. Xsocket DA > A N—IHIIERINZF T 0 ~ ()

F T4

AUN—%4

J—X+T7A
Z2

AT b

147

PR T

GrL|

TSOXSOCK

TSOXSOCK

QATTSYSC

*MODULE

TSOXSOCK 7127 <
LADIERTHEA N
HEDa—), J—
A T 7 AN
main() JV—F > INE
FhET,

TSOSTSOC

TSOSTSOC

QATTSYSC

*MODULE

TSOXSOCK 717 <
LDIERTHEAZN
HEZ a2, V—
A - T 7 AT,
Vo B A SRR
IR IV —F >
MEENFET,

TSOXGJOB

TSOXGJOB

QATTSYSC

*MODULE

TSOXGJOB H—tE
2 - 77T AOE
RTINS EY
a—Jbe Y=+
7 AINZiE. NEY
a7 aEEpT 5 —
FONEENET,
ZOWETY a7 ID
i3, Yarv4, a—
F— ID. BXUKY 3
THETHRINE
ER

TSODSP

TDSPDSP

QATTDDS

*FILE

DSPF

Vi MEEEED
AA T4 RY
T Xsocket Y —)b
NMERT 2T AT
L1771,

TSOFUN

TDSOFUN

QATTDDS

*FILE

DSPF

flix DYy MR
DHFR— M Xsocket
V=)V MRS 5T
AAT VLA T A
Wo

TSOMNU

TDSOMNU

QATTDDS

*FILE

DSPF

AZa— - )N\N—%H
R—=hrT 572D,
Xsocket Y — )L AN
ToTA AT LA -
771V

QATTIFS2

N/A

N/A

*FILE

PF-DTA

Lightweight Web 1 >
TIANT I F v —
MEMT % JAR 7 7
TINNEENET,

198 BM i Vrwh--7ars3I>y
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Web 790 =2 N L TT7 V7 BATESLD Xsocket W—IV2ERTEET, AI—ATLETINSD
BRZ2ERNRERLETEZEICED, BRE2Y—N— A AV ABERTDHENTEET, EFDO1 >
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STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
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AN

H: 774V D HTTP U—N—OARIBLOFHEZFH L T 7Z3 1,
8. 77U r—al - —N—THHTLIHNBR— FOHAZBINL, RN 227Uy LET,

H: 1024 KOKREWR—FEFZFEHL T ZE N,
9. IP 7 RLZAZREIRL, iATHR—hERIRLTHSE, RN 27U v L FT,

H: 1024 FOKREVWR—FESZFHLTLZEI N, 773 ROR—FHFS 80 ITEIRL/ZNWTL
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1. JAR 770D at— A2 RITME, ROELIICZDAXY > REANLET,
CPY OBJ('/QSYS.LIB/XXXX.LIB/QATTIFS2.FILE/XSOCK.MBR")
TOOBJ (' /www/<server_name>/xsock.war') FROMCCSID(*0BJ) TOCCSID(819) OWNER(*NEW)
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2547 RELTHERALET,
[ TXsocket Web 7 7'V &r—2 2 > DRk |
A Web 77U r—3 3> « = N—BXWN HTTP ¥ —/\— (powered by Apache) DH—/N— 1 > A
B ABRERR LT, Web 7T —T Xsocket W —IVEMHATH-DIZHRT TV r— 3 > 2REKRT
BLHENHDET,

Xsocket Web 77U —<r 3> DHERK

A Web 77U r—3 3> - = N—BXWN HTTP ¥ —/\— (powered by Apache) DH—/N— 1 > A

YA ERERR L%, Web 7T —T Xsocket WV —IVZMHHATL7=DICHRT TV r— 3 > E2ERT

LN D ET,

1. M) Mo, Bkl T r—ar - U= N—2RRL £,

2. Eflo T7FUlr—ay s ¥—)N— -+ ¢H¥F—FR (Application Server Wizards)| T. [HiH7 7Y
r—3arDA VA M=)l (Install New Application)] ZERL 7,
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3.

4.

5.

B A A

7TV r— a2 EANDS JAR 7y A IIVOEFEREL. RN 227Uy 7 LT, U3,
[/QSYS.LIB/XXX.LIB/QATTIFS2.FILE/XSOCK.MBR | M S5ER S #1172 JAR 7 7 1)L T, Mk~ 71 )b
DEFHRFICEHRINE L /=,
7TV r—a  DARTEANIL, A2TFAN V= DT 7 HI) MEZZITANET, RN %
7w LET, FlZIE, ZO7TUr—23 > MW T TP —T Xsocket V—)L 2 ETTBHEEIT.
XSockets EWDAHTZEZMHAT LI ENTEET,
567 (Finish)] #7271 7 LT, Xsocket W—IVHDOT7 7 r—a  HRE5ETLET,

200 X—2 D THERR 7 7 1)V O HE i |

ME Xsocket W—IVEA AR =IVLEERIZ, A AT ADNW DMNOMEET v 1 IVICTFEI TEE 2N
ADBMLBEINHDET,

Web 759 —T®D Xsocket YV—ILDFR I

Xsocket Web 77U r— a > O ZETE 7T 5E, 75T —T Xsocket V—IETARNTESLLDIC
B0DET, —N—BIXOT7TUr—2a3> - A AF AL, ZORETHRIISN TWDIRHEND D F

ER

1.

P—N—BLEAT7 TV Tr—a - A DAY ANELERBINTOARNWESIE, av > RO
NOREHERALT, Y=—N— 7TV —a  Z2IREL £,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<server_name>)

Z ZT. <server_name> &, HTTP H—/\— (powered by Apache) DHERLKFIZIERK L 7zt —/N—« oA >
AE 2 ADHRTTY . SADRRINNND £7,

X2 RIFA 2 =T 2 —AMBIEEY 3 7 OU (WRKACTIOB) O~X > RZEFL T, —N—0D
RN ZHER L ET ., server_name & PGM-QLWISVR BIEZ ST 1 DD a3 7N JVAW R TERS
N, ZTOMDY 3 73T RT SIGW RRIZB> TWEIHLENH D ET, ZOHEFITIE. ROATv T
WCHEDZ ENTEET,

7Y =T, RO URL ZAHNLET,

http://<system_name>:<port>/xsock/index
ZZT. <system_name> (3T AT LD 24T, <port> \& Apache HERKIFICEINL 724K — NEH T
ER

Ja It ENEZS, Y—N—D1—HF—ZHENAT—RZANLET., Xsocket D Web 7T
7 2 NINERENBITTTY,

Bd & 2 2

[199 XR=2 D TiE Web 7T U7 —3 3> - —N—ORER |

Xsocket Y —)L%& Web 7 I U —THATDHITIL. i Web 77U r—a > « = N\N—Z2RT 206
FEINHDET,

Xsocket DEFM
Xsocket W —IVDOEEL, HETZ AT 2 MERZIE Web T30 —NETH T ENTEET,

MAEN—23 2D Xsocket 2T 5121, Xsockets W —IL ZRRTHZHENRNH D ET, 77T -5
TZDY—=)VEHEHATIEEE. MG 147 > MHIC Xsocket W—IVZEMK TSI EITMA,.  TWeb
T —2FHT 572D Xsocket DRI DAT Y THETTHDMLENHDET, ZOV—ILD 2 D
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DN—2 3 Zid, FULZZMENZHH D ET, E550Y—IVd YTy MR L ZdEEXTHITT
E,EBE5D0Y—IVTHIHITLEY 7y MERH LD ermo AVRINET, L. 12 —Tx— A&
TR ET,

#: GSKit ©F 27 - Vv b APl 2HT 2V v k- 7077 LAEUETLEEIT. Z0Y—)LD
Web N—2a > aHTL2LENH D £,

P A e

[199 XR—=2 D TWeb 7T Y —ZHT 575D Xsocket DHERL |

Web 7905 —2NLTT7 IV EATESLD Xsocket W—IVBHKTEET, AI—ATALALETINSD
BErREERRFEET L ZEICKD, B2 —N— A A AEERTDHIENTEET, HEO1 >
AN AMBHD E, Bz D listen "— F T, EBEHON—23 D 2REBIICETTELLDITADET,
By 2 27

[195 R—=2 D TXsocket DHERLJ |
2 DDON— 3D Xsocket V—IVEMHATEET, | DHON—Ta X IBMi 77147 > hERE
INET. MAEN—T a2 id, BROTFIETERIERSNET., 2 DHON—3 id Web 777 H—
2OIA4T7 O RELTHALET,

& Xsocket DfEM

M7 I147 > 8 ET Xsocket WV —)VZEMATHITIE, ROFAIH > T E I,

L. ORI SUTFTOaY > REFHITL. Xsocket VW —IVINEHETHIATITU—%2T7(4TFU— -1
ARNZEMLUET,
ADDLIBLE <library-name>

Z Z°T. <library-name> |&#H Xsocket ORERRFFICIERR L7254 75U —DARITT, FlZIX. F17
7 1) — D4R MYXSOCKET D&, ROKIICATLET,
ADDLIBLE MYXSOCKET

2. ARVEFA I =Tz —AT, ROKXDICANLET,

CALL TSOXSOCK

3. Xsocket VA > RUMERINET, ZOUA4 > RUNSAZa— N—EBIRT s — )V RZEMHAL
T, IRTOYTY N I—F XTIV EATEET, 2OV > RUE, Vv b API ZEIRL =
BIIBLTERRINET., ZOM YTz —RAEFHL T, TTHEELTVWDY Yy k- 707 T4
ERINTEET, HilLW oy hEUET ST, LFOAT v TE2EFLTIEI N,

Vi w b APL QU A RT. 49 B (socket)] Z#EIRL ., [FELT (Enter)] ZHLET,

. FREIND Tsocket() 7T T b (socket() prompt)] ™7 ¢ > R T, V7w NMI#EYRY RLZ -
TyIU—, Iy b 4T, BIATORIVEREINL, [EfT (Enter)] 2L XTI,

c. TR T) Z@IRL. TEd DR (Select descriptor)] ZEINL £,

ISE

e oy ry FEEd FBRICEET A, ZHUCK > TIEERED Y v REdiRFD U 2 Rk
REINET,
d #REINBUAINS, B LYy Fiidb FE2EIRL £,
H: DV ry PR TNEET 256, V—IWIV 7y b AP Z2E# DY 7y bt T2 HERY
WAL ET,
4. V7w s APL DU A RNS, fHTSHY 7y b API 2 2IRL £9°, X?\yj’ TERLZV7 Y b
R FIIZ DYy b API THEHASINET., V7 y b API Z2#IRdT 5L, Vv N API ICBHT 54;
EDBRERETEL —EDY 4 > RUMEBICERINET, HlAIE. connect() ZiEIRT S &, FoR
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INDT42RIT, TRVAE, PRLA 773U —, BEXURTRL A - T—YZE2IBETHIEN
WBEIZ/RDET, KRIT, BIRLAZV A7y b APL 2N, Rt L 2SR CIEON S NES. V7Y b API T
EUBDITRTOTT—IE, ermo ELTCA—T =€ RrEINET,

1. Xsocket V—)UiZ, DDS DT T 7 4 Wiz HHR— K EFRHLET, LEN>T., 7—YDANHE B
KT 4 O RUMNSDERFGIEZ, VI T4 INIBTA AT VAKBEBEIET T T 4 IVisT 4 AT LA
EEOEELE2FHTHINCE>TRAEVDET, fIZX. VI 74 WNRT A AT LATIE YTy b
API OREIRT 4 — )V RIFFzvr - Ry 7 AELTHNETN, ETTT7 4 HiaT 4 AT LA Tl
H—D7 4 =)V EDRBNET,

2. Uy b ETIEFHARREZ DI, WV —)VZREINTWARW joctl() ERNHDZ EITHEELTLES
(/)o

Web 759 —[CH(F5 Xsocket DfEF
Web 7T 7Y —T Xsocket V—IL &M AT HEITL, KROFHIZHES T 7ZE W,

Web 7 Z 7 —"T Xsocket V—ILZHT HHIIT. TXTD Xsocket MBI OMNE/LT RTD Web 7
TP =M T L2 E2MERLTL/ZE W, 77, Cookie DMEMARREIZ/Z> TWVWB T EHRERL
<FEEWN,

1. Web 7978 —T, ROXIICANLET,
http://system-name:2001/

Z ZT. system-name V&, —/N—+ 4 VAT A EZFU L AT LADARITT,

2.  [¥EHM (Administration)] 7ZERL FET,

3. EOFES—Tarint, THTTP ¥—N—0OEH (Manage HTTP Servers)] Z#E{RL £,

4. THROA AL 242 #ER L. THME (Star)) 227Uy 27 LET. UTFTOXSICANL, av
RITMEY—N— A A AZHIETHTEBHTEET,
STRTCPSVR SERVER(*HTTP) HTTPSVR(<instance_name>)

Z ZT. <instance_name> &, Apache WERRFFICIERR L7z HTTP H—N\—0D%4FITY, HlZIE. H—N
— e A AT AT xsocks BEEHATEET,

5. Xsocket Web 77U —2a 7 7 ATBIZiE,. T —TLLFD URL Z2ANHLET,

http://<system_name>:<port>/xsock/index

Z ZT. <system_name> (3T AT LD 4T, <port> |& HTTP 1 > A% > AZAERk U 2RI &
LR —RTY, FlZIE. AT L% mySystemi T. HTTP B —/N\—DA > A% > AWK — K 1025
T listen L TWBEHE, ROXDITANLET,

http://mySystemi:1025/xsock/index

6. Xsocket WV —ILM Web 7 I —icO—RENsd &, MEOV Sy b F2UELZ0, Hiloie

WFZEERLZDTEZZENTEET., HLWI Ty LR TF2ERT I3 LFO AT T &ET

L%,

a. [Xsocket A=a— (Xsocket Menu)| /5. [YV5 I (socket)] ZERL £7,

b. FREINS [Xsocket B (Xsocket Query)l 7 ¢ > RUT, 2DV v MtidFizwt)zay R
ZT7IVU—, YTy bk -7, BIXOTORIVEBIRLET, TEFKE (Submit)] %7
Uy 27 LET, ZOR—VE2HO—RT5E, FHY Ty bR FRNESBIC TV v b (Socket)] 7
WET e A a—IlERINET,
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c. [Xsocket A=a1— (Xsocket Menu)] 2%, ZDYV4 v Fitid FICEAT 5 API MEUNH L &##R L

£9., Xsocket V—IVDOMEN—Ta  EFHTLEEEFEMK VY hdib Fa@EIR Loz
Ba. 20 —)T API MO LICEFH OV 7y b 72 HEICHEHA L £,

Bt 2

[199 XR—=2 D TWeb 7Y —ZHT 575D Xsocket DHERL |

Web 79 0H =N L TT7 V7 BATESLD Xsocket W—IV2ERTEET, A~ ATLETINSD

BrREEBRIEETSHZEICLD, BB —N— A A AEERTHIENTEET, HED1 >

A AMBBE, BieD listen I"h— b T, BEON—2 3 D EERICETTEDLLDICRDET,

B & 2 2

[195 R—=2 D TXsocket DHERLJ |

2 DDON— 3 D Xsocket V—IVEMHATEET, | DHON—Ta X IBMi 77147 > hERE

INET. MAEN—Taid, BROFIETERIERSNET., 2 DHON—3 i3 Web 777 H—

#7147 > ELUTHERALET,

[199 XR=2 D T A Web 77U —2 3> - —N—ORERI |

Xsocket Y —J)L%& Web 7T Y —THHATHICIE. BB Web 7 TV r— 3> « —N—Z2HERT D4

BWINHDET,

Xsocket YV —JVICL > TR EN/=F T U FDHIRR

Xsocket WV —)UIZX > TER S NAZA TP =7 FOHIBRDBEICRDGENHVET, 1> A=)V - 7O
7T MIZE ST, TSODLT EWDARIO T OV I AMMERSINET., 20707 I L%, V—IlZk>T
ERENI=AT o7 hERELZD (91475 —&7 055 A TSODLT 13kk<). Xsockets Y —ILIZ
FoTHEHINDY =X « AN—%2BRELZDTEHZENTEET,

UFo—#Hoax > FE2HERTIE. N4+ 727 FEHIBRTEXT,

V=IVIZE o THERAINEY —A - AN—0DOAZHIFRTHI2IE. LTFOaIY > RE2ANTLET,
CALL TSODLT (*YES *NONE)

V=IVMERT 24 T2 27 OB EHIRT 21T UF0av > REANLET.
CALL TSODLT ~ (NO Tibrary-name)

V= I)NZE > THEREIND Y —Z « AUN—BXOF T2/ hOWAZEHIBRT 51213, LFOav > Rz
ANLET,
CALL TSODLT  (*YES library-name)

Xsocket DHRI AL X
Iy ke Ry 8= )b—=F>OBEMYHR—F BAI, inet_addr() ZBINT DI EICE> T,
Xsocket W — IV EZEBETEET,

MEOBBEIIIRADEDICZDY—IVEHNAY A AT 5551, QUSRTOOL T4 75U —I3EH LN
ZEEWRELET, ZOIATIV—ERLEETIHDOTIER, V=R Ty INVERHDTATZY—IcO
E—L. TITEEEZMATLZEIWN, ZAUTELDT. QUSRTOOL A 7F7U—DF I FHILDT 71 )
IMREINDDT, [FRULEERDIGHEITTNSGDT 7 A I EMHEHTEEY, TSOCRT Y07 T LZEMHH
LT, BERBICY—INEHINAINTEET (V—A - T7AIDBIDOTA T —ZaE—3NTW5
BEE, TOIA4 TS5 —ZFHTESLDIC TSOCRT BLEETILENH D XT), V—ILEERT S
HilZ. TSODLT 7OV I AZERALTY =)L - AT hOEHWN—=2 3 D 2HIBRL T 7230,
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FTESHEY -
iy hEtFay -y FOMRAIFEALTBD, ebusiness 77U r—3 3 B —/)N—IZxiE
THEITES>TVWBEDT, HEORSTESMEY —IVIE, ZTOERICHIGL TWBENH D ET,

RS NIRRT ESHE Y —IVE, Uiy b - 7OV T80T R L —AZETLT, Yy XN
SSL X7 U Ar—2a RO T =I5 a—2a > ERDF501I% I bEd, ZNnNsny—
WiE, 7arsx—&9R—h LA —OHLEN, IP 7 RL ACR— MERZEDY 7y NOR#ZE

BIRTZHZEICE-T, VY FOMERZERET 2720ITRILE XY,

LUN D& T,

INEDOY—ER - WV—ILIDWTENFIMESRL E7,

#20. Vv hBEOAEFaT - VT NORTFEGMEY —)L

ReFE S Y — IV

GrL

LIC hL—Z + 74 )% — (TRCINT BXLU TRCCNN)

Iy NOBRIRNL—AERTADEIICLET, YTy

Fe hL—=Z2Z7RLZA-T73IU—, YT vk 51

7.7 ha), P Y RLA, BEOKR— MERTHIEE
THIEMTEET, L —A% Socket API DFFEDH
T —DOHIZ, F£/2 SO_DEBUG V7 v bk ATz

by bDOBBITY FOARCHIRT S EHTEE

9, LIC FL—XF. ALy R, A, 2—H—+F
o7y, a4, FRE—N—ZTTI4ILF—IT
HrosnEd,

STRTRC SSNID(*GEN) JOBTRCTYPE(*TRCTYPE)
TRCTYPE((*SOCKETS *ERROR)) 2L FL—Z + U3
>

STRTRC X > RIZEBMD/NTA—F—nHEINEL
2o ZOINT A= =1L, DOV Yy MBI LW L
—Z A e TenEHEAEERLET, ZoH
NiE, VA MEEPICZ S —NRAELZHEEORD O
— R & error BWAGENET,

BIRIRERCRISED b L — A

VA7 NI A (e b Qi Bl SR I el SOZ8 O N
— AT FETENY Ty MRED & OBRIEIREERL SRS
BHHOY > TIngENnEd.

B L 722 a 715

AL ELETOS TN, EsnizY Yy M E
7213 listen FODYV 7y MBI LT XRTOY a 7 &M
HTESLDICLXET. ZOBHIT. AF_INET £/212

AF_INET6 EWS Y RL A - 77 I —2fHTEHI v
ke 77U —2 3 M@ NEISTAT Z{EH L TERT
EFT,

SO_DEBUG Zf§ilaJAEIC 9 % NETSTAT kR 4+~
>ar 3)

VA y k7 FYsr—3 3 2T SO_DEBUG V7 k-
FT2alMREINTNDEEIT, HHERKL )L - TN
w TIERERME L £,

tFay Vv FRDI-RFBROA vy -0

GSKit API IZHk LT, gsk_strerror() Zi U T, (LS
NetFa7 Iy MEDOI—R - Ayvt—I%8 R0
%9, SSL_Strerror() & SSL_Perror() ® SSL_ API IZxf
L CRMOHREZIZM L £9 . E7= resolver Jb—F >
S5ORDI— RIEWMZEFMT 2 hstrerror() API HdH D £
9

WNTF =X T—HNEDKL—Z - KA > b

TTVT—=ansy iy NERT TCPAIP A% v U E
TOF—% - 70—% KL —ALET,

e 155 -
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[SSL_Strerror()--Retrieve SSL Runtime Error Message API|
[SSL_Perror()--Print SSL Error Message API|

[esk_strerror()--Retrieve GSKit runtime error message API|

[hstrerror()--Retrieve Resolver Error Message API|
[~ L —ZDB% (STRTRC)|

OA—KRICET3514 o RiGHBLNISLEIR

IBM 1d, BRI, TRTOTOFT A - A—ROY LTIV EMEHT S ENTEDIEM G EMEH
MEETHELET, BRI, O T - I—Rhs, BEKRMBEOEN O -Z—Ic&bE 8o~ o
TINEERTHENTEZET,

SITER TNV E RSN TV A BEZRE, IBM, 20707 7 ABSE. BIOMHaER Tor 5
Ll BEY 1707 T L) 1T 2EMEY R — F 25 256132 ORI R— MIDOWT, Eako
PRAE. R HEE GO RAES X NER EOBERBEZZTOTNTORRS LU <IZHROFRIEEEZ A
Db DELET,

WNRBGEICBNTSH, IBM BEU IBM OV T I v —7250NC IBM EP XX - N—hF—1F. &
DFROEEEMODITHRELEZUTOBDICOWTIHERTLZ2AWVWER A,

1. T—H D8R, £l G,

2. BEHHEE. RS, (TREREE. RMEEE. 23805 Lot RNEE

3. BERLEFZE. EPFRALDOIRE. HDWEENTND LEH

E R 72 3T &K o T, EHROBITREICK D, ERLOBEOHIRAEH S NENWEENH D X7,
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L EGE A

AFIIKE IBM PRETLIEEBLI T —EARCDNWTERLIZHDTT,

AEICHHOES, T—E A, TREHBENARICBNWTIHEMEINTOWARVWEERNH D £, BATHA
nJRE/R LG, P —E X, BIOHRIIOWTIE, HA IBM OEEHEYBIIBEREI N, AT IBM
B, OV I A FEEY-ERCEALTNTH, £0 IBM &, 707 I 4, £2EFH—EZDH
IMERRRETH S I EZEBERTE2HOTIEHD EHL. INSITRAT. IBM DHNFIAEHEEZRET S Z
D, HWEMICHEZOR-SE, Ty I A, FREIY—EXEFHTLIENTEET, /27ZL. IBM

DS o#ELE E T 00 5 AOEBEE T —E XS X ORGEEIX, BEEOEMLTITo TWEZEET,

IBM 1. AFICRHEHINTWLNRICEL THRIHE FRFHEHFOHDZEE) ZIRA L TWAEENH
DFET, AEORMIT. BREICINS DBIHEICOWTEELH#ETHIEE2ZRTLIHOTIEIHD E
B, EFMMHEIIOVWTOBMWEDEIL, EMICTFEREEICREDLITZI N,

T103-8510

FOLAE H X H ARG R IR AT 1998215
HAY A - E— -« TAKSH
B - HIRRpE

HIIA PERE = A &2 > AVt

LUFOLRGE, E R3S OERICHDBRVWERIE, EHINEEA. IBM BLUYEOERE X I HE
DT, AFZREMEL THET L EROREBTREL, rMmltkokit, FEHIESEO RIS K
WEE EOBIEHRBEEZ GO TR TOWHRD L BAROFREELEZADBEVWDBDOE L XY, EXZITH
BUC Ko T EHOBITREICK D, REEREOHIRNHE U SN 56, MirREOHREZ2ZF260 &
LE9.

Z OB, HiTWICAREY AR PCREE S DEEND D ET., AEIEHWICREIN., NEREHE
BAEORMBICHAAENE T, IBM T TELZLIC, B, ZoXEBICHEHINTWL I FZIE Ty
TLTHLUT, "B ERRBEEETHIZERHD FT,

AEIZBWT IBM LSLD Web 1 MCEKR L TWAEENH D XTN, HEHOLZOEHKL LT TH
D, RLTENSD Web 1 hZHRTLIHDOTEDHD FHAL, TNH5D Web T1 MIHBHERNE, Z
® IBM #HFOERDO—HTREH D FH A, ZTNED Web H1 ME, BRHKOBETIMHHSZSI W,

IBM 13, BEHENMEET 20N 5EHRE. BERISEL TRALEBHED ZLDARWN, HOEYEE
THHET, FHBLIIEATEHIENTELHDELET,

AT7OTITLDTA v ARFEET, () MAICERLZ7O7 I A0EZTOMOTOr I L (RTTT T A
&) EOMTOERASH,. BIY (i) K-S NZIEROMERHAZJGEICT D E2HEL T, &
TO7 5 ANIET A ERELEST S AL, FRRICERKL T a0,
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ATOT T LT 2 LEEOE®RIE, EUREAREO T THATLZENTEEIN, AEOBELHD
£9.

AETHHINTNWDEIA LR - TOT I AFRITTOMD A 2 ZA&RE. IBM e 707 5 A
FHIDOZEKISTE, IBM 707 T ADTHEHASMHE, FRE3TNEREOLREIZE DV T, IBM X DiEfINn
ECIN

COXFBIZEENDZVNRDENT A=A - T—=8b, BEHEETTREEINLZDDOTY., TDD, il
DEEERBE TR ONIHRIE, R RBENH 0 XTI, —HOREN., HEL NIVDOT AT LATITON
AREVEZDN D D KT, T OREMEN, —RICHHATREZR S AT LADHDER U THHRIEIEH D XA, &
512, —EOREMEDY., HEEMETH 2L TRENEDN D D KT, EERORERIL, RAEDAEMENDH D T, BEK
. BEROREDRREICHE L 2T — 5 ZHEND HMENRDH D LT,

IBM DA ORGEIZEET B 1EHIT. OB OMIGE, HEY. B L <132 MO NTHRIF ATREZR Y — A »
SAFLAEHDTY, IBM 1T, EN50EBOT A MIMToTHDEHA, Lo T, kB IcEE T
HFETHE. B, £23FOMOERICONWTIIMIETE LA, IBM LIS OEEOMEREIZEE 9 2 & R
1. FNS OHEBOMGFITBENL £,

IBM DYk G FE-IIEMICET SR DWW TR, PHEARLICEEEZIIMEIESNSIBHERH D, B
WHEZRLTWSHDTT,

AERT IV THMELTOARBENTNET, N AITEGMEH AR/ 2 RICAE I/ 55

BNH D XTI,

aul

AFEIE, HEOEBUHTHWSND T —FPREFDHNGENTWET, KOEBKNEZEZ 2720
2. ENSOFNTIE. BA, ¥ TI 2R HEIVEEBREQAFNEENTVLIHENHDET., T
NEDAHFEITNTRZEDEDTH D AFFCENPELUT L2EENELL TNLHELTH, TIUIMBARIC
TEEE o

HEHER R Re:

AEIZIL, A ARL =T 2T - T Iy T3 —LTOTOAT T I VT FEEHRTHZY T - 7
ir—ar - 7Oy L0) —ASETHBRINTVWET, BRI, 2V Ty s anEqMNT
WEFARL—=FT 4 27 T Iy T —LDT TV r—a s JOATIIUT « A 24 —7 x— AITHE
L7 7Ur—rar - 7ar7 5 ,0%. /. K. iEfAxzHNEL T, WhksBERITBW TS,
IBM IZxHliZ 30> 2 & InazE-L ., &L, BATHIENTEET, Zo¥ >V Jurss
L, BLWBRMETICRBITDZRERT AN ZRTWERL, > T IBM 2. Zh60H > 7oy
FLTODOWTERFEME, FIEES L <IIHEEEND D ZE21Z00N LD, RifdTH I EIETEEFRAL, Z
NEOH LTI - Tl I NIBENE L THET L EFORETIREINDIDDTHD,. WHRDIRIED
RftxNFH A, IBM 3. BEHROYZY > TIL - TO7 T LOFERANSET 20NN EBEICH LTS
—YDEFEZAVWER A,

ZTNTNOEEY), YT - TOT T LOWNRLES FFTRTOREREEDICS, KDEXS
2, BRI RE AN TWELESLERHD £,

O (BEHOEMA) (HBE). 20— RO—EIZ, IBM Corp. DY > )b« TOT T LANSTSENTNE
3_0
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